Vi Pinh Cuong (Chi bién)
Phuong Lan (Hi¢u dinh)

Tung budc kham phd an ninh mang

TEM LAI PASSWORD

& phudng phap phuc héi
an toan di liéu




(M| VU DINH CUONG (Chii bién)
med PHUONG LAN (Hiéu dinh)

Tu"ng budc kham phd an ninh mang

TIH LA PASSWORD

phLIdng phap phuc héi
an toan dii liéu

NHA XUAT BAN LAO DONG - XA HOI



LGOI NOI DAU

LOI NOI AU

Cong nghé Théng tin ndi chung vd Mang m4y tinh néi riéng trong
nhilng n&m gidn ddy ph4t trién manh mé&, nhét 12 trong tinh hinh dat
nude hoi nhép va mé cda. Tuy nhién, trén da phét trién d6 cing nady sinh
nhiéu vdn dé bat cip va thdch thic nhu co 8§ ha tdng ctia ching ta con
y8u kém, nguén nhén luc k¥ thuit cao con thigu.

Dé gép phdn vao sy phét trién chung ciia nén khoa hoc mdy tinh
nudc nha, ching téi gidi thiéu dén Quy doc gid bd sich “Ting bude
khém ph4 an ninh mang”. Sich cung cip nhiing kién thitc ca ban nhat
va cén thiét nh4at dé trd thanh mét Nhén vién quan tri mang, Quéan tri
bdo méi. B¥ic biét, bd sdch nay sé hudng cdc ban tré thanh mét White
Hat Hacker, v6i phuong chim “Hoc hack dé chong lai Hack”, ciing nhu
trong binh phdp c6 cdu “Biét ngudi, biét ta. Tram trn, trim thing”.

B§ sdch “Tiing buwde kham pha an ninh mang” duge chia thanh
nhiéu t&p, méi tédp duge chia thanh nhiédu chuong, méi chuong gidi quyét
tron ven mft van dé nao dé6. Trong mdi t4p déu dugec bd cuc chat cha,
phéan d4u 1A tén chuong, tiép theo 1a nhitng tidu muc chinh cln gidi quyét
trong chuong, sau dé6 12 nhimg tém t#t téng hop cha chuong. Sau cung la
phén gidi quyé&t van dé.

Su bd cuc chiit ché va khoa hoc nay sé& gigp ban doc nhanh chéng
ndm bit duge nhilng van dé va tim nhanh duge nhilng muc ma déc gia
thuc sy quan t4m. Ban dgc khdng cdn mét nhiédu th¥i gian lat sdch téi
phén muc luc ma vin c6 thé biét duge so d8 va bd tri cia chuong.

T4p ba mang tén “Tim lai Password vA Phuong phdp Phuc héi
— An toan D liéu”. T4p nay duge chia lam 6 chuong, tuong dng véi
timg chuong li nhitmg vin dé néng béng cta Tin hoc hién nay. Mbi vén
dé néu ra trong timg chuong déu gin bé siu sde véi tinh hinh thuc t& va
duge gidi quyét mdt cdch triét dé, rd rang. Mdi thao tdc déu c6 hinh anh
minh hea cu th&. Phuong phép trinh bay theo kiéu ting bude phit hop vdéi
moi d8i tuong déc gid tit cin ban dén néng cao.

Chuwong 1: Tap trung gidi quyét cdc van dé lién guan dén Email
nhu: Mot s8 thi thuat Yahoo Messenger, cdch xdc dinh vi tri dia 1y clia
email, Mail server, cdch st dung mét s8 phdn mém Spam, gii thu nic
danh bing Ghost mail, phuong phdp chéng Bomb mail.
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Chuong 2: Gidi quy&t triét dé cdc vdn dé lién quan dén password
Windows, tit cdch reset password khi 1§ quén ho#c bi Hack cho dén
nhing phuong phép tim lai mat khdu bdng nhing phdn mém lén va phic
tap. O chuong nay ching téi tuyén chon va gidi thidu mét s& phdn mém
tim password manh nhét va théng dung nhat hién nay.

Chuong 3: Tap trung gidi quyét cdc vAn d& vé& password tép tin
nhu: Tim lai password cde tép tin ctia MS Office (.doc, .xls, .xlsx, .ppt,
-.mdb), cde tép tin nén cia Winzip, Winrar, t4p tin .pdf (Adobe). Ngoai ra,

chuong nay cdn hudng din ban cach dat nhimg m4t kh&u an toan cho tap
tin.

Chuong 4. Huéng din ban doc ¢de phuong phdp phuc héi dir lidu,
tdp tin dd m4t. Nhimg tap tin ban di vé tinh x6a ho#ic tép tin bi mat do
cdc tdc nhén phd hoai nhu virus, trojan hay cdc hinh thiic pha hoai chGa
dsi thi canh tranh. Ngoai ra, chuong nay cdn gidi thiéu dén ban cde
phuong phap phuc héi dir liéu ngay trén nhitng phan ving da bi xéa,
nhing & dia da fdisk hay format.

Chuong 5: Tép trung gidi quyét céc vdn dé vé an toan di lidu.
Huéng dan ban cdch x6a sach cdc tai lidu mat, di lidu riéng tu theo chugn
Qudc t&.

Chuong 6: Gidi thiéu phuong phdp c¢ ban giip nhanh chéng x6a
sach cdc ddu v&t trong mdy tinh.

Phin mém gisi thidu trong tdp ba ndy d8u dudc cung cdp trén
website www.minhkhai.com.vn, tdt ¢d déu c6 Licences, Serial, Keygen,
CD Key, Crack ho#c Patch.

Mic du sach da duge bién tdp k¥, nhung nhimg thiéu sét 1a khéng
thé tranh khéi. Moi gép ¥ va thic mic xin vui 1ong lién hé theo dia chi
e-mail: mk.pub@minhkhai.com.vn.

MK.PUB
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Kinh thua qu$ Ban doc gan xa!

Trude hét, Ban xuit bdn xin bay to long biét on va niém vinh hanh
duge déng dao Ban doc nhiét tinh Gng h$ ti sdch MK PUB.

Trong th#i gian qua chung t6i rat vui va cdm on cac Ban da gid
e-mail déng g6ép nhiéu ¥ kién quy bdu cho ti séch.

Muec tiéu va phuong cham phue vu cda ching to1 la:
= Lao ddng khoa hoc nghiém tuc.
¢ Chat lugng va ngdy cang chat luong hon.
e Tat cd vi Ban doc.
Mét ldn nita, Ban xudt ban MK.PUB xin kinh moi quy Ban doc

tiép tuc tham gia cang chung t6i dé nang cao chét lupng sach. Cu
thé:

Trong quéd trinh sit dung sdch, néu quy Ban phit hién thay bat ky
sai sét nao (du nhd) xin d4dnh ddu, ghi chi nhén xét ¥ kién cda Ban ra
bén canh réi gii cudn sdach nay cho ching téi theo dia chi:

Nha sdch Minh Khai
249 Nguyén Thi Minh Khai, Q.I, Tp. H6 Chi Minh.
E-mail: mk.book@minhkhai.com.vn hodc mk.pub@minhkhai.com.vn

Chung t6i xin hoan lai cude phi buu dién va gii tra lai Ban cubn
séch cung tén. Ngoai ra chiing t6i con gii ting Ban mét cudn sach khdc
trong ti sdch MK.PUB. Ban c6 thé chon cufn sdch nay theo danh muc
thich hgp s& gl t6i Ban.

Véi mue dich ngay cang nang cao chdt lugng ti sach MK.PUB,
ching t6i rat mong nhin duge sy hop tde nhiét tinh cia quy Ban doc gén
xa.

" “MK.PUB ciing Ban doc déng hanh” d& ning cao chét lugng sdch.

Mt 14n nita chiing t6i xin chan thanh cdm on.

MK.PUB
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Chuong 1: E-mail hack - 1

Chuong 1:
E-MAIL HACK

o Cdic thi thuét trén Yahoo Messenger.
e Bomb mail va gii thu nic danh.
» Cdc chuong trinh hé tr¢ E-mail.

Ngay nay, vdi sy phat trién manh mé cia Internet nén viée trao
d4i théng tin - lién lac duge thuc hién mdt cach nhanh chéng va khéng
phu thudc vao vi tri dia I¥ nita. G vA nhén email chi mit mot vai gidy.
Ngoai ra, qua dich vu Internet ta c6 thé gip g, hen hd tryc tuyén véi
nhau qua dich vu Chat mién phi.

Tuy nhién, mai dich vu phét tridn déu c6 cdc han ch€, c6 nhimg 13
héng bao m4it ma ti d6 hacker c6 thé d& dang khai thdc d€ tén céng. D&i
vdi email, ta thudng thfy nhat 12 hinh thdc gdi thu rdc (thuimg goi 1a
Spam) do cdc Spammer giy ra, hinh thitc¢ Bomb mail do cdc Bomber gifi.
Péi v6i dich vu Chat thudng xudt hién hinh thiic kick boot, ...

Ngoai ra, x4c dinh nguén gde va vi tri dia 1y cia mjt email ciing la
vén d& néng béng va dang rit duge quan tAm hién nay. Khi dang Chat
v6i mot ai d6 mdi quen trong Room Chat, nhung khi hoéi ho & déu, thi ho
néi ring ho & Bic cuc hay mot nude Chau phi xa xdi nao d6. Trong khi
d6, c6 thé ho chi ngdi bén canh ban hoisic 12 mét déng nghiép lam chung
trong Céng ty. VAy lam thé& nao 4 xdc dinh duge vi tri eGa ngudi ban mdi
nay. Hay lam thé nao dé biét duge vi tri cia mdt Mail Server?

Chuong nay s& gidi quyét tron ven cde vén dé trén, gidi thiéu mét
56 phdn mém hd tr¢ Email va Chat.

I. Cac thu thuit trén Yahoo Messenger

Yahoo Messenger dugce xem la chuong trinh giao luu tnfe tuyén duge
Ung dung rong rai nhdt trén Internet hién nay. Ngodi tinh ning Chat
théng thudng, Yahoo cdn hé trg Voice Chat va Webcam rat tién lgi. Tuy
nhién, khi s& dung chuong trinh nay ciing thudng gip rdt nhidu vén 4é
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khong tét nhu: Sex — Webcam, Kick boot, gii théng didp quang cdo bita
bai, nhitng ngdn tir thd tuc, phan dong,..

D& ngin chan cdc hinh thic tdn céng nay, ta chi cin kich hoat
Firewall cia Yahoo. Tuy nhién, néu kich hoat Firewall thi s& khéng sit
dung tinh n#ng Voice — Chat dugc nia.

D& hiéu r6 hon vé cdc muc duge dé cép trong cdc phan sau, ching
ta hay tim hidu mét s6 kh4i niém.

* Kick boot: La qud trinh gifi lién tiép c4c thong diép dén Nick cia
nan nhin qua Yahoo Messenger. Cdc théng didp nady khong nging
ting 1én cho dén khi mdy tinh cha nan nhéan bj treo. Khi muén st
dung lai mdy tinh, nan nhén phai khéi dong lai.

+ Sex -~ Webcam: La qud trinh ph4t t4n nhiing Webcam c6 ndi dung
khong lanh manh qua Yahoo Messenger. Cédc chuong trinh quing cdo
khéng lanh manh thudng loi dyng nhimg webcam nay dé dinh kém
cdc thong diép quing céo.

* Spammer: LA nhimg ngudi ph4t tdn cdc théng diép quing cdo qua
Internet, biing cdch gifi email d&n nan nhan. Mét sd email thuémg

chita Virus, Trojan, nhitng-théng tin k.hong lanh manh nh&m theo d5i
va 1dy théng tin tif nan nhan.

+ Bomber: La mét ngudi nao dé sit dung cdc chuong trinh dic biét, d&
gui nhiéu thong diép hoac email dén mot Nick name hay hép thu nao
d6 nhdm giy treo mdy hodic tran hop thu cda nan nhin. Mot s§
Bomber cdn lgi dung hinh thidc ddnh bomb d& cai dit virus hosc
trojan vao mdy tinh nan nhén.

* Scammer; La nhimg ké lita déo, chiing ding 1én nhitng mé hinh kinh
t& nhu: Ngan hang, Céng ty, hay mét t6 chite nao d6 nhim lay tién
ctia ddi tac hodc cde thanh vién tham gia.

¢ Fishing: C6 nghia 12 lra ddo, gid mao, nhim muc dich 1a khai thac
théng tin ngudi ding. Céc trang fishing thuong gip nhst 14 cde
trang web ¢6 muc dang nhip duge nguy trang gitng cdc trang web
16n nhu: Ebay, Paypal, E-gold. Tuy nhién, tén mién cda ching duge
ddt tén gdn gidng vdi dia chi website chinh thdc nhim d4nh lia,
qua m#t nan nhén. Vi dy, trang web cia E-gold ¢6 dia chi 1a
e-gold.com thi Hacker s& tim cdc tén miédn (domain) gdn gifng nhur:
e-gold-login.com, egold.com.



®
Chuong 1: E-mail hack 13 |M

1. Kich hoat firewall
1. DPiang nhéap Nick cia ban vao Yahoo Messenger.

2. Sau khi ding nh4p thanh coéng, vao menu Messenger >
Preferences > Connection.

3. Nhép chon vao muc Firewall with no proxies, tiép theo nhédp
OK dé€ 4p dung (xem hinh 1.1).

e

S i it T T TR -
Yahoo! Messenger Preferences

Category: . ===
Gerers
Alerts & Sounds _' - e - i
| Appearance ) No proxies { i i
| Archive T Ouse
i . proxies
Chat Some organizations do not support the use of proxies.
Connection
Display Image If Yahoo! Messenger cannot connect using the "No proxies” option,
| Ignore List try thi option.
| Yahoo! Music The “Firewall with no proxies” option allows Yahoo! Messenger
i LiveWords to connect using only HTTP requests,
Messages
| Privacy
. Webcam

Super Webcam

|

| oo lml [vewe gl

o) (cancel ] (tpoe )

Hinh 1.1: Chon Firewall with no proxies.

2. Khéng cho phép td dgng xem webcam

D& ngan chan nhimg Nickname khéng ro tu dong xem Webcam khi
chua dugce phép, thuc hién nhu sau:

1. Déang nhép Nick cia ban vao Yahoo Messenger.

2. Sau khi dahg nhdp thanh c6ng, vao menu Messenger >
Preferences > Webcam.

3. Nhép chon vao muc Always ask for my permission, tiép theo
nhdp OK dé 4p dung (xem hinh 1.2).
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; Appearance | 1 Caprmia Setteigt. { Cameis Bouce ., |

| Caling 8. A00 | Broadcast my webcam with

T
=

Fmb - Better
| Connection ¢, Spesd N, L G e Gualy

ECT—— | Ea
) forsee atber vimreaetts
DI!Inh-anlmbmbinhchdmmhm
[=]When | show my webcam, change my status message bo
[View My Webcam

Hinh 1.2: Chon Always ask for my permission.
3. Khong Chat véi ngudi ngoai Friend List

Dé tranh ngudi khong ré danh tinh, khéng c6 trong friend list cla
ban, hay nhimg website quéng cdo lam phién, ban thuc hién nhu sau:

1. Ding nhéip vao Yahoo Messenger.

2. Sau khi ding nhdp thanh c6ng, vao menu Messenger >
Preferences > Ignore List.

3. Nhap chon vao muc Ignore anyone who is not on my
Messenger List.

Muc nay c6 chic ning lam ngo truée nhing ngudi khéng cé trong
friend list ciia ban (xem hinh 1.3).

TR TR L a Ly gt e e g
Wahoat! Hessenger Preferencoes

) Caa) i

Hinh 1.3: Khéong chat véi nhiing ngudi ngodi friend list.
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4. Ngan chin Kick Boot

Kick Boot la phuong phdp ma Attacker thudng ding d€ tdn céng
vao mdy tinh cia ngudi duing Yahoo Messenger. N6 hoat déng bing cdch
gui lién tiép cdc thong diép hosc d4 viang Nick cia ngudi dung ra khdi
Yahoo Messenger. D€ ngén chin, ban thuc hién nhu sau:

1. Dé#ng nhép vao Yahoo Messenger.

2. Sau khi dédng nh4p thanh céng, vdo menu Messenger >
Preferences > Chat.

3. Nhép chon vao muc Ignore chat invitations (xem hinh 1.4).

Muc nay duge chon sé& bé qua nhitng 1&i mdi vao Room Chat, diédu
nay gidm thiéu nhimg ctta s dugc hién thi khi Chat. N&u mdy tinh cta
ban c6 cdu hinh yéu thi sé@ din dén tinh trang treo mdy, hosc c6 nhimg
chuong trinh nhu Virus hosc Tro_]an tu déng dugc cai vao méy tinh.

Yaﬁwriessenq» P«-ﬁ-rvm—ﬁ '

o, S

. Connection WordFiter: OMNone @ Weak (O Stong

: Ignore List
 Yahoo! Music

) Camn) Gamn )

Hinh 1.4: Chon Ignore chat invitations.

5. Loai bé quang cdo dang flash trong phian Plug-ins
5.1. Déi véi Yahoo Messeneger 8.0.0.683
DE loai bé quing cdo dang nay, ban thuc hién nhu sau:
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1. Vao thu muc C:\ > Program Files > Yahoo! > Messenger >
Cache. '

2. M¢é tap tin urls.xml bing Nodepad, tiép theo x6a tdt cd ndi

dung c6 trong tép tin nay, sau d6 nhdn Ctrl + S dé€ luu nhimng
thay d&i (xem hinh 1.5).

urls.xml - Hotepad

lurls signature="UA7S5VgOLECT2 W8 FazvPLoLmx/ +PI0VKF+dlLbFEQO53i0 »

<url href="http://messenger.yahoo.com/external/client_.
<ur] href="http://messenger.yahoo.com/external/client_:
<ur]l href="http://login.yahco.com/config/cookie_token"
<ur] href="http://login.yahoo.com/config/reset_cookies.
<ur] href="vcs.msg.yahoo.com,vcsl.msg.yahoo.com” id="v.
<url href="httpvcsm.msg.yahoo.com" id="HttpvIP"/>

<furls>

Hinh 1.5: Xéa néi dung tdp tin urls.xml.
5.2. Doi véi Yahoo Messenger 8.0.0.701

Vé6i Yahoo Messenger phién ban 8.0.0.701 ho#ic cao hon, ban phai
sif dung mét chuong trinh xi ly dang s6 Hex nhu WinHex.

Ban c6 thé download chuong trinh nay tai www.minhkhai.com.vn,

trong thu muc Chapter 1. Sau khi gidi nén va cai dat thanh coéng, ban
thuc hién nhu sau:

1. Vao Start > Programs > Winhex dé md Winhex. Tai giao dién
cia Winhex, vao menu File > Open > C:\ > Program files >
Yahoo! > Messenger YahooMessenger.exe.

2. Tiép theo, vao menu Position > Go to Offset ho#c nhin té hgp

phim Alt + G va nhép vao dia chi 3981AC, sau d6 nhdp OK dé
tim (xem hinh 1.6).

Go To Offset

Hinh 1.6: Di chuyén dén dia chi 3981AC.
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3. Tiép theo, ddi chit Enabled thanh Disabled (xem hinh 1.7).

* WinHex - [YahooMessenger.oxe]

G e Rt Jearch Posktion

alx
Tock Specilst Oplions Widow Hep - R

DEFHSFEy  ~h@BE ALUEMN -BeEs 3% L @&4rYn@m
 shooM esvenges swe e s | ¥ %
fivigiony| Ofost | 01 2 3 & E 6.7 89 ABCOEE | E
o | 00398160 74 SF 62 72 61 E 64 69 6E 67 5F 69 6D 67 SF 64 | t_branding img d

Y ahookiessenger
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Dol Et Mode 003981D0  7E Dk 42 85 F0 7D 48 28 79 DE SB E2 OF 2 | ~OBIA}H(yR(A ud,
State: | wodied| 003981E0 AF F3 EC 14 10 9C 6E 59 4A 20 34 U 4E 52| 06i. . InVJ de1aNR
Ueido fovet ; 3| 003%81F0 @8 81 SF &F 71 17 3B 21 BA CE 3§ 02 1i_oq.: | E). .84,
Lndo mverser: keybowdrpu| 00398200 | 2E ED 00 47 1B 06 Fd 27 L LS. atlse gk

00398210 A6 &B DF 4C BC FE . | kBLspO¥ 1s051°1

101172007 00398220 . 61 4B 29 D7 E9 BD | al)xaMeIa0iA0.
1220 00398230 CY Bl DS 64 97 E7 Etldigl  DefifGe
Lestrete e DRMOonOE| 00398240 AF 0D 04 23 B8 M L #,50'TASe 7Y

T 4E4io6| 00398250 13D 37 39 S5 BF OB 7A 57 3C OE 40 6k FS 72 DD BB =79U¢ .2V« @38rTs
. 00398260 BB Ak 46 AD 30 56 78 38 BA 9E 92 87 FB 66 30 1E  1°F OVeB®1 pdfn.
At ;=M 0398270 |BY 96 65 A2 50 1D C3 26 22 DO OA 43 F2 BO EB AC . ‘lecP JL"D.Co'&-
s U1 00398280 62 98 3F D3 69 Al 9F 16 95 E6 F6 28 26 1A D2 BE b120iin. fadex Ok
; : 00398290 | 09 SD 45 C4 FD SA 07 0C 82 3E 49 74 6 68 SE Ch
0DI982A0 EA CD %A AD DL 33 86 76 80 ES C8 D& A9 8C 6D 91
00398280 63 3& 4D C1 01 21 6B 9B AE 11 5A 91 C2 47 8E 87
003982C0 ' 96 AF FC 8F 66 97 2F 61 9C 5B 4C B3 14 77 48 62 10uf£1/al[L" vHb
003982D0 'E1 54 64 DD CD 30 B? 2D D2 C3 CO 0B D8 53 98 16 aTd?fo.-OXA .@Si.
003982E0 56 TA 35 50 DY E8 2C 32 S5 17 SD 79 EB C8 75 67 VzSPUe.2U. lyekug
003982F0 E2 4B BA FE 67 10 Fd 70 24 BB k6 72 36 AF 8D AB aKehU Spwnire i«
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Hinh 1.7: Déi Enabled thanh Disabled.

4. Nhan t8 hop phim Ctrl + S dé luu. Sau d6 ding nhép vao Yahoo
Messenger, lic nay, moi quang c4o déu bién maét.

6. Chat nhiéu nick véi Yahoo 8.0

Khi Chat trén mang mdéi ngudi thudng c6 nhiéu nick name. Mbi
nick name chia nhilng friend list khdc nhau, khi dang Chat & nick name

nay vd muén chuyén sang nick name khdc ban phdi thodt nick hién
hanh.

Sau day, xin gidi thiéu cing ban cdch Chat nhiéu Nick trong Yahoo
Messenger phién bdn 8.0 ho#c cao han. Céc buée thue hién nhu sau:

1. Vao Start > Run, nhéip regedit, sau d6 nhdp OK d€ md Registry
Editor.

2. Di chuyén dén muc HKEY_CURRENT_USER > Software >
yahoo > pager > Test.

3. Nhap phai chudt vao 6 bén phéi chon New > DWORD value, sau
dé6 ban nhép tén cho khéa nay la Plural.

4. Nhap dbi vao khéa Plural vira tao, nhip gid tri 1 trong muc
Value Data (xem hinh 1.8).
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Hinh 1.8: Nhdp gid tri cho khéa Plural.

7. Loai bé qua trinh cap nhat (Update)

M&i khi dang nhép vao Yahoo Messenger, ban phai dgi mét khoang
thdi gian tuong d6i lau, vi Yahoo phai kiém tra phién ban hién hanh. D&
loai bd tinh nang kiém tra nay, ban thuc hién nhu sau:

1. Vao thu muc C:\ > Pi-ogram files > Yahoo! > Messenger.

2. Xéa tap tin yupdater.exe hoic ddi tén yupdaterl.exe. Nhu vay,
méi khi ding nhédp vao Yahoo Messenger ban sé& gidm dugc mot
khodng th#i gian ddng ké.

II. Bomb mail va gvi thu nic danh

Bomb mail 1a phuong thic ma Attacker dung dé tdn céng vao Mail
server nhdm lam tran dung lugng quotas ciia hop thu trén Server mail.
Ngoai ra, né cdn lam cho viéc kiém tra email trd nén khé khin va hép
mail ¢6 thé khong hoat déng duge nita néu khong duge x6a kip thi.

Ngoai ra, Bomb mail con gay nhidu thiét hai khdc nhu: Noi dung
email chia virus, gy ra qud trinh 1y nhiém trén hé t_hﬁ'ng, ph4 hiy néi
dung email kh4ec.

Phuong phép giti Bomb mail cdn duge ing dung théng qua viéc phét
tdn thu rdc (spam mail). Biét cdch hoat dong ciing nhu cach sit dung mét
s0 phdn mém Bomb mail, ban s& c6 dugc phuong thic phong tranh hidu
qua. '
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1. Mail Nuker version 1.0

Déy 1a chuong trinh Bomb mail tuong dgi manh, véi Mail nuker ban
c6 thé gifi mot lic 1000 e-mails. Phdn mém nay duge phét trién béi nhém
Outsider. Ban c6 thé download chuong trinh nay tai www.minhkhai.com.vn

trong thu muc Chapter 1. D& ph4t tdn mail ban thuc hién theo cdc buéc
sau:

1. Trong khung Static, tai muc Mail to, nhdp dia chi e-mail cia
ngudi muén gui, vi du: victim@domain.com.

2. Tai muc Mail from, nhap dia chi e-mail clia ngudi gii, tai day
ban nhap vao e-mail bat ky (véi mue dich 4n danh).

3. Muc SMTP Server, nhdp vao server mail, vi du smtp clia cdc
server théng dung nhu:

e Yahoo: smtp.mail.yahoo.com

e Gmail: smtp.gmail.com

o Mot s6 server mail khéc: mail.domain.xxx

Tai muc Subject, nhép vao chi dé cia bic thu.
Tai muc Mail Body, nhép ngi dung e-mail.

@ ¢k

Muc Number between 1- 1000, nhap vao s& luong e-mail muén

gui, t6i da 1a 1000 emails. Sau 46 nhap niat Nuke! dé gii cho nan
nhén (xem hinh 1.9).

Hinh 1.9: Gui bomb bdng Mail nuker.
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2. G thu nac danh bing Ghost mail

Phan mém nay cung cip cd muc dinh kém tap tin, ban c6 thé
download ph4n mém nay tai website www.minhkhai.com.vn.

Chuong trinh nay khong cén cai dat, sau khi gidi nén, ban thuc
hién theo céc buée sau:

1. Tai thé From, trong khung From, nhép vao cdc muc sau:

Name: Nhép vao tén ngudi gii, ddy la tén tuy y.
E-mail: Nhap vao dia chi e-mail ciia ngudi giti, dia chi e-mails tuy .
Tai muc Reply to, ban nhép cdc muc nhu sau:

* Name: Nhép vao tén cla ngudi ma ban muén cho nan nhan héi
ddp lai. Pay la tén l1a tay y.

¢ E-mail: Nhap vao e-mail ma ban muén nan nhan héi dép vao
e-mail nay. D4y la dia chi e-mail tay y.

* Organization: Nhap vao t8 chdc gii e-mail, day 1a tén tiy .

* Message: Nhap vao théng diép mudn gii (xem hinh 1.10).

% Ghost Mail v.5.1 by Albert Yale ay@... E IE:';C

, ] T,,;;_s“;m ] __
i SO Y Y

- Name: ~ [Tonnac dorh =
|t [de@men ] |

|
(~Ploply Ta—— e

e PO | (.

" *Requied wh ding emal without & remaler. | .

rg:‘jiwdﬁl.dmbmcnﬁwmm“ﬁwnhm ;

]

JRoady ior o TN A

Hinh 1.10: Nhang thiét lgp trong thé From.
2. Tai thé To, ban thiét 1ap cdc muc nhu sau:
e Name: Nhép vao tén ngudi nhén.
e Email: Nhap vao dia chi e-mail ctia ngudi nhan.
e CC va BCC: Gii dén mét dia chi e-mail khéc nira.



Chlfdllg 1: E-mail hack

Newsgroups: Nhap vao nhém tin tidc, nhém nay tuy y.

Subject: Nhap vao chi dé cia thu (xem hink 1.11).

= Ghost Mail v.5.1 by Albert Yale aye... [._[Firrk—

from To

[T e i cm e s .
| Mame: {Ten nguoirhan -l
Emat» Pachemsingminien =} 1
CC  {Themmotdia chinguoirhen |

| BCC:  {Themmot diachinguoinhan  ~| |

* Requed when sending emal. ot

Jﬂmmmmhmwamunvam
phuc. .

Fleady for rput.

Hinh 1.11: Nhing thiét lap trong thé To.
3. Tai thé Type, ban thiét lap nhu sau:

Nhép chon vao muc Email va Plain text, cic muc khdc d€ mac
dinh ho#c thiét lap tuy theo ¥ ban (xem hinh 1.12).

* Ghost Mail v.5.1 by Albert Yale aye... [« B

From | To  Tvoe | Servers| dttach| .

i " News

XePrioriy. | 3 Mormal] =l :

‘Whap TIW perine.
Send

*Use Olo deablewordweap. | o |

mmmmwmmmmmuuum =

] T R P T o o S e g

Hinh 1.12: Nhiing thiét ldp trong thé Type.
4. Tai thé Servers, ban thiét lap nhu sau:

Email: Nhiap vao Mail server cia nan nhan theo ci phép

mail.domain.xxx, cdc muc khdc dé mic dinh hoic thiét lap tuy y
(xem hinh 1.13).
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= Ghost Mail v

Eatnhmlu..d.m“ﬂ T
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JReady for input.

Hinh 1.13: Nhang thiét lap trong thé Servers.
5. Tai thé Attach, ban thiét lap nhu sau:

Ban nhédp nit Add dé nhip vao mét tdp tin bat ky ma ban muén
gui, muc nay hoat doéng giéng nhu muc Attach files ciia e-mail (xem hinh
1.14). :

% Ghost Mail v.5.1 by Atbert Yale ay: [« =

To | Type | Severs Atach |

T \Documents and Sefings hackenDeskiopiew |

%
A

(Wl atinch fie: C.\Documents and Seltings\hacker\Deskiog New

Hinh 1.14: Nhing thiét ldp trong thé Attach.
6. Sau cung, nhdp nit Send dé gl thu nac danh cho nan nhéan.

3. Phuong phap chéng thu rdc va Bomb mail

Khi lam viéc trong méi trudng hién dai ngay nay, ai trong chiing ta
ciing it nhiéu nhén dugc cdc thu rdc (spam mail). Néu mdi ngudi mot ngay
nhén duge 3 14n, mdi 14n mat 1 phit dé x6a céc thu rac, va mdt 3 phut dé
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xem céc chi dé& hap dén do c4c spammer nghi ra thi trong mft nidm ngudi
d6 m&t 24 gidr hodic hon vi thu rédc, bing 3 ngay lam viéc khong higu qua.
N&u tinh quy mé cong ty nhd khodng 30 ngudi thi mjt nam m4t 90 ngay
cong.

¢ Tim hién vé Spam

Spam mail 12 nhimg thu dién ti gii dén ma ngudi ding khong
mong mudn, cing khong rd ngubn géc clia n6. Muc tiéu chinh eda spam
khéng phai 13 1am hai ngudi ding, ma chi don gidn lam ngudi ding to mo
mé thu d& doc quing cdo mdt sin phdm nio d6. Spam mail rit da dang
va bién d8i rat nhanh, nén viée xdc dinh ra né khong phéi don gidn. Chd
yéu ddnh vao tdm ly ngudi ding Internet, spam mail ludn tu lam mdi céc
chii 48 nhim vao céc linh vuc hdp dén nhu khuyén mai, tring thudng,
gex, sde khaée,... 4 1am méi nhitcdc nan nhén. '

¢ Ai la nan nhiin cia Spam mail?

Khi ban cung cfp dia chi email vao cdc trang web khong tin cdy,
email cia ban s& ddn din duge “nédi ti€ng”, vi he s& ban danh séch email
ho ¢6 duge cho cdc cong ty khdc. Nghé spam mail 12 nghé cé thu nhép
kh4 cao trén th& gidi. Nhu vay, moi d6i tugng ngudi dung déu rit c6 thé
vé tinh la nan nhén cda cdc spammer.

e Cac giai phap loai bé thu ric

Céch don gidn nhat 13 si dung whitelist (d4y 1a danh séch cdc dia
chi email ma ban sin sang nhén). Moi thu dign tif tif ngudi ngoai danh
sach nay sé duge dua vao mét thu muc khdc d€ 4p dung cdc by loc phite
tap hon. '

Mot khéi nidém goi 12 x4c nhén (challenge-respone) mé rjng phuong
én whitelist d€ ngin c4c bd mdy tao ra spam biing cdch bujc ngudi goi
_phai phéan héi chinh xdc. Khi nhan duge 1 email tit ngudi ngoai whitelist,
hé théng sé tu dong tra 1oi email véi yéu cAu nhdp ding s6 trong bic
hinh dinh k&m, ho#c tra loi 1 ciu héi. Néu trd 1oi ding, ngudi géi duge
. dua vao whitelist. Trén thue t€ né ¢6 nhimg nhuge diém, vi dy nhu lam
phién ngudi giti. Hon nita, néu spammer mac danh mét ngudi khdc dé gii
thu quang cdo thi ngudi bi mao danh lai nhan duge thu yéu cdu xdc nhin.
Néu spammer ldy dia chi khong c6 thit d€ mao danh thi ban lai nhan
thém thu “rdc” théng bdo “delivery failure message”. Céng ty
MailFrontier Matador (website mailfrontier.com) cung cdp gidi phép
challenge-response nhung nhidu ngudi ding phdi tit tinh ning nay vi
khéng hiéu qud va gay phién todi. Hang nay ph6i hop nhidu ky thuat dé
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chéng spam, trong d6 c6.whitelist, challenge-response, phén tich néi
dung email va cde quy téc dac bist. -

Cloudmark SpamNet (website cloudmark.com) st dung sic manh ¥
kién cta cong déng dé lua chon dau la thy rac, ddu 13 thu sach. Khi x6a 1
email, ban ciing dd gii 1 thong diép dén mdy chi cda Cloudmark biu
chon thy nay la thu rdc. Lugng khéch hang tham gia béu chon cda
SpamNet tif nim 2003 di 1a 500.000 ngudi. Nhe viy trong 564 thu bi tir
chéi chi c6 3 thu 1a khong phdi spam mail, nhung 55 trong s 275 thu

dugc chap nhén lai phéi x6a biing tay, nghia 13 c6 nhiéu thu rdec mdéi ma
hé théng nay khéng nhéan biét.

Ella (website openfieldsoftware.com) sit dung k§ thuét loc tit cdc thu
dd nhén. Cdc thu méi duge chia vao 3 thu muc: Inbox, Spam, vi ecde thy
muc khédc ma ban ty dinh nghia. Sau khi phén tich khodng 10 emails méi
thy mue, chuong trinh s& hoan t&t b loc rat 4n tugng, trong 562 thu bi
d4nh ddu 1a spam chi ¢6 6 thu sach. Nhumg that ddng sg 1a 30% thu trong
inbox 14 rde. Sau day xin gi6i thiéu mot s6 phuong phép loc thu rdc:

Password:

Cho d8i tdc cha ban mot mét khdu dé€ ghi vao chi dé cda email khi
gdi cho ban. Loc cdc email khéng e6 mat kh4u trong chi dé.

- Uu di€m: Chi c6 ai bist mat khdu méi géi thu cho ban dugc,
spammer khé c6 thé ¢6 duge né.

- Nhuge diém: Thu ban cdn doc c6 thé bi xéa.
Blacklist:
Khéa cdc thu tit nhitng ngudi trong danh sdch cdm.
- Uu diém: Vo higu h6a c4c spammer da biét, cdc thu khong hop 18,
- Nhuge diém: Bo s6t nhidu thu rée, ¢6 cd thu quing cdo ban muén.
Whitelist:
Chi nhén thu cla nhimg ngudi duge biét.
- Un diém: Khéa thy tit nhitmg ngudn khéng ro.
- Nhutge di€m: Khéa ludn ca nhig thu ban ¢dn nhung chua biét.
Challenge/Response:
Khéa cdc thu ma ngudti gii khéng gl thy x4c nhan.
- Un diém: V6 hiéu héa cdc chuong trinh tao thy réc.
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- Nhwpe diém: C6 thé khéa lubn thu ban musn doc, 1am phién ngudi
g6i phai x4c nhén. “

Rules-Based:
Khéa thu dua trén cde quy tée duge xde dinh trude.
- Uu diém: Tim thu réc biing cdch kiém tra cdc ddu hiéu nhan biét.

- Nhuge diém: Cdc Spammers c6 thé thay d8i thu dé dénh lita hé
théng.

Community-Based:
Khéa thu dua trén su déng ¥ cia cong dong vé thu réc.

- Uu diém: Nho mét nhém nhiéu thanh vién dua ra quyét dinh vé céc
email nhin duge.

- Nhuoe diém: Khéng kiém tra duge cde thu mdi, danh séch thu réc
c6 thé rdt dai.

Adaptive:

Hoc bing cach phén tich cde vi du ma ban goi 1a thu réc va thu
sach.

- Uu diém: Hoc tir sy Ita chon cifa ban, ¢6 thé phan theo mue dich
riéng cda timg thur myc.

- Nhuge diém: Cén thai gian dé hoc, dic biét 1a lic bit ddu.
Legislative:

Sit dung cdc ludt d6i véi nhitmg thu dién tit thuong mai khéng yéu
cdu.

- Uu diém: Lam rd céc spam la bt hop phdp, nhd phdp luat can
thiép.
- Nhuge diém: Céc spammers & nude ngoai khong bi t4c déng, ngoai
ra ¢6 mét s8 thu rdc 1a hop phdp.
¢ Bomb mail va cdch phong ching
Loc thu dya vae phdn mé réng:

Nguyén ly ctia phuong phép loc email khd don gidn, né dua vao viée
loc c4c phan mé réng cta ngudi gii mail. D& thyc hién, ban 1am nhu sau:
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1. Trén thanh Address (dia chi) cia trinh duyét, ban nhip
mail.yahoo.com. '

2. Nhéap tén tai khodn muén ngin chin Bomb mail. Vi du, ding

nhdp véi username vudinhcuonghacker vao Yahoo (xem hinh
1.15).

The aww Yahos! Mal ghres pru mars ways s conmeg

BE A BETTER CHAT FANATICH

" BE ABETTER TEXT MASTER
Sand Lpdates to friends on the g0 with integrated text mess.ang

Don't have & Yahoo! ID7
BE A BETTER 31 8L TTLRY Sigeing 5 o8 b
et mad whanaess and wharsver you wnt on vour mobile phone,

Hinh 1.15: DPdng nhdp vao mail box ciia yahoo.

3. Nhap niit Options & phia phai bén trén cita sé trinh duyét dé vao
muc Options Yahoo (xem hinh 1.16).

4. Nhép nit Filters d€ md bd loc cia Yahoo. By loc nay cho phép
loc nhiéu théng tin lién quan dén email (xem hinh 1.17).

W Tou hiam 115 wread
wi ™, Bulke)

Stup-bor-step Mad tutarials yest)

Hinh 1.16: Vao muc Options ciia Yahoo.
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Hinh 1.18: Nhdp nit Add trong Options filters.

6. Tai muc Filters Options, nhap tén bd loc trong muc Filter name,
vi du Filter Bomb. Tai cdc muc From Header, To/cc Header,
Subject, Body, ban déu chon la contains. Tiép sau phan From
Header, nhip ph4n mé réng ma ban mudn loc, vi' du
@microsoft.com. Trong muc Move the message to, choa Trash
(xem hinh 1.19).
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Ther..

Bses the et ssage

Hinh 1.19: Nhiing thiét ldp trong bé loc.
7. Nhép nit Add filter dé 4p dung nhimg thiét lap.

Té6i day ta da hoan thanh viéc thiét 1ap bd loc cho nhitng Header 1a
@microsoft.com, ban c6 thé 4p dung cach tuong tu dé thiét lap bo loc cho
cdc cham duéi khéc nhu @ftp.com, @yahoo.com, @gmail.com,...

* Loc thu dya vao chii dé (subject) va néi dung (body)

Céc website nhu Yahoo va Google cung cap cho ngudi dung rat
nhiéu tién ich mién phi, trong dé bo loc thu (filter) ciing rat hay va tién
dung. Trong muc nay ching téi s& ti€p tuc gidi thiéu dén cde ban cédc

phuong phép loc thu théng qua cha dé (subject) va ndi dung (body) cia
buc thu.

Gid st ban nhan duge mot email nhu sau:

Muc From: “Nguyen Van A” nguyenvana@abc.com.
Muc To: nannhan@xyz.com.

Muc Subject: Ban ¢6 muén mét co héi kiém tién?
Muc N¢i dung:

“Xin chao! Céng ty chiing tbi hién dang mudn cdng téc véi ban, dé
cung nhau kiém tién qua Internet.

Dé xem théng tin chi ti&t! xin vui long nhdp lién két sau:
www.abe.com”.

Céc buéce loc thu nhu sau:



®
Chuong 1: E-mail hack 20 (M

1. Thuc hién tit buéc 1 - 5 cia muc “Loc thu dua vao phin mé
rong”. )

2. Tai muc Option Name nhép vao tén ctia bd loc, vi du, Subject
and Body.

3. Du6i muc “If all of the following rules are true...” ban thiét lap
nhu sau:

From Header: Muc nay dé trong.

To/Cc Header: Muc nay dé tréng.

Subject: Chon Contains, sau d6 nhip “co hi”.
Body: Chon Contains, sau d6 nhip “nhap lién két”.
Tai muc Move the message to, chon Trash.

Nhép nit Add Filter dé€ hoan thanh (xem hinh 1.20).

B Yahuw! Mail  vudinin:ovmehocker s yahwo.com  Micorsoll lutesmet Eaplne K
B0 W Teome e w9

o0 ddas—i—onsaus

Adess ) it s P14, mad. yaho e — ﬂu ek ™

b TN LA b Fsewowe - 2 O - D A Tokeeden P

WP vehoo! Mad - vudrhcuonghacke.... | db Add Tab. M | ]

o Ix -

| Optiens % Add Message Filter [ sas t mai oprions ] i
i © Filter Name "Tea b loc

4 ® Mail 8

§  AddressBook

4 Notepad

H

| Account

4 lnformation

Hinh 1.20: Loc thu qua muc Subject va Body.
Chu y:

Trong muc loc thu dua vao chi dé va ndi dung chi cé tinh chat
minh hoa, ban doc phéi phén tich kj chi dé va néi dung thu dé c6 bd loc
tai uu.

Vi du cda bic thu nhén duge & trén chi ¢6 tinh chat minh hoea, hoan
toan khéng 4m chi b4t ky médt co quan, don vi nao.
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III. Cac chuong trinh hd trg E-mail
1. E-mail Spider

Dé thu thap cdc dia chi emails hodc muén trich email trong mét
URL nao d6, ban c6 thé sit dung céng cu E-mail Spider, né gitp ban tim
kiém nhanh chéng cdc dia chi e-mail trén cdc websites theo mdt tir khéa
nhat dinh hosc trich loc dia email trong mét URL cu thé.

Chuong trinh duge cung cdp tai website www.minhkhai.com.vn, thu

muc Chapter 1. Sau khi gidi nén va cai dat thanh cong vao mdy tinh, ban
thue hién nhu sau:

1. Dé tim dia chi email theo tir khéa, tai giao dién chinh cia chuong
trinh, trong muc Please input keyword(s), ban nhip vao tir
khéa cin tim. Vi du, nhdp “dinh cuong”, sau dé nhdp nit Start
(xem hinh 1.21).

™ Danh séch dia chi e-mail dige

Hinh 1.21: Tim kiém theo tit khéa.

2. Tai thé Start from a specific URL, nhap dia chi website muén
trich loc dia chi email trong muc Please input the start URL.
Sau d6, nh4p niit Start dé€ thuc hién (xem hinh 1.22).
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® 1st Email Address Spider 2002

it/ Aveveos. v, comm vrdv/Bstbooks, aspiPalphabet=3
it/ A, M com. vr/dv/stbooks. aspx

[1/60)F arsing page content.
[1/60Passing page content.... |1

Hinh 1.22: Tim kiém dia chi e-mail theo URL.
2. E-Mail Tracker Pro Version 7.0

P4y la chuong trinh gitp ban xdc dinh ngudi gii e-mail, dinh tuyén
va bdo cdo nhitng ngudi phéat tdn thu rdc. Xdc dinh email phishing va
scammer 14y théng tin m4t.

Mbt sé emails thudng chita nhitng chuong trinh virus nguy hiém va
muu d6 bat chinh. P4y 1a nguyén nhan chinh ddn dén nhitng théng tin
mat bi mat. Véi Email tracker pro ban c6 thé nhanh chéng x4c dinh duge
ngudi gii email va vi tri dia ly cia nhimg théng diép dugc giri.

Chuong trinh duge cung cip tai website www.minhkhai.com.vn, thu

muc Chapter 1. Sau khi gidi nén va cai dat thanh céng vao mdy tinh, ban
thuc hién nhu sau:

1. Trén giao dién chinh cia chuong trinh, nhdp vao muc Trace an
email Address (xem hinh 1.23).

2. Tai Email Address, nhip vao dia chi email muén tim théng tin.

Vi du: dinhcuong@chodienthoai.net, ti€p theo nhip niit Trace
dé thuc hién (xem hinh 1.24).
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Hinh 1.24: Nhép vao dia chi email.

3. Sau khi nhdp nit Trace, ban dgi khodng 30 giay chuong trinh s&
thong ké nhimg théng tin nhu: Vi tri dia 1y clia ngudi gl email,
mail server, tén admin va dia chi lién hé cha domain,.. (xem hinh

1.25).

R ALLAR

MTeITL Euroge

203113158 100 | M, Wit

200 112150100 [Hanes, vanam

203113150047 | Hanos, 'Voetn am

710 M5128 130 Hane: viemanm l’ =

Hinh 1.25: Nhing théng tin théng ké duoc.
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3. Visual Route Version 7.1

Chuong trinh cho phép thuc hién cdc lénh Ping, Whois va
Traceroute. N6 ¢6 kha ning tu dong phéan tich cdc van dé két néi, hién
thi cdc két qua trén ban dé thé gidi, day 1a cong cu t6t nhat dé dinh vi va
x4dc dinh nhitng ngudi lira ddo trén Internet.

Chuong trinh duge cung cdp tai website www.minhkhai.com.vn, thu
muc Chapter 1. Sau khi gidi nén va cai dat thanh cong vao mdy tinh, ban
thuc hién nhu sau:

3.1. Xac dinh vi tri dia ly cua Web site

1. Trén thanh Address (dia chi) clia chuong trinh, nhép vao dia chi
website muén x4dc dinh, vi du nhu www.microsoft.com, ti€p theo
nhédn Enter dé thuc hién (xem hinh 1.26).

FIN: GO Omione. Teus 0Bl gd T e

oub (F) 7 1¢ fEusld
199 1007 e
A rights resened

o cumert bewngs 130000 0M00B000000 more Wac et

P vao dia eh
te odn o

Hinh 1.26: Nhdp théng tin cdn tim.

2. Sau khi nhidn Enter, dgi chuong trinh xi ly khodng 30 giady, né
cho ta nhitng théng tin sau:

e Gan trén thanh Address cia chuong trinh cho ching ta mét ban
phéan tich vé tinh trang két néi cia trang www.microsoft.com nhu:
Céc két néi dén HTTP & céng 80 dén host www.microsoft.com
dang hoat dong, nhung g6i ICMP bi khéa khi qua mang ctia cong
ty Saigon Postel Corporations ¢ hop 6, HTTP Server dang chay
Microsoft 11S/6.0.

e Chuong trinh ciing hién thi cho ching ta thay cdc két néi théng
qua ban dé thé giéi.
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* Visual route cdon cho ching ta biét nhitng thong ké chi tiét vé qua
trinh chuyén tai cia mang théng qua céc hop duge tinh tir dia chi
IP cia mdy ching ta dén http Server.

e Chuong trinh ciing théng ké dia chi IP clia cdc hosts trung gian,
vi tri dia ly cda cdc hosts nay, thoi gian cia viung va hé théng
mang cia ting két néi (xem hinh 1.27).

WisuaBloute 7.1c Professional ¢ diticn ofi=

oo EcHl Ogtans Tewls Melp - ¢
: www.micrasoll.com B Pagdmeses 1211231 33 -

¢ Phan tich k€t nsi
mang oiia website

o

7 1T B34
1] 200113158 107 |-
i

5

L]

[Vietal Corporation

203113158102 |- Vietel Corporatan

218106148
21133881

[ S:agon Postes Corparahon

[Ealgnn Posel Carparahon

Hinh 1.27: Nhiing théng tin ma chuong trinh théng ké duoc,
3.2. Nhiing théng tin mang
1. Théng tin théng ké cua dia chi IP 192.168.1.2

Trong bang thong ké cla chuong trinh ciing cho biét nhimg théng
tin cua tiing mang theo timg dia chi IP cu thé ma né di qua. Vi du, tir dia
chi IP 192.168.1.2, nhdp vao muc Private use, ban nhan duge théng tin
thong ké nhu trong hinh 1.28.

For more information, refer to:

o Internet Assigned Numbers Authority (http: / /v, iana. org)
0 RFC 1918 (http://www.isi.edu/in-notes/rfcl918.txt)

Hinh 1.28: Théng tin théng ké cia IP 192.168.1.2.
2. Nhitng théng tin théng ké cia dia chi IP 17.6.32.1

Day 1a mot host cla Australia, dé c6 nhitg théng tin nay ban nhap
vao muc Asia pacific network inform (xem hinh 1.29).
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|NameServer: N3-SEC.RIPE.NET

NETY -
OrgNeme

Asia Pacific Network Information Centre £
OrgID: APNIC
Address: PO Box 2131
City: Milron

StaceProv: QLD
FoacalCode: 4064
Councry: AU

FeferralServer: whois://whois.eapnic.net

NecHange: 117.0.0.0 - 117.255.255.255%
CIDR: 117.0.0.0/8

HNechName: APNIC-117

NetHandle: NET-117-0-0-0-1

Parent:

NetType: Allocated to APNIC

MameServer: N3S1.APNIC.NET
NameServer: NS3.APNIC.NET
NameServer: N34.APNIC.NET
NameServer: TINNIE.ARIN.NET
NameServer: NS.LACNIC.NET

Commenc: This IF address range is not regiscered in the ARIN database
Comment: For details, refer to the APNIC Whois Database wvia

Comment: WHOLIS.AFNIC.NET or http: fiwew . apnic. net/apnic-bin/whoisZ.pl
Comment: ** IMPORTANT NOTE: APNIC is the Regional Internet Registry
Comment: for the Asia Pacific region. APNIC does not operate networks |
Comment: using this IF addcess range and is not able to investigate
Comment: spam or abuse reports relating to these addresses, For more | |
£ . haln refer to hern:J/uws sonic ner/intolfasishuas -

Hinh 1.29: Théng tin cia IP 17.6.32.1.

3. Nhitng théng tin ciia mang Viettel Corporation

Tai muc nay ban nhap vao muc Viettel Corporation c6 dia chi IP
la 203.113.158.102, day la host c6 Server ¢ Ha Noi — Viét Nam (xem

hinh 1.30).

netname:
country:
desacr:
descr:
descr:
aduin-c:
tech-c:
status:
changed:
ant-by:

source:

inetnum:

: 02 [16 - ]
LA g s

T Bnap“.l-* [ '=l X

203.113.128.0 - 203.113.191.255
VIETTEL-VNNIC-VN

VN

Viettel Corporation

Internet service/exchange provider

HNo 1, Giang Van Minh Street, Ba Dinh District, Hanoi Cicy
LHM1-AP

NMHZ-AP

ALLOCATED PORTABLE

hu-changed@vnnic.net.vn 20060116

MAINT-VN-VNNIC

mnt-routes: MAINT-VN-VIETTEL

APNIC

Hinh 1.30: Nhitng théng tin cua Viettel Corporation.

3.3. Xac dinh dia chi E-mail

nhu sau:

D& x4c dinh cédc théng tin cia mét email cu thé nao dé, ban lam

1. Trén thanh Address cla chuong trinh, nhap dia chi email muén
xdc dinh. Vi du nhu dinhcuong@chodienthoai.net, sau dé6 nhan
Enter dé thuc hién (xem hinh 1.31).
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Hinh 1.31: Nhdp dia chi email.

2. Sau khi qué trinh x4c dinh hoan thién, ban nhap vao Mail server
muén xem, vi du la mail.chodienthoai.net, chuong trinh sé&
théng ké cho ching ta nhimg théng tin nhu: Vi tri dia ly cta
email, dia chi IP ctia mail server, va nhiing théng tin théng ké vé
mang (xem hinh 1.32).

03103088102 |
03113158142

Hinh 1.32: Nhing théng tin théng ké duge.
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Chuong 2: ‘
TIM LAI PASSWORD WINDOWS

» Tim hiéu vé Password.

e« Sao chép tap tin hé théng bing chuong trinh Volkov
Commander 4.99,

® Active Password Changer 3.0.0.420 (NT/2000/XP/2003/Vista).
¢ Windows Password Cracker V. 2,1.9.0.

s Advanced Windows Password Recovery 2.9.2.224.
s LOpCrack 5.02.

¢ Proactive Windows Security Explorer™.

e Xem password diing sau ddu sao (*).

T khi Windows 2000 Professional ra d&i, hé diéu hanh d4 trd nén
bac mat hon. Password dang nhép duge céi thién ddng k& Do vdy khi
vdo mdy tinh, khong thé€ nao nhdp nut Cancel nhu Windows 9x ma ban
phai chitng thue dang nhap bing username va password hgp 18,

Microsoft st dung nhiéu thuat todn phuc tap dé ma hoéa dir lidu
nhap, nhiim tao ra do phic tap cao cho chudi password. Tuy nhién, ta hay
xem xét password dang nhap & mét vai khia canh khdc nhu: Khi co quan
thay d6i nhan su, password dang nhédp vao hé diéu hanh chua duge ban
giao, cha me muén kim tra mdy tinh ctia con minh nhung khong thé vao
duge hé didu hanh, khi quan 1y mang va cung cap mét s6 lugng tai khodn
16n thi viée quén password la mgt didu khong thé tranh khéi,..

Chudng nay gidi thiéu dén ban cdc phuong phdp tim lai password
Windows va cdch st dung mét s6 phan mém chuyén dung nhu: Active
Pagsword Changer, LOpCrack,... Pay la nhiing chuong trinh gidp nhanh
chéng loai bé va tim lai password Windows.

Doc va thue hién theo nhimg huéng dén cha chuong, ban hoan toan
1am chi duge qud trinh dang nhip vio Windows du6i moei hinh thdec.
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I. Tim hiéu vé password
1. Cac loai password

Pé ¢6 nhimg password da manh va higu qud, trude tién ta phai tim
hiéu vé cdc loai password sau:

. Password chi chia nhing ky ty in hoa, vi du: VNCS.

) Password chi chia cdc ky tu sé, vi du: 12548736.

J Password chi chida cdc ky tu dac biét, vi du: $@$!0.

. Password chita cde ky tu va ky tu 56, vi du: vnes12548.

. Password chi chia cdc ky tu va ky dac bigt, vi du: cd@ro$.

. Password chi chita cde ky tif dic biét va ky tu s6, vi du: @#12.

» Password chia ky tu, ky tu dac biat va ky tu s6, vi du: NHg@12.

Mot password manh thi né phdi duge két hop ky tu hoa, ky tu
thumg, ky tu s8, ky tu dic biét va dé dai clia password phai 16n hon 8.
Ngoai ra, ban phai két hgp cd ky ty khodng tring trong chudi password.

2. Tim hiéu vé Shadow Password

Truée day, Unix khong s dung k§ thuat Shadow Password. Tif phién
ban System V Release 3.2 (1987), BSD4.3 Reno (1991) va Linux (1992)
mdi ing dung ky thuit Shadow. C4c phién ban Unix khéc nhau déu cé
cung nguyén tdc xi Iy Shadow. Chi c6 diém khsc biét 1a tén goi tap tin
Shadow va vi tri chiia t4p tin nay khdc nhau trén cde Unix khace nhau, Vi
du, trén Linux, Shadow ndm & /etc/shadow, trén BSD, Shadow & vi tri
/ete/master.passwd, trén HP-UX thi Shadow nim tai /.securefete/passwd,...
C6 mét s6 Unix tao Shadow riéng cho timg username.

Vé cdch "ma hod" Shadow thi t8ng thé nhy sau: khi user duge cung
cap mot pasword hodc anh ta chon mot password, password nay dugc ma
héa (encoded) vdi gid tri ngdu nhién duge goi 1a salt. Gia tri salt du’dc Iuu
cung véi password déa dugc ma héa (encoded) trén hé théng.

Khi nguti dung ding nhép (login) bing password ctia minh, gi4 tri
salt duge 14y ra tir password dd ma héa va dugc luu trén hé théng, gid tri
salt dung d€ ma héa (encode password) ma ngudi diing vita nhap vao. Néu
hai gid tri: password da luu va password vira duge méa héa (mé héa bing
tit khéa salt) tring nhau thi ngudi ding duge x4c thue.
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Quy trinh ma héa § d4y goi 12 "one way hash function”. Ham crypt()
duge st dung d€ thuc thi (ban c6 thé tim hiéu vé ham crypt bing cdch
nhip man crypt). Mat s6 di€m quan trong eGa ham crypt() nhu sau:

e Ham Crypt(): Ding d€ "ma hod" m4t khéu, dya trén tiéu chudn thuat
toan DES.

s Khéa (key): LA gid tri password (& dang chudi) ma ngudi dang nhap
vao.

s Salt: La chudi ¢6 2 ky ty duge chon tit chudi [a-z], [A-Z], [0-9], [/ (cdc
ky tu tit a dén z cho chit thudng va chif in, cdc k¥ tu s6 tit 0 dén 9,
thém vao d6 1a 2 ky tu . va /). Tit chudi nay mdi tao ra gia tri ngéu
nhién tir 4096 kha nang khdc nhau.

o Céc dng dung md rong trén cdc thu vién dung cho ham nay ¢é chice
ning ding cdc thuat todn khéc thay vi DES c6 thé tao chudi hash 16n
hon.

Hudng dan thém:

e Shadowed password: La quid trinh bao gém salt (d€ méa hoéa
password khi user nhip password vao) va chudi duge ma héa (encoded
string) (ding d€ so s4nh véi gid tri vita nhdp vao va da duge mé héa).
Goi chung d4y la "Hash".

+» DES (Data Encryption Standard, hay Tiéu chuidn Mi héa Dit
liéu) 12 mdt phuong phdp ma héa mat duge FIPS (Tiéu chudn xi ly
théng tin Lién bang Hoa Ky) chon lam chudn chinh thic vao niam
1976. Sau d6 chudn nay duge s dung rong rai trén pham vi thé gidi.
Ngay tir ddu, thuit todn clia né di gdy ra rat nhiéu tranh cii, do né
bao gém cdc thanh phan thiét k& mat, 46 dai khéa tuong d6i ngin, va
cdc nghi ngd vé clta sau dé Co quan An ninh Qufc gia Hoa K¥ (NSA)
c6 thé bé khéa. Do d6, DES di duge gidi nghién citu xem xét rit ky
ludng, vidc nay da thic ddy hiéu biét hién dai v& mat ma khai (block
cipher) va cdc phuong phdap tham mé tuong ing.

Hién nay, DES duge xem 13 khong dii an toan cho nhidu dng dung.
Nguyén nhén chi y&u la 46 dai 56 bit cia khéa 14 qus nhé. Khéa DES di
ting bi phd trong vong chua ddy 24 giy. D4 c6 rat nhidu k&t qua phén
tich cho thay nhimg diém y&u vé mat ly thuyét cia ma héa ¢6 thé din
dén ph4 khéa, tuy ching khéng kha thi trong thyc tién. Thuét todn duge
tin tudng 13 an todn trong thuc tién c¢6 dang Triple DES (thuc hién DES
ba ldn), mdc du trén ly thuyét phuong phdp nay vin cé thé bi phd. Gin
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didy, DES di dugc thay thé& bang AES (Advanced Encryption Standard,
hay Tiéu chudn ma héa tién ti€n).’

Trong mét 5§ tai lidu, ngudi ta phén biét giita DES (1a mot tiéu
chuén) va thuat toin DEA (Data Encryption Algorithm, hay Thuit todn
Ma héa Dit liéu) - thuit todn dung trong chudn DES.

o AES (Advanced Encryption Standard, hay Tiéu chudn ma héa
tién ti€n) la mot thuit todn mi héa khdi. Gidng nhu tidu chufn
DES, AES duge ky vong dp dung trén pham vi thé giéi va da duge
nghién ciu rat ky lugng. Thuit todn duge thiét k& bdi hai nha mat
méi hec ngudi Bi: Joan Daemen va Vincent Rijmen lay tén chung la
"Rijndael” khi tham gia cude thi thist k& AES.

¢ Mo ta thuit toan DES

DES 1a thuit tosn ma héa khéi, né x 1y titng khéi théng tin cda
ban ré (bdn chida cdc ky tu do ngudi dung nhip vao va chua duge mi héa)
c6 44 dai xac dinh va bién d6i theo nhing qus trinh phic tap d& tré
thanh khéi théng tin cia ban ma (ban chida cdc thong tin duge ma héa) cé
d6 dai khéng thay d48i. Trong trusng hop cia DES, 46 dai méi khdi 1a 64
bit. DES cing st dung khéa (mot chudi ky ty duing dé ma héa va giai ma)
dé€ c4d bidt héa qua trinh chuyén ddi. Nh& vay, chi khi biét khéa méi c6
thé gidi ma dugc vén ban mi. Khéa ding trong DES cé d6 dai toan bd la
64 bit. Nhung chi ¢6 56 bit thuc sy duge si dung, 8 bit con lai chi dang
cho viéc kiém tra. Vi thé&, 43 dai thyc t& cha khéa chi 1a 56 bit.

3. Password Windows

Password Windows la phuong phdp bdoc mat tai khodn ngudi doang
trong qua trinh dang nhap. Pé tim hiéu vé password Windows, trude tidn
ta phai biét vi tri luu trir cia password trong m4y tinh.

Password Windows du¢e luu trong thuy muc Windows\System32\
Config\. Nhimg files chiia password c¢6 thé 13 SAM hodc _SAM, tiy thudc
vao phién ban cia hé didu hanh. Nhu vay, néu file password cia Windows
la SAM thi dudng dan d4dy dd cha file password la C:\Windows\

System32\Config\SAM. Trong d6 C:\ la § dia ta cai dat hé diéu hanh
Windows.

Mot s6 tép tin lién quan dén tai khodn, dic quyén clia ngudi dung
nhu: SYSTEM, SECURITY ciing nim trong thu muc Config.
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I1. Sao chép tap tin hé théng bang chuong
trinh Volkov Commander 4.99

Céc tap tin hé thong trong thu muc Config ludn duge béo vé & céc
ch& do dac biét. Do vay, khong thé sao chép cdc tap tin nay ngay trong
mbi truong Windows, khong thé truy cip né bang nhimg thao tdc md file
théng thuong. Mudn 1ay dugc nhimg tap tin nay, ban phai cé gidi phédp
phu hop.

Trong muc ndy giéi thiéu mot phuong phdp don gidn dé sao chép cac
tap tin hé thong bing chuong trinh Volkov Commander 4.99 va NTFS DOS
Pro 5.0. Hai ph4n mém nay déu c6 trong dia Hirent’s boot, ban c6 thé
download tai website www.minhkhai.com.vn, thu muc Chapter 2.

Chuong trinh hoat déng tuong ty nhu Norton Commander, nhung
manh hon nhiéu bdi né da hd trg truy cap vao cad nhilng phén ving
NTFS. Pé thuc hién ban 1am nhu sau:

1. Thiét lap trong BIOS cho phép khéi dong mdy tinh bang CD-ROM.
Tiép theo, khdi dong mdy tinh béing Hirent’s Boot CD 9.3.

2. Tai giao dién chinh cia Hirent’s Boot CD 9.3, di chuyén thanh

sdng dén menu File Managers, sau d6 nhidn Enter d¢€ tiép tuc
(xem hinh 2.1).

Hiren’'s All in 1 BootCD v9.3 Menu

. Disk Partition Tools...
Disk Clone Tools...

. Antivirus Tools...

- Heravery. HWals. . -
Testing Tools...

. Hard Disk Tools...

Su m Info Too

1
A
3
o
'
6
XL
=

. N

Enter a choice: 8

Hinh 2.1: Chon File Managers.

3. Di chuyén thanh sdng dén menu Volkov Commander 4.99, sau
d6 nhan Enter dé nap chuong trinh (xem hinh 2.2).
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Hiren’s All in 1 BootCD v9.3 Menu

. File Wizard 1.35

. File Maven 3.5

. FastLynx 2.0

. LapLink 5.0

. Dos Navigator 6.4.0
. Mini Windous. ..

. . .Back

(Wl BN I o A R O

Enter a choice: 1

Hinh 2.2: Chon Volkov Commander.

4. Doi khodng 1 phit, chuong trinh gidi nén cdc tap tin cdn thiét lén
RAM. Tiép theo, chuong trinh héi: “Do you want to use
NTFSDOS ?” (Ban ¢6 muén st dung NTFSDOS khéng ?). Néu dia
cing duge phén ving 1a NTFS thi ban chon Yes, sau d6 nhan
Enter d€ ti€p tuc (xem hinh 2.3).

Do you want to Use NTFSDOS 7

Hinh 2.3: S¢ dung NTFSDOS.

5. Chuong trinh sé héi: “Do you want to use ?”. Chon ReadWrite,
sau d6 nhan Enter dé 4p dung (xem hinh 2.4).

What you want to Use 7

ReadUrite

Hinh 2.4: Chon ReadWrite.
Lua chon nay cho phép doc ghi trén méi trusng DOS NTFS.

6. Nhan t3 hop phim Alt + F1 d€ chon & dia cAn m& cho cita sé trai.
Trong danh séch céc § dia, chon § dia D (xem hinh 2.5).
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o

Hinh 2.5: Chon 6 dia D cho cia sé bén trdi.
O dia C trong méi trudng DOS da tré thanh & dia D.

7. Nhain t8 hop phim Atl + F2 dé€ chon & dia cAn mé cho cita s& phai,
ban chon § dia E.

8. Tiép theo, nhan phim Tab dé di chuyén thanh sdng sang cita sd
bén tréi, tiép theo chi chuyén dén thu muc Windows va nhén
Enter. Sau d6, tiép tuc di chuyén dén thu muc System32 va
Config, nhan Enter (xem hinh 2.6).

Hinh 2.6: Giao dién cia Volkov Commander.

9. Di chuyén thanh sdng dén tap tin SAM, tiép theo nhdn phim
Insert dé chon, sau d6 nhian phim F5 va nhan Enter dé€ copy file
SAM sang thu muc goc cta § dia E (xem hinh 2.7).

_Files

Hinh 2.7: Copy tép tin Sam sang 6 dia E.
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10. Sau khi copy xong, ban khdi dong lai mdy tinh’va bay gid, ban da cé6
file SAM duge luu trit trong 8 dia D (tic 1a § dia E trong MS DOS).

Ban 4p dung cdch tuong tu dé sao chép céc tap tin SYSTEM,
SECURITY trong thu muc config. Khi c6 duge tdp tin SAM, ban c6 thé si
dung chuong trinh LOpCrack 5.02 hay bat k¥ mot chuong trinh do tim
password Windows nao dé tim password (xem muc IV).

IIl. Active Password Changer 3.0.0.420
(NT/2000/XP/2003/Vista)

Chuong trinh nay giip ban nhanh chéng loai bé password ding
nhdp trong tdt cd cdc phién bdn cia Windows nhu: Windows
NT/2000/XP/2003 va hé diéu hanh Windows Vista. Phuong thic hoat
dong cia né la thay thé password clia mét tai khodn duge chi dinh bing
ky tu NULL. Do vay, khi ta da loai bé password thi khi ding nhap sé&
khéng phai nhéap bat ky mot ky tu nao.

Phan mém nay c6 trong dia Hirent’s Boot CD 9.3, duge cung cap tai
website www.minhkhai.com.vn, thu muc Chapter 2. Trong muc nay sé
loai b6 password tai khodn administrator tai thu muc Windows dugc tao
tai & dia C ctia mdy tinh cuc bd. C4c bude thuc hién nhu sau:

1. Chon ché& do khéi dong trong BIOS 1a CD-ROM.

Ban st dung Hirent’s Boot CD 9.3 duge cung cép dudi dang file .iso,
sau d6 dung Nero burn dé ghi thanh dia Boot. Tiép theo, thiét lap trong
Bios dé€ cho khdi dong tir dia nay.

2. Tiép theo, khéi dong lai mdy tinh va di chuyén thanh sdng xuéng
menu Start bootCD.

Khi qué trinh boot tit CD-ROM duge bit dau, chuong trinh trong
Hirent’s Boot CD cho 2 lua chon. Ban c6 thé ti€p tuc khéi dong vao
Windows b#ng cdch chon Boot From Hard Drive hodc boot tit dia CD
bing c4dch chon Start bootCD (xem hinh 2.8).

Hiren’s PR Startup Menu

nter your choice:

Hinh 2.8: Chon Start BootCD.
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3. Di chuyén thanh sdng xuéng menu Next va nhdn Enter dé tiép
tuc (xem hinh 2.9).

4. Di chuyén thanh sdng dén menu Password & Registry Tools
va nhian Enter dé md menu nay.

Trong menu nay chia rat nhiéu cong cu lién quan dén Password va
cong cu soan thédo registry (xem hinh 2.10).

Hiren's All in 1 BootCD v9.3 Henu

1. Disk Partition Tools...
Disk Clone Tools...
Antivirus Tools...
Recovery Tools. ..
Testing Tools...

Hard Disk Tools... g
System Info Tools |

. File Managers... |
; 5

Enter a choice: 9

Hinh 2.9: Chon menu Next.

Hiren’s All in 1 BootCD v9.3 Henu

. MBR (Master Boot Record) Tools...
. BIOS,CHOS Tools...
1tiMedia Tools
ni VA T ens) Tools...
6. Other Tools...
7. Dos. ..
8. ...Back

Enter a choice: 4

Hinh 2.10: Chon Password & Registry Tools.

5. Di chuyén thanh sdng dén menu Active Password Changer
3.0.420 (2000/XP/2003/Vista) va nhdn Enter (xem hinh 2.11).

6. Chuong trinh gidi nén céc tdp tin clia chuong trinh 1én RAM cua
may tinh. Sau khi giai nén xong, chuong trinh dugc nap va hién
thi. Tai giao dién nay ban chon Choose Logical Drive bang
céch nhin phim s6 1 trén ban phim sau d6 nhdn Enter dé tiép
tuc.
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Hiren's ALl in 1 BootCD v9.3 Henu

. ATAPUD 1.2 (HDD

F |
4.
5.
6
7. ...Back

Enter a choice: 1

Hinh 2.11: Chon Active Password Changer 3.0.
Céc lua chon clia muc nay nhu sau:
* Choose Local Drive: Chon § dia chia hé didu hanh. N&u ban

biét ro hé diéu hanh dugc cai vao phan viing nao trén dia cing thi
ban ¢6 thé chon muc nay.

¢ Search for MS SAM Database(s) on all hard disks and
logical drives: Ty dong tim tap tin SAM trén tit ca céc dia cing
cia may tinh.

e Exit: Tho4t chuong trinh (xem hinh 2.12).

OFTIONS :

brive

rch for M5 5AN Database(s) on all hard disks and logical drives

3 Exit

Your choice: (11

Hinh 2.12: Chon Choose Logical Drive.
7. Nhan phim s6 0 trén ban phim dé chon & dia C.

Danh sdch 6 dia bdt d4u tir 0, trong muc nay mdy tinh cda ching ta

¢6 2 6 dia, do vAy chuong trinh sé& liét danh sdch bao gom 0 va 1 (xem
hinh 2.13).

Logical drives list:

Mo !IID[I|P.11 ilill!lt

B:(8) . 19)
10 3

Your choice (0..1 or AL1)IA]: 01

Hinh 2.13: Chon 6 dia C.
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8. Doi mét lic dé chuong trinh tim tap tin SAM trong phén vang C.
Sau d6, chuong trinh hién thi dudng din chita tap tin SAM trong
mdy tinh (xem hinh 2.14).

Al Databases at disk(Dipartition(0iLabel<s, FS:NTFS

Mo| MS SAN Database Fath

There is one M5 SAM database detected.
Press Enter to continue. ..
Press Esc to exit

Hinh 2.14: Tdp tin SAM trén mdy tinh.

9. Chon tai khodn Administrator bdng c4ch nhian phim 0 trén ban
phim, sau d6 nhdn Enter dé thuc hién.

Céc tai khoan dugc liét ké theo thit tu tir 0 (xem hinh 2.15).
M path \iy..IlI:[II'I

| Deseription

Buill=in accounl for adninistering the conp

iy R :
arennnt Help and
"Reset password oiia tai
& khodin administrator

Your choice: 18]
Press Esc to exit or Pyllp-PyDuwn to scroll User List

Hinh 2.15: Logi b6 password Administrator.

10. Nhimg thiét 1ap khdc dé mic dinh, nhan phim Y trén ban phim
dé thuc hién loai bd password (xem hinh 2.16).

next logun

Nhén phimY '
trén ban phim.

'ress ¥ to sauwe changes and exit or Esr to exit without =auing

Hinh 2.16: Nhdn phim Y.
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11. Tiép theo, ban khéi dong lai mdy tinh va cho hé théng khéi dong
tir Hard disk, d4dng nhép vao tai khodn administrator.

Huéng din thém:

e« Ban c¢6 thé dp dung cach trén dé loai bd password cla cde tai
khodn khdc nhau. P& quay lai c4c budc trude, sau khi két thiic §
bude 10, ban chi cAn nhén phim Esc.

¢ Loai bdé password: La qud trinh thay th€ password cia tai
khodn ngudi dung bing ky tu réng (NULL). Cach nay chi 4p
dung khi ngudi ding quén password ma théi. Vi khi loai bé
password thi nguti ding khéng thé dang nhip vao hé théng bing
password cii duge nén sé dé lai dau vét.

+ Tim lai password: La qu4 trinh sif dung cdc chuong trinh dé& tim
ra chinh x4c password cha tai khodn ngudi ding. Chc chuong
trinh do tim password sé& sd dung cdc thuidt todn duge lap trinh
sén dé tim lai password cda tai khodn duge chi dinh hay t4t ca
cAc tdi khodn trong Windows. Phuong phdp méa cdc chueng trinh
do tim password thudng dp dung la Brute-Force (thi sai) va
Dictionary (tir dién).

IV. LOpCrack 5.02

Chuong trinh nay giip tim lai password Windows va UNIX. Ngoai
chifc néng giai mi password trén may tinh cuc b§, chuong trinh con cho
phép tim lai password Windows/Unix trong mang LAN, hay tir mét
project da duge luu.

Chuong trinh duge cung cdp tai website www.minhkhai.com.vn, thu
muc Chapter 2. Sau khi giai nén va cai dit thanh céng chuong trinh vao
mdy tinh, ban thye hién nhu sau:

1. Tim lai password Windows trén may tinh cuc b

1. Vao Start > Programs > LC5 > LC5 dé khdi déng chuong trinh
{xem hinh 2.17).

2. Nhap Next, tiép theo nhdp chon vao muc Retrieve from the
local machine, sau d6 nhdp Next d€ ti€p tuc.
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LCS Wizard x]

LC 5 Wizard

‘Welcome to the LTS Wizard. This wizard will prompt
you with step-by-step instructions to get you auditing in
mirtes.

First, the wizard will help you determine wheie to retrieve
your enciypted passwords from.

Second, you will be prompted with a few options
regarding which fhethods to use lo audit the passwords.

Thitd, you will be prompted with how you wish to report
the results.

Then. LCS will proceed auditing the passwords and
report status to you along the way. notifying you when
auditing is complete.

Press Next' to continue with the wizard.

Hinh 2.17: Giao dién cia LC5 Wizard.

Lua chon nay cho phép tim kiém céc tai khoan trong m4dy tinh cuc
bd (xem hinh 2.18).

Get Encrypted Passwords

Choos mortmraimhgmmreﬂievelhe
ed passwords.

registry. Administrator access is requited.

¢~ Petrieve from a jemote machine
Rebieve enciypted passwords from a remote
machine on your domain. Administrator access is
requaed

¢~ RAetrieve from NT 4.0 gmergency repair disk
Emergency repair disks and backup tapes made
from Windows MT 4.0 contain a file called "sam’ or
‘sam._' that contains enciypted passwords.

{~ RAetieve by sniffing the local network,
Sniffing captures encrypted hashes in transit oves
your network. Logins, file sharing and print sharing
all use network, authentication that can be captured.

Hinh 2.18: Chon Retrieve from the local machine.

3. Nhaép chon vao Strong Password Audit.
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Lua chon nay c6 chitc niang tim nhanh céc password don bing
phuong phdp Brute-force (thi sai) (xem hinh 2.19).

Choose Auditing Method x]

Choose Auditing Method

" Quick Password Audit
This method checks only for simple passwords that
you could find in a dictionary.

€ Common Password Audit

This method checks for simple passwords that you

could find in a dictionary, as well as common’ =~

modifications of dictionary words.
e

i “chie of Simple passwords that you
could find in a dictionary, common modifications of

» words, and performs a brute force attack
that attempts all combinations of standard letters
and numbers.

" Custom

<Back I Hext > I Cancel 1

Hinh 2.19: Chon Strong Password Audit.
4. Tai hop thoai ti€p theo, ban nhdp chon vao céc muc sau:

¢ Display password when audited: Lua chon nay cho phép hién
thi password khi chuong trinh da crack xong.

* Display how long it took to audit each password: Hién thi
phuong thitc do tim nhing password dai.

* Display audit method: Hién thi phuong phép tim password.

* Make visible notification when auditing is done: Hién thi
thong béo khi qu4 trinh do tim hoan thién.

5. Nhdép nit Finish d€ hoan thanh.

Password duge tim thdy va hién thi trong giao dién cta chuong
trinh. Luu ¥, password dugc chuong trinh hién thi & hai dang, chif hoa va

chir thudng. Méi tai khodn twong duong véi mot password (xem hinh
2.20).
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slake LCS - [Untitledd]

Hinh 2.20: Password dugc tim thdy.
2. Tim lai password bing tit dién

DPé tim password Windows bing phuong phép nay thi truée tién
ban phdi soan thdo tap tin tir dién; hodc si dung tép tin words-english-
big.dic duge chuong trinh cung cdp sdn khi cai dat.

Ban c6 thé vao C'\Program Files\@stake\LC5 dé m¢ file words-
english-big.dic, sau d6 thém théng tin vao tap tin nay (xen hinh 2.21).

r words-english-big.dic - Notepad

zymotechn1cs -~
zymotechny

zymotic

zymotically

zymoti ze
zymotoxic
Zymurgy
Zyrenian
Zyrian
Zyr‘gan
zythem
2ythia
zythum
Zyzomys

___english-big.dic.

R

Hinh 2.21: Néi dung file words-english-big.dic.

1. Sau khi thém nhiing théng tin cdn thiét vao tir dién, ban mé
chuong trinh LOpCrack 5.02, vao file > New Session dé mé giao
dién lam viéc mdi.

2. Vao File > LC5 Wizard, man hinh LC5 Wizard xuat hién, nhap
Next dé tiép tuc.

3. Tiép theo, nhdp chon vao muc Retrieve from the local
machine dé tim cdc tai khodn trong mdy tinh cuc bd, sau dé
nhdp Next (xem hinh 2.22).
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Get Encrypted Passwords

Choose one of the lollowing methods to retrieve the
. pted

" Retrieve from N
Emergency repas disk
from ‘Windows MT 4.0 contain
‘sam__' that conlains encrypted pass

" Retiieve by gréfing the local netwark
Sniffting captures encrppted hashes in transit over
your network. Logins. file sharing and print sharing
all use network authentication that can be captured,

oo [THowr ] caen |

Hinh 2.22: Tim théng tin tai khodn ti mdy tinh cuc bo.
4. Nhap chon muc Custom, tiép theo nhdp niit Custom Options.

Muc nay c6 chitc nang cho phép tiuy chinh danh sich tir dién va
hash (xem hinh 2.23).

Custom Auditing Options

fTay chinh danh ™
sach tu di€n

sl

¥ Pesform hybeid diclionary altacks

Hybiid sttacks will find words that are permutations

of dectionary words, such as wards wath numbers or
spmbaols tacked on the end.

Hinh 2.23: Nhing tuy chon trong muc Custom.
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5.

Nhap nit Dictionary List dé md tir dién ma ban vira tao. Tiép
theo nhdp nit Add dé dua tir dién vao danh sach, sau dé nhép
OK dé 4ap dung (xem hinh 2.24).

Trong hop thoai Custom Auditing Options, nhadp OK d€ 4p dung.

Ti€p theo ban nhdp Next hai ldn va nh4p Finish dé thuc hién
(xem hinh 2.25).

Dictionary List

ictionar
C:\Program Files\®@stake\ . C5\Dictionary dic |
C:\Program Files\@stak e\LCS\words-english.dic

LY dién g

[~
Ik

PO E L8> T O
Run\(Renor‘t\
_Domain | User Name
COMPY . Guest
it PR e B
£icomp: Mmucr o
D 'nh.s.zih p d™
4 ik >

Hinh 2.25: Danh sdch password duge hién thi.
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3. Tim password Windows tir tip tin SAM

Béng cdch nao d6, ban c6 dugc tap tin SAM cia Windows dé€ tim
thong tin trong tap tin nay. Ban c6 thé sir dung LC5, cdc bude thuc hién

nhu sau:

1. Tai giao dién chinh cia chuong trinh, vao menu Session >
Import. Tiép theo, nhdp chon vao muc From SAM file.

2. Nhép niit Browse dé di chuyén dén thu myc chia file SAM, vi du
D:\SAM, sau d6 nhap OK (xem hinh 2.26).

o

T | ASAMfile is locked and inaccessible whils the oper ating system
| that uses it is in use. You may copy a SAM Fils by booting another
| operating system such as DOS (running NTFSDOS), or Linux (with
| NTFS File system support) and retrieving it from the target

| System, or you may retrieve i from a backup tape, from a
Windows NT Emergency Repair Disk, or from a repair directory on
... thesystem hard drive. Click OK to import a copied SAM Fils,

i **+ IMPORTANT NOTE! If you retrieved the SAM fie from a

| Windows 2000 or XP machine, & Is very lkely that & is SYSKEY
| | enarypted! SYSKEY hashes are strongly encrypted and wil NOT
| T From PWDLIMP fie . be found using a password cracker! ***

| coel

Hinh 2.26: Pua file SAM vao.

3. Sau khi Import file SAM vao chuong trinh, néi dung caa file SAM
duge hién thi trong giao dién chinh cia chuong trinh (xem hinh

2.27)

& Gstake LCS - [Untitled?)
Sl Yew Session  Schedule Remediate Help

EOEE LB NN PO

/ RunXRepon\
jDomenny 2 o

i

, Danh sdch cic users
. eo trong file SAM_

_ User Hame JEP"M Iaiﬂmd 1 e -

Hinh 2.27: N¢i dung file SAM.
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i
. Fon

4. Tiép theo, ban tién hanh tim password bing phuong phdp nhu da
trinh bay trén. .

4. Tim lai password Windows Server 2003 qua LAN

Chuong trinh c6 tién ich gidp ban tim lai password Windows qua
mang LAN. D& tim duge password bing tién ich nay, yéu cdu ban phai c6
dac quyén quan tri trén hé thong Windows Server. Céch thuc hién nhu sau:

1. Tai giao dién chinh cda chuong trinh, vdo menu Session >
Import.

2. Nhép chon vao Remote machine (xem hinh 2.28).

Muc nay chi 4p dung cho hé diéu hanh Windows NT/2000/2003 va
Unix.

Hinh 2.28: Chon Remote machine.

3. Tiép theo, nhap nit Add, sau d6 nhép vao tén mdy tinh muén
remote, vi du server, sau d6 nhiap OK (xem hinh 2.29).

Add Machine to Remote Import E('

Hinh 2.29: Nhdp vao tén mdy tinh muén remote.

4. Tiép theo, nhdp vao username, password va tén domain cia mdy
tinh muén tim password (xem hinh 2.30).
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Enter Credentials EI

Please enter credentials for an account with
Administrator privileges on the machine:

server

s e

User: |Nhap userame

Password:

Domain:

[T Save these credentials for future use

e | Cancel ]

Hinh 2.30: Nhdp théng tin ddng user va domain.

Sau khi danh sdch cdc tai khodn dugc hién thi trong giao dién
chinh cia chuong trinh, ban tién hanh do tim nhu cach da gidi
thiéu ¢ trén (xem hinh 2.31).

&€ getake LC5 - [Untitled?]
i Yiew Session Schedue Remediate Help

lLHPasmd 1(5 1P&md
T —— =

Hinh 2.31: Password dugc tim thdy.

Huéng din thém:

Ngoai nhimg chic ndng chinh nhu da giéi thiéu trong phéan trén,
chuong trinh con cho phép ban tim password tir nhitng tap tin



®
Chuong 2: Tim lai password Windows 57 [M
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LC4 (day la nhing files tit chuong trinh LOpCrack c¢6 phién ban
¢cii hon), PWDUMP, va cac file shadown ciia hé diéu hanh Unix va
nhiéu tinh ning khédc nda. Ban c6 thé tham khdo thém khi st
dung chueng trinh.

s Brute-Force (thir sai): La phuong phdp kiém tra tit cd cdc
truomg hop cia chudi password 6 chidu dai nhé (chudi password
¢6 chiéu dai nhé hon 5 hodc 8 ky tu). Uu diém cta phuong phap
nay la né cé thé tim ra password nhanh chéng. Tuy nhién, khéng
phéi tat ca cdc trudng hop déu ¢6 thé tim ra password, vi chubi
password ¢6 46 dai 16n hon 16 ky ty va tuan theo cde quy tic dat
password thi phuong phap Brute-Force khang kha thi do thoi gian
tim s& rat lau. P& khic phuc han ché nay, phuong phdp do tim
password bing tir dién ra doi.

e Tim password bing tir dién (dictionary): P4y la phuong phdp
do tim password dua vao tdm ly dat password cda ngudi dung
nhu: Ho tén, ngay thdng nam sinh, mét s§ su kién,.. Cac chuong
trinh dd tim password s& so sdnh timg tf trong tir dién véi chudi
password clia tai khodn ngudi diing dé tim. Tuy nhién, khong phai
password nao cing tim thdy do ngdén ngit § méi Qudc gia khic
nhau. Vi du, & Viét Nam hay Trung Qudc nhimg tit nhu: emyeu,
bonghong, thanai thi phuong phdp tir dién khong kha thi.

V. Windows Password Cracker V. 2.1.9.0

Khi ¢6 duge file SAM cta hé diéu hanh thi céng viéc ti€p theo la
gidi ma password c6 trong files nay. Mot trong nhimg phin mém hay
nhat gitp gidi ma files nay 14 Windows Password Cracker. Chuong trinh
cung cAp hai cdch gidi ma co ban dé6 14 Brute-force (thir sai) va Dictionary
(tir dién).

Ban c¢6 thé download chuong trinh nay tai website
www.minhkhai.com.vn, thu muc Chapter 2. Sau khi gidi nén va cai dit,
ban thue hién nhu sau:

1. Tim lai password bing phuong phap Brute-force

Sau khi cai dat Windows Password Cracker, dé tim password cla
cdc users trong mdy tinh cuc by ban thuc hién nhu sau:

1. Vao Start > Programs > Windows Password Cracker >

Windows Password Cracker dé chay chuong trinh. Giao dién
nhu hinh 2.32.
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2. Nhiép nit Import Users, chuong trinh s& tu dong nhép cdc users
hién c6 trong mdy tinh vao 'danh sich & giao dién chinh cia
chuong trinh (xem hinh 2.32).

-

Users: 5

Passveords found : 2 [40.00%] .ty . = . £t

Feonzinn sy S ' =

Hinh 2.32: Danh sdch cdc users trong mdy tinh.

Vao menu Service > Options dé mé hép thoai Windows
Password Cracker - Options, tiép theo ddnh d&u chon vao céc
muc trong thé General:

Perform “intellectual” check of password: Kiém tra
password bing thuat todn thong minh.

Check early found password from twec.DIC: Kiém tra mat
kh&u trong tir dién.

Nhép chon thé Brute-force, tiép theo ban danh dau chon vao céc
muc sau:

Latin small simbols [a..z]: Kiém tra password bing céch so
sanh vdi cdc ky tu Latin thudng tir a — z.

Digits [0..9]: C4c con s6 tir 0 — 9.

Latin capital simbols [A..Z]: C4c ky tu hoa tir A — Z.
Spectial Sombols [!@#$...]: C4c ky tu dac biét.
Space []: Ky tu khodng tring.
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¢ Minimum passwords length, character (s): Po dai nhé nhat
ctia ky tu, ban nhap 1a 1.

¢ Maximum passwords length, character (s): Nhap vao do dai
16n nhét cia password. Mic dinh 1a 127, do dai theo phan tich
riéng cia ban. Sau d6, nhdp nit Check dé€ 4p dung (xem hinh
2.33).

Windows Password Cracker - Options

General Biutedarce | Dictionary |

sm Iotaﬂa* e N T S T RS B e s b ATART
| 01 At pintable E Latin capital symbols [A_Z]

| B Lot st ymbols fa 21 B2 Special symbols @ts...)

| B Digaz [0.9) 2 Space ]

| s length, ch 8 [ % OniyforNT hashes attack
;Hmmlmﬂh,ahuadu(e; 20 &

Hinh 2.33: Crack password bdng Brute-force.
5. Tiép theo, nh4p nit Start Attack dé tién hanh crack.

Ngoai ra, ban c6 thé vao menu Service > Start Attack dé thuc
hién (xem hinh 2.34).

.........

Wmdaws D'assw:-rd Cracker

t:s EJ bﬁ »1. 3 I

Usemame 5 | WMPasyword | NTPassword | IMHash
E Ativvnln!a BaBad7cTdblel TAT52]
B Guest cemply> <emply> aad 3435651 404eenadiy
B hackent i 27360/ 3326 387 sad b4 ]
& hacker2 o) 3chdBIHATEITT sadIbil
B secunty <cemply> cemply> 2336435051 44eeaad Iy
T ey r
Users: 5 Cument ] I i
Fasswouds found © 2 (40.00%)

] T : i ARy 28

Hinh 2.34: Tién hanh Attack.
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2. Tim Password bing tit dién

D& thuc hién tim password bing tir dién, trude tién ta phai xay
dung mot tir dién. Mot tir dién hiéu qua thi ndi dung cia né phai chia
nhimg thong tin lién quan dén nhimg ngudi sit dung mdy tinh ma ching
ta can tim password, vi du: Nhimg théng tin lién quan dén ngay théng
nam sinh, sé thich, s ghét, gia dinh, ban be,...

Ban mé nodepad va nhép cdc théng tin vao. Sau d6 luu ching dudi
dang dictionary.txt hoac dictionary.dic, hai dinh dang nay hay duoc
cdc chuong trinh do tim password hé trg (xem hinh 2.35).

B Dictionary.ixt - Notepad
|5l St Format  View el
01,/08/1982 -
vudinhsang

vuthi thuy

tranthibicha

YNCSs . wvn

VACS

hvaonline

vudinhcuonghacker

quanl?

quangtrun

howcanite?her

iloveyoubutilied

hoangquochai

university

Hinh 2.35: Xdy dung tu dién.

1. Thuc hién tir buéc 1 dén budc 2 cia muc “Tim password bing
phuong phap Brute-force”. Tiép theo, trong hop thoai Windows

Password Cracker - Options chon thé Dictionary (xem hinh
2.36).

Windows Password Cracker - Options

General | Bruteforce  Dictionary

Dictionary file{s}
0 | C:\Program Files\FDRL abWa/indows: Password Crackerengl .| ADD
DELETE
MARK ALL
UNMARK ALL

QR

Hinh 2.36: Chon thé Dictionary.
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2. Nhap nit Add dé dua tir dién vao danh sdch (xem hinh 2.37).
Windows Password Cracker - Options E|

General | Bruteforce  Dictionary |

Dictionary file(s}
. ADD
| CZ\IPm!ﬂ.ﬂ\ Fbs\F‘DHLgP\.WW Pa_sswud Cta;fkef\l?i_cﬂ..:.. * DELETE
MARK ALL
UNMARE ALL

QR

Hinh 2.37: Dua tiz dién vao danh sdch.

3. Tiép theo, chon thé Brute-force. Sau d6, b chon & tat ca cdc
muc trong thé nay (xem hinh 2.38).

Windows Password Cracker - Options 3

General Brute-force | Dictionary |

~Symbols for attack TR
| [ All printable [ Laiin capital spmbols

ols [A.2]
[ Latin small spmbols [a..2] [ Special symbols [@H$...]
| O Digits (0.9 [ Space ]

..}

Forming of passwords

1)

Minimum passwords length, character{s): 1
Maximum passwords length, characterds): 127

Only for NT hashes attack

i

B

Hinh 2.38: BS chon & thé Brute-force.

4. Nhap nit Check dé 4p dung, sau cing nhédp nit Start Attack dé
tién hanh tim (xem hinh 2.39).
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| LM Hash EENE ah A
6a8a97cTdb] 0] TRATS2I5 ) eloebidcr 13902300651 64250450 295086 34 300e
834 5651 AldensadIbd 5651 A04ee 931 b7 355
1273003126307 sad 345051 4Mee 242500489080 eaT1 71 HACEISHAI0E
IebdEWMIATEIT 7 aad AT 1 4000e  BedalBNT sedchdSel badc] daS0TID
2ad34 35051 404meaad A TS 1 4Mee 31 dEcteld] Baedd b7 30557 s0c0BI0

Userr 5§ Cuprert parsword |
Pazswoscs found - 5[100.00%)

[Version: 2.1.9.0 Rmady

Hinh 2.39: Password dugc tim thély.
3. Ma héa di liéu

Dé tién hanh ma héa hodc xem chudi ky tu dugc ma héa ra sao, ban
vao menu Tools > LM/NT - hash generator dé mé hop thoai Windows
Password Cracker Hash Generator.

Tai muc Password, nhap vao password dé so sdnh, vi du nhu
viethacker (xem hinh 2.40).

" LM/NT-hash generator
Password

LM-hash

Hinh 2.40: Nhdp password dé so sdnh.

VI. Advanced Windows Password Recovery
2.9.2.224

Advanced Windows Password Recovery la chuong trinh dé tim t4t
cd cédc loai password Windows nhu: Password didng nhép (dé€ tim duge
password nay thi ban phdi c6 dic quyén administrator), Password
Screensaver, password .NET Passport, password RAS va dial-up,
password cuia tai nguyén chia sé. Chuong trinh ciing hién thi tdt ca cdc
users va groups, cho phép chay bat ky mét chuong trinh nao véi tai
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khodn khéc, hién thi password hashes, doc password hashes tir files SAM
va SYSTEM, hién thi nhitng password &n du6i cdc ddu sao (*). Ban c6 thé
tim password theo hai hinh thitc Brute-force va Dictionary trong file

PWL (d6i v6i Windows 9x). Ngoai ra, né con hién thi ID ciia Windows va
Microsoft Office.

Sau khi gidi nén va cai dat chuong trinh, ban thuc hién nhu sau:
1. X4c dinh password ding nhép

Chuong trinh nay cho phép ban x4c dinh nhimg théng tin lién quan
dén qué trinh dang nhép nhu: Tén mdy tinh, tai khodn va ch& dd tu dong
logon.

1. D& thyc hién, tai giao dién chinh cia chuong trinh, chon muc
menu, sau d6 nhdp Logon password, dgi mét lic chuong trinh
s& thong ké nhimg théng tin lién quan dén qué trinh dang nhap
va hién thi trong 6 bén phai (xem hinh 2.41).

¥ Advanced Windows Password Recovery v2,9,1, 224

- [ Modty ) [_Seve J{ P ][ Cow ]

Hinh 2.41: Nhiing théong tin théng ké.

2. Tai myc Logon password nhép nit Modify. Tiép theo, nhap
- password cii vao muc Old password va nhép password méi vao
trong muc New password (xem hinh 2.42).
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4¥ Change logon password

Administiatod |

passs cu

DQSS I'I'IOI

Hinh 2.42: Déi password cho tai khodn logon.

3. Néu chuong trinh kiém tra qud trinh ding nhép vao mdy tinh véi
tai khodn da chi dinh ma chua dat ch€ do Auto logon thi muc
chon enable auto logon xudt hién. Néu mudn tu dong dang nhap
v6i tai khodn administrator trong nhimg lan ding nhéap sau thi
nhip chon vao muc Enable auto logon dé mé hop thoai
Confirmation. Tai hop thoai nay ban nhdp vao tai khoin can
logon tu déng trong muc Auto logon user name va nhéap vao
password cta tai khodn nay trong muc Auto logon password
(xem hinh 2.43).

+# Change logon password

G908 [ Administrato]

% passs Ccu

¥ pass moi

[+] wiite new logon password to cache

1 Cancel | [ OK l

e —

Hinh 2.43: Tu déng logon.
2. Xdc dinh théng tin chia sé

Muc nay cho phép ban xdc dinh nhiing thong tin chia sé nhu cédc
thu muc va § dia duoc chia sé trong mdy tinh cuc bd. Tt d6 ban c6 thé
stta nhimg théng tin nay, hodc thém nhimg thu muc hodc § dia chia sé.
Céc bude thuc hién nhu sau:

1. Trén giao dién chinh cia chuong trinh, chon muc menu, tiép theo
nhip chon Shared info.
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Chuong trinh sé& hién thi nhitng thu muc va § dia duge chia sé trong
mdy tinh cuc b§ (xem hinh 2.44).

Logon pasewond

RéS entnes

-

Shared nfo

*
4
=5

Fecovered hathas

Hinh 2.44: Xdc dinh nhiing théng tin chia sé.

2. Néu thdy nhitng théng chia sé chua hgp ly, ban ¢6 thé chinh sita
lai biing cdch nhap vao thu muc chia sé, sau d6 nhap nit Modify
va nhéap vao céc théng tin nhu: Pudng dan thu muc chia sé trong
muc Directory, s lugng users dugc truy cdp trong muc Max
Users (xem hinh 2.45).

G | Irnceming

S sk divee Sy f

Duong dan thu muc chia se >

So luong users duoc tuy cap

Hinh 2.45: Chinh sua théng tin chia sé.



Chuong 2: Tim lai password Windows

Ban ciing c6 thé thém nhimg thu muc hoic & dia chia sé. P& thuc
hién, nh4p nit Add, sau d6 nhap céc thong tin chia sé nhu:

Share name: Tén hién thi ciia thu muc muén chia sé.

Type: Loai chia sé 1a mdt trong nhimg loai dugc chi dinh sau.
Disk drive: O dia.

Print queue: Hang doi m4dy in.

Communication device: Thiét bi truyén théng.
Interprocess communication (IPC): Chia sé theo IPC.
Special Share: Chia sé dic biét.

Unknow: Kiéu khic.

Directory: Nhép vao thu muc chia sé cia chuong trinh.

Max users: S8 lugng t6i da user duge phép truy cap vao thu muc
(xem hinh 2.46).

*2 New share resource {share level) [?_J

= | Ten hien thi thu muc chia se

57 | Loai chia se >
Thu muc chia se 3
- Soluong users

Hinh 2.46: Chia sé théng tin.

3. Tao ti dién va Brute-force

Pé tao tir dién, ban mé nodepad va nhap vao cdc théng tin lién

quan dén cédc users trong mdy tinh, sau dé luu lai véi tén Dictionary.dic
(xem hinh 2.47).
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& Dictionary - Notepad

al Edt Format View Help
01,/08/1982
vudinhsang
vuthith
tranthibicha
VNES. v

wncs

hvaonline
vudinhcuonghacker
quanl2

quangtrun
hcwcanite?her
1loveyoubutilied
hoangguochai
university
viethacker

Hinh 2.47: Néi dung tu dién.

1. Tai giao dién chinh céa chuong trinh, chon muc Options. Tiép
theo, chon muc NT hash options.

2. DPénh dau chon vao cdc muc sau:
¢ Check short password: Kiém tra cdc password ngén.

¢ Dictionary analysis: Tai muc nay nhéap vao dudng din chda file
Dictionary.dic ma ban vira tao.

¢ View only the recovery hashes: Xem password dugc tim thay.
¢ View password History hashes: Xem théong tin password.

¢ Look for passwords stored in Active Directory: Tim
password trong Active Directory (xem hinh 2.48).

=] Look for passwards stored in Active D

Hinh 2.48: Nhing thiét lgp trong muc NT hash options.
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3. Nhap chon Menu, tié€p theo nhdp Recovered hashes.

Chuong trinh sé thuc hién tim password cda céc users hién c6 trong
mdy tinh (xem hinh 2.49).

¥ Advanced Windows Password Recovery v2, 9.1, i
= Ahm’

+w

Logon passwaond

Hinh 2.49: Password dugc tim thdy.
Huéng din thém:

Muc nay con cho phép thay ddi hash cta tai khoén duge chon. D&
thuc hién, nh4p vao tai khodn muén thay ddi, sau d6 nhap nit Modify va
nhéap vao hash tuong dng cho tai khoan.

4. Nhiing chudc ning nang cao

Tai muc nay chuong trinh cho ta nhiilng théng tin vé tai khoan

ngudi dung, thong tin vé CD key ciia Windows va Office. Dé thuc hién
ban lam theo cac buéc sau:

1. Tai giao dién chinh cia chuong trinh ban chon muc Advanced
features.

2. Nhap muc Groups and Users, chuong trinh théng ké nhimg
théng tin lién quan dén Group va Users. Dé xem théng tin user
administrator, nhap phai chuét vao muc Administrator >
Administrator > View item info (xem hinh 2.50).
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% AWPR - Information

] Name : Administrator

\y Password was set, changed or verified:18-10-2007 22:17:35
Privilege ; administrator
Comment :Built-in account for achhu-tm thg con‘puberfdornm
Flags:logon script executed
Last logon:19-09-2007 08:28:33
Mac, mq.ﬂ:ofdnskspacel:l‘ueusercmm elavalabh
Successfully logged on HE 3
Savutowtﬂdnbomremsarannt ) bl
User's RID: 500
Primary Global Group RID: 513

Hinh 2.50: Xem thong tin user administrator.

3. Pé xem nhitng théng lién quan dén CD Key cia Windows va
Office, ban nhap vao muc Windows CD Key (xem hinh 2.51).

l'ill:k-D\ A irery
n A =
5 540-51 50253 23526
-3 JOIT2OHIGA KTW2W- TRIXT DVRPD - |
5

Hinh 2.51: Nhiing théng tin CD Key.

VII. Proactive Windows Security Explorer™

Proactive Windows Security Explorer™ viét tit PWSEMT 1a cong cu
gitip kiém tra do an todn cia password trén Windows XP, NT, 2000. Day
la mot cong cu hitu ich gidp cho quan tri vién xdc dinh va trién khai hé
théng bdo mat password.

Chuong trinh hd trg mot s6 chic ning chinh nhu: Kiém toén, tim
lai password tu nhitng files dump (pwdump/pwdump2/pwdump3), Registry
clia mdy tinh, registry ¢ dang nhi phan (SAM/SYSTEM), b nhé mdy tinh
cuc bd va médy tinh diéu khién tit xa, bao gém cd Active Directory.
Chuong trinh c6 thé sit dung phuong thitc Brute-force hoic Tir dién.
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Sau khi gidi nén va cai dét chuong trinh vao mdy tinh, ban thuc

hién nhu sau:

1. Tai khoan va password trén mdy tinh cuc bd

Muc nay cho phép ban xdc dinh tai khodn va kiém tra password

trén mdy tinh cuc b, thuc hién nhu sau:

1

Vao Start > Programs > Proactive Windows Security
Explorer > Start > Programs > Proactive Windows
Security Explorer dé mé chuong trinh.

Tai giao dién chinh, nhdp vao muc Brute-force. Muc nay cho
phép ban tim lai password cla tai khoadn trong mdy tinh theo
phuong thic két hop cdc ky tu duge chi dinh, thuc hién nhu sau:

All Latin [A - Z): C4c ky tu Latin in tir A — Z.
All Digits [0 - 9]: T4t ca cédc con s6 tir 0 — 9.
Special [!@...]: Nhimg ky tu dic biét.

Start from password: Nhép ky tu d4u tién dé chuong trinh thuc
hién. Véi ky tu nay chuong trinh s& thuc hién dd tim tir ky tu ban
chi dinh (xem hinh 2.52).

® Proactive Windows Security Explorer 1.10 - Untitied.hdt *

AE-NLAARAKXKS

Attack type: ®Buteiocs OMask ODictonay | LM attack &
| Hashes | Bruteforce attack : ' ¢
Bruteforce sttach: ooy~

SE T

U nwxwens Terminal Services it not running
&) 2102007083225 Cumentuser HACKER\secusly

i) 21102007 08:32:25 Cunent user has adminisirator rights

{4 2110.2007 08:3225 Cunent user has privelege o debug programs

[Proactive Windows Security Explorer 1.10, Copyright (c) 2003-2004 EkomSoft Co.Ltd.

Hinh 2.52: Nhitng thiét ldp trong muc Brute-force.
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3. Chon thé Hashes, sau d6 nhip chon vao muc Memory of local
computer dé quét cdc tai khodn va password trong mdy tinh cuc
bd. Sau cung nhéip nit Dump for memory (xem hinh 2.53).

e ‘N?.‘aailﬂ Xe@ oo

e — 7
[LM aitack

Attack type: ©Bnsedocs Mask O Dictonay

2 Memory of local computer ON.—,dmm
Oamﬂursm SYSTEM) N Rl

d) 21.10.2007 081454 Trweg o camp haches from memey oflocl compater: HACKER
s 2102007091454 5 users mported.
B N102007 091458 Found NT passwoed for wser “hacker1™ - | wncs |

b 21.10.2007 09:14:58  Found fist hall of LM password for uses “hacker1" - | VHCS |

Explorer 1.10, Copyright (<) 2003-2004 EcomsSoft Co.Lbd.

Hinh 2.53: Nhiing théng tin dugc tim thdy.

2. X4dc dinh password tif tip tin SAM va SYSTEM

Dé xdc dinh théng tin cdc tap tin SAM va SYSTEM c6 truéc, ban c6
thé st dung tién ich nay. Ngoai ra, muc nay con cung cip cho ban mét tir
dién rdt manh khodng 10.638.490 tit. P& thuc hién, ban lam nhu sau:

1. Nhép chon muc Dictionary, sau dé6 nhdp nit Dictionary list.
Tiép theo, nhdp Add dé dua tir dién vao danh séch (xem hinh 2.54).

Hinh 2.54: Pua ti dién vao danh sdch.
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2. Nhap chon thé Hashes va nhdp chon vao muc Registry files
(SAM, SYSTEM). Sau d6 nhdp nit Dump dé mé hép thoai
Dump hashes from registry file (xem hinh 2.55).

ctive Windows Security Explorer 1.10 - Untitled. hdt

& WU AR K@ 0

Attack type: Ofateince OMak (@ Dictonay

i) 21102007 093352 Terminal Services & not running

dj 21102007 093352 Cusverd user: HACKER \secuity

W 21102007 093352 Cusrent user has adminishiaion nght

i 21102007 09:3352 | Cument wser has prvelage to debug programs.

mmmt@ LW,CW(QWM Co.Lbd.

Hinh 2,55: Tim thong tin ti files SAM SYSTEM.

3. Nhap chon vao File name of the SYSTEM Registry file, tiép
theo nhap Browse dé dua file SYSTEM vao.

4. Nhap nit Browse ¢ muc SAM Registry dé dua file SAM viao. Sau
cung nhap nit Dump dé€ thuc hién (xem hinh 2.56).

Dump hashes from registry file

O File name o the SYSKEY on the floppy disk.  {
b = EE

| [Usesyskey

Hinh 2.56: Dua File SAM va SYSTEM vao.
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5. Sau khi nhdp nit Dump, chuong trinh sé¢ dua danh séch céc
thong tin duge hién thi trén giao dién (xem hinh 2.57).

' Proactive Windows Security Explorer 1.10 - Untitled. hdt
SRl B Recovery QOpthrs  Help ¥

L WG AR KL 9

Hashes | Dictior r“!*
Fiekieve pas twiord hasives o e ey
©) Dume file PWDUMP-ke] ) Regisy of jocal [ Pump ]

i) 21.10.2007
1) 211020071027:12 Found fist half of LM password for user “hacker - [VNCS |
i) 21102007 10:2852 Saving current project to file. Uniitled hal...

i/ 21102007 10:2852 Cusent peoject successhully saved.

Proacttve Windows Securky Explorer 110, cm{:!mﬁmwa.m

i )

Hinh 2.57: Nhing thong tin duge tim thdy.

3. X4dc dinh password qua LAN

Chuong trinh nay cdn cho phép ban xédc dinh d9 an toan password
ctia bat ky mot may tinh nao trong mang. Chi cdn ¢ mot mdy tinh bat ky
trong mang LAN ban ciing c6 thé két ndi dén mot may khdc dé tim
password va xdc dinh d9 an toan cia ching. Phuong phép thuc hién nhu
sau:

1. Tai giao dién chinh, nhdp chon thé Hashes, ti€p theo nhap chon
Memory of remote computer.

2. Tai muc Remote computer name, ban nhép tén may tinh muén
remote theo ci phép:

\\Tén mdy tinh muén remote, vi du \\server, trong dé server la
tén mdy tinh muén remote, sau d6 nhdp nit Dump dé két néi (xem hinh
2.58).

Ban ciing ¢6 thé nhdp nit Browse dé hién thi cdc mdy tinh dang
chay trong mang LAN, sau dé chon may mudn két néi.

3. Tiép theo, ban nhap username va password dé€ ching thuc ding
nhap. Username phéi la tai khodn administrator ho#c c6 dic
quyén tuong duong véi tai khodn nay (xem hinh 2.59).
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Rt mummnm
O Dump fle EWDUMPSke) (0 Regiviny of jocal computer
O Momony of el computer (=) Mamany of jeemcte compriier

et |\ M—

(Memrem = | Use. | Hashiwes | Parsesd1.7] | Paes

S
21102007 140207 Cument user HACKE Auscusity

s
v % ;
v . g‘
\\t 10007 140208 Corvend uwer has: wghie -,

feilis

21102007 14:0200  Cusvart user has pevalegs 1o debug progrems

EE&MLQME&'“‘HE_

Hinh 2.58: Két néi dén mdy tinh server-

\iserver connection options

Hinh 2.59: Nhép username va password.

4. Sau khi diing nhép vao mdy tinh server, céc thong tin ma chuong
trinh tim duge hién thi trong hinh 2.60.

® Proactive Windows Security Explorer 1,10

Lﬁh‘: HUAAKXKSO 00
Altack type: OBumiocs OMak @bictonwy  Liws 3

Hathes | bmlld.' 5 : 2 Loy
Pmopmmqh;.mm

© Dump s [PWOUMP ske) Oﬂwuhnum C =]
© Memory of local computer (&) Msmary of mm
Oﬂwhﬁ"“ 5"3““3 nmmn—-: \

User. u-hg. Paswod{1.7) | Poswd B 14) m‘auuu ‘_M
S00 LMNTLM - .

Mesage g
W zlmwun* lmbmmmb—um
B 202007149151 0 usees imponed.
B 0207143208 Sevieg e bo e
Y 21.10.2007 143208 Cunment peoject successhully saved.
e T e

Hinh 2.60: Nhitng théng tin théng ké duoc trén Server.



Chuong 2: Tim lai password Windows

VIIIL. Xem password ding sau diu sao (*)
1. See Password

Méi khi nhap password vao mdt muc nao d6, thay vi hién thi
password du6i nhing ky ty théng thudng, chuong trinh hién thi ching
du6i dang nhimg dau sao (*) hay ddu chdm (). VAy lam thé& nao dé biét
duge nhimg ky tu ding sau nhimg ddu * hay ® nay. D& gidi quyét van dé
nay, ban c6 thé sit dung chuong trinh See Password.

Sau khi gidi nén va cai dit chuong trinh vao mdy tinh, ban thuc
hién nhu sau:

1. Vao Start Programs > See Password > See password dé mé
chuong trinh.

2. Nhép vao bat ky vi tri nao trén giao dién cia chuong trinh, déng
thdi nhédn giit chudt trai va kéo chuong trinh dén vi tri cdn xem.

Password dugce hién ra diing sau tdm guong cia chuong trinh (xem
hinh 2.61).

Ban 4p dung cich tuong tu dé xem password ding sau ddu sao (¥),
hay ddu chdm (®) trén nhitng chuong trinh khéc nhau.

Hinh 2.61: Password dugc tim thdy bdng Seepass.

2. Xem password bing chuong trinh Asterisk Key

Asterisk Key khong cdn kéo va tha vao ving cidn xem password, hoat
dong cia chuong trinh tuong d6i d& dang. Khi ban thdy mgt chuong trinh
nao d6 ma password ctia né dang duge hién trong edit box (hgp soan thdo)
dudi dang nhimg d4u sao (*) hay d4u cham () thi Asterisk Key la mot giai
phép toan dién gidip ban hién thi nhanh nhiing password nay.

Sau khi gidi nén va cai dit chuong trinh vao mdy tinh, ban thuc
hién theo cdc buéc sau:
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1. Vao Start > Programs > Passware > Asterisk Key dé mé

chuong trinh, giao dién chinh cia Asterisk Key nhu hinh 2.62.

"D Asterisk Key - Reveals Hidden Passwords

- T

Hinh 2.62: Giao dién cua Asterisk Key.

2. Nhap nit Recovery dé tim kiém tat cd nhitng password dugc
hién thi du6i dang d4u sao (*) ho#c ddu cham (e).

Lic nay, moi password dugc che ddu bing dau sao (*) hodc dau
chém () déu dugc hién thi (xem hinh 2.63).

™ Asterisk Key - Reveals Hidden Passwords

Muiskkw?nmﬁddm | 3
Chick the recover irk to start ' = ’
Visit hitp:/7wwew.LostP assword. com for JJnmpu:.m ecovery mocules: Excel,
‘Word, Access, Dutiook, Windows P and other applications
Download your iree evaksation copy at hitp: //www_LostPastword.com
- - el el i, - iy i ..._4'

Hinh 2.63: Password dugc hién thi.
Huéng din thém:

Ky thuat xem password ding sau d4u sao (*) chi c6 thé 4p dung
trén mot s6 hé diéu hanh nhu: Windows XP (tir SP2 trd lai), Windows

2K. Péi v6i Windows XP SP3 ho#c -Windows Vista thi ky thuat nay
khéng kha thi.
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Chuong 3:
TIM LAI PASSWORD TAP TIN

+ Tim lai password trén tdp tin ctta Winrar.

» Tim lai password trén tap tin cua Winzip.

¢+ Tim lai password tip tin nén.

¢ Tim lai password ééc tap tin ciia MS Office.

s Tim password cac t4p tin ctiia Adobe Acrobat Reader.
« Phuong phap dit password cho céac tép tin.

Ban dang thuc hién nghién citu mdt dé tai nao d6, va mudn tiép can
v6i mét 88 tai litu chuyén nganh, chinh vi vay gidi phdp diu tién la tim
thong tin trén Internet. Ban da mat nhidu th¥i gian va cong sdc dé tim
kiém va download tai liéu, nhumg mdt trong sd ching lai dugc bio vé
biing password, va khéng thé truy cap duge.

Chuong nay s& gidi thidu d&€n ban mot sd cdch tim lai password
trén nhing tap tin cia mdt s phdn mém théng dung nhu MS Office,
Winzip, Winrar va Adobe Acrobat.

Ngoai ra, chuong nay ciing gidi thiéu dén ban cach dat password an
toan cho nhing loai tdp tin trén.

I. Tim lai password trén tap tin caa Winrar

1. Chuong trinh Rar Password Recovery

Day la mét chuong trinh chuyén dung, né cho phép nhanh chéng
tim lai password trén nhiing tap tin cia Winrar.

Chuong trinh dugc cung cdp tai website www.minhkhai.com.vn,
phin download. Sau khi gidi nén va cai dit, ban thuc hién nhu sau:

1.1. Tim password bing phuong phap Brute-force

Phuong phap nay rat hidu qud dé tim lai nhitng password c6 do dai
nhé. D& thuc hién, ban lam nhu sau:
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1. Vao Start > Programs > Rar Password Recovery > Rar
Password Recovery dé mé chuong trinh.

2. Nhép nit Open d€ mé tap tin muén tim password.
Vi du tim password tép tin c6 tén Crack Tools.rar.
3. Tai muc Method attack, chon Brute-force attack.
4. Tai thé Brute-force ban chon cdc muc thiét lap sau:
* Digits (from ‘0’ to ‘9’): C4c con sd tir 0 dén 9.
* Uppercase letters (from ‘A’ to ‘2’): Ky tu hoa tir A-Z.
* Lowercase letters (from ‘a’ to ‘z’): Ky tu thudng tir a—z.
* Special simbols (7, ’?, ‘@... ): C4c ky tu dac biét.
* All printable simbols: T4t ca c4c lua chon.
5. Tai muc Start from, nhap vao ky tu bit diu.

Cén cif vao ky ty ban nhép chuong trinh sé bit ddu tim va két hop
ky tu nay véi nhitng ky tu khéc.

6. Tai muc Password length, § Minimal length, nhap vao do dai
password nhé nhit; & muc Maximal length, nhap vao do dai 16n
nhat cia password (xem hinh 3.1).

Braedoce BWD‘-L!U.E
Pazswsord Length
Miremal length

Masdmal length:

- Allowsed Charactess -
Dighs [hom Tla ¥~
|7 Uppercase ltters (om0 ) |
ELWW:[IM'.’ID‘Z‘} L

| Special symboks [T.7. @) | | [0253 - RAR Passwoed Recovery v1.1 riskeed
: | [10:24 - Cusck Tooks.1a' succeshily knaded.

| L J
| RAR Password Recovey v1.1 AC1E Liezertl |

Hinh 3.1: Nhing thiét lgp khi crack bdng Brute-force.
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L7

Nhap nit Start, chuong trinh tién hanh tim kiém, so s4nh va
gidi ma. Sau cung, néu tim thdy password chuong trinh sé& xuAt
hién hop thoai théng bdo nhu hinh 3.2.

Password recovered

‘ : i’asswol’d
duge tim thay #

Hinh 3.2: Password duoc tim thdy.

1.2. Phuong phap Booost-Up Engine

DPéy la phuong cdch don gidn, nhitng thiét 1ap trong thé nay chi la

nhing tuy chon cho phép két hgp nhing muc da duge dinh sin, sau dé
chuong trinh sé tu xi ly. D& thuc hién ban lam nhu sau:

1.
2.
3.

Nhép niit Open dé m4 file .Rar ma ban muén tim password.
Tiép theo, trong muc Attack method, ban chon Booost-Up.

Chon thé Booost-Up Engine, tiép theo ban nhap chon vao céc
muc sau:

Check most combinations with higher probability: Muc nay
cho phép két hop nhimg kha ning c6 thé xay ra khi crack password.

Extremal: Chon muc két hgp cao (xem hinh 3.3).

Hinh 3.3: Phuong phdp Booost-Up Engine.
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4. Sau khi qué trinh xi ly két thdce, chuong trinh sé cho ching ta
hép thoai théng bdo nhilng thong tin tim duge nhu hinh 3.4.

Password recovered

}Toldpasswcnd.s
* | Recoveting speed
e

Sam.i oK

Hinh 3.4: Password duoc tim thdy.
1.3. Phuwong phap tw dién

1. Nhip nit Open dé md file .rar ma ban muén tim password.
2. Trong muc Attack method, chon Dictionary.
3.

Chon thé Dictionary, tiép theo nhip Select dé mé tap tin tir
dién da tao trude. Sau d6, nhap vao dong déu tién trong tir dién,

mic dinh 1a 1 (d€ chuong trinh bit d4u tim tir vi tri dong ban
nhap). Tiép theo, nhap nit Start d€ thuc hién.

Trong vi du nay st dung tap tin Wordlist.txt (xem hinh 3.5).

Statistics

N of weords: s 08 59 - Last password is ‘ahi'

0859 - 'You can resume this sttack by pressing “Stat”
| logsa-

e tetaol v | 0% ]
" RAR Password Alscovery v1.1 RC16

Hinh 3.5: Phuong phdp crack password bdng ti dién.
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......

4. Sau khi qué trinh xif 1y hoan thién, chuong trinh s& théng béo
dén ban nhimg théng tin ma né tim duge (xem hinh 3.6).

Password recovered

Totalpasswords
Tested pas_swo:ds_ :

H_e;c_cwémg speed
F'assh_lmd
File

- Bave U R Ok

Hinh 3.6: Password dugc tim thdy.
2. Advanced Rar Password Recovery

P4y ciing 1a chuong trinh gidp tim lai password cho nhimg tép tin
cia Winrar.

Céch sit dung tuong ty nhu chuong trinh Rar Password Recovery
trén.

II. Tim lai password trén tap tin cua Winzip

1. Advanced Zip Password Recovery

Nhitng tap tin c6 dinh dang .zip duge s dung khd phd bién, vi
Winzip 12 mét trinh nén dir liéu rat hay. Hon nita, Winrar ngoai dinh
dang .rar mic dinh, chuong trinh cdn hd trg nén va gidi nén dang .zip.
Chinh vi vdy ma nhiing t4p tin .zip c6 rdt nhiéu trén Internet.

Sau khi gidi nén va cai dat chuong trinh, ban thuc hién nhu sau:
1.1. Phuong phap Brute-force

1. Vao Start > Programs > Advanced Zip Password Recovery
> Advanced Zip Password Recovery dé mé chuong trinh.

2. Nhédp Open dé mé tap tin .zip muén tim password. Vi du, tim
password tdp tin Winice.zip.
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3. Trong muc Type of attack, chon Brute-force, d€ do tim bing
phuong phédp két hop céc ky tu (xem hinh 3.7).

E# AZPR 3.54

Range | Length |
Brute-force range options
[ 1Al caps latin (A - 2)
[ Al small latin (a - 2)
lv]Aldigits (0-9)
| L1 All special symbols (I@...]

-~ Status window

10/23/2007 7:52.21 AM - AZPR version 3,54 build 1 launched, unvegistered version, o)
some features disabled =2

meww& e e Aw’age -
Time elapsed: Time remaining:
Progress indicator

0%

AZPR version 3.54 (c) 1997-2003 ElcomSoft Co.Ltd.

Hinh 3.7: Chon tép tin va phuong phdp crack.
4. Tiép theo, nhép chon thé Range va tham khéo céc muc sau:
e All caps latin [A-Z]: T4t ca cdc ky tu Latin hoa tit A — Z.
¢ All small latin [a-z]: Céc ky tu Latin thudng tit z — z.
e All digits: T4t c4 c4c ky tu s tir 0 — 9.
* Al special simbols [!@...]: T4t ca c4c ky tu dac biét.
¢ Space: Ky tu khodng tring.
e All printable: Két hgp tét ca cdc tir (xeﬁl hinh 3.8).

5. Chon thé Length, sau dé nhap do dai nhé nhdt trong muc
Minimum password length, mic dinh 1a 1 va d¢ dai 16n nhét
cia password trong muc Maximum password length 1a 100.



A2
Chudng 3: Tim lai password tap tin 83 f_]

% AZPR 3.54

o - SRS sl vERegk . Sl B B
Open  Save Stait | Sy Benchmark  Help About Quit
Encippled ZIP-fila — B o ey T;pedd’iar.k e
[D w*uwm Tpmlra.

(1072372007 75221 AM - AZPR verso gy tW A€ cracle il o~
| some features disabled

i

i)

Time elapsed. Time remaning
Progress indicator

0%
|AZPR version 354 (c) 1997 2003 ElcomSoft Colid

Hinh 3.8: Két hop cdc ky tu dé crack.

Nén thiét lap password c6 d¢ dai virta phai, néu dé€ dai qud thi tim
password sé mat rat nhiéu thdi gian (xem hinh 3.9).

EP AZPR 3.54

Advanced ZIP Password Recovery
R - B i VR [ S SRS
IJaen Sm Start | =  Benchmark Help About Qust

;D \»Hde\lncmmgmch-wk ac |

Time slapsed: Time ismaining
Piogress indicator :
19

[]....__ .____.._.i,s,i[c‘ ‘iﬁ?miﬁ e T P o S L B T P Lo R TS

Hinh 3.9: Nhing thiét lap trong thé Length.
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6. Nhap nit Start dé thyc hién. Sau khi qud trinh tim kiém hoan
thién, chuong trinh s& xudt ra mét bang théng bdo cung véi
password ma chuong trinh da tim th4y (xem hinh 3.10).

: IMZIPPWH

®Password
Total passwords 234
¢ tim tl
Total time : 10ms .
Average speed (passwords per second) {23,400
Password for this file 123 h_
|PasswardinHEX % By

Hinh 3.10: Password dugc tim théy.
1.2. Phuong phap tim password bang tuw dién
1. Nhép nit Open dé mé tap tin .zip muén tim lai password.
2. Tiép theo, trong muc Type of attack, ban chon Dictionary.
Muc nay cho phép ban chon phuong phép do tim.

3. Nhép nit Open dé md tap tin ma ban muén lam tir dién. Sau dé,

ban nhap vao dong déu tién dé chuong trinh tham chiéu trong tir
dién & muc Start line.

Loai tit dién phai c6 dinh dang .dic, vi dy, si dung tit dién
Wordlist.dic d€ tim password tdp tin Winice.zip (xem hinh 3.11).

E‘E AIPR version 3.54

Advanced ZIP Passward Recovery
ﬂﬂbﬁi@@@a

'; 107232007 &Y&SGDM-SMWMM
1110/23/2007 8:18:56 AM - Password successtully e

(i

107232007 81856 AM 123 i 8 vekd
Time slapsed: ¥ Time remaining.
-4

PPF version 354 (c) 1997-2003 Elcomoh Colid,

Hinh 3.11: Nhiing thiét ldp trong thé Dictionary.
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g5 [M]°

o)

4. Nhép nit Start dé thuc hién. Sau khi hoan thanh, chuong trinh
sé cho ching ta bang théng.bdo véi password duge tim thdy

(3.12).

Password successfully recovered !

NPB

Total passwords 19
Total time 10ms
Average speed [passwords.per sscond) 11,900
Password for this fle
Password in HEX

i save.

& OK

e tim thd

.. =

Hinh 3.12: Password dugc tim théy.

III. Tim lai password tap tin nén

1. Advanced Archive Password Recovery 3.01

Pay la chuong trinh cho phép tim password trén cac loai tap tin

nhu:
e ZIP/PKZip/WinZip.
¢ ARJ/WinARJ.
¢ ACE/WinACE (1.x).
¢ RAR/WinRAR.

Chuong trinh hd tr¢ rat nhiéu dang tép tin nhu da trinh bay. Véi
mdy tinh c¢6 cdu hinh Pentium IV nhu ngay nay thi viéc tim password sé
thuc hién rat nhanh, phuong phép thuc hién va so sanh khoang 15 triéu
password trong trén mot gidy. Ngoai viéc tim password bing phuong
phap Brute-force truyén thong, chuong trinh nay con cho phép crack bing

Dictionary.

Sau khi gidi nén va cai dit chuong trinh, ban thuc hién nhu nhimg

muc truée dé tim password.

2. Ultimate ZIP Cracker

Chuong trinh nay cho phép ban tim lai password mdt s6 loai tép
tin cta nhilng chuong trinh nhu: Winzip, MS Word, Excel, va nhing tap

tin thue thi nhu .exe.
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N6 c6 thé lam viéc trén moi loai phién ban cia céc chuong trinh, vi
du nhu né c6 thé tim password cia MS Word 97/2000/2003. Password ciia
cac chuong trinh duge tim ra mot cdch nhanh chéng.

IV. Tim password cac tap tin cia MS Office
1. Accent Access Password Recovery

Chuong trinh nay cho phép tim lai password trén nhimg tap tin cia
MS Access (.mdb).

Sau khi gidi nén va cai dat chuong trinh, ban c¢6 thé thuc hién theo
cdc buée sau:

1. Vao Start > Programs > Accent Access Password Recovery
> Accent Access Password Recovery dé mé chuong trinh.
Giao dién cia chuong trinh nhu hinh 3.13.

*} Accent Access Password Recovery
ll Search Options setup Help
ES a8l ) 0 @R

i
| Access Password Recovery, (ver. 2 02) recovers:
- ddm password for MS Access 6/35/97 2000/%P.

Piease report any problem or bug found to the author st support@denalad com

Attertion! If your software copy is not registered it will not recover any password longer then 4 ! |
| | characters. You need to register your copy to bypass this limitation. =3

The versions history:
202 [October 12, 2002) '
| - some minor changes. o

i Step 1: Open the documert or a file of recovery status

Registered copy | /-

Hinh 3.13: Giao dién cia Access Password Recovery.
2. Nhép nit Open dé mé file c6 dinh dang .mdb.

Vi dy, tim password ctia tip tin admin.mdb trong thu muc F:\Data
shared\admin.mdb.

3. Nhdp nit Start dé thuc hién.

Sau khi qué trinh x& ly thanh céng, chuong trinh s& cho chiing ta
password cua file nhu hinh 3.14.
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Huéng din thém:

Chuong trinh nay chi 4p dung dé tim nhitng password c6 do dai
nhd. Néu gap nhilng password cé dd phic tap cao thi ta khéng thé s
dung chuong trinh nay dé tim dugc, vi chuong trinh khong cho phép 4p
dung nhiéu thiét 1ap phic tap.

"6 Accent Access Password Recovery

Congratulations! The searched password was successtully recovered and saved in the folder
i | with the document (Password Recovery Result (PRR) file)

© AccentSoft Utilities, 2000-2002 i Registered copy

Hinh 3.14: Password dugc tim thdy.

2. Accent Office Password Recovery

Déy la chuong trinh khéng chi c6 giao dién rat dé sitr dung ma chuc
ning cla né ciing rat da dang, n6 hd trg ban tim password ctia nhiéu loai
tap tin nhu: MS Word, Excel, Access.

Sau khi gidi nén va cai dat chuong trinh, ban thuc hién theo cdc
buéc sau.

2.1. Tim password tép tin MS Word béng phuong phap
Brute-force

Gid sif ta c6 tap tin Design.doc duge luu trong thu muc F:\Data
shared\Design.doc, ching ta hay si dung phuong phdp Brute-force dé
tim. Cédc buéc thuc hién nhu sau:

1. Vao Start > Programs > Accent Office Password Recovery >
Accent Office Password Recovery dé mé chuong trinh.

2. Nhép nit Open dé mé tap tin Design.doc trong thu muc F:\Data
shared\Design.doc (xem hinh 3.15).
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= File is password protected to open

Step 2: To recover a password run a search

Accent Password Recovery Wizard

Step 1

Iz there are any possijh#

Hinh 3.15: M¢ tdp tin Design.doc.

Tai giao dién chinh cta chuong trinh, vdo menu Search > Start
Wizard dé md hop thoai Accent Password Recovery Wizard, nhdp
chon vao muc No (Brute-force attack will be performed). Sau
d6 nhdp Next dé tiép tuc (xem hinh 3.16).

- Any language contains no more than a few tens of thousands of signiticant
~ words, and they can all be tried by the program within seconds. The number

¢ of non-significant character combinations is tremendously higher (for example,
| there are 308,915,776 choices for a six-character password). So, if there is
-3 any possibilty that your lost password is a significant word, we recommend
that you start your search with the dictionary attack and try another search
| method onty if this one tails.

a ' pas.sﬁrofd ba
<Lhuong phdp Brute - f O

i . Ne.ai I émd |

Hinh 3.16: Chon phuong phdp Brute-force.

Tié€p theo, ban nhdp chon vao muc Create custom charset. Sau
d6 nhap vao chudi ky tu dé chuong trinh thuc hién (xem hinh
3.17).
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Accent Password Recovery Wizard

Ol Let's try to recover your password with brute-force attack. This means
that the program will check all possible character combinations within the
range you define. First of all, you need to re-call which alphabet was used in
your password. You can then select an aiphabet from the drop-down fist. it
you don't find the alphabet you need, you can create a custom character set
(charset) and save it for further use.

Slep
Aszign an alphabet
£~ Selact from kst

Letters, lowet case:

| Letters, upper case:  [ABCOEFGHKLMNOPQRSTUMWXYZ

Digis: [;123456789

| Special characters: I #SEL /< 7@

IR 1

Provous | New |- t:amu_l

Hinh 3.17: Nhdp vao chubi ky tu dé crack.

5. Ban nhdp chon vao muc No (Simple Brute-force attack will
be performed). Sau d6 nhap Next dé tiép tuc (xem hinh 3.18).

Accent Password Recovery Wizard =i
The mote refined your search parameters are the faster your password
@ wil be recovered. There-fore, try to recall as many details of forgotten
ord as p iide . If you r at beast a part of your lost password
(for example, you remember that & starts with three digits, or thet it starts with
an upper case letter followed by four small letters and has two digits in the
end, etc ), then we recommend that you try an extended variant of the
brute-force attack, using a so-called mask.

| Do you remember at least a part of your lost password? |

(~ Yes [Brute-force attack with a mask will be performed)

Hinh 3.18: Thuc hién crack bdng Brute-force.
6. Tiép theo ban tham khdo cdc muc sau:
¢ Lower case: Cac ky tu thudng.
e Upper case: Cac ky tu hoa.
e Number: Céc ky tu sé.

e Other simbols: Cac ky tu dac biét.
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e Space: Ky tu khodng tring.
e Users: Cac ky tu do ngudi diung dmh nghia.
Tiép theo, nhdp Next d& tiép tuc (xem hinh 3.19).

f
B
Nowv you need to define which characters will be used in the search. The rule
is simpie: the fewer characters in use the shorter search time. So if you
know, for example, that you never use special symbols andior upper case
letters in your passwords, don' include them in you character range. You can
¥-# Include/exciude character groups by checking or unchecking the
corresponding checkboxes. Also you can select "Users” and edit the
character range manuailly

Accent Password Recovery Wizard

~Step 4

Hinh 3.19: Két hop cdc kiéu ky tu.

7. Nhép vao do dai nhé nhét cla password trong muc Password
length from, mic dinh l1a 1. Sau d6 nhap ky tu bdt ddu trong

muc Start search with, mac dinh 1a a. Tiép theo nhap Next d&
tiép tuc (xem hinh 3.20).

Accent Password Recovery Wizard

55 The last parameter you need to define is password length. Define a

mimimum length in order to exclude combinations shorter than those you
commonly use in your passwords. Then define a masdimum length which
can be as long as you wish but don't forget that every additional character
increases search time a great deal. Recovering a password longer than 8-10
' cheracters may take plenty of time. You can also specify a character(s) to
8 start search with,

fSth ...... L el vl e - i ; wia

i
i
it
2
i

Hinh 3.20: Chon dé dai va ky tu bdt déu.
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8. Cudi cung, ban nhdp nit Run search dé thuc hién. Sau khi xir 1y -
xong, chuong trinh sé& thong bdo két qua cua viéc tim kiém (xem
hinh 3.21).

2apoien

| | Socument (Password Recovery Resul (PRR) fie)

e o o -

Hinh 3.21: Password duoc tim thdy.

2.2. Tim password tdp tin cia MS Excel bang phuong phap
tu dién
Trong muc nay ta sé st dung kiéu tir dién d€ tim password tép tin

¢6 dinh dang .xls. Vi du, tim password tép tin Customer list.xls trong
thu muc F:\Data shared\Customer list.xls.

D& thuc hién dugc buée nay, ta phdi tao ra mot tir dién. Sau dé luu
né duéi dang .dic hodc .txt. Cdc budc tao tit dién nhu da néi ro trong
chuong 2. :

Vi duy, sit dung tir dién c6 tén Wordlist.txt, tir dién nay ban c6 thé
download tai website www.minhkhai.com.vn.

1. Nhédp nit Open dé mé tip tin Customer list.xls tai thu muc
F:\Data shared\Customer list.xls (xem hinh 3.22).

L Accent OFFICE Password Recovery

| *Fie s paszword profected 1o open

5169 2 To recover a password nna seach

Hinh 3.22: M¢ tdp tin Customer list.xls.
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3.

Tai giao dién chinh cia chuong trinh, vao menu Search > Start
Wizard dé mé hop thoai Aecent Password Recovery Wizard. Sau
dé, chon Yes (Dictionary bases attack will be performed) va
nhap Next dé€ ti€p tuc (xem hinh 3.23).

Accen Password Recovery Wizard

Any language cortaing no more than a few tens of thousands of smﬁcﬂ
words, and they can all be tried by the program within seconds. The number
= of non-significant character combi 15 is tr by higher (for

§ there are 308,915,776 choices for a six-character password). So, if there is
any possibilty that your lost password is a significant word, we recommend
that you start your search with the dictionary attack and try another search
method only if this one fails.

Step ] e - R : Pk
| >
|2 there are any possibility that yowr lost password is a significant word?

Hinh 3.23: Crack tap tin béng ti dién.

Tiép theo, ban nhdp nit Add dictionary dé dua tir dién vao
chuong trinh (xem hinh 3.24).

Accent Password Recovery Wizard

Now you need to define which dictionary(s) to use and to determine the usage
order with the “up" and “down" buttons. You can find a good collection of
dictionaries at wanw Outpostd com where all possible dictionaries are
arranged in theme groups. You may also downioad a large dictionary
con-taining more than 3 milion word forms (in English aiphabet) from our
website. Or you may create your own dictionary with our freeware utilty
KeywordsExtractor thet collects words from the internet pages of your choice.

Tviad coums |
0636472 | |
i trong tif d =
: Remove }
Previous |  Net | Cancal |

Hinh 3.24: Pua ti dién vao danh sdch.
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4. Tiép theo, ban nhdp chon vao muc Skip characters dé gii

nguyén trang théi trong tit dién va nhdp Next dé€ tiép tuc (xem
hinh 3.25).

nt Password Recovery Wizard

Dictionaries for password recovery are simple lists of words spelied
correctly. But there is a chance that you make a mistake when typing your

W password or use the wrong case, interchange or skip characters, etc. (for
exampie, instead of “gold” you could type "Gold®, "glod", “gol”). Also you could
have mocdified a word wittingly for higher security. So use additional dictionary
B based ettack options if you want the program to check such typos andfor

® modified variants too.

' Mody words fiom & dictionasy: Emhmam _
| [ Changecasefowerpperl  00.God g0 . GOLD
| T Interchange adjacent characters . godogd.god god

_ oou,dqgiamod
0 =  9od.gold0, god1, . gokd3

Hinh 3.25: Giiz nguyén trang thdi trong tu dién.

5. Sau cing, nhap nit Run search dé thuc hién tim kiém. Sau khi
qué trinh tim ki€m két thic, chuong trinh s& hién thi théng bdo
vé tinh trang tim kiém (xem hinh 3.26).

Password recovery statistics saved ti .'- |
Search: Dictionary sttack. Dictionary: F:\Tools Hm"-‘uswordm_. Vor diist b |
| | Wersion court: 99
Password pro. Speedt 1 passisec. Time remaining: 2 second(s)

R ¢ AccentSoft Team, 2000-2006 : [ R_agmre&mbya

Hinh 3.26: Password dugc tim thdy.
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Huéng din thém:

Ban c6 thé si dung nhimg phuong phdp ma chuong trinh hé tro 48
tim lai password cdc tdp tin, khong nhét thigt phai thue hién cédc thi&t
14p mic dinh. Trong vi du trén ta tach riéng 2 phuong phép ra nhim
trdnh tinh trang trung lap.

Ban c6 thé 4p dung mét céch tuong ty d€ tim password t4p tin MS
Access (.mdb).

3. Accent Excel Password Recovery

Day la chuong trinh duge thist ké nhd gon dé€ tim password cGa céc
tap tin Excel. Tuy ¢6 giao dién khiém tén, nhung nhimg thut todn ma né
X ly thi rdt nhanh. Nhimg password c6 d¢ dai nhé hon 5 ky tu ¢6 thé
duge tim théy trong khodng 3 phiit.

Sau khi gidi nén va cai dit chuong trinh, ban thuc hién tuong tu
nhif nhimg phén trudc 48 tim password.

4. Excel Password Recovery

Béy la chuong trinh cho phép ban tim nhitng password trén céc tip
tin cia MS Excel. Chuong trinh nay c6 kha ning tim lai tat ci cde loai
password, nhimg password ngén ¢6 thé duge tim thdy ngay lap tuc.

Sau khi gidi nén va cai dat chuong trinh, ban thuc hién nhy sau:
4.1. Tim password t@p tin Excel 97/2000/XP/2003

1. Vao Start > Programs > Excel Password Recovery > Excel
Password Recovery dé md chuong trinh.

2. Nhdp nit Open d€ m4 file .xls muéh crack, hép thoai Decrypt the
document removing password or recovery xuit hién.

Vi du nay sé tim password tép tin Customer list.xls trong thu muc
F:\Data share\Customer list.xls.

3. Nhép chon Recover the password to open. Sau d6 nhap OK
dé€ mé hdp thoai Create password recovery project.

Lya chon nay c¢6 chdc ning tim password cida t4p tin ma ban vira
mé& (xem hinh 3.27).
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Decrypt the document removing all passwords o5 recover ...
; -Aclims: Cxte ;
{ O1mz instant document decryption -

Ymcmmadbmhwmdfmﬂndmm the onlfine '
pmdmwm Thwdmhlhwmwmdd E

i lurgolhmmbstpmd.uuknmtu
amm:f thewizud's questions comectly and your lugottuwpasmd
| fecovered at once. |

By ....DK_ w .
Hinh 3.27: Tim password file vita ma.

4. Nhdp Next dé€ ti€p tuc. Sau d6 tai muc Password information,
attack methods nhap chon muc I do not know anything about
the password va nhip Next dé tiép tuc.

Néu b-z_m khong biét bat ky thong tin nao vé& password thi lua chon
nay la mot gidi phdp giup ban thyc hién t8t viéc do tim (xem hinh 3.28).

Creating password recovery project )

m‘ Password information, attack methods

(01 know something about the password.

detmsmmnfmmmyﬁmnmmﬂmMMastsWh
some of its characters, the case of characters, the alphabet used, etc, Myi-formaum
providedwlhebslgﬁﬁcarﬂyred\xe&nerecwuytrne i

Se ; 0 )mmﬂ‘npﬁmd.ln
dis:m,&ndsfa.tattackproﬂew‘bemad This means that the most popular and
often-used passwords will be tested,

Olwﬂmemyamattackprnﬁh

Selectwslunfyouhaveaeated(orptantouaate)mmmadkproﬂefw :
recwhgthepasswcrdfor du:unant Eormekfnrmatimabwtau&m }

[t T o BB e o )

Hinh 3.28: Uy thdc viée tim password cho chuong trinh.

5. Tiép theo, nhdp chon muc Automatic attack profile
(recommended), nhdp Next dé tiép tuc.

Muc nay dugc chon, chuong trinh sé& ty tim nhimmg profile thich hgp
dé€ tim (xem hinh 3.29).
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Creating password recovery project

"‘E% Select main attack profile .

Do ret lse A profde

#]Hurmnthn
hd.a:lul Mowmtpmfbmekrucmuﬂedfmdm\hmnhkhmadﬂs&n
best to attack this file

() Select attack profie ’
Sdect&\eatu:kudlcymm Ym:mcraeteammfhbrmwm
Manager”, Hurmahmywpmwda mtdr mtheselamdpruﬂa

Hinh 3.29: Chuong trinh tu gdn profile thich hop.

6. Tiép theo, ban nhdp Finish dé€ thuc hién. Sau khi qu4 trinh xi 1y
két thic, chuong trinh sé& hién thi password (xem hinh 3.30).

| I Fated (0] I Al de for the do d Cooy
| H hw‘dpumdnhm mhmnuﬂoﬂ
{ i Excel and paste the passwoed to the input field

mww mzuwmmmm Eoda oo w

Hinh 8.30: Password dugc tim thdy.
4.2. Tim password MS Excel 2007

Bo Office 2007 ra doi véi nhiéu cdi tién va giao dién tuong déi dep
mét, hon nita nhimg phdn mém cla né ciing truc quan va dé& si dung.
Ngoai ra, né cdon dugc biét dén véi tinh bdo méat tuong déi cao.

Nhimng t4p tin ma Excel 2007 luu méc dinh sé c¢6 dinh dang .xlsx.
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Vi du, tim password t4p tin userlist.xlsx tai thu muc F:\Data
shared\userlist.xlsx, d& thuc hién ban lam nhu sau:

1. Nhédp nit Open dé md tdp tin c6 dinh dang .xlsx mudn tim
password. Hop thoai Create password recovery project xudt hién,
nhip Next dé tiép tuc.

2. Tiép theo, ban nhdp chon vao muc I will use my own attack
profile, sau d6 nhap Next dé tiép tuc.

Muc nay cho phép ban chon mét profile nhat dinh d€ thuc hién
attack (xem hinh 3.31).

Creating password recovery project

~ Password information, attack methods

{1 know something about the password.

Select this option if you hevaa'ryrformahmabm.tthepassword such as its length,
some of its characters, the case of characters, the alphabet used, etc. Any information
provided will help significantly reduce the recovery time.

Oldomthowmythmd:wtthepasmd

Select this option if you do not rernen'ber(orh'ow)my&mq about I:hepasmd In
this case, the default attack profile will be used. This means that the most popular and
often-used passwords will be tested.

raccrvoﬂng the password Fur ent For more information about creating
profiles, see the help file.

(b fl ca I el s> T o |

Hinh 38.31: Chon profile ma ban muén si dung.

3. Tiép theo, ban nhdp niit Profile Manager dé mé mdt profile cia
chuong trinh.

4. Nhédp chon Brute-force > Quick template > [a..z] dé crack

theo kiéu Brute-force. Sau dé6, nhip Close d€ dp dung (xem hinh
3.32).

5. Sau ciing, nhap Finish dé thuc hién.
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o &
1 @ r [a2,0.9]

English 1 [a.2,0.9, #0]
- ‘_ Semple Password; w2 (8.1 8.2]
| @ | emnc TR
: jftares ] el SR
B f =7t &'_ (8.2, %4, #0) e B @B ﬁ B
- i (8.2 4.2,0.9) gl ; T
| @ | Cldwates | [y 5,.1,0.9, 00) Al T ek of hackit; 28 |
Ehﬁa:r’f-ﬂ i I‘b c:d. a2, A.2,0.9, %] VITipip g agyie IEU :
| 4 2 o lazacos e e | I
| runoborce #2 i e
e b M s i 54 e AR
I :ﬁ | M e of schme pasword: 4 Wumben of cobs: 2 i
| el Max gt of : 13 - 1,952,%6

Hinh 3.82: Crack bdng phuong phdp Brute-force.

6. Sau khi xit ly thanh céng, chuong trinh sé hién thi password
trong giao dién chinh cda chuong trinh (xem hinh 3.33).

Ban c6 thé dp dung cach tuong tu dé tim password trén céc tap tin
cia MS Excel 2003, khéng nhat thiét phai theo su phan chia nhu muc
trén. Cdc muc hoan toan c6 thé hodn ddi cho nhau.

O Password recovery for Micresoft Excel
| e s e e e e CR R R TR
| T35 Faled 0] Al ds for the do have been eoied |
| the required pas sword in the cipboard, apen the document in Microscl H
Excel and paste the password bo the nput fisld. 'E
|
i
11
I
H
i
J I
(Excel Password Riecovery, Version 2.0.5. Copyright (c) 2002-2007 Intskore. { [§|g ™

Hinh 3.33: Password dugc tim thdy.

4.3. Phuong phap tao ti dién trén Excel Password Recovery

Khong nhu nhing chuong trinh tim kiém password khdc, ban c6
thé tao tir dién tir tap tin véin ban. Chuong trinh nay tich hgp sin nhing
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muc cén thiét dé ban c6 thé tao tir dién ngay trén chuong trinh. D& timg
buée tao tir dién, ban thue hién nhu sau:

1. Ngay trén giao dién chinh cia chuong trinh, ban nhap muc
Profile Manager dé mé hép thoai Attack profile manager (xem
hinh 3.34)

Atiack protils manages

S e Bl e osts
as*"*—ibm@%'ﬁﬂﬁﬁ'

Hinh 3.34: M6 hop thoai Attack profile manager.

2. Tiép theo, nhdp nit Create new dictionary dé md hop thoai
Creating dictionary (xem hinh 3.35)

Aftack profile wawr 7%

o 510
BruteForcs #1 ; :

F_: M e et a -p _‘v_;,..‘:::’ 1 : m?ml
i d Hax, word lengrhe u a "'_'W. = ard e
| ruePorcs 2 | EISSse” SRR LY NI En - e A

44 Arach ttvene wf o mabon ¥ ;

a M longth of scheme dessword: 3 Number of cols: |

w M. length of sch wond; 12| Total M
Come (o= J

Hinh 3.35: Nhdp niit Create new dictionary.
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3. Trong hop thoai Creating dictionary, tai thé Text files, ban nhédp
nit Add files dé dua file c6 dinh dang .txt hay .dic 1am ti dién.

4. Tiép theo, nhép niit Create dictionary, nhap tén cia tir dién dé
luu, vi du DictionaryVNCS.1df (xem hinh 3.36).

Creating dictionary

A Duong din chda
. £ le ,Ol‘dlis'.. Xt .

Hinh 3.36: Tao file ti dién ti file text.
5. MS Outlook Password Recovery

Pay la chuong trinh cho phép ban xdc dinh password cdc tép tin
.pst ctia Outlook Express. Giao dién ciia chuong trinh rét don gidn va dé
sit dung. Password ciia tp tin ¢6 thé duge tim thdy va hién thi ngay trén
giao dién chinh clia chuong trinh.

Sau khi giai nén va cai dit chuong trinh vao mdy tinh, ban thyc
hién nhu sau:

1. Vao Start > Programs > MS Outlook Password Recovery >
MS Outlook Password Recovery dé md chuong trinh.

2. Khi chuong trinh dugc khéi chay, ban phai dgi khoang 3 phit dé
chuong trinh thyc hién tim kiém.

3. Password cung nhiéu théng tin duge hién thi ngay trén giao dién
chinh ctia chuong trinh (xem hinh 3.37).
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B MS Outlook Password Recovery - TSRH

| 67 Emed Accounts | 03 PST Fles |

|| B4 C\Documents and Settings\security\Local Settings\Application Data\Mi...
“\Documents and Settings\security\Local Settings\Apphcation Data\Mi . fpro

{[;:] lZ‘.u;:yPusmd ] LL,Q Save a3... ] ;
Ready... Yhgaed o G T L 2fes

Hinh 3.37: Password duoc tim théy.

V. Tim password cac tiap tin cua Adobe Acrobat
Reader (pdf)

Trong muc nay sé giéi thiéu mét s6 phan giip tim lai password
trén nhimg tap tin ¢6 dinh dang .pdf.

1. PDF Password Cracker Pro V.3.0

P4y 1a chuong trinh cho phép tim lai password tép tin .pfd. Sau khi
gidi nén va cai dat chuong trinh, ban thuc hién nhu sau:

1.1. Tim password theo phuong phap Brute-force

Phuong phédp nay cho phép tim nhanh nhimg password c6 do dai
nhé hon 5 ky tu. Hon nita, nhitng thiét 1ap trong muc nay ciing khd don

=2

gian.

Vi du, tim password cia tap tin Security document.pdf ¢ thu muc
F:\Data shared\Security document.pdf. P& thuc hién, ban lam nhu sau:

1. Vao Start > Programs > PDF Password Cracker Pro v3.0 >
PDF Password Cracker Pro v3.0 dé mé chuong trinh.

2. Tai giao dién chinh cla chuong trinh, ban nhdp nit Load dé mé
tap tin .pdf muén tim password.

Vi du, tim password tdp tin Security document.pdf trong thu muec
F:\Data shared\Security document.pdf.
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3.

4.

Tiép theo, trong mue Type of attack, ban nhép chon Brute-force.

Day 1a phuong phdp tim passv.;vord bing c4ch két hgp cde ky tuf cho
trude.

Tai muyc Brute-force range options, ban tham khéo cdc lua chon
sau:

All caps latin [A-Z]: T4t cd cdc ky tu Latin hoa tir A - Z.
All small latin [a-z]: Cdc k¥ tu Latin thuong tira — z.

All digits [0-8]: T4t ci cac Ky tu s6 tir 0 — 9.

All special simbols [!@...]: T4t ca cdc ky tu dic bist.

User defined characters: Ky tu do ngudi ding dinh nghia.

Nhip vao 49 dai nhdé nh&t cho chudi password trong muc
Minimal password length, mic dinh 1a 1 v2 Maximal password

length 49 dai 16n nhat cho chudi password (xem hinh 3.38).

S CePRtired

Com b oe [Em 1rm1m:“7

Hinh 3.38: Nhitng thiét ldp trong muc Brute-force.

Nhap nit Start dé bat dau tim kiém. Sau khi xit ly xong, chuong
trinh sé& xuit hién hép thoai yéu cdu ban luu néi dung tlp tin ma
né da crack duge. Ban nhdp tén t4p tin cén luu, ti€p theo nhap
OK dé hoan thanh. Sau khi xit 1§ xong, chuong trinh hién thi
password trén giao dién chinh clia chuong trinh (xem hinh 3.39).
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3. Tiép theo, trong muc Type of attack, ban nhap chon Brute-force.

Pay la phuong phdp tim password bing céch két hop cédc ky tu cho
trude.

4.

Tai muc Brute-force range options, ban tham khdo céc lua chon
sau:

All caps latin [A-Z]: T4t ca cdc ky tu Latin hoa tir A — Z.
All small latin [a-z]: Cdc ky tu Latin thudng tir a — z.

All digits [0-9]: T4t ca cdc ky tu sd tir 0 — 9.

All special simbols [!@...]: T4t ca c4c ky tu dic biét.

User defined characters: Ky tu do ngudi dung dmh nghia.

Nhap vao d9 dai nhé nhdt cho chudi password trong muc
Minimal password length, mic dinh la 1 va Maximal password
length, d dai 16n nhat cho chudi password (xem hinh 3.38).

. Encrypted PDF File

J {F:\Data shared\S ecuiity
g 4 T Sy TR N

 +Brute force range optio e

Hinh 3.38: Nhiing thiét l@p trong muc Brute-force.

Nhép nit Start dé b4t ddu tim kiém. Sau khi xit ly xong, chuong
trinh sé& xuat hién hop thoai yéu cdu ban luu ndi dung tép tin ma
né da crack dugc. Ban nhép tén tdp tin can luu, ti€p theo nhap
OK dé hoan thanh. Sau khi xit 1§ xong, chuong trinh hién thi
password trén giao dién chinh cia chuong trinh (xem hinh 3.39).
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Hinh 3.39: Password dugc tim thdy.

1.2. Tim password béng phuong phap ti dién

Trong muc nay van sit dung tir dién 1a file Wordlist.txt. Cdc budc
thuc hién nhu sau:

1. Nhap nit Load dé€ mé tap tin .pdf muén tim password.

Vi du st dung phuong phédp nay dé crack password tép tin Security
document.pdf trong thu muc F:\Data shared\ Security document.pdf.

2. Tiép theo, ban nhdp nit Load trong muyc Dictionary options dé
dua tir dién vao chuong trinh, trong vi du nay la file Wordlist.txt.
Sau dé, ban nhdp chon vao muc Try all possible upper/lower

case combinations (két hop chif hoa va chit thudng) (xem hinh
3.40).

3. Nhép nit Start dé thuc hién. Sau khi hoan thanh, chuong trinh
sé yéu cdu ban nhép tén va duong din luu t4p tin.

Tap tin nay s& khong c6 password. Pay la tap tin sao luu ciia tap
tin ma ta da loai bé password. Néu khéng muén sao luu t4p tin nay thi
ban c¢6 thé nhdp nit Cancel. Tiép theo, password duge hién thi ngay
trén giao dién chinh cia chuong trinh (xem hinh 3.41).
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Hinh 3.41: Nhitng théong tin tim dugc.

Ngoai ra, chuong trinh con hd trg thém mot s chidc nang khéc nhu
Key search. Ban c6 thé khdm phd thém khi s dung chuong trinh.

2. Advanced PDF Password Recovery Pro V.2.0.4

Péy la mdt chuong trinh tim password tép tin .pdf chuyén nghiép.
N6 c6 thé tim duge password trén nhu‘ng files cia Adobe Acrobat Reader
bing nhiéu phuong phép.



®
Chudng 3: Tim lai password t4p tin 105 [2'

Giao dién than thién, cdch st dung truc quan, nhitmg thiét lap
tuong d6i dé dang, tir dién mé. Sau khi gidi nén va cai dat thanh céng
chuong trinh, ban thuc hién tuong ty nhu céch trén dé tim password.

VI. Dat password cho tap tin

1. Dit password cho nhitng tap tin cia MS Word 2007

Mot phuong phdp bao vé hitu hiéu cho céc tai liéu cia MS Word 1a
dat password truy cap tap tin. Phuong phdp thuc hién nhu sau:

1. Vao Start > Programs > Microsoft Office > Microsoft Office
Word 2007 dé€ mé MS Word.

2. Mé tap tin mudn dat password. Sau dé ban nhdp nut Office
Button @ dé md menu.

3. Tiép theo, vao Prepare > Encypt Document dé mé hop thoai
Encrypt Document (xem hinh 3.42).

e

l Hew mﬁm mm

1
e Vtew and edit document properties, such
é@ Qpen as Title, Author, and Keywords.
; 5 Inspect Document

i | : l Save E Check the document for hidden metadata
or personal information.

i
A Send
Let readers know the document is final and
Publish » make it read-only.

Run Compatibility Checker
Check for features not supported by earlier
versions of Waord.

‘\
Close

] Word Optjons Hx Exit word §

S

Hinh 3.42: Chon Encrypt Document.

4. Tai hop thoai nay, ban nhap password vao 6 Password, sau dé6
nhap OK dé tiép tuc (xem hinh 3.43).
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Hinh 3.43: Nhdp password.

5. Ban nhép lai password trong muc Reenter password. Sau dé, ban
luu tép tin nay lai.

Dé kiém tra, ban mé tap tin vita luu, ldc nay chuong trinh sé yéu
cdu password (xem hinh 3.44).

Confirm Password

Hinh 3.44: Nhdp lai password.

2. Dat password cho cédc tap tin cia MS Excel 2007

1. Vao Start > Programs > Microsoft Office > Microsoft Office
Excel 2007 dé mé MS Excel.

2. Tiép theo, mé tap tin mudn dit password. Sau dé nhép nit Office
Button 3 48 mg menu.

3. Vao menu Prepare > Encrypt Document dé mé hop thoai
Encrypt Document (xem hinh 3.45).
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[ Ia__ Properties. lt
|

[:]) View and edit workbook properties, such
as Title, Author, and Keywords.

Inspect Document
Check the workbook for hidden metadata
or personal information.

2 3 o restricting their
Nhap viao diy.

Ensure lh integrity of the workbook by 8 l
adding an invisible digital signature, |
Mark as Final

Let readers know the workbook is final and
make it read-only.

Run Compatibility Checker !
Check for features not supported by earlier l
versions of Excel.

Hinh 3.45: Chon Encrypt Document.

4. Tai hop thoai Encrypt Document ban nhép vao password ma
ban muén dit cho tdp tin, ti€p theo, nhdp OK va nhdp lai

Hinh 3.46: Nhdp password cho tdp tin Excel.

5. Tiép theo, ban nhédn t8 hgp phim Ctrl + S dé luu lai nhimng thong
nay vao tap tin.

Nhu vay la hoan thanh viéc dat password cho tép tin.
3. Dit password cho céc tap tin caa MS PowerPoint 2007

1. Vao Start > Programs > Microsoft Office > Microsoft Office
PowerPoint 2007 dé mé MS PowerPoint 2007.
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2. Tiép theo, mé t4p tin muén dit password, sau dé nhép nit Office
Button @ dé md menu.

3. Tiép theo, vao menu Prepare > Encrypt Document dé mé hop
thoai Encrypt Document (xem hinh 3.47).

'g;—ﬂ View and edit presentation properties,
such as Title, Author, and Keywords,
Inspect Document

Check the presentation for hidden
metadata or personal information.

adding an i

= Mark as Final 1
E Let readers know the presentation is final
and make it read-only.

Run Compatibility Checker

Check for features not supported by earlier
Close versions of PowerPoint.

Hinh 3.47: Chon Encrypt Document.

4. Tai hop thoai Encrypt Document ban nhdp vao password ma
ban mudén dat cho tdp tin, ti€p theo, nhdp OK va nhap lai
password vao muc Reenter password (xem hinh 3.48).

Encrypt Document

Hinh 3.48: Nhdp password cho tdp tin cia Excel.

5. Tiép theo, ban nhén t8 hgp phim Ctrl + S dé luu lai nhimg thong
nay vao tép tin.

Nhu véy 1a ban da hoan thanh viée dit password cho tép tin.
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4. Dat password cho céc tap tin caa MS Access 2007

Ciing tuong tu nhu cdc muc trudc, dé bdo v@ tap tin thi phuong
phép dit password 1a rat hiéu qua. D€ thuc hién, ban lam nhu sau:

1. Vao Start > Programs > Microsoft Office > Microsoft Office
Access 2007 dé mé MS Access 2007.

2. Tiép theo, nhdp nit Office Button LTI Open, sau d6 tai hop
thoai Open, ban nhdp chon vao tdp tin ma ban muén dit
password, tiép thep nhdp vao mii tén & nit Open, chon Open
Exclusive (xem hinh 3.49).

.-nvéotﬁ n
QiiuoD dat password g

Hinh 3.49: M4 tdp tin muén ddt password.

3. Tiép theo, chon thé Database Tools, sau d6 chon muc Encrypt
with Password (xem hinh 3.50). '

Swrtchboard Managef T
: o Y- 2
g Encrypt with Password]’

- o ake
Addms =R ACCDE.

. Database Tools

i Liriked Table
i MManager

L

Hinh 3.50: Chon Encrypt with Password.

4. Tiép theo, ban nhap password va nhép lai password trong hop
thoai Set Database Password, sau cing nhdp OK d€ hoan thanh
(xem hinh 3.51).
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Hinh 3.51: Nhdp password cho co sé dit liéu.

5. Dat password cho tap tin .pst ctia MS Outlook
Express 2007

Dé bao vé nhimg théng tin c4 nhan duge luu trong e-mail, ma
nhiing théng tin nay thudng chda trong tép tin .pst duge quan ly bing
MS Outlook Express 2007. D€ thuc hién, ban 1am nhu sau:

1. Vao Start > Programs > Microsoft Office > Microsoft Office
Outlook 2007 d€ mé& Microsoft Office Outlook 2007.

2. Tiép theo, ban vao menu File > Data File Management dé md
hop thoai Account Settings.

3. Tai thé Data Files, ban nhdp chon vao tdp tin muén bdo vé bing
password, sau d6 nhap nit Settings (xem hinh 3.52).

i Nh p éhipn \ p ‘tin muon T
N bio v lmng‘_passwurd p——

'sm.mmhmhmmmmmem&umommmmm C‘E-l'*&:_]i
folder that contans the data fle. To move or copy thesa fles, you must first shut down Outiook, —J |

Hinh 3.52: Cdc muc trong hop thoai Account Settings.

4. Sau khi nhép niit Settings, hop thoai Personal Folders xuat hién
(xem hinh 3.53).
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Personal Folders El
Name: 1Archive Folders l
Eilename:

['C:\.Documeﬁl_:s and SettingsiéecuritytLocal Settin-q;s'i.;t

Format: [ Personal Folders File —I

Changes the password used to access
{Change password... | the personal Folder File

Reduces the size of your personal
[_Compacthow ] £3derFie

Comment

[ OK _] [ Cancel ] v é.r-"_c-l'-_:‘. v

Hinh 3.53: H¢p thoai Personal.

5. Nhap nit Change Password dé mé hop thoai Change Password,
tiép theo ban nhap password trong muc New password va nhap

lai password trong muc Verify password, sau d6 nhap OK dé 4p
dung. |

Muc Old password bé tréng néu ban dat password 14n ddu (xem
hinh 3.54).

Change Password __i

X
Change the password For archive.pst:
Cancel

Old password: L

New password: | [TITTITITIT] I
Verify péssword: | ssscssssee |

[ save this password in your password list

Hinh 3.54: Nhdp password cho tdp tin .pst.

6. Dat password cho tap tin ctia Winzip va Winrar

D& bdo vé cdc tap tin nén cia ching ta thi phuong phap dat
password ludén 1a gidi phdp hitu dung. D& thyc hién duge didu nay, ban
phai c6 it nhat mot trong hai chuong trinh d6 1a Winzip ho#c Winrar.
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Muc nay sé gi6i thiéu dén cac ban phuong phdp dit password cho
tap tin cia Winzip va Winrar bing chuong trinh Winrar 4.65. Chuong
trinh duge cung cap trong thu muc Genaral Software.

6.1. Pat password cho tap tin cua Winzip

Tap tin cia Winzip thudng c6 phdn mé rong Ia .zip, trong vi du nay
ching ta sé& sit dung Winrar dé dat password cho tap tin cia Winzip.

Vi du: Ban ¢6 mét thu muyc c6 tén 12 Security duge luu & thu muc goc

cia § dia D trén mdy tinh. D& nén thu muc déng thoi dit password cho
né ban thuc hién nhu sau:

1. Di chuyén vao § dia D, tiép theo, nhdp phdi chudt vao thu muc
Security > Add to archive (xem hinh 3.55).

B T

Hinh 3.55: Chon Add to archive.

Giao dién cia Winrar xuét hién.

2. Trong muc Archive format, ban nhdp chon vao muc ZIP dé nén
tap thu muc nay thanh Security.zip (xem hinh 3.56).
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Archive me and parameters

Hinh 3.56: Nén thu muc theo chudn Winzip.

3. Chon thé Advanced, nhdp niit Set password dé m& hop thoai
Archiving with password, tiép theo, ban nhap password trong
muc Enter password va nhéap lai password trong muc Reenter
password for verification (xem hinh 3.57)

Archiving with password

Hinh 8.57: Nhdp password cho tdp tin Security.zip.
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4. Tiép theo trong hop thoai Archive name and parameters, ban
nhép OK dé€ 4p dung (xem hinh 3.58).

1ame and para

Hinh 3.58: Nhdp OK dé dp dung.

Nhu viy dén déy ta da hoan thién viéc nén thu muc Security thanh
tap tin Security.zip va dit password. Khi gidi nén ciing nhu truy cip vao
tap tin nay, chuong trinh sé luén yéu cdu ban phai nhap password.

6.2. Dat password cho cac tap tin cia Winrar

Cing tuong ty nhu viéc dit password cho tap tin cia Winzip, trong
muc nay ching ta ciing sit dung Winrar dé thuc hién.

Vi du ban ¢6 thu muc c6 tén 12 Customer trong thu muc géc cia 8
dia D luu trif nhilmg tai liéu vé théng tin khéch hang cta cong ty. Do thu
muc nay chiém dung lugng kh4 16n nén ban muén nén lai déng thai dat
password cho tép tin nay. D& thuc hién ban 1am theo c4c budc sau:

1. Di chuyén dén 8 dia D, tiép theo nhdp phai chudt vao thu muc

Customer > Add to archive dé mé giao dién nén cia Winrar
(xem hinh 3.59).

2. Tai giao dién nén cha Winrar, trong muc Archive format, ban
nhép chon vao muc RAR.

Dinh dang nay c6 chdc ning nén thu muc Customer thanh tap tin
Customer.rar (xem hinh 3.60).
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Hinh 3.60: Nén thu muc thanh dinh dang RAR.

3. Chon thé Advanced, ti€p theo nhdp nit Set password dé md
hop thoai Archiving with password. Ban nhap password trong
muc Enter password va nhép lai password trong muc Reenter
password for verification, sau dé6 nhap OK dé 4p dung (xem
hinh 3.61).
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Hinh 3.61: Dgt password cho tdp tin cia Winrar.

4. Tiép theo, trong hop thoai Archive name with parameters, ban
nhap OK dé nén thu muc va 4p dung password.

7. Dat password cho cac tap tin cia Adobe Acrobat
Reader (pdf)

Trong muc nay s& giéi thiéu cung cdc ban phuong phdp dat
password cho tap tin cia Adobe Acrobat Reader ¢6 phan mé rong la PDF.

P& thuc hién duge cdc muc dudi day thi mdy tinh cla ban phai cai
dit chuong trinh Adobe Acrobat 7.0 Professional. Pay 14 ph4n mém cho
phép ban vira doc va soan thdo céc tép tin c6 dinh dang .pdf.

Gia si cong ty ban c6 mot tai liéu c6 tén la Confidential
Document.pdf luu trong thu muc géc cia § dia D. Tai liéu nay chia nhimng
dir liéu mat, rat quan trong duge dinh dang theo chudn pdf. D& bdo vé tai
liéu nay khéi su dom ngé ciia ngudi khéc, ban nén dit password truy cip
cho tap tin nay. D& thyc hién ban lam nhu sau:

1. Di chuyén dén & dia D, sau d6 nhap déi vao tap tin nay dé mé tap
tin Confidential Document.pdf.

Khi nhap dai vao tap tin, néu mdy tinh ctia ban da cai dat phdn mém
Adobe Acrobat Professional thi tap tin sé dugc mé bdi chuong trinh nay.

2. Tai giao dién chinh ctia chuong trinh, vao menu File > Document
Properties, hop thoai Document Properties xut hién.

3. Tai hop thoai Document Properties, ban chon thé Security, tiép

theo trong muc Security Method, chon Password security (xem
hinh 3.62).
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The documant's Security Meth s what
mnmmwmmm

Hinh 3.62: Nhizng thiét ldp tai muc Password security.

4. Tiép theo, ban nhdp chon vao muc Require a password to

open the document, sau d6 nhép password vao muc Document
Open Password.

5. Trong muc Permission, ban thiét 1ap nhu sau:

e Nhap chon vao muc Use a password to restrict printing and
editing of the document and its security setting (si dung
password dé han ché in va soan thdo tai ligu).

e Permission password: Ban nhap password cho su uy quyén.

e Printing allowed: Chon Low Resolutions (150 dpi) dé cho phép
in & ch& do phan gidi thap.

e Change allowed: Chon Inserting, deleting and rotating pages
(cho phép cheén, x6a va quay trang).

e Céc muc khéc ban dé mic dinh, sau d6 nhép OK dé dp dung (xem
hinh 3.63).

6. Trong hop thoai Confirm Document Password, ban nhip lai
password ma ban da nhap trong muc Require a password to open
the document vao 6 Document Open to Password, sau d6 nhap
OK dé 4p dung (xem hinh 3.64).
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7y

Hinh 3.64: Nhdp lai truy cdp.

7. Ban nhép lai password ma ban da nhip & Permission password
vao muc Permission password trong hop thoai Confirm
permission password, sau d6 nhdp OK dé 4p dung (xem hinh 3.65).

missions Password
- " ;

Hinh 3.65: Nhdp lai password ity quyén.
8. Luu lai tai liéu.
Nhu vay dén day ta da hoan thanh viéc dat password cho céc tap

tin c6 dinh dang .pdf. Mdi l4n truy cap vao tép tin nay, ban phai nhap
vao password ma ban vira dat.
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Chuong 4:
PHUC HOI DU LIEU DA MAT

¢ Tim hiéu vé qua trinh luu trd.

. Ontracli Easy Data Recovery Professional.
e Chuodng trinh Get Data Back for NTFS.

* Get Data Back for FAT.

s Data Doctor Recovery - NTFS-FAT.

e PhotoRescue Professional.

s Mot s6 chuong trinh phuc hdi dit liéu khic.

Céng nghé luu trir phét trién da 1am cho viéc qudn 1¥ hé sa va bdo
luu tai lidu d& dang hon. Ta khéng cdn phdi mat cd ngay tham chi ca
tudn d€ tim ki€m dit liéu trong nhimg kho luu trit 16n. T4t c4 dit lidu duge

liu trong mdy tinh, chi cAn mot vai thao tdc 12 thong tin cé thé€ hién thi
ngay trén man hinh.

Tuy nhién, luu tri¥ tai lidu trén mdy tinh cing thudng xuyén gip cdc
rui ro nhy: Dia cdng bi hu héng & mét sector nao 46, t4p tin, phdn mém
bi 16, ho#c ban vé tinh x6a mét tdp tin hay thu muc nao dé trong lic voi
vang, mét moi. Ngoai ra thong tin con bi mat do cdc yéu t§ phd hoai nhu:
Virus, Trojan hay mét hinh thitc phd hoai nao dé do déi thd canh tranh
gy ra. Chinh vi thé dit lidu quy gid cla ban dang dimg trude nguy co bién
mdét vinh vién.

Chuong nay giéi thiéu dén ban mét 56 giai phdp khai phue dif liéu
mét cdch nhanh chdng, chinh xdc va toan dién.

I. Tim hi€u vé qua trinh luu trit

Théng tin duge luu tri trén thiét bi duge goi chung la Media. Dia
caing ciing 12 mdt trong nhimg thiét bi d6. Pia cimg gédm nhidu 14 tir
mdng, trén mai 14 tir nay duge chia 1am cdc m#t goi 1a Side (mét 14 tir ¢6
2 side: side 0, side 1), méi mét Side duge chia thanh nhiéu vong tron
déng t4m, cdc vong tron dbéng tAm nay goi 1la Track, mbi Track chia
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thanh nhiéu cung, méi cung duge goi la Sector, trong MS DOS, mbi Sector
c6 512 bytes. Tap hop nhiéu Sector duge goi 1a Cluster. S8 lugng sector
trén mot cluster 14 khdc nhau & cdc hé didu hanh khdc nhau.

Théng tin duge t8 chife va luu trif trén timmg sector cia dia cdng vat
ly goi la dia chi luu trit, mdi mét tap tin khi duge luu trir trén dia déu cé
mot dia chi nhat dinh va cdc dia chi nay dude quén 1y béi mét danh muc,
danh muc nay duge quy dinh bédi bang tham s6 dia.

Chinh vi vy ma médi khi xéa mdt t4p tin nao d6, ngay cd khi ta
x0a sach né trong thing rdc cia hé diéu hanh thi hé diéu hanh chi lam
mot nhiém vu don gidn 1a xéa tén né trong danh muc quan 1y ctia bang
tham s8& dia. N6i mot cdch cu thé dé 1a hé diéu hanh chi x6a lién két tir
danh muc quan ly tap tin téi dia chi luu trit né. Vi thé di lidu trén dia
cing tai nhitg dia chi d6 vin con nguyén cho dén khi né duoe ghi d2 1én
bdi mot thong tin khdc.

Loi dung diém nay, cdc cong ty lap trinh di tao ra cdc phdn mém
dé phuc héi lai nhimg tap tin nay, thuc chat cia viéc phue hdi dit ligu la
tao lién két tir danh muc qudn 1y dén dia chi luu trit.

II. Ontrack Easy Data Recovery Professional

Pay 1a chuong trinh phue héi dif lidu chuyén nghiép, né gidp tim lai
duge hau hét céc loai dif liéu bi mat do cde nguyén nhan: fdisk, format,
x6a, hay do nhitng chuong trinh phd hoai giy ra nhu virus hoac bat ky
mot nguyén nhin nio khde dan dén dit liéu bi mat.

Chuong trinh khong cAn cai dit, ban ¢6 thé st dung chuomg trinh
nay d thu muc Chapter 4. Sau khi gidi nén, ban vao thu mue chita chuong
trinh va chay tdp tin EasyRecovery.exe dé md chuong trinh, '

1. Chin do4dn dif liéu trén dia

Muc nay cho phép ban kiém tra toan dién nhimg théng tin trén dia
citng nhw:  DriveTests, SmartTests, SizeManager, JumperViewer,
PartitionTests, DataAdvisor.

1.1. Drive Tests

Chitc nang nay cho phép kiém tra nhimg 151 tiém tang trén dia
ciing ¢ha mdy tinh, tir d6 ban c6 thé khic phuc duge nhimg 161 tim dugc
théng qua nhitng chuong trinh chuyén dung kh4c. D& kiém tra dia cimg,
ban thue hién nhyu sau:
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1. Tai giao dién chinh cda chuong trinh, chon Disk Diagnostics >
TestDrives.

2. Chuong trinh hién thi danh sdch cdc § dia trong mdy tinh, ddnh

ddu chon vao & dia muén kiém tra, sau d6 nhap Next dé tiép tuc
(xem hinh 4.1).

?'!‘In{ Mext Lo determine what test to perform on the drees selected. Select Lancel o exil

Fimier it o) veu el p-n\. -—vuuim on Yo can
fewect morn e
i, tnests —th—-.-—ﬂm—'ﬂht ..... temtig

e (N ee e TR A Mecks mLH D rasen £ ibe g

g ,\5‘.p E];Q!l vio B
Y nguo'nkjém; '

e N L g coming from your an

rcacaton of n [

' e wge § Devons ragar cx e s FTemevaie oata 13 For e
jesistnnce, contact Techracel Sagport or Date Recovery Serdces

fovecty o visk fhe Onirack webibe from anafher ¢anouer

Hinh 4.1: Chon 6 c:fng muén kiém tra.

3. Chuong trinh c¢6 hai mic kiém tra, nhap chon vao mic ma ban
mudn kiém tra, sau dé6 nhap Next dé tiép tuc.

¢ Quick Diagnostics Test: kiém tra nhanh.

e Full Diagnostics Test: kiém tra toan dién, chuong trinh kiém

tra trén timg sector cia dia va hién thi cdc vdn dé theo danh
sdch.

4. Sau khi qué trinh kiém tra két thic, chuong trinh hién thi tinh
trang 6 dia ma chuong trinh phéan tich duge trén giao dién chinh.
Khi chuong trinh hién thi nit Done thi lic nay qud trinh kiém
tra da két thic (xem hinh 4.2).

fnsck Deagnostic Test. Fassed

i e Dot lwuw
| mamm&mmnmmﬁtNHMImm analys of your dive.
i o ARE HOT cals e ¥ou run e Ful Clagnosiic Test as drive

S ELT

Hinh 4.2: Théng bdo tinh trang 6 dia.
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1.2. Size Manager

Day la chic ning cho phép kiém tra dung lugng va cic thu muc
trén dia cing. Két qua thong ké dugc hién thi thanh nhimg luu d hinh

cdt dé€ biéu thi dung lugng clia cdc muc. Phuong phép thuc hién ban lam
nhu sau:

1. Chon Disk Diagnostics > Size Manager.

Chuong trinh s& thdng ké danh séch cdc § dia trong mdy tinh, ban

nhép chon vao § dia muén kiém tra, sau d6 nhap Next dé thuc hién (xem
hinh 4.3).

AuidFl i ol

Hinh 4.3: Théng tin vé dung luong.

2. N&u muén theo doéi théng tin chi tiét cia mdt phan ving nao dé
hoéc thu muc nao dé, ban nhap chon vao déi tugng muén xem, sau
d6 nhdp Properties dé thuc hién (xem hinh 4.4).

Organize the order n which the cokanns are splaped by ragging and diopping
them in the ist. You can also show o hide a column by checking or unchecking it

Hinh 4.4: Théng tin chi tiét cia 6 dia hode thu muc.
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Néu khéng muén thyc hién nifa, ban nhép nit Cancel dé quay vé
giao dién chinh cta chuong trinh.

1.3. Data Advisor

Vi day la chuong trinh hé trg viéc tim ki€m va phuc héi dir liéu
trén cad 2 méi trusng Windows va MS DOS, nén né ciing hd trg tién ich
tao & dia boot (dia khdi dong). Thuc hién theo céc buéc sau:

1. Chon Disk Diagnostics > DataAdvisor.
Day la tién ich gidp tao § dia mém (floppy) khdi déong.

2. Tiép theo, ban chon ngén ngit g4n cho chuong trinh trong dia
mém, vi du English, sau d6 nhdp Continue dé tiép tuc (xem
hinh 4.5).

Select Language

Hinh 4.5: Chon ngén ngit gin cho chuong trinh.

3. Chuong trinh théng bédo tinh trang ban quyén clia chuong trinh,
ban nhédp nit Continue dé tiép tuc.

4. Tiép theo chuong trinh s& dua ra luit ban quyén, néu ban déng ¥
v6i nhing muc ma chuong trinh dua ra thi nhip nit Yes dé tiép
tuc (xem hinh 4.6).



E‘ 124 Chuong 4: Phuc héi dir liéu da mat

TR AT 5
ISE AGREEMENT: TERMS AND COMDITIONS OF USE

MPORTANT KOTICE, Read the License eduly bei this Software.
='-i DOWNLOADING OR USING THIS SOFTWARE IN ANY WY YUU mb 'l OU HAVE READ,
. JUNDERSTAND AND AGREE TO THE TERMS OF THIS AGREEMENT. IF YOU DO NUT AGREE TO THESE

| TERMS, DO NOT DOWNLOAD THIS SOFTWARE. DO MOT USE THIS SOFTWARE IN ANY WAY, AND

% PHUIP‘I‘LY RETURAN IT TO YOUR PLACE OF PURCHASE DR DELETE DR DESTROY ANY COPIES OF THIS
- [SOFTWARE IN YOUR POSSESSION.

|LICENSE GRANT. ONTRACK Data Intenational, Inc. or wn.trmi-v ["ONTRACK") grants you amwm

& sngle computer
mhnh—d&kumwmwmwn purchazed a
5 in corunchion wath & Single Ulser License, you may install and use the Software on the number
umsmuhmam

OTHER RESTRICTIOMS . You shall not (&) iemove any product sdentdication. copight notices, or other notces of

resinictions from thes Software, [b] lease, rent, aummsmwm\uumusmuu

L mmwmwlmuon i) woal,

sarvices, without the pror witten approval of ONTRACK : | et by
comgukabon of alerabon of this Soltware except to the extent such restiction & sxpiecsl

Hinh 4.6: Ludt bdn quyén ma chuong trinh théng bdo.

5. Chuong trinh sé& théng bédo tat cd dir liéu dia mém cda ban sé bi
mat hét dé ghi nhiing tap tin cin thiét cho viéc khéi dong mdy
tinh. Tiép theo chuong trinh ciing yéu ciu ban chén dia mém vao
§ dia, ban thuc hién theo yéu cau va nhdp nit Start d€ bit dau
(xem hinh 4.7).

ta Advisor Diskette

Hinh 4.7: Tién hanh qud trinh tao dia mém Boot.
2. Phuc héi dit liéu da mat

Muc nay cho phép ban phuc héi lai nhimg liéu dd mat do céc
nguyén nhan nhu: Nhing tdp tin da bi x6a ho#c bi hu hai do cdc chuong
trinh phé hoai nhu virus, format hay fdisk..
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2.1. Advanced Recovery

Trong muc nay cho phép si dung nhimg thiét 1ap nang cao dé tim
lai nhifng tap tin hodc thu muc, d€ thuc hién ban lam nhu sau:

1. Chon Data Recovery > Advanced Recovery.

Chon phén ving mudn phuc hdi, sau d6 nhdp Next dé tiép tuc (xem
hinh 4.8).

~ ldentify the partition you want to recover data from, sslect the partition and dick Next to
. begin Scanning for Files. Select Cancel to exit tool.

. [E B Wy Comoer [ : e
| 5 | Stating Sector. 20482938
|| S oecmonimses | Ending Sector, 33527654
' : H - Clustes Size: A D0 KB
> [ | Vone Sze 62268

nd
i FAT12 mFAT16 m FAT32 = NIFS
B Unknovwn & Seleclad

Advarced Options | View Rescan System |

Hinh 4.8: Chon phén ving muén phuc héi.

2. Chuong trinh sé tién hanh tim kiém trén ting sector va thong
bédo tinh trang tim kiém hién thdi (xem hinh 4.9).

s

Hinh 4.9: Tinh trang tim kiém hién thaoi.

3. Sau khi qud trinh tim kiém két thdc, chuong trinh sé hién thi
danh séch céc tap tin va thu muc tim duge. Nhap chon vao céc tap
tin va thu muc mudn phuc hdi, sau d6 nhap Next dé tiép tuc (xem
hinh 4.10). '
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Check the files you wish to recover, select Next to proceed to the Destination Selection screen.
Select Back to return to the Partition Selection screen. Select Cancel to exit the tool,

:. [homs T ,_:.,,_:p;.{m.: T
40 oe.2e 274,86 ¥8 12/27j2005 DX
1O Rar Passwe... 2748618 12]26/2005 Dx

Hinh 4.10: Chon thu muc hay tép tin muén phuc héi.

4. Nhép chon vao muc Recovery to Local Drive, sau dé nhép nit

Browse dé€ chon dich luu théng tin muén phuc hdi, sau dé nhap
Next dé thuc hién.

Muc nay cho phép ban luu nhimg théng tin phuc héi trén dia cing
clia mdy tinh cuc bd (xem hinh 4.11).

m-mmm&uwhw.mmmmmﬁu.m
| Back to return to the Tag Files for Recovery screen. Select Cancel to exit the tool.

B Datiil

Hinh 4.11: Luu théng tin phuc héi trén mdy tinh cuc bé.

Nhu viy dén day ta da hoan thanh viéc luu théng tin muén phuc
hdi 1én thu muc Recovery trén 8 dia C ca mdy tinh.
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5. Nhédp chon vao Recovery to an FTP Server, tiép theo nhap

chon vao muc Create Zip, sau d6 nhdp nit FTP Options va
thiét 1ap nhu cdc muc sau:

e Server Address: dia chi webserver, vi du www.freewebtown.com.

¢ Root Directory: thu muc géc trén FTP Server: vi du /

¢ Login name: tén tai khodn trén Webserver, vi du cominghacker.

¢ Password: nhép vao password cia tai khodn ma ban da ding ky.

¢ Port: céng méc dinh cia FTP Server la 21.
Tiép theo, nhdp OK dé 4p dung (xem hinh 4.12).

| — Server Prop
i
| |Server address: Iwww-lleeweblom.cnm Port:
| |Root Directory: I! |21
— User Properties
I Anonymous Login
Login Name: joominghacker .
Password: ; uuuuuuuuuu
Press F1 for Help oK I Cancel

Hinh 4.12: Luu théng tin phuc héi vao FTP Server.
Huéng dan thém:

Dé sit dung duge bude 5 thi trude tién ban phai tao cho minh mét
tai khodn trén FTP Server, du6i day ching téi s& huéng din ban tao mot
tai khodn FTP Server trén trang www.freewebtown.com.

1. Tao tai khoan trén www.freewebtown.com

Trang nay cho phép ban tao mét hodc nhiéu tai khodn va khong
can kich hoat, hon nita bing théng ciing tuong déi 16n va dung luong luu
trit 1 GB, khong gidi han kich thuéc tap tin upload, hd trg FTP client..
D& tao tai khodn, ban thuc hién cdc buée sau:

1. MGd Internet Explorer hodc Mozilla Firefox hay bat ky mét trinh
duyét nao. Trén thanh Address cia cdc trinh duyét, ban nhap
www.freewebtown.com, ti€p theo nhdn Enter dé thuc hién.

2. Nhiép nit Sign Up & Join d€ tao tai khodn va ding nhap (xem
hinh 4.13). :
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e o v, Gocmary Yot oo
e e, i QIS

Searchwet = @ = 2] mat = (I ty vahoo! »

g

Widso Mt i s FParsonal
Plalist = Gallary = Frofiles -

s, ®

. Mot Aduisable
Wod w ScrwPibe Blogw  Storesw Audionss  for Chikden

Fuilkd
X Fasy WebSite Builder Budget Linux Hosting
MEMEER LOGIN | Start @ wabsite and make money on tha 1068 Space, 0GB b/w, 10 Add-on
I . | wab, Easy setup, Free trial, o ing, Unlimited suk in, MySQL
Ade by Goog

" Deskiop | @ Online Forum ] WFind Match Chat |
¢ welcome ! Q;w«hﬂtaa' = Store 1 ﬁhuctim\"

Hinh 4.13: Giao dién ciia Freewebtown.
3. Tiép theo, ban nhép cédc théng tin sau: '
¢ User name: tén tai khodn ding nhap, vi du cominghacker.
« Password: nhap vao password cho tai khoén.
¢ Confirm password: nhap lai password. _
¢ First name: ho va tén 16t cta ban, vi du Vu Dinh.
e Last name: tén cia ban, vi du Cuong.
e City: nhap tén thanh phé, vi du HCM.
e Country: chon VietNam. "
+ Email: nhap vao dia chi email cia ban, vi du vncs.vn@gmail.com.
e Web Description: nhip thong tin mé td, vi du Save.

e MS Front Page™ Server Extensions: nhdp chon vao muc bén
du6i, néu ban muén sit dung FontPage d€ soan Web.

e Enter the code shown: nhip nhimg ky tu ma trong muc hién
thi. Vi du 82702, s6 nay la s& ngiu nhién, dugc tao ngiu nhién
mdi khi ban tao mot tai khodn méi, ti€p theo nhdp nit Submit
dé hoan thanh (xem hinh 4.14).
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* Cruate your esername b website divectory: Ia‘_h"! Description: & wil show up in dusctory beling.
(B i

+ Ugemames e used for your websde's dimclony
narwcorvented 1o bwar cae} L
* Your dirsctory name must be aigh ic ch win | j

iy W
o0 spaces o dashes () sllowed ™
sat K | ST a6 MS Fromt Page' © Server Extamslom:

o Immmmanms-w—emm

T
Cm’m&; '._\- n t %
Fersenal Infoamatien (optonsl)

First Name: fou Doah Last Hame: uong
City Sate: Country:

bou | om0

Email
fnes miggmad com

Communtty Weighborhasd Selechen: phoyhoiy
mmﬂummmuhw 5] :M-hmmvu _d-.
where you ward your website to be ksted n.

T e o

Hinh 4.14: Nhiing théng tin ddang ky.

Nhu viy, dén day ta da hoan thanh viéc ding ky tai khodn trén
www.freewebtown.com, viéc tiép theo la ding nhép va si dung.

2. Piang nhéap truc ti€p tit web site

Ban c6 thé upload dit lidu truc tiép ti trinh duyét thong qua
website, dé sif dung tién ich nay ban thuc hién cédc buéc sau:

1. Mé trinh duyét Mozilla Firefox hodc Internet Explorer, sau dé
trong thanh Address nhip www.freewebtown.com.

2. Tai muc User ID, ban nhdp cominghacker, muc Password,

nhép vao password cho tai khodn nay. Tiép theo nhédp nit Login
(xem hinh 4.15).

wwvi abow b con

Ul e s rad sy
MW”M|

. CALENDAR S, PHOTO ALBUMS,
lLOGGERS ALL 'WITH THE CLICK OF A MOI-I’SE
Dion setthe for humisle when i comed (o [P
home Page constnuction, phato album {7y ™, g R
porsonalized mvant Calandars, phato albums and
Meahuﬂwmm&hd mause
tging our Seaign tool Mo ingihy fulorsis, na

hard 1o read ranuale, 1 you can use 8 mouss, -
*#_-W.Q_W,w.”.ﬁq

Hinh 4.15: Nhdp user ID va password ddng nhdp.
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3. Kéo thanh trugt xuéng va nhdp niit File Manager d€ mé cita sé
quén ly tap tin (xem hinh 4.16).

Welcome to FreeWeb Tow C mity  hesting Iree websites

! b
LT el

Dwear cominghacker,
‘Walcome 1o FreeWsbTawn Communty « Below you will find access to
the first asay sleps to Creating your own personsl wabsite Enjoyl

Create /Add a Page

's masy! Usa this tool to creste your own

personal webpage or 1o add a page to your site.

Select & Templaie 1o begn and 9dd up o 500 A
pages. Later, you can edi snd mansge these

Pages with the Fras Wieb Town Ste Manager

Within minutes, your website will be published POLD YoUR STTE Mow!
19 the woeldt

Fallow these steps 1o get starred:

. Bandwidh Pobrssg
aty Add a Page. f e
Narme far your page that wil ba 4 1 F o
o YOur parsonal i, = '
i your frst page, choose # Template
first wetipage

©Walaies

dy 10 gol Just chick the ek button |
onbent on the website you would like —— o
and totally customize your site!

File Manager

Hinh 4.16: M¢ cia s6 qudn ly file.

4. Tai clta s§ quan ly tap tin nay, ban c6 thé thém, x6a, sita va soan
théo cdc tap tin (xem hinh 4.17).

£ ActiveX Multi image Uploader | Java Muti linage Uploader |  Single Uploadet |
&1 Current Directory: /

Copy | _Delete | Move File | Rename | Create Folder |
Filename s . |Size |  LastUpdated
O & images (@ din)| 1012812007 o114 m]

Show special files and folders []
Q View files

Is your file list too long? Select only the types of files you want to see.
List files with extensions:

O htmi

] .gif

O ey

[ others - that begin with the character. | a | = Refresh File List |

¢ Used: 32578 bytes

Hinh 4.17: Nhitng tién ich trong cita s6 File manager.
3. Diing nhéap bing WS_FTP Pro

Day la chuong trinh FTP client cho phép mdy tinh cta ban két néi

v6i Web server dé download, upload dir lidu theo giao thuc truyén file
FTP.
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Chuong trinh duge cung cap trong thu muc Genaral Software, ban c6
thé download tai website www.minhkhai.com.vn. Sau khi gidi nén va cai
dat, ban thuc hién nhu sau:

1. Vao Start > Programs > Ipswitch WS_FTP Pro > WS_FTP
Pro dé mé chuong trinh.

2. Tai giao dién chinh cla chuong trinh, ban nhép cdc théng tin sau:

e Address: ftp://www.freewebtown.com

e User ID: cominghacker.

e Password: Nhap vao password ma ban da diang ky cho tai khodn
cominghacker.

Tiép theo, nhdn Enter dé dang nhéap (xem hinh 4.18).

A

s szagzas

Hinh 4.18: Dang nhdp vao web server bing WS_FTP Pro.

3. Sau khi déng nhéap thanh céng nhu hinh 4.18, ban c¢6 thé thao tac
gilta mdy tinh cia ban va remote host, nhu 1a thao tdc trén may
tinh cuc bd. Piéu nay c6 nghia 13, ban ¢6 thé thém, x6a, sita, copy,

cut, paste, rename.., § remote host va mdy tinh cuc bQ nhu thao
tac giita cdc muc tren mdy tinh cd nhan.

Nhu viy, dén diy ta da tao, truy cdp va quan ly mét host mot cach
thanh coéng. T nay, ban cé thé sit dung host nay dé luu trit truc tuyén dit
lidu va ¢6 thé chia sé tai liéu cho bat ky ai.

2.2. Format Recovery

Muc nay cho phép tim lai nhiing tép tin trong nhimg phén ving ma
ban v6 tinh format, phuong phédp thuc hién nhu sau:
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1. Chon Data Recovery > Format Recovery, chuong trinh sé
hién thi danh sdch céc 8 dia va cdc phan ving cia cdc & dia vat ly
hién c6 trong mdy tinh, ban nhip vao phdn viing muén phuc héi,
sau d6 nhap Next dé tiép tuc (xem hinh 4.19).

» file system and click Next to begin

Formal Recovery
- [The Formatftecovery tool will alow you 1o recover files from a partiion,
- jwhich was sccidentally formafted or reinstalled. This type of recovery
. elignore the existing fie system siruchures and iry to ssarch for

. [The Previous Fie System pull down will slow you 1o select the previous
nwmuwmsnmhwmm

Mﬂo‘iﬂﬂn

| ET. ¥ . H

Hinh 4.19: Chon phén viing muén phuc héi.

2. Doi chuong trinh quét trén bé mit cia dia cing dé tim nhimg tap
tin, thu muc do format ma mat. Sau d6 chuong trinh s& thong ké
nhitg théng tin tim duge dudi dang cdy thu muc. Ban nhap chon
vao thu muc muén phuc héi sau d6 nhdp Next dé ti€p tuc (xem
hinh 4.20).

i 3 S i PRI - 18- bt o B AN s Shubecai v M |
| 4:59 MBS Fles tagged [1.06 M8 1 1 Fies showing
[ Usfls  Frergptios | Bnd | pewre

Hinh 4.20: Chon thu muc muén phuc héi.
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3. Nhap chon vao muc Recovery to Local Drive, sau d6 nhap niit
Browse dé chon dudng din luu thy muc muén phuc héi, vi du luu
& C:\Recovery (xem hinh 4.21).

Choose a destination where the data will be copied. Select Next to
Back to retum to the Tag Files for Recovery screen. Select Cancel to exit the tool.

e

" Recover to an FTP Server !

[ CoseZp 0 = ZoFie e Lii v
- Recovery Statistics |[—Hepon
Files: 5 ]— Generale Recovery Report

. ETROptions

Hinh 4.21: Chon duong dén luu thu muc phuc hoi.

Nhu vy, dén day ta da hoan thanh viéc phuc héi nhimg tap tin,
thu muc do format ma mat.

2.3. Deleted Recovery

Muc nay cho phép ban tim lai nhitng tép tin, thu muc do ban da
x6a, hoac nhimg chuong trinh phd hoai gay ra, phuong phédp thuc hién
nhu sau:

1. Chon Data Recovery > Deleted Recovery.

Chuong trinh sé hién thi danh sdch cdc & dia vat ly va cdc phén
ving cia § dia nay trong giao dién cia né, ban chon phan ving muén
phuc héi, sau d6 nhap Next dé tiép tuc (xem hinh 4.22).

2. Chuong trinh sé hién thi nhitng gi tim thdy trong Recycled, ban
nhédp chon vao thu muc muén phuc héi, sau d6 nhap Next dé tiép
tuc (xem hinh 4.23).
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2 partition to recover delotad files and select Next to begin Scanning for Files. Select

Select
- Cancel to exit the tool.
DeletedRecovery
O ool gives. ﬁnﬁl.vwi_

.mw.wmuawm“mm
ez ou aiso have the otion to enter & File Filler siring, -I'-ma
Pwithout using ‘wildcards', fo quickty recover fles of @ 3pacific neme.

L4 é’..:

mmc-_-m
iy detmd, quick scan ofthe
mmummm-nwm .‘!’

elr atrwins aeel flme To racinem n mors Wvwos vy eran 0f e nastbinn

I Complete Scan

File: Filter:

= =

Hinh 4.22: Chon phdén vang muén phuc héi.

a!nmhzmm Yoo
I Wse Fer mw_j i | pewre

[ron.30 M8 n 37 les tagged

Hinh 4.23: Chon thu muc phuc héi.

3. Tiép theo, ban chon dudng din luwu thu muc nhu trong buée 3 cta
muc “Format Recovery”.

2.4. Raw Recovery

Day la céng cu cho phép ban quét nhimg phan ving bi hu hai trén
dia cing cia ban va nhimg c&u tric thu muc bi hu hai ning, né sit dung
giai thuat tim kiém tin hiéu tap tin. Céng cu nay ciing cho phép ban sdp
xép lai nhimg dir liéu tim duge tif nhimg phan ving bi hu hai. Phuong
phép thuc hién nhu sau:

1. Vao Data Recovery > Raw Recovery.
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Chuong trinh sé liét ké danh séch céc § dia vét 1y va céc phén vung
clia c4c § dia nay, ti€p theo nhap chon vao phan ving muén phuc héi, sau
dé nhap Next dé tiép tuc (xem hinh 4.24).

Sdmtn-ﬁ-hnrmmtnwlm Rawieco on and click Next to begin Scanning
for Files. Select Cancel to exit g im

= M My Compuster " 3 [ J -~
| = Mastor BEOI0LO |28 64 GE) . - O aldorars you 10 SCaN Seversly
- NTFS (1467 GBY structures vsng
- " SgeUrS Search slgorttm. This ool should be used &s
& R T L {8 st rasor in recoverig from seversty cormupted ot
& (CANTFS 11,72 68) i3
- [ NTFS (377 G| kb i i daibidis o =
& [FUNTFS 15,77 GB) mqm}mhmnwmg

Hinh 4.24: Chon phén ving muén phuc héi.

2. Nhép chon vao danh sidch cdc muc muén phuc héi sau dé6 nhap
Next dé tiép tuc (xem hinh 4.25).

Mhhmuﬂ\mm“.‘nmmmmhmmm.
Gelect

Hinh 4.25: Chon danh sdch cdc muc cdn phuc héi.

3. Chon dudng din luwu théng tin phuc héi nhu & buéc 3 cia muc
“Deleted Recovery”.

Nhu vay t6i ddy ta da hoan thanh qud trinh tim théng tin bi mat
trén dia cimg. Ngoai ra, trong muc Data Recovery con rat nhiéu tién ich
khéc phuc vu cho viéc phuc héi thong tin bi mat. Ban c6 thé kham ph4d
thém khi sit dung chuong trinh.
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3. File Repair

Khi phuc héi lai dif liéu sé khong tranh khéi tinh trang mot sé tép

tin bi hu hai, vi théng tin trong nhimg tép tin dé c6 thé da bi chuyén déi

- sai léch, vi vdy ma din dén tinh trang khéng thé xem dugc toan ven

théng tin. Cé nhimg chuong trinh hd tr¢ phuong phédp sita chita mét so

loai tap tin nhu: MS Word, Excel, PowerPoint, Access va Winzip. Muc
duéi day sé gidi thiéu mot s6 chuong trinh dé.

3.1. Word Repair

Chuong trinh nay cho phép sita chita nhilg tép tin c¢6 dinh dang
.doc cia MS Word, phuong phédp thuc hién nhu sau:

1. Vao File Repair > Word Repair.

2. Nhéap nit Browse for Files dé mé nhimng tdp tin Word muén sia
(xem hinh 4.26). '

3. Nhép nit Browse for Folder dé mé thu muc luu trit nhitng tap
tin sau khi sita, sau d6 nhap Next dé thuc hién.

Select file(s) to repair, choose folder and press Next.

 File to Fagoam -

Hinh 4.26: Danh sdch cdc tdp tin cdn sia.

3.2. Zip Repair

Nhimng tap tin c6 dinh dang .zip 12 nhitng tip tin hay bi 156i nhAt,
nhéat 1a trong trudng hgp tép tin duge phuc héi lai. P& khic phuc tinh
trang nay, chuong trinh cho ching ta gidi phdp Repair lai nhing tap tin
ZIP bi 16i, phuong phép thuc hién nhu sau:

1. Chon File Repair > Zip Repair.
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2. Nhép nit Browse for Files dé mé nhimg tdp tin c6 dinh dang
.zip muén sua.

3. Nhéap nut Browse for Folder dé€ luu nhimg tdp tin ma chuong
trinh stta duge (xem hinh 4.27).

Select fike(s) to repair, choose foider and press Next.
P S R 3

Hinh 4.27: Chon tép tin muén sia va duong dén luu file.

4. Chuong trinh sé hién thi nhing thong tin vé tap tin ma né sia,
théng tin bao gém, dung lugng, va tinh trang sita chita (xem hinh
4.28).

- | Seivaged dale stored in C fircovery\Security Tip
| jftepsir complete

i (Summany Repsirad 1 of 1 fles
z_»mtwmnwlln.

Hinh 4.28: Nhiing théng tin sau khi sua.

Ban 4p dung cdch tuong tu dé sita chita nhimg tap tin clia Access,
PowerPoint, Excel. -
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4. Email Repair

Muc nay cho phép ban sita chita nhitng tép tin c6 dinh dang .pst cua
MS Outlook, day 1a nhimg tap tin luu trit ndi dung cia email. Nhimng tép tin
nay thudng duge luu trit tai C:\Documents and Settings\security\Local
Settings\Application Data\Microsoft\Outlook, trong d6 Security la tai
khodn ma ban ddng nhap vao mdy tinh.

1. Chon Email Repair > Outlook Repair.

2. Nhép nit Browse for Files dé mé tap tin .pst mudn sita. Vi du, sta
tap tin outlook.pst trong thu muc C:\Documents and Settings\
security\Local Settings \Application Data\Microsoft\Outlook.

3. Nhép nit Repair File Folder dé chon thu muc lwu trit tap tin

-pst ma chuong trinh sita duge, sau d6 nhdp Next dé thuc hién
(xem hinh 4.29).

§ mmqmm.dmmmmu; 3
£ e 1o Flopll e Sl i

Hinh 4.29: Nhing théng tin sia chia.

Trén day la nhitng thong tin cdn thiét, nhimg chic ning co ban
nhét cia chuong trinh. Ngoai ra, chuong trinh cdn rit nhidu nhimg tién

ich va céng cu khéc, cdc ban ¢6 thé kham ph4 thém khi st dung chuong
trinh.

III. Chuong trinh Get Data Back for NTFS

Chuong trinh cho phép tim lai tdt ca cdc dir liéu bi m4t do: fdisk,
format, hay bi cdc chuong trinh phéd hoai giy ra nhu: virus, worm, 15i
phan mém hogc nhimg tap tin di x6a trén nhimg § dia ¢6 phan ving
dugc dinh dang theo dinh dang NTFS.
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Chuong trinh nay tuong thich véi Windows 2K/XP, ban c6 thé
download phdn mém nay tai website www.minhkhai.com.vn, thu muc
Chapter 4. Sau khi gidi nén va cai dat chuong trinh, ban thuc hién nhu
sau:

1. S& dung nhitng thiét lap mic dinh

Né&u ban khéng muén tu minh lua chon nhitng thiét 1ap phic tap dé
khoi phuc dir liéu thi phuong phdap nay sé giup ban nhanh chéng thuc
hién.

1. Trén giao dién chinh cia chuong trinh, nhdp chon vao muc I
don’t know, use default settings, sau d6 nhap Next dé tiép tuc
(xem hinh 4.30).

EEs——— Welcome to GetData Back & WTFS

0w hand chevm @ pevermh demaged Mes (o) 20072006 by Furims Bty
nconbached

'hun-mdﬁnﬂ.ﬂ-:\mmm from NTFS file systems. lmwth ¥
PE LA wu—mwunmum:

Fiease refer 1o the onin beis (FT) oo the links te the ted § you his any Quastens.

- Cck figal 1o begin the dale recovery

L3

Hinh 4.30: Si dung nhiing thiét ldp mdc dinh.

2. Chuong trinh sé théng ké trong mdy tinh c6 bao nhiéu dia cimg
va hién thi s6 phan ving trén timg dia cing nay. D€ phuc héi di
liéu cia phén ving nao, ban chi cdn nhdp chon phan vung cia &
dia dé.

Vi du, phuc héi tat ca dif liéu trong & dia 2nd hard drive § § dia
E, tai muc Available Drives, chon 2nd hard drives 37.3 GB (HD129:) -

ST340014A > 1st partition NTFS 9.77 GB, sau d6 nhap Next dé tiép
tuc (xem hinh 4.31).

3. Nhap vao tap tin hé thong muén hién thi sau d6 nhdp Next dé
tiép tuc.

Vi du, chon NTFS at sector 24,579,513, cluster size 8 (9.77), sau
d6 nhap Next dé tiép tuc (xem hinh 4.32).
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Selact Drive

Selsct the dmm you wanl to recover the dals from. Forbest results selact the entire physical cve, o g “Ind hard drive
MO

Aiabin Criver iz " 2 |
1ot hard drion 20,6 G D0 - Waster EE030 & O SO i S i s il
Ired herd drive 373 GB (MO 2%:) - STIO0144 ————

OIQMM‘TIIS.OB
Logical drives ;
d Hard drve 117 GB )
B o BT T ) R
T

[Movrcay e TS0

Hinh 4.31: Chon phdn ving cdn phuc héi.

= Select File System
Choose the s eysiem you ware 1o get dieplayed in the recovery fres

"lnu Ill I
TN "'""II' i |ill'||l|§E¥|!IHI|l
& Shon iitmmiendnd s R T soe ez :

Hinh 4.32: Nhiing théng tin théng ké duoc.

4. Danh séch nhiing tép tin ma chuong trinh tim thdy dugc hién thi
ngay trén giao dién cia chuong trinh. D& phuc héi tap tin nao ban
nhdp chon vao tap tin d6, tiép theo nh&n phim F5 dé€ copy,
chuong trinh sé& xuat hién hop thoai théng bdo dudng dan luu tap
tin phuc héi, tai hop thoai nay, chon dudng din luwu tap tin, sau dé
nhdp OK dé 4p dung.

Vi dy, phuc héi lai tép tin c6 tén CO001 trong thu muc Media, nh&p
déi vao thu muc Media va nhdp chon vao tép tin C001 (xem hinh 4.33).
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s o

L3 GetDataBack for NTFS (Version 3.03)

@ NOTE }

*ou can check the quality of the recovered les by using
the busidn viewer [F3] of by opening the files with thew |
mmﬁrﬁl i

l [ i % T

1,066,376  3/18/1999 11:55:40 PM

979,620 3/18/1999 3:12:58 AM
2,468,364  3/18/1999 3:16:26 AM
1,792,070 3168/1999 11:56:50 PM

936,920 318/1995 3:14:54 AM
1,176,852 37181999 11:59:04 PM
2,485,682 3/18/1999 11:58:28 PM
2,792,750 3{19/1999 12:01:18 AM

83,688 3/16]1999 3:14:22 AM
2,360,972 3/19/1999 12:02:42 AM !
1,385,882 3/18/1999 3:13:48 AM i
3,270,944  3{18/1999 3:19:18 AM
5,293,494 3/18/1999 11:21:56 PM

509,104 3/18/1999 11:22:24 PM
1,511,662 3f19/1999 12:03:30 AM
1,319,858  3/16/1999 11:23:08 PM
1.7 4TR ANANGSE 11414 DM

¥

i : SPIDE e © Doecoies, 104 fles. 373 ME in this drectary]
Bambe _ R SO 473 dectories, 5106 fles, 128 GB in tis recoveyy

JMemary inusec 1767136 [ A

Hinh 4.33: Chon thu muc hodc tdp tin muén phuc héi.

5. Nhédn phim F5 trén ban phim d€ mé hop thoai Copy files, trong
muc To, ban nhdp mit Browse for directory dé chi dinh thu
muc luu tép tin, thu muc mic dinh la C:\Documents and
Settings\security, tiép theo nhap OK dé phuc héi.

Security la thu muc tuong uing véi tén tai khodn dang nhép vao
mdy tinh (xem hinh 4.34)

¥ Include deleted files

;ﬁEAUTFDN Mever spacify & dwecion on the drive you ae
pong to recoverd i

— T

Hinh 4.34: Chi duong dén luu tap tin.
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6.

Néu nhé ro tén t4p tin muén phuc hédi thi ngay trén giao dién
chinh ctia chuong trinh, nhédp niit Search hoic vao menu Tools >
Search files dé mé hop thoai Search file.

Vi dy, tim t4t cd nhimg tap tin da x6a vao khodng giita 27/09/2007

dén 27/10/2007 va nhimg tap tin c6 kich thuée giita 5000 — 2000000000
bytes. Chi tim nhiing tap tin da x6a, ban thiét lap nhu sau:

Search for ﬁles & fotdw's 25

File mask: *.* (t4t ca céc files).
Include all file modified between: nhap 9/27/2007.
And: nhép 10/27/2007.

' Include all files with a size between: nhap 5000.

And: nhap 2000000000.
Include files that are: nhap chon Deleted.
Tiép theo, nhép nit Start dé thue hién tim (xem hinh 4. 35).

." ‘(nn h m-*

{include all files modified between | Ilna.u:lealﬁnsw#mmbemn \ lInclude files that are

_Ifim

\OD0EEB NRED_0027\
000668 NRED_0027\
\[O0DEE8 N\RED_0027\ - , }
i M0/221998 32324 AM 104221998 ¢

o el 10/2111998 10:23:24 PM 10/21/11998° |
\Cisco CCNANCCNA 4cd\Di . 7KB a 10/21199810:2324 PM  10/211998° |
\Cisco CONANCCMA 4cd\Di.. TEKB a 10/221998 32324 AM  10/2271998¢ |
\Cisco CCNANCCNA, 4cd\Di.. 7KB a 107211988 10:23.24 PM 1072171998 |
\Cisco CCMANCCNA, 4cd\Di.. TKB 10/21/1998 10:23.24 PM 104211938
\Cisco CCNANCCNA 4cd\Di 1-01’253‘19%9 30:06 AM

3042 fles found | 9867 fls proceseed : A

Hinh 4.35: Nhitng thiét ldp trong hop thoai Search files.

D& nhém t4t cd nhimg théng tin tim duge vao mét tap tin .img.
Vao menu Tools > Create Image File dé md hop thoai Create

an Image File, tiép theo nhép nit Lookup dé dit tén va chi dinh
noi luu trif tap tin (xem hinh 4.36).
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Select a destination file and click "Start” to l:rutn‘;hl nmge

[ Souwce dive T
| 2nd hard drive 37.3 GB (HD129:] - ST340014A g
l[ Range: Sectors 24,579,513 to 45.062.324

| Totsltocopy: 20,482,812 sectors (9.757 GB)

; D eeeem =

! |D:\Flu:mad.im
i I7 Cosnbieistd T Muki fle

[(wom | sgcecs | & Heb [ :

Hinh 4.36: Tao file .img.

2. Phuc héi théng tin bi mit do Fdisk hay Format
| Day la lua chon cho phép phuc héi nhilg tap tin hé théng bi mat
do Fdisk hodc Format, dé€ thuc hién, ban lam nhu sau:

1. Trén giao dién chinh cia chuong trinh, nhdp chon vao muc

Systematic file system damage, sau d6 nhap Next dé tiép tuc
(xem hinh 4.37).

£V GetDataBack for NTFS (Version 3.03)

Welcome to GetDataBack for NTFS
NWMM:MMQ ’ et 4
of the hard drive is seversly damagad fles () 2001-2006 by Funtime Softvware
can in most capes be reconsucted.
This version of GetDataBack recovers data from NTFS file systems. if you want 1o recover
mx;ﬁ‘fm data from a FAT file system you need to download GetDstaBlack fur FAT
of uzer enor, file syslem comuption, deleting
fles, folders or whole partitions. This program will help you to recover your data in 3 easy steps Upnn complation you will bo
able to copy your files to another disk or an available network diva
Make sure bo use the ieconmended setug. i
mﬁwi mnﬂ:‘m: To optimize GetDataBack's y engine please describe your data loss scenatio
questions. here: £
ESETIEEREEEEET O 1 dort know, use delaul settings.
Please refer 1o the online help (F1) or the links to the left if you have any questions. =
Click Mexf to begin the data recovery. ;
-:Mhm-ﬁ—ﬁi

Hinh 4.37: Chon Systematic file system damage.

2. Nhép chon § dia va phan ving mudn phuc héi, sau dé6 nhap Next
dé tiép tuc (xem hinh 4.38).
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] m@m&l’

Cylinder: Imrbd

Cylnder: 1023, Head: 254, Sector: 63

it
1l

1, Sector:

Hinh 4.38: Chon phén ving muén phuc héi.

Sau khi nhdp nit Next, chuong trinh bit ddu tim kiém, nhimg
théng tin dugc hién thi nhu hinh 4.39. Néu ban mudn nging quéd trinh
" tim kiém, nhﬁp niit Stop dé ngung.

File
File
File
File
File
File
File
rile
File
File
g File
. File
i File
" File
File
File

e

e
8
8
2]
e
e
B
<]
e
e
e
8
e
e
-]

sector
secror
sector
sector
sector
sSector
sector
secror
secrtor
sector
sector
sector
sector
sector
sector
sector

4

363066531
36306669:
36306681:
36306689:
36306697:
36306709:
3I6306713:
36306717:
36306729:
36306733:
36306737
36306749:
36313505:
36314697:
36316889:
36346047:

3c
3c
3c
3ac
3c
3C
3c
3c
3c
3ac
3C
Do
4D
4D
4D
0OE

SELLYSEEEEEE85588

54
54
54
54
54
54
54
54
54
54
54
11
[0
50
90
oo

CECE R

BRBAEBAARAAREA

Curent sector: 36349000

rching for NTFS file systems
Drive: 2nd hard drive 37.3 GB (HD12%) - ST 340014A (sectors 24579513-45062324)
fi IndexAllocs: €9
J Boot sectors:

ao
oD
oD
op
oD
oD
ap
oD
oD
oD
oD
1A
oo
oo
oo
0o

(Z3 Files identified 11297 starts, O usrdef
[0 MFT entiies: 5663

OA
0A
OA
0A
0A
0A
0h . - . -
OA '.I)ntuztluqe hiﬁll_
1 4 ;
0A
0A
ELl
oo
00
00
22

Time ramaining: 00:01:57

Hinh 4.39: Pang tién hanh qud trinh tim kiém.

3. Nhép chon vao file hé théng muén phuc hdi, sau d6 nhdp Next dé

ti€p tuc (xem hinh 4.40).
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. '.-m-mrﬂu g0 s mm:

Sems __11 uﬂnﬁ ﬂamm 'tl

Hinh 4.40: Chon file hé théng muén phuc hoi.

4. Sau khi nhéap nit Next, chuong trinh s& hién thi nhimg thong tin
ma né tim duge nhu hinh 4.41.

3 hnn
Recovery Tree sy o 22 oot
Sebect #nd copy the fes you want 10 recover ""‘““""f"“"m“ wh
e L e Bl e e © o [aawb lremed Lmee
;ﬁ"’ ] o (Cartfmd £ 564, 07040 JIVTOOT LATD AN 8 BITYI007 00T P BOFE
- il - ]
5 G o O - e Hack. e 4500, SEAOOTBETIM & 22007 51 50 uz
2 Exchange Server
3 15 Server
& g RECTOR
2 et Yokt bfemane,
2w
: i Wandews 2007 Server
S e R RS - &
et b f
0 grecaores, 2 s, 25 HE 8t dreciny
03 demcoins, 224 e, 0109 56 i ha recvey.

Hinh 4.41: Nhiing théng tin tim duoc.
5. Tiép theo, ban thuc hién khéi phuc di liéu nhu nhing muc trude.
Hudéng din thém:

e File Allocation Table (FAT): Mot bang trén dia mém hay dia
cing ding dé luu giit thong tin vé cédch thitc cdc tap tin duge luu
trit nhu th& nao trong céc cluster riéng biét, khong nhat thiét lién
nhau. Bang phan bd t4p ding mot phuong phdp don gian. Véi
FAT cluster ddu tién 1a dia chi cia cluster thi hai dugc st dung
d& luu trit tap d6. Trong muc FAT d6i véi cluster thit hai 1a dia chi
ctia cluster thit ba, ct nhu thé tiép tuc cho dén khodn muc cia
cluster cudi cing chia ma két thic cia tap. Vi chi c6 duy nhét
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bang nay cho biét cdch tim dit lidu trén dia, cho nén DOS sé

thanh 14p va duy tri hai ban sao ctia FAT d€ dé phong mét bi
héng.

* New Technology File System (NTFS): La céng nghé méi dong
dé qudn ly tap tin trén Windows. NTFS duge thidt ké cho cdc
thao tdc tép tin nhanh trén cdc 8 dia cing c6 dung lugng 1én.
NTFS bao gdm mét hé thong phuc hdi t4p tin va cde thude tinh
duge xay dung sén dé€ gidi quyét an toan va didu khién truy xust.
Khi ban dinh dang mét phén ving (partition) trén mét § dia st
dung hé théng t4p tin NTFS, thi phdn ving nay duge khéi tao
nhu 14 mét volume eda NTFS. Volume nay chita MFT (master file
table), chia théng tin vé timg t4p tin c6 trong volume nay. Théng
tin nay duge luu trir trong cde mAu tin e6 kich thude 2,048 byte va
hoat dong giéng nhu mét co s& dit ligu quan hd. Céc tap tin dudge
xdc dinh bdi mot con s6, s§ nay phu thude vao vi tri cia t4p tin
trong MFT va mét s6 tudn ty dic biét.

IV. Get Data Back for FAT

Déy la chuong trinh cho phép tim lai t4t cd cdc dit lidu ma sau khi
ban dd Fdisk, Format, hay su t4n cong ciia virus, worm, 15i phdn mém
ho#c nhitmg tap tin da x6a trén nhitg & dia ¢6 phan ving duge dinh dang
theo kidu FAT.

Chuong trinh tuong thich véi Windows 2K/XP. Sau khi gidi nén va
cai dit chuong trinh, ban thyc hién nhu sau:

1. Tim lai tdp tin da xéa

Vige x6a nhadm nhimg t4p tin quan trong 1a didu khéng thé tranh
khéi déi véi nhimg ai d4 va dang si dung mdy tinh. Viéc nay sé khéng
ddng néi khi nhitng tap tin ma ban xéa khéng quan trong, nhung néu
nguge lai, nhimg tép tin ban x6a nhdm lai 1a nhimg tai lidu r4t quan
trong lién quan dén cong viéc va sy phét trién cia eong ty.

Tim lai nhitng tép tin khéong khé, trong muc nay giéi thiéu d&n ban
mét 6 phuong phdp gitip tim nhanh lai nhimg t4p tin ma ban di xéa
nhém trén phén ving c¢6 dinh dang FAT32. P& thuc hién ban 1am nhy
sau;

1. Vao Start > Programs > Runtime Software > Get Data Back
for FAT d€ mé chuong trinh.
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2. Tai giao dién chinh cla chuong trinh, nhap chon vao muc I want

to recovery deleted files, sau d6 nhap Next dé ti€p tuc (xem
hinh 4.42).

m thmneto GQ(D&\BB&GR fQI' FAT
oo ameiDenty T m;m 2008 by Euntre Sofvews
ETNTTT R m..nmnurG-D--Mwu-hmFATﬁ-qm

EIoucomd-alummNTFsI. ummmmnlnm A
| GmlDalaEack tor NIFS

Em:mvmﬂhwmtnummuanimm»
cmhlmywﬂb-ﬂtlne”!!ﬂlﬁ-hm“umﬂ*
natwork drive.

Hinh 4.42: Chon I want to recovery deleted files.

3. Nhép chon vao phén ving muén tim, sau d6 nhap Next dé tiép
tuc. Do chuong trinh nay chi tim duge nhimg tap tin trén phan

vung FAT, do vay ta chon phan ving D trong mdy tinh (xem hinh
4.43).

k for FAT (Yer

Select the drive you want to recover the dala from. For best results selact the logical drive you deleted the
files on, &.g. drive "0:"

1
13,044,717 sectors (6.22 GB)
13,019,216 sectors (6.21 GB)
FATIZ

=5 }
C*H"S = (B12°255°63) = 13,044,717 sect.

Hinh 4.43: Chon phén ving phuc héi di liéu.

4. Chuong trinh sé ligt ké nhiing t4p tin hé théng ma né tim duge.

Ban nhép vao tap tin mudn phuc héi sau d6 nhadp Next dé tiép
tuc (xem hinh 4.44).
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Hinh 4.44: Danh sdch file hé thong.

5. Trong muc nay ta phuc hdi tdp tin hé théng theo phuong thifc tim
lai nhitg tap tin, thu muc da bi x6a. Do v4y chuong trinh s& hién
thi danh sach c4c tp tin ma né tim duge (xem hinh 4.45).

@ NOTE

You can check the qualty of the recoversd fles by ||

using the buldn viewes (F3) o by opening the fles ||
‘apphcabons fEntes|

20 10/26/2007 10:56:04 PM
201,460 12/26/2005 7:4356PM A
€5 10/26/2007 10:55:58 P sh_

e

Hinh 4.45: Cdc tdp tin ma chuong trinh tim dugc.

6. Nhép vao tap tin muén phuc héi, sau d6 nhan phim F5 trén ban
phim dé thuc hién copy va méd cta sd Copy files.

7. Tai clta s8 nay, nhap nit Browse for directory dé chi ra dudng
dén luu tap tin ma ban muén phuc héi, mic dinh dudng dan nay la
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o

C:\Document and Settings\Administrator. Trong dé6 Administrator
- 1a tai khodn ma ban ding nhap vao mdy tinh (xem hinh 4.46).

Copy files...

I R g

PR S
>opy recovered files or fold

ers:

| Include deleted files |

{} & CAUTION: Mever specify a directory on the drive you are
4 going to recover

Hinh 4.46: Chon duong ddn luu tdp tin phuc héi.

Dén day ta da hoan thanh céng viéc phuc héi lai nhimg tép tin da
x6a mat, ban c6 thé khdm ph4 thém nhiéu chic nang khéc khi sit dung
chuong trinh.

V. Data Doctor Recovery - NTFS-FAT
Chuong trinh nay c¢6 nhimg chic ning sau:
e Khoi phuc phan vang bi hu hai hodc bi xéa.
e Tim lai nhimg t4p tin hodc thu muc bi mat.
e Phuc héi dit liéu khi Master Boot Record (MBR) bi mét.
e Phuc héi dif liéu bi mit, sau khi dia cimg bi format.
e Tim lai dif liéu trong trudng hgp bi mat do virus.
e Hj tro nhimg tap tin cé tén dai.

¢ Phuc héi lai nhilmg tap tin tit nhing phdn vung bi format hoic
dinh dang duéi bat ky mét tham sé nao.

o Phuc héi lai dit liéu ngay ca khi nhimg MFT bi hu héng.
H6 trg IDE, EIDE, SCSI va SATA, PEN, ZIP drives.

Chuong trinh nay hd trg phuc héi trén hai loai phdn vung, dé la
NTFS va FAT.
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Sau khi gidi nén va cai dat vao mdy tinh, ban thuc hién nhu sau:
1. Standard Search

Tién ich nay cho phép ban thuc hién nhitng chdc ning tim kiém va
phuc héi can ban, cich thuc hién nhu sau:

1. Vao Start > Programs > Data Doctor Recovery > NTFS -

FAT > Data Doctor Recovery - NTFS-FAT dé md chuong
trinh.

2. Nhédp chon 8 dia mudén phuc hdi, ti€p theo chon Standard
Search, sau d6 nhap Next dé tiép tuc.

Chuong trinh s& tién hanh tim trén &8 dia ban vita chon c¢6 bao
nhiéu phan vung va hién-thi ching theo danh sdch véi tén bit dau tir
Partition - 1 dén Partition - n, ngoai ra né con hién thi dinh dang cta
phéan viung 1a NTFS hay FAT (xem hinh 4.47).

Prymacel Dink Hundes - 1
Modsl - ST34001 48
Macks Type . Fumd Dk Dirve

Cyrder < 63
Db Scre 3616 WE

Hinh 4.47: Giao dién chinh cia chuong trinh.

3. Nhiép chon vao phan ving muén phuc héi, sau d6 nh4dp Next dé
ti€p tuc (xem hinh 4.48).

4. Nhdép chon vao thuy muc muén phuc hdi, sau dé6 nhdp nit Save dé
luu théng tin.

Danh sach céc tdp tin thu muc duge t§ chitc thanh danh séch trong
cay thu muc (xem hinh 4.49).

5. Nhép nit Browse dé chon dudng din luu théng tin phuc héi, sau
d6 nhap OK dé& thuc hién (xem hinh 4.50).
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Hinh 4.50: Chon duong dén luu théng tin.



152 Chuong 4: Phuc hdi dit liéu da mat

_ Sau khi phuc héi xong, néu muén quay lai muc truéc dé tim nhimg
tap tin, thu muc khdc d€ phuc héi tiép thi ban nhap nit Back dé quay
lai. Chuong trinh c6 giao dién dé hoa tuong déi tryc quan, méi biéu tugng
clia cdc muc tuong (g v6i mot tién ich nhat dinh.

2. Advanced Search

Tién ich nay cho phép tim nhimg tap tin, thu muc, bi mat do céc
nguyén nhédn nhu: Format, Fdisk,...

1. Trén trang giao dién chinh cia chuong trinh, nhdp chon § dia
muén phuc héi, sau dé6 nhdp chon vao muc Advanced Search,
tiép theo nhap Next dé tiép tuc (xem hinh 4.51 ).

NTFS | FAT o

Physical Dish. Numbes - 0
Model : Mastor GEOIOLD
Meda Type - Foced Disk Diive
Cplndes © 3972

Head - 240

Cyander 63

Dk Sze - 23324 MB

Hinh 4.51: Chon 6 dia phuc héi.

2. Nhép chon phan ving muén phuc hdi, sau d6 nhap Next dé thuc
hién.
Chuong trinh sé& liét ké danh sdch cdc phan ving hién c6 cia § dia
da chon, danh sach cdc phan ving dugc t8 chic véi tén tir Partition — 1
dén partition - n, va dinh dang ctia phan ving ciing duge hién thi theo
(xem hinh 4.52).

3. Nhép chon vao thu muc chia céc tdp tin can phuc hdi, tiép theo
nhap nit Save dé€ luu tap tin (xem hinh 4.53).

4. Nhép niit Browse dé chon dudng din luu thong tin phuc héi, sau
d6 nhap OK dé dp dung (xem hinh 4.54).
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Datz Doctor Recovery
NTFS - FAT

i

I

fecencccose

D:\Recovered

r-—Warntng -
sesebdorbcﬂfﬂeﬂdadmtnndmtomh

alddasmwamummm:mmcmmum
yunddawbdfotm :

Hinh 4.54: Chon duing ddn luu théng tin.
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VI. PhotoRescue Professional

Chuong trinh cho phép tim lai tat ca nhimg dit liéu lién quan dén
cdc file Media nhu: Video, Audio, Images, bi m4t do céc nguyén nhan nhu:
Nhitng tép tin bi xéa, dia cing bi format, fdisk, hoac nhimg files bi mat
do nhiing chuong trinh ph4 hoai di lidu.

Chuong trinh tuong thich véi moi phién ban cia Windows. Sau khi
gidi nén va cai dit chuong trinh, ban thue hién nhu sau:

1. Vao Start > Programs > PhotoRescue Pro > PhotoRescue
Professional dé mé chuong trinh.

2. Hop thoai dau tién xudt hién, ban nh4p Next dé tiép tuc.

3. Tiép theo, nhdp chon ph&n ving muén phuc héi, sau d6 nhép
Next dé€ tiép tuc.

Chuong trinh s& li¢t ké danh sach céc phan ving cia t4t ca cde §
dia trong mdy tinh thanh mét danh sdch (xem hinh 4.55).

A PhotoRescue Pro v. 3.5 : i_E_;'X

"P'ﬁ 611-“6 Step 1 of 9: Select drive letter

RESCUE

PROFESSIONAL

_ Diive L Twe | TotalSpacs SN

Select the dive et of yous card reades, Sl device orhard dive

487,197 6% “FOS1EDOD "~ Ready
(¥ 16935817216 48BA27BC  Ready

=N
=
|
' 149136512 58EAS390  Ready

| % F (VDC Soft)
| G (Data)

Hinh 4.55: Chon phén ving cdn phuc héi.

4. Tiép theo, ban chon loai tap tin muén phuc héi, sau d6 nhap Next
dé tiép tuc.

Danh séch cédc tép tin duge t§ chic thanh 3 nhém chinh dé la
Video, Images, Audio (xem hinh 4.56).
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® PhotoRescue Pro v. 3.5 [;J_{_:E

DP i!-(l; (l)?TA(L) Step 2 of 9; Select file types you need to recover

RESCUE File types that thould bs searched for and recovered: - -
PROFESSIONAL & FO) Video

v [RlFF Video Format)) ;;_‘
3 MP4 mﬂmv.deo Fie] 'j
=00 Images E,(;
- -] BMP [Bitmap Image) !:__.T
.+ [0 COR (Corel Draw) i
-~ ™) GIF (GIF Image)
=) 100 flcon Fike)
- iz JPEG (IPEG Image) _
8] PNG [PNG Image) ¥

Additionally search for any fles by thei names (you can use widcards inthem}:
"] File name [report*.doc; * b *wai...} [ AR ; |

Show Fie Fiters >

Chck Next to continue...

Wmmenen, [ cton [t J| o ] i ]

Hinh 4.56: Chon loai tdp tin muén phuc héi.

5. Nhédp chon vao muc Recovery deleted files, sau d6 nhiap Next

dé tiép tuc.

Muc nay cho phép ban phuc héi nhiing tap tin media bi x6a (xem

hinh 4.57).

B PhotoRescue Pro v. 3.5 |.:||E”";|

IF” H ' TT“d Step 3 of 9: Undelete or recover corrupted files?

Select what the program should do:
PROFESSIONAL —:

- o FESEE: The progiam wil seaich the disk only for deleted fies
Oy roe Clusiars Wi be checked therelom 4 laat

) Recoves deleted and cosrupted files
Smhmremehemmuluachhdwuhbﬂhddﬂndu‘d
ewasting conupted fles Each chuster will be checked therelore it is slow.

Chick Next to conlinue.

[ <Bock ]| Mew J| Coe J[ Heb )

Meru v objecirescue. com

Hinh 4.57: Phuc héi nhiing tdp tin bi xoa.
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6. Nhép niit Browse dé chon dudng din luu nhitng tép tin cidn phuc
héi, sau d6 nhap Next dé thuc hién.

7. Trong trang Step 5 of 9: Scan the file system, ban nhap Next dé
tiép tuc.

8. Danh sdch céc tdp tin duge hién thi trong danh sdch, ban chon
tap tin mudn phuc héi sau d6 nhap nit Recovery dé€ thuc hién
phuc héi timg tap tin moét (xem hinh 4.58).

8 PhotoRescue Pro v. 3.5

Dpll.tl; 6?6 Step 6 of 9: View and recover files after file systam scan

RESCUE B roundiies

PROFESSIONAL B

Name

4lncest Scems Mom
Sexinschool Vane:
Incest Russian Mo

3 SETUP.PKG
SETUP.PKG

11;1?/20&114442 |
11/17/2006 11:46:10... 16158 |

Preview ] { | nfomation |

lfpwcm‘lmlhehle{s}ywaebduufa chick the Next button to camy out the deep
scan. Theptoganuiscmeachoﬂmmmmm&m[dmmtdzuhtallmeL

wowobjectescuecon | <Back f New> [ Cose J[  Hep |

Hinh 4.58: Chon tdp tin muén phuc héi.
9. Nhap Next dé tiép tuc.

Khi ban nhap Next thi tdt cd nhimg tap tin trong danh sdch déu
dugc phuc héi vao trong thu muc ma ban da chon ¢ buée 6.

10. Danh sédch cédc tép tin duge hién thi, ban nhap Next dé tiép tuc,
sau d6 nhap nit Close dé hoan thanh.

Lic nay ban c¢6 thé di chuyén dén thu muc ma ban da chon & bude
6 dé kiém tra nhitng théng tin da phuc hdi.



' ®
Chuong 4: Phyc héi dit lidu da mat 157 |MA

VIL. M6t s6 chuong trinh phuc héi dit li¢u khéac
1. Active@ Undelete '

Chuong trinh cho phép ban tim nhanh nhimg théng tin bi mét
trong dia cimg cda ban. Nhing théng tin tim duge 14 nhitng théng tin bi
m#t do esc nguyén nhan nhy: Nhimg tdp tin da bi x6a, 8 cimg bi Fdisk

ho#ic Format, hay do su phd hoai cla céc chuong trinh phd hoai dit lidu
nhu: virus, worm...

Sau khi gidi nén va cai dit chuong trinh, ban thye higén tuong ty
nhu nhiing phén truée dé phyc héi.

2. Final Recovery

Chuong trinh nay cing tich hgp ddy d cdc phuong thic phyc hdi
di lidu nhu nhimg chuong trinh di gidi thiéu trong cdc phén truée cia
chuong. Sau khi giai nén va cai dit chuong trinh, ban thyc hién tuong tu
nhy ede muc trude dé phuc héi. '

3. Power Data Recovery

Chuong trinh nay c6 dung lugng tuong d6i khiém tén va khéng cdn
cai dat (461 v6i phién ban 3.1.1, nhung v6i phién bdn 3.1.0 thi ta van
phai cai dat binh thudng), th& nhung chifc nang ma n6 mang lai rét lon,

né c6 thé tim lai hdu nhy 1a tat ca nhimg théng tin bi m4t trén dia cing
cia ban.

4, Data Recovery Wizard Professional 3.3.4

Diy la chuong trinh duge thigt k€ chuyén cho viéc phuc héi dit ligu,
né c6 thé nhanh chéng gidp ban tim ngay lai nhimng t4p tin ma ban da vé
tinh x6a nhdm, hay nhiing tip n#m trong nhitng phén ving da bi format.
T4t c& nhimg tap tin ¢6 thd duge tim lai va phuc héi nguyén ven.

Chuong trinh tuong thich véi moi Windows, dung lugng nhd gon,
giao dién than thién, 1am viéc hiéu qua. Sau khi gidl nén va cai dat vao
mdy tinh, ban thuc hi¢n tuong ty nhu nhitng myc truée d€ phuyc héi.

5. Recover My Files

Diy la chuong trinh c6 giao dién tuong ddi than thién va truc quan,
né hd trg tim lai nhimg tap tin, thu myc trén hai loai phén ving FAT va
NTFS, nhimg phan ving bi format ho#ic nhimg tap tin bi x6a c6 thé duge
tim lai mdt cach nhanh chéng.
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Chuong trinh tuong thich v6i moi Windows, dung lugng nhé gon.
6. Partition Recovery 2.0

Daéy la tién ich gidp tim lai nhitng phan vung da mat do cdc nguyén
nhén sau:

s  Phén viing bt x6a.
¢ Phéan ving bi mat do bi 13i bang tham s¢ dia.
* Phan ving bi mit do virus ho#ic nhitng nguyén nhén khic.

Chuong trinh h$ trg phuc héi trén nhiéu loai file hé théng nhu FAT
12, FAT 16, FAT 32, NTFS, NTFS5, HPFS, tién ich nay tuong thich véi
moi Windows, dung lugng nhé gon, giao dién than thién va dé si dung.

7. BadCopy Pro
Chuong trinh ¢6 mét sd chic ning sau:
* Sifa chita va phuc héi nhimg dit lidu trén dia mém bi hu.

* Sia chita va phyc héi dif liéu trén t&t ca c4c loai dia CD — ROM,
CD - R, CD - RW.

¢ Phuc hdi t4t cd dit lidu bi m4t trén cdc thidt bi lwa trid nhu CD,
dia mém.

* Phuc héi nhimg hinh 4nh dige luu tri¥ trén cdc thist bi nhu
Camera..

Chuong trinh tuong thich véi moi phién ban ciia Windows.
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Chuong 5:
AN TOAN DU LIEU

¢ Tim hi€u vé an toan dit liéu.
¢+ BPS Data Shredder.
* Track Eraser Pro.

* Mt 86 chudng trinh bao mét khée.

Dir liéu 14 mdt trong nhimg van dé song cdon cia doanh nghiép, vi
viy, an toan dif liéu ludn duge dit 1én hang ddu.

Dit ligu duge ton tai va luu tri & nhiéu dang khde nhau, c6 thé la:
Danh séch khédch hang, nhimg tai ligu mat lién quan d€n chién luge cia
cong ty, dif liéu riéng tu, hay bat k¥ mét tai lidu ndo ma ban ho#c céng ty
khéng mudn cho nhimg ngudi khéng phén sy biét.

Di liéu duge luu trén nhimg thigt bi nhu: Pia cimg cla méy tinh,
USB Flash Drive hay Floppy, goi chung ma Media. T4t ca nhing tai liéu,
néu tdn tai trén nhimg thigt bi luu trit, hacker c¢6 th& khai thdc va rhuc
héi lai mot cdch nhanh chéng va toan dién, mic di ban 43 x6a né.

Ngoai ra, khi thue hién trén méy tinh, nhy xem phim, hinh anh
hay lu6t web,.., tdt cd nhing thong tin ciing nhu hoat déng cia ban déu
duge mdy tinh, trinh duyét ghi lai va lwu lai & nhimg noi nhu: Registry,
Cookies, History, Temporary files,.., nhing théng tin nay nhiéu khi ciing
gy rat nhiéu nhimg rdc réi cho ban nhu: Tai khodn ngan hang bi mat,
password bi déi.

Chuong nay giéi thiéu mét s§ cdch gidp xéa sach nhimg di lidu khi
ban khéng ding dén ho#ic khi chuyén nhimg thiét bi luu trit cho nhimg
déi tugng ngudi dung khéc. Ngoai ra, chuong nay con giip ban x6a sach
nhimg ddu vét khi ban thao t4c trén mdy tinh.
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I. Tim hiéu vé an toan di liéu
1. Canh bdo vé viéc xéa dit liéu

That sai 1dm khi nghi riing chi cdn delete hay format § cing 1a c6
thé x6a sach di liéu trong dia cimg hay flash drive hoic bat ky mgt thiét
bi Iuu trit nao.

Ban thudng cho ban b2 hay déng nghiép mugn & dia flash va ban
yén tam ring minh 43 delete tit cd cdc tap tin dif lidu va format & dia
cGa minh rdi. Ban thudng thué mdy tinh dé lam viéc khi tra mdy ban chi
cin delete 12 yén t4m va khi dang lam viéc thi § cimg cia ban c6 su c8 va
ban dem di bdo hanh, nhung ban c6 biét riing chi v6i vai thao téc don
gidn thi cdi dif litu ma ban cho ring chi ¢6 ban méi c6 quyén truy cip
bay git 4 duge chia sé& cho ngudi khdc. That nguy hiém néu dif ligu d6 12
dit liéu mat cha cong ty, théng tin khdch hang, hay nhimng thong tin riéng
tu clia ban.

2. P6i diéu vé 1énh Delete va Format
Delete hay Format khong thé tiy sach dir ligu:

Céc chuong trinh ting dung thudng tao ra cdc tdp tin duge luu trif
trén dia cing hay céc loai dia khace nhu dia mém (floppy), CD, DVD ké c
bang tit va flash drive. Khi cdm th&y khéng cdn mot tap tin (file) hay thu
muc (folder) nao d6 nita thi ngudi ding sé x6a tap tin d6 di. Déi v6i mot
3 ngudi thi tap tin hay thu muc d6 hoan toan bién m4t vinh vién va
khéng thé phuc hdi, nhung déi vdi mot s6 khac thi khong. Ngudi dung
nén biét riing dé chay tét thi Windows va cdc trinh ung dung da sinh ra
céc tap tin ¢6 ndi dung tuong ty va cGing luu trén & cing, ching han:
Windows tao ra cdc Swap files vi Page files dé hd trg bd nhd do,
Temporary files lam 1u6i di liéu an toan, Printer Spool Files d€ thyc hién
in nhanh va én dinh hon, Metadata (siéu dif liéu) 12 nhing dit lidu lwu trid
théng tin vé cdc loai di ligu khde. Nhu vay, moi dif lidu timg duge luu trit
vao § g vAn con dit ngudi ta cé Delete, ném né vao thing réc (Recycle
bin) hay Format va phin ving dia cing lai. Tuy vay 1énh Delete hay
Format van dugc cdc hé diéu hanh nhuy Windows 9x /2000/ XP uu 4i vi n6
ti€t kidm duogc thoi gian “xéa” di lidu.

Thue chit véi lénh Delete ngudi ding chi x6a dudng dén tdi dir ligu
chi khéng thé xéa thong tin ra khéi dia cting, diéu ndy ciing gidng nhu

viéc ban chi bd trang muc lyc cia cubn sdch ma chua hiy phén ndi dung
cla cuén sach.
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3. Lam sao dé bao mat thong tin

Vay d€ bdo mit théng tin, théng bdo ndi bd, cdc du 4n, so lidu tai

chinh, dit lidu khdch hang. ban cAn nhimg phén mém tdy sach
(santinize) dif lidu an toan.

4. Cac phuong phap tdy sach di liéu an toan

Hién nay héu hét cdc phdn mém hd trg tdy sach dif liéu dugc chay

trén nén DOS nén rat kém than thién véi ngusi dung. Cing c6 mot sd
phin mém chay trén Windows 9x/2000/XP dé dung hon. Nhitng muc tiép
theo ctia chuong nay s& gidi thidu dén cdc ban nhitng phdn mém gitp tdy
sach dif liéu an toan chay trén mdi trudng Windows. Trude tién ching ta
hay tim hidu mét s§ phuong phap tdy sach dir lidu.

Single pass (x6a mét lan): Toan bé khu vuc di liéu trén & ciing
duge ghi dé (overwrite) bing ky tu 0 hodic 1 hofic dif liéu ngau
nhién (Random data).

DoD: Day 1a phuong phdp ciia B Quéc Phang My, 1a bién thé cia
phuong phdp “Single pass” véi s lan ghi d& (overwrite) la 7, luan
phién overwrite bing ky tu 0 hodc 1 hay ky tu ngiu nhién, theo
tai lidu huéng din 5220.92-M con goi 1a NISPOM (National
Industrial Security Program Operating Manual). Dé tdy sach
(santinize) dia cdn phai két hop vdi cdc phuong phép sau:

- Kh¥ tir (Degauss): Dang tif trudng dé t4i lap lai céc 14 tif trong
thiét bi bing phuong phap khi tir loai I hay I1.

- Overwrite tai moi dia chi trén § cimg bing mot ky tu k& ca cdc
thanh phén lién quan, réi ti€p tuc overwrite bling ky tu ngau
nhién, sau dé kiém tra x4c nhén (verify). Tuy nhién Bé Quéc
Phong M# ciing néi ring phuong phédp nay khéng ding d€ x6a
thong tin tuyét mat (Top Secret Information).

— Hay thiét bi luu trit thong tin bao gém thdo rd mei thanh phan
cha thidt bi luu trit théng tin (Disintegrate), d&t hdy
(incinerate), nghién thanh bt (pulverize), ciit vun (shred), lam
tan chdy bing nhiét dé (smeit).

Guttmann: Dit lidu dugde overwrite 35 14n, phuong phdp nay dung
ky tu ngiu nhién dé overwrite va 4p dung cdc thuit todn mi héa
cia nhidu hing san xuit dia citng nhu: RLL (Run Length limited),
MFM (Modifie! Friquency Modulation), PRML..

Phuong phép overwrite tiy chon tir 1-99 lan.
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Luu y:

Co s6 duy nhat dé ngan chan phuc héi dir liéu l1a overwrite, song
phéi overwrite bao nhiéu l4n méi di? Cé nhitng ngudi tin ring chi cdn
overwrite mét 1an 1a dd, that ra overwrite cang nhiéu lan thi cang giam
di co hoi phuc héi dit lidu.

Trong muc ti€p theo ching téi s& giéi thiéu dén ban mdt s6 phan
mém gidp ban tdy sach dir lidu an toan.

I1. BPS Data Shredder

La chuong trinh phé hiy cédc dir liéu hop phédp, gidi phéng bo nhég,
khong gian dia, va Recycle bin. Diéu nay c6 nghia la ndi dung dit lidéu cia
ban s& bi ghi dé lén bdi cdc bytes nglu nhién. Di liéu vi vay sé rat an
toan ma khéng can 4p dung céc bién phdp vat 1y dé phan hay dit liéu.

Ban c6 th€ download chuong trinh tai website www.minhkhai.com.vn,

thu muc Chapter 5, sau khi gidi nén va cai dat, ban thyc hién tdy sach nhu
sau:

1. Shred Drives

Tién ich nay sé gidp gidi phéng khoéng gian dia ciing, va xéa sach
dit lidu cAn bao mat, dé thuc hién, ban lam nhu sau:

1. Vao Start > Programs > BulletProofSoft > BPS Data
Shredder > BPS Data Shredder dé mé chuong trinh.

2. Tai giao dién chinh cda chuong trinh, nhap chon Shred Drives.

3. Trong trang Shred Drives, tai muc Drives, ban chon § dia ma ban

muén thuc hién, sau d6 nhap Shred Now dé ti€p tuc (xem hinh
5.1).

| Shred Option | |Shred Drives ” Chon phin .
| St — ung mudn Qué b 3

Shrod Frles Shred Folder

e

Recycle Bin | Schedule "RARED WoW ]

Hinh 5.1: Chon phdn vang dé quét.
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4. Tiép theo, nhdp OK dé thuc hién.

Chuong trinh xudt hién théng bdo vé tinh trang cia khéng gian dia
va nhitng théng tin kh4c.

5. Sau d6 chuong trinh ti€n hanh xéa cdc muc trong phan ving da
chi dinh, dgi khodng 4 phut, tuy nhién thai gian doi ty 1& thuan

v6i tdng dung lugng cia cde tap tin ma ching ta da chon (xem
hinh 5.2).

Hinh 5.2: Qud trinh xéa sach di liéu.

Néu dgi lau va khéng mudn thuc hién tiép thao téc nay niia, ban c6
thé nhap niit Cancel dé loai bé thao téc.

2. Shred Files

Muc nay cho phép lua chon nhimg tap tin ma ban muén tdy sach
n6 khoéi dia cing cia ban, dé thuc hién, ban lam nhu sau:

1. Tai giao dién chinh cia chuong trinh, nh4p vao Shred Files.

2. Trong trang Shred Files, ban nhap nit Add dé chi dinh tap tin
ma ban muédn xéa.

Ban c6 thé dua nhiéu files vao danh s4dch (xem hinh 5. 3).

Hinh 5.3: Chi dinh tdp tin muén xéa.
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3. Nhép niit Shred Now dé thuc hién.

Néu khéng muén x6a mot tap tin nao d6 trong danh sdch, ban c6
thé& nhdp chon vao tap tin d6, tiép theo nhdp nit Remove dé loai bé, nit
Remove c6 biu tugng hinh dé&u trir (-), nit Add c6 biéu tugng hinh déu
cong (+) (xem hinh 5.4).

| Shred Fites

3 i
|
| Shred Files 1 Shred Folder |
] | TRl :
| g : i
| Recycie Bin 1 Schedule |
D

Hinh 5.4: Xda tdp tin trong danh sdch.
3. Shred Folder

Tién ich nay cho phép x6a tdt cd cac tap tin trong mot thu muc
duge chi dinh, dé thyc hién, ban lam nhu sau:

1. Trong trang giao dién chinh cia chuong trinh, nhép vao Shred
Folder. '

2. Nhap nit Add dé chi dinh thu muc ma ban muén x6a.
Ban c6 thé chi dinh nhiéu thu muc muén x6a, bing cdch nhédp nit
Add dé dua ching vao danh sédch (xem hinh 5.5).
- bt 0oeo)

i

Shred Folders V

| Sheed Option = Shred Drives

Shred Files | Shred Folder

| Recycle Bin E Sd'ledule

L

Hinh 5.5: Pua cdc thu muc vao danh sdch.
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3. Nhap nit Sub Options va ban nhép chon vao cdc muc sau:

e Nhiap chon vao muc Always trong muc Shred contents of
subfolder (x6a ndi dung cia thu muc con).

e Nhap chon vao muc Always trong muc Remove Subfolder affter
Shred Dir.

Tiép theo, nhap OK dé 4p dung (xem hinh 5.6).

SUBFOULDER OPTIONS

| SHRED CONTENTS OF SUBFOLDER

. Newer

i Frompt

[ I s————

REMOVE SUBFOLDER AFTER SHREDDING

__'.Never

Frompt

Hinh 5.6: Thiét lap trong hép thoai Subfolder Options.
4. Tai trang Shred Folders, nhip nit Shred Now dé thyc hién.

Sau khi nhap nit Shred Now, chuong trinh sé yéu cdu x4c nhan,
ban nhap Yes dé xédc nhén.

4. Shred Recycle bin

Muc nay cho phép ban x6a tat ca nhitng di liéu da dua vao Recycle
bin, d€ thuc hién ban lam nhu sau:

1. Trén trang giao dién chinh cia chuong trinh, nhap Recycle bin.

2. Trong trang Shred Recycle Bin, nhdp nit Shred Now dé thuc

hién. Chuong trinh yéu cdu xdc nhén, nhdp Yes dé thyc hién
(xem hinh 5.7).
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| Shred Recycle Bin 3

WARNING A

3 .. : i This Function may conflicl with other sofivare
Shred Option | Shred Drives that ks dasigned to "Prasarve® the contents o

your Recysie Bin.

i H you have such sofeware installed on yous
#yhem, this function may net mark propesly

Shred Files | Shred Folder andior hive undesivable side-atacts.

Hinh 5.7: X6a sach di liéu trong Recycle Bin.
5. Schedule

Muc nay cho phép lap lich cho hoat dong cia chuong trinh, dé thuc
hién, ban l1am nhu sau:

1. Trén giao dién chinh cia chuong trinh, nhap vao Schedule.

2. Trong trang Shred Schedule, nhdp chon vao muc BPS Data
Shredder - Shred Empty Disk Space, sau d6 nhap nit
Properties (xem hinh 5.8).

.& ::a“;g [ q_. 4]
1 7 qj 9 Shred Schedule ")

' 14 15 16
X *3 212 23
29 3¢

e | =3
| Shred Option | Shred Drives

| !
| ShredFiles | Shred Folder |
s ; 5

| RecycleBin | Schedule |

Hinh 5.8: Lép lich hoat déng cho chuong trinh.

3. Nhép chon thé Schedule, trong muc Schedule Task, chon Daily,
tiép theo, ban nhap vao thoi gian trong muc Start time.

Muc nay cho phép chay chuong trinh 1 ngay 1 lan tai thoi gian ma
ban thiét 1ap trong muc muc Start time (xem hinh 5.9).
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Data Shredder-Shred Empty Disk Space

Hinh 5.9: Chon thoi gian khéi dong chuong trinh.

4. Chon thé Setting, trong muc Stop the task if it run for, nhép
vao thdi gian tinh bing gi¥ va phit dé dimg chuong trinh khi
chay quéd thoi gian quy dinh (xem hinh 5.10).

Hinh 5.10: Nhiing thiét lap trong thé Setting.
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5. Nhap OK dé 4p dung va hop thoai Set Account Information xuat
hién. Ban nh4p vao password trong muc Password va nhap lai
password trong muc Confirm password (xem hinh 5.11).

Set Account Information x|

Hinh 5.11: Nhdp password truy cdp chuong trinh.

6. Trong trang Shred Schedule, nhdp Run Now dé€ chay chuong
trinh.

Chuong trinh nay tuong thich v6i moi Windows, va nguyén tdc hoat
dong cua né la ghi dé cédc bytes ngiu nhién 0 va 1 1én dia chi chia dir liéu
da x6a.

Nhu vdy, dén day ta da hoan thanh viéc sit dung va nhitng thiét lap
can thiét cho viéc thuc thi va x6a sach nhimg dit liéu mat cta cong ty,
cing nhu nhimg dir liéu riéng tu ctia ban véi chuong trinh BPS Data
Shredder. Ngoai ra, chuong trinh con rat nhiéu tién ich khac, ban c6 thé
khdm phd thém khi st dung chuong trinh.

III. Track Eraser Pro

Mady tinh luu trit nhiéu théng tin trén dia cing va bat ky ai ding
nhép vao mdy tinh ciing c6 thé thdy nhitmg théng tin nay. Hon nita, néu
st dung Internet thi nhitng website ma ban da viéng thim, nhimg phim
va hinh danh da xem, va bat ky nhilng gi da 1am trén mA4y tinh ciing c6
thé dé dang bi ngudi khéc biét.

Track Eraser Pro 1a chuong trinh dugc thiét k& dé bao vé bing cach
x6a tat ca nhimg di liéu & History, Cache, Cookies, URL da viéng tham,
bd nhé, index.dat tir trinh duyét cia ban va thu muc Temp ciia Windows,
History ctia Run...

Sau khi gidi nén va cai dit chuong trinh, ban thuc hién nhu sau:
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1. Céc tuy chon cia chuong trinh

1.1. Nhitng muc trong thé Genaral

; F

Vao Start > Programs > Tracks Eraser Pro > Tracks Eraser
Pro dé md chuong trinh.

Tai giao dién chinh cia chuong trinh, nhdp nit Options dé mé
hop thoai Options.

Tai hop thoai Options, chon thé Genaral va nhédp chon vao céc
muc sau:

Load Tracks Eraser Automatically at Windows Startup:
nap chuong trinh khi khéi dong.

Run in Stealth Mode: chay chuong trinh & dang 4n, tiép theo
ban chon phim ma ban muén két hop véi phim chic néng Alt. Vi
du, phim H.

Enable Boss Key: cho phép 4n, hién trinh duyét hién hanh bang
cach két hop phim Alt véi phim ban chon. Vi du, phim B dé& két
hgp véi phim Alt.

Disable autocomplete feature: vé hiéu héa tinh ning ty dong
thuc hién cdc chic nang (xem hinh 5.12).

|| ¥ RuninStesthMode

Goneral I'mw T Schesde | Secuty ] Homepage | Upaste |
F’Gmdﬂphnh : T e
~ MTrﬁtEMMHWMSW

Hinh 5.12: Nhing tuy chon trong thé Genaral.
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1.2. Nhitng thiét lap trong thé Advanced

1,
2.

Options

Trong hgp thoai Options, nhap chon thé Advanced.
Dénh ddu chon vao cdc muc sau:
Remove Unread Email Count from the Windows XP Login

Screen: loai bd email khéng doc tir man hinh dang nhép cia
Windows XP.

Clear Windows Paging File at Shutdown: xéa sach ndi dung
file Pagefile.sys tai thoi diém Shutdown (xem hinh 5.13).

Hinh 5.18: Nhitng thiét lgp trong thé Advanced.

1.3. Nhitng thiét lap trong thé Schedule

Muyc nay cho phép l4p lich hoat dong cho chuong trinh, dé thuc

hién, ban lam nhu sau:

1. Chon thé Schedule cia hop thoai Options.

2. Nhiép chon vao muc Windows Startup dé chay chuong trinh khi

Windows khéi déng.
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3. Nhdép chon vao muc Run AutoErase every va chon thoi gian dé
chuong trinh thuc hién x6a.

Muc nay dugc chon thi chuong trinh sé tu dong xé6a nhimg dir liéu
ma ban da chon trong vong 1 gid, k& tir khi ban b#t didu khéi dong
chuong trinh (xem hinh 5.14).

Options

Hinh 5.14: Nhing thiét lap trong thé Schedule.
1.4. Nhiing thiét lap trong thé Security

Muc nay cho phép ban thiét 14p tuy chon lién quan dén qué trinh
bao mét khi 4p dung xéa cho céc ddi tugng dif liéu. P& thuc hién, ban lam
nhu sau: :

1. Tai hop thoai Options, nhdp chon thé Security.
2. Tai thé nay, nhap chon vao cdc muc sau:

e Enable Secure Erasing: bat tinh nang bdo mét khi xéa, tai muc
nay, nh4p vao s lan ghi d&, méc dinh 1a 3. Vi dy, nhép 10.

¢ Chon Clear log on shutdown trong muc Log Options, muc nay

cho phép x6a ndi dung tdp tin log tai thoi diém shutdown mdy
tinh (xem hinh 5.15).
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_:.'."-Smiyﬂphcn; ; :
; I_EnabbSecueErmsg

Smobam&whadsbymnlnghﬂds]dwspeoﬁodmdm :
. { you choose below) with blank character, &npmwmshnmm i
~ file(s] using recovery tools. : . e i

'nv«mﬁe{s”—] times

Note: The mare times you set to overwrite the file, th:rruetlmlwltdwto -.
erasing the tracks. Ususlly, lheddad3l:msuerud1 :
Tracks Eraser implements the Dq:aﬂnerldbdmcle«madsam e
standard DOD 5220.22-M, gvesyw&uewﬂdameﬁzalmaasedﬁh?mcks{__
Eraser, mﬁnddamm!awuudcmndbelmed. oy That

- Log If-"l:.‘t":""'ICIear Log On Shddom _JUmer*mu lodutli'ne!ogﬁe

Hinh 5.15: Nhing thiét ldp trong thé Security.

3. Nhéap OK dé 4p dung céc thiét lap.
2. Nhitng thiét 1ap lién quan dén qué trinh xéa di lidu

Muc nay cho phép ban thiét lap cdc muc lién quan dén qud trinh
x6a dit liéu trong mdy tinh ctiia ban nhu: x6a Cookies, History, Temporary
files,.. d€ thuc hién ban lam nhu sau:

2.1. Nhing thiét lap cho cac trinh duyét

Khi thuong xuyén truy cap Internet, nhilng théng tin nhu username
va password da dang nhép vao cdc website tir trén cdc trinh duyét, ciing
nhu URLs da viéng tham duge luu lai trong Cookies, History, Internet
Temporary files,.. D€ an toan va khéong muén luu lai ddu vét nao ban phai
x6a sach nhitng théng tin trén.

1. Nhitng thiét lap trong thé Internet Explorer (IE)
Dé thuc hién, ban 1am nhu sau:

1. Vao Start > Programs > Tracks Eraser Pro > Tracks Eraser
Pro dé mé giao dién chinh clia chuong trinh.

2. Tai giao dién chinh cia chuong trinh, ban nh4p chon thé Eraser
Setting > Browse > IE.
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Muc nay cho phép ban thiét lap lién quan dén viéc x6a nhiing

théng tin ma trinh duyét Internet Explorer luu lai.

3.

Browsers | Mal | Windows " Applications | Custo

Tai thé IE ban nhédp chon vao cdc muc sau:

Address bar History: x6a sach nhimg théng tin luu lai trén
thanh Address cda trinh duyét.

Cookies: x6a sach nhitng théng tin luu trong Cookies.
Cache: x6a sach nhimg théng tin trong Cache.
History files: nhimg tap tin dugc luu trong History.

Saved password: x6a sach nhing password dugc luu (xem hinh
5.16).

T_Fnelou T_Upeta 'T ADL o

o e

A Sl

Hinh 5.16: Nhing thiét ldp trong thé IE.

Péi véi nhitng trinh duyét khac ban thyc hién tuong tu nhu trén.
2. Nhitng thiét 1ap trong thé Email

Thé nay cho phép ban thiét lap nhimg muc lién quan dén viéc x6a

sach nhitng théng tin riéng tu, nhing dit liéu nhay cdm, nhitng thong tin
khach hang, dé thuc hién, ban lam nhu sau:
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1. Vao Start > Programs > Tracks Eraser Pro > Tracks Eraser
Pro dé md giao dién chinh ciia chuong trinh.

2. Tai giao dién chinh cia chuong trinh, nhép chon Eraser Setting
> Mail.

3. Tai thé nay, ban dua cdc muc sau vao Mailbox that will be erased:
* Deleted items: nhimg thu di x6a.

* Drafts: nhimg thu réc.

* Sent Items: nhimng thu da gii.

Ngoai ra, ban c6 thé tham khio thém nhimg muc khdc ma chuong
trinh goi y (xem hinh 5.17).

- Eraser Settings

Browsers Mail Windows Applications Custom Disk’i :

r- Dutlook Express Settings s - =
|

| Curent mail and News boses _ Refiesh |  maibox that wil be erased Delete |

i {Deleted ltems
| {Drafts

| {Inbox

Local Folders
Outbox

|

Bloree s

. O l( [u du’a vao danl} S&i a3
Please make sure which mailbox .~1 o0k |
| be recovered once erased by Tracks Earser.

Hinh 5.17: Nhang thiét lap trong thé Mail.

3. Xéa nhitng théng tin nhay cam trong Windows

Nhiing thong tin duge luu lai trong Windows déi khi ciing rat nguy
hiém, nhiimg tai lidu quan trong ma ban da md cing duge Windows luu lai
trong muc Documents, hay nhiing lénh ma ban da goi trong menu Run,..
Tat céd nhing théng tin trén cé thé la nguyén nhan ddn dén viéc may
tinh cia ban bi xdm nhap va bi khai théc tai nguyén. D& xéa sach nhimg
thong tin trén, thuc hién nhu sau:
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1. Vao Start > Programs > Tracks Eraser Pro > Tracks Eraser
Pro dé mé chuong trinh.

2. Tai giao dién chinh cta chuong trinh, nhdp chon Eraser Setting
> Windows.

3. Tai thé nay, nhdp chon vao cdc muc sau:

¢ Recent Document History: xéa sach nhing tai lidu via md
dugc luu trong muc Recent Document.

e Start Menu Search History: x6a sach nhitng théng tin ma ta
da tim dugc luu trong menu Search.

e Start Menu Run History: x6a sach nhimg théong tin duge luu
trong menu Run.

¢ Windows Temp: x6a sach nhiing dit liéu trong thu muc Temp caa
Windows.

e Open/Save Dialog Box History: x6a sach nhitng thong tin dugc
luu trong hop thoai Open hoic Save.

e Recycle Bin: xéa sach nhitng dir liéu duge dua vao Recycle Bin.

e Clipboard: x6a sach dit liéu dd dua vao clipboard (xem hinh
5.18).

Eraser Settings

"Recent Documents History

I Start Menu Search History |
& Start Menu Run History : Options | -
M Windows Temp )
> Dpan/Save Diskog B Hison/ B8
¥ Recycle Bin |

L

‘Nhap chon vao
N, cdc muc nay g

[T~ Select 8l of the sbove T Select none o the sbove

Sl T T s e Ty L o S

_hew | oK Cancel |

Hinh 5.18: Nhing thiét lap trong muc Windows.
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4. Nhitng thiét lap lién quan dén \ng dung

Muc nay cho phép thiét 14p cdc muc lién quan dén qud trinh x6a
sach nhimg théng tin tam ma céc ng dung thudng tao ra. P& thuc hién,
ban lam nhu sau:

1. Vao Start > Programs > Tracks Eraser Pro > Tracks Eraser
Pro dé mé chuong trinh.

2. Tai giao dién chinh cta chuong trinh, nhdp chon Eraser Setting
> Applications.

3. Tai thé nay, & muc Applications Plugins, ban nhdp chon vao loai
ing dung ma ban muén x6a nhimg théng tin tam ctia né (xem
hinh 5.19).

Eraser Settings

| ACDsee 7.0
1 | [ Acrobat Reader 3.x
| | Aciobat Reader 4x
| Aciobat Reader5
| ] Acrobat Reader 6.0
[ Acrobat Reader 7.0
[ Ad-aware 6
] Adobe Aciobat 5.0
[ Agent NewsReader
[ AOL Instant Messenger
[ Comcast Toolbar i
ClrieETP 40 i

Hinh 5.19: Chon loai iing dung muén xéa.

4. Néu nhitng théong tin ma ban muén chon khéng cé trong muc muc
Applications Plugins, ban ¢6 thé nhdp nit Import Plug-ins dé
dua nhilmmg muc ma ban quan tdm vao danh séch.

Chuong trinh cung cdp cho ching ta rat nhiéu cdc Plug — ins duge
luu trong thu muc C:\Program files\Acesoft\Tracks Eraser Pro\Plugins
(xem hinh 5.20).
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{28 mS Office 2003.te (&= Netscape Mail.te

| =0 ms Office %P te {= PowerDVD.te
P | Ms paint.te QuickTime.te
| = Ms Photo Editor.te (=) ras Autodial.te
6 | M5 PowerPoint 2000.te = Real Download 4.0.te

' 13 Ms PowerPoint 2003 te [m Realone.te
T MS PowerPoint XP.te [ RealPlayer.te [ vahoo! Mes

= ms word 2000.te =) Skype 2.0.te

Deskiop

ﬁ B =M word 2003.te (B swisH 2.0.te

| | ZMs word %P te (= The Playe te

Documents fiEY [= Thunderbird.te
Winamp .te

@ Windows Log Files.te

Hinh 5.20: Danh sdch cdc Plugins.

5. Néu nhimg muc ma ban quan tdm thuc sy khéng cé trong danh
sdch cdc Plug — ins ma chuong trinh cung cdp, ban c6 thé nhdp
niit Download Plug in d€ download cédc plugins méi.

6. Ban ciing c6 thé tu tao cdc Plug—ins biing cach nhdp nit Plugins
Maker dé tao ra cdc plugins riéng.

7. Tiép theo, nhap OK dé 4p dung.
3. Xé6a thu muc va tap tin chi dinh

Khi c¢6 mdt thu muc chda nhing tai liéu mat hoac dir liéu riéng tu,
sau khi da tién hanh sao luu va cét giit & mot ndi an toan, van dé con lai
la xt ly thu muc nay trén dia cing cla mdy tinh. Ban khéong thé x6a né
mot cdch théng thudng duge, vi nhu thé dif liéu rat c6 thé phuc héi lai
duge mét cach nhanh chéng. Muc nay sé gidp x6a sach nhimg tap tin, thu
muc duge chi dinh.

1. Vao Start > Programs > Tracks Eraser Pro > Tracks Eraser
Pro dé mé giao dién chinh cta chuong trinh.

2. Tai giao dién chinh, nhdp nit File Shredder dé mé hop thoai
Tracks Eraser File Shredder.

3. Tai hop thoai nay, nhdp nit Options d€ mé hop thoai Options.
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4. Nhap vao s6 lan ghi dé trong muc Overwrite Files, vi du 35, tiép
theo nhdp OK dé€ 4p dung. "

Ban c6 thé nhap vao s§ ldn ghi d@ tuy ¥, tuy nhién s& 14n ghi chéng
cang nhiéu thi kha néng phuc héi dit liéu cang th4p (xem hinh 5.21).

Tr.

Hinh 5.21: Nhdp sé ldn overwrite.

5. Tai hop thoai Tracks Eraser File Shredder, ban nhap nit Select

File dé mé tap tin muén x6a. Sau d6 nhdp nit Start Shredding
dé tién hanh xéa.

6. Nhédp niit Select Folder dé mé thu muc ban muén x6a, sau dé
nhép nit Start Shredding dé xéa.

Ban c6 thé chon nhiéu thut muc dé x6a (xem hinh 5.22).

Tracks Eraser file Shredder erll)

LU

Shiadded D:A\T racks:Erm_Puo-vﬁ.“"l ESG\lrt Eraser Pro vE 1 :1

Shredded D:\Tracks_Eraser_Pro_v6.1.1050\Tracks Exaser Pro v6.1.1050\e6. 41

Hinh 5.22: Xéa thu muc.



®
Chuong 5: An toan dit lidu 179 |M

4. X6a nhanh nhitng muc chen

1. Vao Start > Programs > Tracks Eraser Pro > Tracks Eraser
Pro d€ mé chuong trinh.

2. Ngay trén giao dién chinh cia chuong trinh, ban nhap nit Test
now dé kiém tra va thong ké cac muc.

3. Nhip niit Erase Now dé tién hanh x6a (xem hinh 5.23).

F Tracks Eraser Pro

" %__'Covet Your Tracks :
Task
{1 Skype 20 Done A
; '_3(_1 Windows Media Player Done
1 winRar 2.x Done H
r\_y]Winzip Done
1 S_f] ‘Word Pad Done ;
% o TR IR R R e T T B W D Lo A s R g ; i\
Erasing Skype 2.0 ..... =21
Erasing Windows Media Player ... i o e ) lé
Erasing WinRar 3.x ... it e A |
Erasing Winzip ..... % s Help | %
Erasing Word Pad ..... R E . '
Tetxsk Completed Succelssfulluv----------at 11/2/2007 2.18:20 ﬁidlg ; Exit l
4 3 Bend - |

Erased Registry Keys: 0 Files: 0 Releassd HD Space: O0MB. © =~ =

Hinh 5.23: Xéa nhanh trén giao dién chinh.

IV. Mét sé chuong trinh bao mat khac
1. R-Wipe and Clean

Day la gidi phap hoan chinh giip x6a nhimg tép tin khéng st dung
nia va du liéu riéng tu. Néu nhimg dif liéu duge x6a biing cong cu nay thi
khéng thé phuc héi lai du6i b4t ky hinh thdc nao.

Ngoai ra chuong trinh cén hd trg x6a nhitng théng tin khac nhu:
Temporary files (nhimg t4p tin tam duge tao ra trong qud trinh duyét
web), History, URL, ..., va gidi phéng khong gian dia mét cdch hiéu qua.
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2. Directory Snoop

Day 12 céng cy tim ki€m & mde Cluster, né cho phép ngudi dung
Windows thuc hién trén tap tin hé théng FAT hosic NTFS, va hién thi tat
c4 nhitg di lidu dudi cde track va tir 46 ban c6 thé xéa hoyic hodic tim lai
bat k¥ dir lidu ndo ma chuong trinh hién thj trong danh sdch. Chuong
trinh c¢6 nhimg chic nang chinh sau:

* Tim lai nhitng tap tin 4a x6a.
e Pha hiy dir litu duge chi dinh véi mitc ghi de trén 35 lan.
s Bao mat va gial phong b nhd.
e Loc nhilng tap tin bi héng.
¢ Tim va loc nhitng tén chung,.
e Xem, tim, loc va sao chép nhimg dif lidu thé du6i dang Cluster.
e Lién k&t edc Cluster dong véi cde chudi Cluster ma ban sit dung.
* Quét FAT va Master File Tables (MFT).
s Xem cdc tap tin théng qua nhimg img dung chung.
3. East-Tec Eraser 2007

Chuong trinh nay cho phép ban dé dang x6a nhitng dit lidgu nhay
cam trén dia eing. Chuong trinh sif dung nhiéu gidi thuat khdc nhau dé
x6a dif lidu. Mt sd chdc ning chinh sau:

e Xéa nhimg di liéu riéng tu.

e Xo6a nhitng dif liéu ndm trong Recycle Bin.

o Xéa tap tin va thu myc duge chi dinh.

¢ T4dy sach nhimg emails da xda.

s Xéa tat cd dir lign trong phan vung duge chi dinh.
4. Clean Space Ultimate

Pay la chuong trinh cho phép ban nhanh chéng gidi phéng khong
gian dia bing cdch x6a nhimg théng tin dugc tao ra mic dinh tir cic dmg

dung, ngoai ra chuong trinh cdn cho phép x6a nhiing thong tin riéng tu
biing phuong phdp ghi da.

Chuong trinh nay tuong thich v6i moi Windows.
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5. Privacy Eraser Pro

Day la chuong trinh x6a History va nhitng théng tin khde duge fuu
lai tit nhimg hoat déng cia ngudi ding trong mdy tinh. C6 thé ban khéng
thay ro duge ring Windows va cdc chuong trinh dng dung luu trit nhimg
théng tin vé bat k¥ nhimg gi ban lam, bat k¥ nhitng tai liéu nio ma ban
dad sir dung, tat cd cdc website ma ban da viéng thim, nhitng hinh 4nh va
phim ma ban di xem va nhiéu hoat ddng khdc ma ban 44 thuyc hién trong
m4y tinh. Nhung Windows lai khéng c6 cdc chie nang bdo vé nhimg dau

v&t nay, hdu hét nhimg théng tin trén déu c6 thé bi x6a mét cdch d&
dang.

Privacy Eraser Pro dugc thigt k& dac biét dé€ loai bé nhiing théng
tin duge hé théng luu lai, nhimg ddu vét nay thudng 1a nhimg bing ching
vé mét hanh vi nao dé cia ban trén m4éy tinh.

Chuong trinh tuong thich v6i moi Windows.
6. BCWipe 3.0

Hé théng BCWipe bao gém tién ich BCWipe Task Manager, tién
ich nay cho phép ban cdu hinh BCWipe dé ty dong x6a, ban c6 thé thiét
lap thei gian cho timg nhiém vu cu thé va cdc tuy chon cu thé cho timg
nhidm vu. Vi dy, ta cdu hinh BCWipe d€ gidi phéng khéng gian dia cho
tdt ca cdc phan vung vaoc ngay thit sdu va s dung phueng phdp US DoD
5200.28-STD dé xu 1y.

7. Clean Disk Security

Chuong trinh nay cé 3 chic nidng chinh. Thit nhat né c6 thé xéa
nhimg dung lugng tréng trén dia cing cia ban dé didm bado ring cdc tap
tin s& khong thé phuc héi lai duge. X6a nhilng dung lugng trong trén dia
cung hoan toan khéng dnh hudng dén nhiing tap tin dang ton tai.

Thit hai, chuong trinh duge st dung dé tdy sach nhimg t4p tin dang
tén tai, didu nay cé nghia ring nhimg t4p tin dugc xéa bing cong cu nay
sé khéng thé phuc héi lai duge.

Thit ba, chuong trinh c¢6é khd nang gidi phéng khéng gian dia bing
cdch x6a nhilmg tip tin tam trén dia cimg. Ngoai ra chuong trinh cin cd

kha n#ng xéa nhimg ddv vét trong Cookies, History, Internet Temporary
File..

Chuong trinh tuong thich vdi mei Windows.
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8. Secure Clean PC

Nhimg tip tin va thu muc ma ching ta da xé6a duge dua vao thiing
rdc (Recycle Bin), va ngay cd khi ching ta da xdéa ching trong thiing réc
thi Windows ciing chi 1am mét nhiém vu la xéa di lién két tir tén tdp tin
cho dén dia chi luu trit né. Didu nay ciing giéng nhu 1a ta chi x6a di phén
muc luc cia mdt cudn sdch ma chua hily phdn néi dung.

Chuong trinh nay duge thiét k& dic biét d€ gidip ban gidi quyét
cdc vAn dé trén. Ban cé th& download chuong trinh nay tai website
www.minhkhai.com.vn, thu muc Chapter 5.
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Chuong 6:

XOA DAU VET BANG
PHUONG PHAP THU CONG

+ Mojt 56 ddu vét trong mdy tinh.

o Xéa didu v&€t md files.

¢« Xéa ddu vét trong trinh duyét Internet Explorer.

¢ Xéa diu vél trong trinh duyét Mozilla Firefox.

¢« Xoa ddu vét trong trinh duyét Netscape Navigator.
¢ Xéa diau vét trong trinh duyét Safari.

¢ Xoéa dau vét trong trinh duyét Flock.

e Xoéa déu vét trong trinh duyét Green Browser.

+ Xoéa diu vét trong trinh duyét Opera.

Khi déng nhip vao mét hé thdng hoiic mét mdy tinh nao dé thi
Windows eling nhu nhitng 'ng dung dé s dung déu cé chidce ning ghi lai
nhilmg hoat déng nh¥m theo d&i sd thich, théi quen cda ban.

Trich duyét thutng cé6 cdc Cookies, History, Temporary Internet
Files,.. Nhilng thong tin trong nhitng muc trén duge luu trii trong may
tinh, né chiia nhing lién k&t dén cdc website ma ban di vidng tham,
nhiing théng tin vé username v password, tai khoidn ngin hang, hoac
nhimg hinh dnh va phim ma ban d3 xem. Tat cd déu duge luu lai. Cho
dén hién nay thi vAn chua c6 cd ché& va chitc ning nao dé bao vé nhimg
thong tin d6. T4t ca nhitg théng tin nay déu c6 thé duge x6a dé dang.

D& dadm bao tinh bdo m4t thi mei hanh vi cia ban trong m4y tinh
déu phai dugc x6a sach. Cé rat nhidu phdn mém hd trg viéc x6a an toan
nhitng thong tin trén va da dugc gidi thidu trong chuong 5. Tuy nhién
khong phai lic nado ban cing c6 thé si dung nhimg phin mém nay.

Chinh vi vAy ma trong chuong nay ching tbi sé gidi thigu dén céde
ban mét s8 phuong phédp x6a sach d4u vét bing phuong phép thi cong.
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I. Mot s6 ddu vét trong may tinh
1. Tim hiéu vé Cookies

Cookies 12 nhimg phdn dix liéu nhé cé cdu tric duge chia sé gita
Web server va trinh duyét (browser) cia ngudi ding. Cookies cung cap
cho server thong tin d€ nhin biét nguoi dung, cing nhu sd thich, théi
quen cta ho. Cookies st dung cdc biu méiu yéu cdu ngudi dung dién vao
khi ho dén tham médt Web site ¢c6 hé trg ching. Khéng phai moi trinh
duyét déu c6 thé hd trg Cookies.

Cockies 1a nhitng tdp tin dit lidu nhé, dudi 4 KB. Chiing dugc céc
trang World Wide Web tao ra dé truy tim nhiing ngudi da ghé tham
website va nhimg ving ma ho di di qua trong website nay. Cookies duge
trinh duyét ctia ngudi ding chdp nhén cho luu trén dia cing clia mdy tinh
(m4y khdch). Trong nhitng phién truy cép sau, Web server truy cép
nhimg théng tin cia Cookies, trong 46 ¢6 tén ding nhép va password,
nén ngudi ding khong phai lam thi tuc d&ng nhdp méi khi ho tham Web
site. Nhung vén dé 1a & chd Web site nay c6 thé diung théng tin ¢4 nhin
cia ban dé phue vu cho muc dich quing cdo.

Netscape Communications Corp. 12 hing ddu tién sit dung Cookies
trong trinh duyét va ngay sau d6, Microsoft ciing chdp nhén k§ thuat nay.
Nhung khoéng phai trinh duyét nao cing hé trg Cookies, dic bist la
nhiing phién ban ci.

Ro rang Cookies chita dung trong né nhing nguy cc vé bao mat. Vi
du, hacker c6 thé 14y tai khodn ngin hang ctia ngudi ding thong qua viéce
chinh sita Cookies. Sau d6, anh ta c6 thé sit dung dit liéu nay € truy cép
ta) khodn cia nguéi ding mot edech hop phap.

Nhimg trinh duyét méi hon cho phép nguti dung khéa cac Cookies
holic xin phép ho trude khi luu lai Cookies trén hé thdng. Mét s6 phén
mém cha cdc hang thi ba ciing giip quan ly Cookies. Nhung ddi véi ngudi
dung, that khé biét tai sao Cookies lai ¢6 mat trén hé thong cta ho cling
nhu nhitng Cookies nay chita dyng théng tin gi.

2. Vi tri Iutu tri& cda Cookies

Trong Windows, thu muc luu trit Cookies duge 4n & dang dic biét,
dé€ nhin thdy thu muc nay ban phdi cho hién nhiing t4p tin va thu muc &n
trong mdy tinh. Phuong phap thuc hién nhu sau:

1. Nhip phdi chudt vao biéu tugng cia My Computer trén Desktop,
chon Explorer dé€ mé ela 6 My Computer dudi dang Explorer,
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2. Tai cita s§ My Computer, vao menu Tools > Folder Options dé
mé hop thoai Folder Options. "

3. Chon thé View, tiép theo nhap chon vao muc Show hiden files
and folders va bdé chon 6 muc Hide protected operating
system files (recommended) (xem hinh 6.1).

Goneral | View | P Types | Olfine Fier |

Folder viewes

Yo can apply the view [such as Detads o Ties| that
$ous aee wsing for this fokdes to all foldess.

[ Acob to Al Foidess | [ Eieset Al Foldens |

[¥] Display semple folder view in Explorsr’
[T -

Hifn thi thy vA T
) tin dn théng

Hinh 6.1: Hién thi tdp tin va thu muc @n.
4. Tiép theo, nhap OK dé€ 4p dung.

Lic nay tdt cd nhimg tap tin va thu muc 4n (cd nhimg théng tin
duge 4n dic biét) trong mdy tinh déu duge hién thi.

5. Tai cita s§ My Computer, ban nhdp chon vao § dia C, tiép theo
chon Documents and Settings > Security.

Trong d6 Security 12 tai khodn ma user dang nhap vao mdy tinh
(xem hinh 6.2).

Local Settings

Lt

i metrood

L:—j St Marni

Hinh 6.2: Vi tri thu muc Cookies.
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3. Tim hiéu vé Temporary Internet Files

Ddy la nhiing tap tin duge tao ra khi viéng thim mot website nao
dé, nhitng hinh dnh, nhimg lién két dugc nap vao mdy tinh d€ trinh
duyét c6 thé chay website nhanh hon. Tuy nhién néu s6 lugng website

viéng tham qud nhiéu thi dung lugng cia céc tap tin nay trén dia cing
ciing khéng phai 1a nhé.

Hon nita mgt s§ tap tin con c6 thé chia nhitng ma ngudn nguy hiém
cia virus, trojan, worm. D€ ddm bdo tinh bdo mét ciing nhu giai phéng
khéng gian dia thi nhimg t4p tin nay phai dugc x6a sach trong m4dy tinh.

4. Vi tri Iuu tri ctia Temporary Internet Files trong
may tinh
Nhitng tép tin nay con dugc goi la Cache files. Thu muc chita céc
tap tin nay ludn ton tai trong mdy tinh & dang 4n dic biét. Mudn hién
thi thu muc chifa nhilng t4p tin nay ban phai thuc hién tir buéc 1 dén 4

nhu & phan trén. D& tim vi tri luu trit cdc tap tin nay ban thuc hién nhu
sau:

1. Nhap phai chudt vao biéu tugng ciia My Computer trén Desktop,
chon Explorer dé mé cita s§ My Computer duéi dang Explorer.

2. Tai 6 bén trdi, nhap chon vao § dia C, tiép theo chon Documents

and Settings > Security > Local Settings > Temporary
Internet Files.

Trong dé Security la tai khodn cia User ding nhap vao mdy tinh
(xem hinh 6.3).

Temporary 5:5

e A =2

i ‘

P Configuration Settings
H . at
i 1k8

I

Hinh 6.3: Thu muc Temporary Internet Files.
5. Tim hiéu vé History

Mbi khi duyét web déu duge céc trinh duyét luu lai cdc hoat dong ciia
ban nhu: website da viéng thim, URLs da nhéap vao vao thanh address cia
trinh duyét. T4t ca déu duge trinh duyét ghi lai va luu trif trong mét noi goi
1a History. D& tim hiéu sau hon vé History, ban thuc hién nhu sau:
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6. Vi tri luu trid cia History

D& bist vi tri luu tri cda History trong mdy tinh ban thuc hién nhu
sau:

1. Nhaép phai chudt vao biéu tugng cia My Computer trén Desktop,
chon Explorer dé mé cita s6 My Computer duéi dang Explorer.

2. Tai 6 bén trdi, nhidp chon vao § dia C > Documents and
Settings > security > Local Settings > History.

Trong d6, security la tén tai khodn ma ngudi dung ding nhép vao
mdy tinh, History 14 thu muc duge 4n du6i dang dic biét trong mdy tinh,
muédn hién thi thi ban phai thuc hién tir buéc 1 dén 4 ctia muc “Vi tri luu
trit cua Cookies” (xem hinh 6.4).

T appication Data L—J Apps
\-F‘"’j
S o

Qir Y history g

hy mye Iuu 7§ _3?:, d_;ﬂ.’_,,:fﬂ"u e Sl
L } 1kB

Hinh 6.4: Vi tri cda History.
7. Tim hiéu vé nhing tap tin Temporary

Temporary la nhiing tdp tin dugec st dung tam thoi do nhing
chuong trinh tu sinh ra trong qué trinh thuc hién hoac kli cai dat.

Thu muc chita nhimg tap tin Temporary nay c6é tén 1a Temp. Néu
nhitng tap tin trong thu muc nay lau ngay khéng duge xéa thi dung lugng
sé tang lén ddng ké.

Béan than nhiing tdp tin nay thutng khong clura virus hay trojan,
nhung néu nhu hacker lgi dung nhitng diém nay dé cai dit virus hoic
trojan thi ciing rdat nguy hiém. D& ddm bdo an toan va gidi phéng dung
lugng dia cing ban phai x6a sach nhimng théng tin trong thu muc nay.

8. Vi tri luu tri cia Temporary

Dé biét duge vi tri luu trit cia thu muc Temporary trong mdy tinh
ban thuc hién nhu sau:

1. Nhap phai chudt vao biéu tugng cia My Computer trén Desktop,
chon Explorer dé mé cira s§ My Computer duéi dang Explorer.
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2. Tai 6 bén trdi, nhdp chon vao § dia C > Documents and
Settings > security > Local Settings.

Trong dé security la tén tai khodn ma ngudi dung ding nhép vao
mdy tinh (xem hinh 6.5).

?“ | Hstory

[‘37 ¥ . desckh p
B Configuration Settings
L

Hinh 6.5: Thu muc Temp cia mdy tinh.
9. Nhing tip tin méi md

Hé diéu hanh c¢6 chitc nang luu trit nhilng tdp tin méi mé, day la
mot chic ning hay, nhung nhiéu khi ciing gy ra nhiéu ric réi. Vi né sé
vo tinh la nhing bang chdng néi 1én mot diéu, ban 12 ngudi méi truy cap
vao mét tdp tin nao d6 trong may tinh hé théng hoic hé thong.

Nhitng théng tin nay thudng duge hién thi trong Start >
Documents va nhiéu muc khdc lién quan dén ting chdc nang ma né
quan ly.

Dé x6a bé hoan toan dau vét thi nhimg thong tin nay phai duge loai
bé khdi mdy tinh. Nhung truée tién, ching ta phai tim hidu vé vi tri luu
trit cda nhitmg théng tin nay.

Vi tri luu trit cua thu muc Recent

Dé biét duge vi tri luu trit cla thu muc nay trong mdy tinh, ban
thuc hién nhu sau:

1. Nhép phai chut vao biéu tugng cia My Computer trén Desktop,
chon Explorer d€ md cita s6 My Computer dudi dang Explorer.

2. Ngay trén thanh Address cia cita s§ My Computer, ban nhap
C:\Documents and Settings\security\Recent.

Trong d6 Security la tén tai khodn ma ngu'b'l dung ding nhép vao
mdy tinh (xem hinh 6.6).
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(& Deskiop
@ £ My Documents 1K - Shortast
B 1 My Computer 1KB Shortcut
= % Local Disk (C:) ¥ 1KB  Shortcut
B €3 AppServ B 1KB  Shortcut
E}ﬂjoocwnmrldsatig_'. - 1KB Shortcut
B £ Administrator & S0 Administrator 1 KB Shorteut
3 £ Appication D | | ZEJCac tien ich trong Run.doc 1KB Shortcut
) Cookies CCNA_tieng_Viet.doc 1KB  Shortcut
C) Desktop 1KB  Shortcut
@ T Favorkes 1KB Shortcuk
& (£ Local Setting 15 Fhotak
] Change Pass Exchange 2003 ... 1KB Shorteut
) chong bomb mail.doc 1KB  Shortcut
i Colors_Of_The_Wind_Vaness... 1KB Shortcut
1KB  Shortcut
1KB  Shortcut
1KB  Shortcut
1KB Shortcut

Hinh 6.6: Puong ddn chua thu muc Recent.

10. Loai boé ddu vét trong Registry cia Windows

Registry cia Windows 12 mot co s¢ dit ligu 16n, né. luu tri hiu nhu
1a moi thong tin trong mdy tinh nhu: quan 1y danh muc phdn mém, céc
diang ky trong Windows va luu trit dudng din cta nhimg hinh anh, video
ma ban da xem, nhitng website ma ban da viéng tham,..

P& an toan thi nhilng thong ma ban da thuc hién phéi ddm bao x6a
sach trong Registry.

11. Loai bé mét sé théng tin trong Registry

D& dam bao an toan va xéa sach ddu vét truy cdp trong mdy tinh
thi phai loai bé nhimg théng tin trong Registry.
11.1. Logi bé nhitng tap tin MS Word da md

Mbi khi m& mdt tap tin cia MS Word trong mdy tinh, thi ngay lap
tic nhimg théng tin nay duge luu ngay trong Registry, dé x6a nhiing
thong tin nay, ban thuc hién nhu sau:

1. Vao Start > Run nhéap regedit, sau dé6 nhap OK dé€ mé cia sd
Registry Editor (xem hinh 6.7).
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& Registry Editor

- 1D& 00 80 00 00 00 00 00 60 00 OF
- C=00000000 (3)

- OxDO0000001 (1)

«  localhost

- 0000

0000

+ xDOO0000C (0)

Dxe00000000 (0)
MennnnnnT {14 ~

My Computer\HKEY CLRRENT_LISER

Hinh 6.7: Cua sé Registry Editor.

2. Tai 6 bén trdi, nhap chon vao myc HKEY_CURRENT USER >
Software > Microsoft > Office > 12.0 > Word > File MRU
(xem hinh 6.8).

£ Registry Editor

_]F‘-ISW

Type  Data
.| REG...
REG...
REG...
REG...
REG...
REG...
REG...
REG...
REG...
REG...
REG...
REG...
BEG...
REG...
REG..
REG...
REG...
REG...
REG...
7 REG...

By F ;-17’. i
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Hinh 6.8: Nhiing tdp tin Word da mé.

3. Nhap déi vao muc muén x6a va xé6a sach nhimg théng tin trong
muc Value data, sau d6 nhdp OK dé 4p dung (xem hinh 6.9).

Edit String

Hinh 6.9: X6a ddu vét cia file word da mé trong Registry.
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Ban dp dung cdch tuong tu d€ loai bé nhimg d4u vét trong viéc md
nhing files cia MS Excel, PowerPoint, Access...

11.2. Loai b6 nhitng URLs da nhap trong Registry

D& loai bé nhilng URLs da nhép trong Registry ban thuc hién nhu
sau:

1. Vao Start > Run nhép regedit, sau d6 nhdp OK dé mé cira s§
Registry Editor.

2. Vao menu Edit > Find ho#c nhén t8 hop phim Ctrl + F dé mé
hop thoai Find, ti€p theo trong muc Find what ban nhap vao
tén trang Web muén x6a, sau d6 nhap OK dé tim, vi du nhap
google.com.vn (xem hinh 6.10).

Hinh 6.10: Hép thoai Find.

3. Sau khi tim kiém xong, chuong trinh sé hién thi két qua duge tim
thdy trong cita sé bén phai (xem hinh 6.11).

4. Nhap déi vao khéa muén xéa, sau d6 xé6a sach nhimg théng tin
trong muc Value data. Vi du chiing ta s& nhap déi vao khéa urll,
sau d6 sé x6a sach nhitng thong tin trong muc Value data (xem
hinh 6.12).

£ Registry Lditor

A N PR T ]
[ Conkains comemands for working with the whole registry .

Hinh 6.11: K&t qud tim kiém.
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Edit String

Hinh 6.12: X6a nhiing théng tin trong muc Value data.

Ap dung céch tuong tu dé loai bé nhimg théng tin khdc trong
Registry. Nhitng théng tin ma ban muén tim khéng chi ndm & mét noi,
didu nay cé nghia 13, sau khi x6a hét nhiing thong tin tir khéa nay ban
phai ti€p tuc tim kiém cho dén khi khong con khéa nao duge tim thay.

Né&u thue hanh nhimg diéu nay trén mdy tinh cta ban thi trudc
tién, phai sao luu Registry.

II. X6a ddu vét m& tap tin

Mbi mot hoat dong chia ban trong mdy tinh déu dugc hé diéu hanh
cing mot sé chuong trinh khéc ghi lai, dé xé6a cdc ddu vét nay, ban thuc
hién nhu sau:

1. Xé6a nhing thong tin trong thu muc Recent

Nhimg ddu vét md tap tin, nhing lénh da thuc hién dugc nhap
trong menu Run,.. déu dugc Windows luu lai, dé x6a nhimg muc nay, ban
thuc hién nhu sau:

1. Nhap phai chudt 1én thanh Taskbar, Ehon Properties, tiép theo
chon thé Start menu.

Hop thoai Taskbar and Start menu Properties xuit hién (xem hinh
6.13).

2. Nhép nit Customnize, hop thoai Customize Classis Start Menu
xuat hién, nhap nit Clear dé thuc hién (xem hinh 6.14).

3. Tiép theo, nhdp nit OK dé 4p dung.

Lic nay moi tép tin xuat hién trong muc Ducuments va nhimg lénh
da thuc hién trong menu Run da dugc x6a sach.
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Taskbar and Start Menu Properties

[ Taskbar| Start Menu |

(O Start menu

Select this menu style for easy access to the
Internet, e-mail, and your favorite programs.

]

®

h;se ct t opbo_n to use the menu style from
earlier versions of Windows.

o V] coue 1 o

Hinh 6.13: Hép thoai Taskbar and Start menu Properties.

Customize Classic Start Menu

- Stark menu

You can customize your Start
menu by adding or removing
items.

- .
¥} Toremove records of recently
b “accessed documents, programs,
3 ‘and Web sites, click Clear,

‘Advanced Start menu options:

1 [[] Display Administrative Tools
[] pisplay Favorites

’; Display Run
Enable dragging and dropping
[[] Expand Control Panel
[[] Expand My Documents
[] Expand My Pictures

[ OK J [_ Cancel }

Hinh 6.14: Hép thoai Customize Classis Start Menu.
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2. X6a nhitng thong tin trong Event Viewer

Event Viewer 14 chuong trinh quan ly tép tin log, né ghi lai nhimg
sy kién cia hé thong va dng dung. D& x6a nhimg nh4t ky nay, ban thuc

hién nhu sau:

1.

Tools dé mé danh muc céc cong cu.

B Event Viewer

Vao Start > Settings > Control Panel > Administrative

Nh&p vao muc Event Viewer dé mé ciia s Event Viewer (xem
hinh 6.15).

- §] Internet Explorer % ky
m Microsaft Office Diagnostics = System
4] Microsoft Office Sessions L’} Internet. Explorer

| Microsoft Office Diagno...
4] Microsoft Office Sessions

Log Application Error Records 128,0KB
Log Security Audit Records 64.0 KB
Log System Error Records 128.0kB
Log Custom Log Error Records -

Log Custom Log Error Records 64.0 KB
Log Custom Log Error Records 64.0 KB

Hinh 6.15: Cia s6 Event Viewer.

3. Tai 6 bén trdi, nhap vao loai sy kién ma ban muén x6a théng tin
log, sau d6 vao menu Action > Clear all Events (xem hinh 6.16).

Tiép theo chuong trinh xudt hién hop thoai yéu ciu luu théng tin,

ban chon No dé thuc hién.

\8 Event Viewer

Type

lDato

| Time

ESw'te

D Information
fi)lrvfmnamn
WD) Information
&) Information
{9 Information
3 Information
I Information
(E Information

11462007
11/6/2007
11/6f2007
11/6{2007
11/6/2007
11/5/2007
11/5/2007
11/5/2007
11/5/2007

B8:33:54 AM
6:18:27 AM
5:04:08 AM
1:37:29 AM
1:32:28 AM
10:40:37 PM
9:20:47 PM
8:37:24 PM
B8:12:58 PM

Microsoft Office 12 Sessions |1
Microsoft Office 12 Sessions
Microsoft Office 12 Sessions
Microsoft Office 12 Sessions
Microseft Office 12 Sessions
Microsoft Office 12 Sessions
Microsoft Office 12 Sessions
Microsoft Office 12 Sessions
Microsoft Office 12 Sessions %

Delete al records n the log

Hinh 6.16: X6a nhing théng tin trong Event Viewer.
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II1. X6a diu vét trong trinh duyét Internet
Explorer

Hau hét céc trinh duyét thong dung hién nay déu hé trg Cookies va
History, tuy nhién ciing chua c6é trinh duy@t nao cé ché& do bao vé nhiing

thong tin ma né thu duge. Chinh vi vay viéc loai bé nhitng dau vét ti cdc
trinh duyét 1a rat don gian.

Trong muc nay chdng té1 sé giéi thiéu vé trinh duyét Internet
Explorer 7.0.

1. X6a Cookies

Dé x6a Cookies do6i v6i trinh duyét Internet Explorer, ban thuc
hién nhu sau:

1. Vao Start > Programs > Internet Explorer dé mé trinh duyét
hodc ban ¢6 thé md trinh duyét ngay trén Desktop.

2. Trén giao dién cta trinh duyét, vao menu Tools > Internet
Opions dé md hop thoai Internet Options (xem hinh 6.17).

Internet Options

_,’ To create home page tabs, type each address on its own line.
. e e e ——- o
i hittp:/fmy. yahoo.com/ 1

[_Use qurrent J [ Use deta\.t_] Use blank
Browsing history — ——— I

G#T Delete temporaty files, history, cookies, saved passwords,
 and web Form information,

| search 2 L _.___ gty 2
|

p Cronge s ks
| Tabs - T ML O LB o8, i 8
|l f 1.-- Chmqe}mwebmﬁuedfplwedh
1' Appearance

(cgors ) [Cronguages ] [ Foms | [ Accessbiey |

Hinh 6.17: Hop thoai Internet Options.
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3. Tai hop thoai Internet Options, ban nh4p nit Delete dé mg hép
thoai Delete Brower History. Tiép theo, tai muc Cookies, nhap
niit Delete Cookies dé€ xéa.

Sau khi nhép niit Delete, chuong trinh yéu cdu xdc nhén théng tin,
nhdp Yes dé€ thyc hién. Ban ciing ¢6 thé xéa nhimg théng tin khdc nhu:

Temporary Internet files, History, Form data, Password tir hop thoai nay
(xem hinh 6.18).

Delete Browsing History

Temporary Internet Files
Copies of webpages, images, and media that
are saved for faster viewing.

Cookies

Files stored on your computer by websites to
save preferences such as login information, |

L X6a Cookies &

Formdata ;

Sevediformoﬁmdwtyoufuwtyped_m

forms. a :

Passwords that are automatically filed in when
you log on to a website you've previously }

visited, : :
fbout deleting browsing history | Deleteal... | [ close |

Hinh 6.18: Xéa Cookies.
2. X6a History

1. Vao Start > Programs > Internet Explorer dé€ mé trinh duyét
ho#c ban ¢6 thé mé ngay trinh duyét nay trén Desktop.

2. Tai clta s8 trinh duyét, nhdn t8 hgp phim Ctrl + H d& md cita sd
History.

Sau khi nhan t8 hgp phim Ctrl + H, mét cita sé nhé hién thi va
duge tich hgp vao bén tréi cia cia sé trinh duyat. Nhing trang ma ban
da viéng tham duge hién trong cita sé nay. Céc lién két nay duge sip xép
theo ngay, tudn, va thdng (xem hinh 6.19).

3. Tiép theo, nhap phai chudt vao lién két muén x6a, sau d6 chon
Delete.
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Sau khi chon Delete, chuong trinh yéu cdu ban xdc nhén lai théng
tin, néu déng ¥ x6a, ban chon Yes dé thuc hién. Danh sdch History dugc
t8 chic thanh ting nhém. M&i nhém tuong dng véi thoi gian (tinh bing
ngay) ma ban viéng tham.

Hudéng din thém:

Ban c6 thé truy c4ap History biing cdch nhap vao niit ¢6 biéu tugng
hinh ngdi sao & bén géc trdi cGa man hinh, du6i menu File cta trinh
duyét.

_' Monday

13, Sigh (www.Sigh.com)

@ dvpub (dvpub.vn)

i a google (www,google.com.vn)

&, insider.msg.yahoo (insider.msg.yahoo.com)
%)) messenger.yahoo (messenger.yahoo.com)
Q My Computer

@ quantrimang (www.quantrimang. cc[m)

@ vietduc (www.vietduc.org)

ﬁ‘, vietnamilab (vietnamlab,com)

{5, minhkhai (www.minhkhai.com.vn)

£, hvaonline (www.hvaonline.net)

@ vietshield (vietshield.com)

3, thethao (thethao.com)

ﬂ tuoitre (www . tuoitre.com.vn) 1
&), ttvnonline (ttvnonline.net)

£, searchportal.information (searchportal.infor. ..
@ ttvnonline (ttvnonline.com)

£, nxbthongke (nxbthongke.com.vn)

% nxbtre (nxbtre.com.vn)

), pcworld (www.peworld.com.vn)

£}, webproxy (webproxy.vnn.vn)

3, vietnamworks (www.vietnamworks.com)

¥ www26.24h (www26.24h.com.vn)

Hinh 6.19: History cia trinh duyét Internet Explorer.

IV. X6a diu vét trong trinh duyét Mozilla Firefox

Mozilla Firefox la trinh duyét 16n, hién nay trén thé giéi né chiém
khodng 8,6 thi phan, ddy la trinh duyét duge gi6i chuyén mén danh gia
rdt cao. Va t4t nhién 1a trinh duyét nay ciing hé trg Cookies va nhiéu
thong tin theo doi khdc. Nhimg théng tin ndy mét mat ciing hd trg rat
tét ddi v6i ngudi dung, nhung mit khéc ciing tao ra nhidu van dé ric réi
néu ta khéng biét quan ly né.
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Trong muc nay giéi thiéu dén cdc ban phuong phdp x6a dau vét
trén trinh duyét Mozilla Firefox 3.0, ddy la phién bédn mdi nhat c6 tén la
Minefield.

1. X6a Cookies

Dé x6a Cookies trén trinh duyét Minefied, ban thuc hién nhu sau:

1. Vao Start > Programs > Minefield > Minefield dé mé trinh
duyét.

2. Tai clta sd trinh duyét, vao menu Tools > Options dé mé hop
thoai Options, sau d6 nhap chon vao thé Privacy. Tai thé nay,
ban bé chon ¢ cdc muc sau:

¢ Remember visited page for the last: nhé trang da viéng thim
trong vong (sd ngay).

¢ Remember what I enter the forms and the search bar: nhég
nhimg gi ma ban da nhép vao trong form va thanh tim kiém.

¢ Remember what I've downloaded: nhé nhitng gi ma ban da
Download.

¢ Accept Cookies from sites: truy cdp Cookies tir cdc trang (xem
hinh 6.20).

N e W
{ JLJ Remember visited pages for thelast | 5 | days. |

] Ruemember what T enter in forms and the search bar

Lo J[comel J[ 1o ]

'Hinh 6.20: Nhitng thiét lp trong thé Privacy.
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3. Nhép nit Show Cookies dé mé hop thoai Cookies, tiép theo,
nhédp nit Remove All Cookies (xem hinh 6.21).

Ban ciing c6 th€ nhép nit Clear Now dé x6a Cookies ngay tai hop
thoai Options trong thé Privacy.

Nhu vay téi day ta da hoan toan loai bé duge Cookies trong trinh
duyét Mozilla Minefield.

" Cookies N [=/E3]

The following cookles are stored on your computer:

A O .‘.v_-\w,;.w‘..__.4@..§m‘“m.M»M..mu..ﬂ..-w__._'
& {23c.comvn : ; . ﬁ
[# [ ad.yieldnanager.com s

# {7ad2.pl.mediainter.net
[# {3 angelfire.com
= t_,}apmebf com _@5

r %30 i

Nam J..: ook sslrcrr-d =

| ted:
] : m cooke & ,eSa-:rnd'» : £
| Send For: <ra cockic seletted> BRI A
%L Expires: - <na coclde seletieds

Hinh 6.21: Loai bé Cookies trong trinh duyét Minefield.
2. Loai bo History

1. Vao Start > Programs > Minefield > Minefield dé md trinh
duyét.

2. Tai elfa s trinh duyét, nhén t8 hgp phim Ctrl + H dé mé cira s
History.

Sau khi nhan t8 hgp phim Ctrl + H, mét ctta s8 nhé duge tich hop
vao phia bén tréi cla trinh duyét, hién thi danh séch cdc lién két dén céc
Websites ma ban da viéng tham.

3. Nhap phai chudt vao lien két muén x6a, tiép theo chon Delete
(xem hinh 6.22).

Huéng din thém:

Ban c6 thé xem nhitng thong tin History ngay & giao dién chinh cia
chuong trinh. D& thuc hién, vao menu History. Tuy nhién, muc nay chi cho
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phép xem théng tin duge ghi lai, né khong cho phép thao tdc trén né. Tic la
ban khong thé copy, edit, hay delete duge History trong menu nay.

Ban chi nén x6a nhimg History c4n thiét, didu nay c6 nghia la, chi
nén x6a nhimg d4u vét ma ban tao ra. Khéng nén x6a nhimg muc khéc,
vi nhu vy s& vo tinh tao thém d&u vét méi.

Search: | N .. |
_'Ei_EﬁToday '

[ (no title)

= [ (no title)

[ " Internet Temporary file" - Tim véi Google

"gastrinh duwat thooo diiea - Ties vt Google

Open in a New Window
. OpeninaNew Tab

Bookmark This Link...
©  Copy

[ "history cia may tinh" - Tim véi Google [w
o L “mot so trinh duyet thong dung” - Tim véi Google i
E‘i "tim higu history" - Tim véi Google R
= [ "tim hieu ve cookies" - Tim véi Google
+ [ "tim hieu ve history” - Tim véf Google
=3 "tim higu v& history" - Tim vét Google
[ ::Minh Khai Book Store
- [ cai dat Sock daily (Proxy) cho cac trinh duyét - B.
i LI Computer history, Chronology of Computer, Histc
! 3 Cong nghe - Cuoc chien trinh duyet mobile bung r
- Lok define:"history computer” - Tim véi Google
13 define:history - Tim vdi Google
+ [ Download GreenBrowser 4.3.1011 - Free multiple
¢ [} pownload Netscape Navigator 9.0.0.3 - A brand
i [} Download Opera Web Browser
0 Gery.pl - Pliki
- [ et Ready To Flock | Flock

=1 1 y

|

Hinh 6.22: X6a ddu vét trong History.

V. Xéa dau vét trong trinh duyét Netscape
Navigator
Day la trinh duyét 16n, da c6 tuong dsi sém va 1a trinh duyét dau tién

st dung Cookies. Muc nay gi6i thidu dén ban cdc phuong phép xéa dau vét
trén trinh duyét Netscapse Navigator 9.0.0.3. DPdiy la phién ban méi nhat.
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1. Xo6a Cookies

Ciing tuong tu nhu cdc trinh duyét khéc, dé x6a Cookies va loai bo

cdc thong tin trong thé Privacy, ban thuc hién nhu sau:

1.

Vao Start > Programs > Netscape Navigator > Netscape
Navigator dé mé trinh duyét.

Tai clta s6 trinh duyét, vao menu Tools > Options d&é mé hop
thoai Options, sau d6 nhdp chon vao thé Privacy. Tai thé nay,
ban bé chon & cdc muc sau:

Remember visited page for the last: nhé trang da viéng tham
trong vong (sé ngay),

Remember what I enter the forms and the search bar: nhég
nhimg gi ma tdi da nhap vao trong form va thanh tim kiém.

Remember what I've downloaded: nhé nhimg gi ma téi da
Download.

Accept Cookies from sites: truy cdp Cookies tif cdc trang (xem
hinh 6.23).

i emember yisked pages for the last™ | © | days. |
: b Rmbuwh&lﬂarh{muﬁdﬂsmhl !

I [ Always clear my private data when I closSgER €
' Ask me before dearing private data

Hinh 6.23: Nhing thiét ldp trong thé Privacy.

3. Nhédp nit Show Cookies, dé md hop thoai Cookies, tiép theo

nhép nit Remove All Cookies dé loai bé t4t ca cdc Cookies dugc
luu (xem hinh 6.24).
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2 Cookies

The following cookies are stored on your computer:
& [ y207.net : -
# [3ads.pointrol.com &=

F [ stwola,com
(% [ bl11 9w, bhut 19.mall live.com

HL T

Hinh 6.24: Loai b6 Cookies khéi Netscape Navigator
2. Xé6a History

DE loai bé History khéi trinh duyét Netscape Navigator, ban thuc
hién nhu sau:

1. Vao Start > Programs > Netscape Navigator > Netscape
Navigator dé md trinh duyét.

2. Tai clta s trinh duyét, ban nhén t8 hgp phim Ctrl + H dé mé cia
s History.

Sau khi ban nhédn t8 hgp phim Ctrl + H, chuong trinh hién thi mét
cita s nhé duge tich hgp ngay bén trii cta trinh duyét.

3. Nhap phéi chudt vao lién két ma ban muén x6a, sau dé chon
Delete dé x6a (xem hinh 6.25).

I-h!_ltury
e

[} "download Flock browser" -_.. |
[} "download trinh duyst Floc . |
i~ W “maot so trinh duy

R

|4 AOL.com - Netscape f

|-} download, flock, browser .... |

|_i Download: Flock - PC-WELT |
|} Flock - The Social Web Bro... |
|} Get Ready To Flock | Flock |

[ Get Ready To Flock | Flock |

L} Google |
- |3 hotmail.com

[ son1n

1 wWindows Live Hatmail

L] post.srf

|} TGYT - Trinh duygt buong t

L] Welcome Lo Netscape Navi... |

Hinh 6.25: Xéa History cua Netscape Navigator.
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VI. X6a dau vét trong trinh duyét Safari

Safari 1a trinh duyét Web cla céng ty Apple, la trinh duyét tuong
d6i manh. Hién nay, Apple cung cdp trinh duyét nay véi phién bin méi
nhét 1a 3.0.3 (522.15.5). Safari duge céc chuyén gia ddnh gid 1a trinh
duyét manh, kha nang lut web nhanh hon ca Internet Explorer va
Mozila Firefox. Pay 1a trinh duyét duge Apple cung cdp cho hé diéu hanh
Macintosh. Vi 1a trinh duyét manh nén né ciing hd trg Cookies. Muc nay
gi6i thiéu dén ban phuong phdp loai bé Cookies va History tir Safari.

1. Loai b6 Cookies
D& loai b Cookies trong trinh duyét Safari, ban thuc hién nhu sau:
1. Vao Start > Programs > Safari dé mé trinh duyét.

2. Tai giao dién chinh cta trinh duyét. Vao menu Edit >
Preferences hoic nhan t8 hop phim Ctrl + +, (nhén giif phim
Ctrl, nhén tiép phim d4u cong (+) va phim ddu phdy (,)) dé mé
hop thoai General (xem hinh 6.26).

@ wm[Z S

Gtmul Appearance lo_ﬂ.mvka Tabs RSS  Autofill Security Advanced

Default Web Browser: | @ Minefieid : B
Default Search Engine: .‘r_(_‘,;ag{e"__'“‘”'_'__‘*““ ___B

Set to Current Page -
i R
Save downloaded files to; | Desktop )
Remove download list items: !..__. fly . _S

Open links from applications: ® in a new window

7 in a new tab in the current window
This applies to links from mail, etc.

®
Hinh 6.26: Hop thoai General cia trinh duyét Safari.

3. Tai hop thoai General, nhap chon thé Security, tiép theo, ban
nhap vao nit Show Cookies dé hién thi hop thoai Cookies (xem
hinh 6.27).
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T r

UH ewmZ g g

| General Appearance Bookmarks T_a_l:js RSS  Autofill ,StcurllwAdvanced

Web Content: e Enable plug-ins
4 Enable Java
E Enable JavaScript
# Block pop-up windows

Accept Cookies: @ Always
O Never

@

Hinh 6.27: Hién thi Cookies.

4. Tai hop thoai Cookies, nhdp nit Remove All dé loai bé tat ca
Cookies.

5. Khi két thic ban nhap niit Done dé hoan thanh.

Ban c6 thé nhap vao nhimg thong tin cin tim trong muc Search,
sau d6 nhap nit Remove d€ loai bé di nhimg Cookies thuc su can thiét.
Nhiing muc khéc khéng lién quan ban nén dé lai.

2. Xé6a History
DPé loai bd History trong trinh duyét Safari ban thuc hién nhu sau:
1. Vao Start > Programs > Safari d€ mé trinh duyét.

2. Tai giao dién chinh cta trinh duyét, vao menu History > Show
All History.

Lic nay, trinh duyét hién thi thém mét cita s§ nhd duge tich hgp
vao bén trédi cGa trinh duyét.

3. Tai danh sich céc lién két, ban nhap phdi chudt vao lién két
mudn x6a va chon Delete (xem hinh 6.28).
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- uraca E-
::1 Bookmarks Menu
S Bonjour

It Quiin Tri Mng: Blo_o WA
€} Technology m  Open
& TheNew York  Open in New Window

&3 All RSS Feeds

3 News s NPR : Nationa  Open in New Tab

¥ Mac ox CNN.com - Br - ww.cnn.com/

A Kids news.bbe.co.uk/

i Sports S www.washi Int/asection/index.xmi
[ Emertainment hrtp:/ fwww.googie.com.vn/

{3 Shopping http: | fwww.google.com/

i Travel

00.com http:f/us.f314.mailya... L&YY =427308ySbeta=yes [i 1

¥ Tools and Reference oo.com hitp://mail.yahoo.com/

[ Other... ‘ htps:/ flogin.yahoo.com/
{7 Imported IE Favorites https. / fiogin.yahoo.com/config flogin? 1
id Imported Netscape/Mo: ) File Manager http:/ fwww. freewebtown.c...munity/ftp_filelist.ohp |1 11

@ Welcome to FreeWebT. . eftising required! hitp:/ /wwiw.freewebtown.._m/community/login.php i |
A FreeWebTown - Free . with free hosting.  hitp:/ Jwww._freewebtown.com ]
A (no title) https:/ /login.live.com/ . srf?id=28&bk=1194408277 (&
htrps:/ flogin.live.com/. .srffid=28bk= 1194408215 i

. hotmail.com

Hinh 6.28: X6a History cua Safari.

Trong danh sdch cdc lién két duge hién thi, ban nhap chon vao
timg lién két muén x6a va chon Delete.

VII. X6a ddau vét trong trinh duyét Flock

Trinh duyét Flock duge xdy dung dua trén nén ciia Mozilla Firefox,
hién nay phién bidn méi nhat cia né la 1.0. Pay la trinh duyét cé giao
dién tuong ddi dep mit va chdc ning cla né ciing tuong tu nhu Mozilla
Firefox. Vi dugc xdy dung dua trén nén Firefox nén cdch quan ly Cookies
va History ciing tuong ty nén ban c6 thé 4p dung cdch xé6a Cookies va
History tuong tu nhu déi vé6i trinh duyét Firefox.

VIIIL Xé6a diu vét trong trinh duyét Green
Browser

Green Browser la trinh duyét cho hé diéu hanh da nhiém, né dugc
phét trién dua trén nén cia Internet Explorer (IE), nhung c6 nhiéu chic

niang hon IE. Hién nay phién bdn méi nhat clia trinh duyét nay la
4.3.1011.
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Muc nay gidi thiéu dén ban cdch x6éa ddu vét khi truy cap Internet
bing trinh duyét nay.

1. Loai b6 Cookies

Dé loai bé Cookies cta trinh duyét Green Browser, ban thuc hién
nhu sau:

1. Vao Start > Programs > GreenBrowser > GreenBrowser dé
md trinh duyét.

2. Tai giao dién chinh cta trinh duyét, vao menu Tools > Internet
Options dé mé hop thoai Internet Options (xem hinh 6.32).

Internet Options EIS(_-E

General [Securky | PwncomcomwnsPwoams_nﬂmgﬁ

{ Home page
| /3 To create home page tabs, type each address on its own line.

&Eb:jjmy .yaﬁoo.corﬁj g |

| [ _usedefaut ][ useblank |

Browsing history

| gi =, Delete temporary files, history, cookies, saved passwords,
i ¥ 7 ) and web Form information,

[ pelete.. [ settings |

| Smagprbd T o B

SF\; Change search defaults.

Tabs il 81 WESS 04 Bl ON HUD JEID 0 ARG (IS0
Change how webpages are displayed in
tabs.

% Mpe&rance i e e B B e < e ' o . e Al At 1525

| i

[ Cglors_ ][ Languages ]( Fonts ][ Accessibility ]

[ OK ][ .Cancel ] ,,_L' 5

Hinh 6.32: Hép thoai Internet Options.

3. Tai hop thoai Internet Options, nh4p nit Delete dé md& hop thoai
Delete Browser History, tai hop thoai nay, ban nhdp niit

Delete Cookies dé x6a, sau d6 nhdp niit Close dé hoan thanh
(xem hinh 6.33).
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Delete Browsing History

meirltmtm

arusavudfnrfuterm

Cookies } ; T
Files stored on your computer by websites to |
save preferences such as login information,

Passwords

Pesmacras hat e bt B b

you log on to a website you've previously

visited.

deleti ing hi [ eleteat.. || cose |

Hinh 6.33: Xé6a Cookies tu trinh duyét.
2. X6a History

Dé xé6a History tir trinh duyét Green Browser, ban thuc hién nhu
sau:

1. Vao Start > Programs > GreenBrowser > GreenBrowser dé
md trinh duyét.

2. Tiép theo, ban thuc hién tuong tu nhu déi véi trinh duyét Internet
Explorer.

IX. X6a dau vét trong trinh duyét Opera

Pay la trinh duyét tuong déi théng dung va manh mé trong viéc
duyét Web, hién nay Opera di c6 phién ban méi d6 1a 9.24. Ngoai chiec
ning duyét web théng thudng, Opera con hd trg download du6i dang
torrent. '

Muc nay gi6i thiéu cing cdc ban phuong phédp x6a dau vét trong
trinh duyét Opera Version 9.24.

1. Xéa Cookies

Dé x6a Cookies trong trinh duyét Opera, ban thuc hién theo cdc
budc sau:

1. Vao Start > Programs > Opera dé mé trinh duyét.
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2. Tai giao dién chinh ctGa trinh duyét, ban vao menu Tools >
Preferences dé md hop thoai Preferences (xem hinh 6.34).

Preferences

Continue fror last bime

http:{fportal.opera.com

Choose how you prefer to handle pop-ups

Select your preferred language for Opera and Web pages
A O NI I

Hinh 6.34: Hop thogi Preferences.

3. Tai hop thoai Preferences, chon thé Advanced, tiép theo trong
thé nay tai 6 bén trdi, nhdp vao muc Cookies (xem hinh 6.35).

Preferences

Cookies are small files stored on your computer, They allow Web sites
to remember you betwesn visks,

Hinh 6.35: Thé Advanced trong hop thoai Preferences.
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4. Tiép theo, nhdp nit Manage Cookies dé md hop thoai Server
manager, sau d6 nhdp chon Cookies muén x6a va nh4p nit
Delete dé x6a.

Ban ciing c6 thé sita lai Cookies bing cdch nhdp chon Cookies, sau
d6 nhédp nit Edit d€ sita. Ngoai ra ban c6 thé tim ki€ém nhimg théng tin
cin x6a, biing cdch nhap vao hdp tim, ti€p theo nhan Enter dé€ tim (xem
hinh 6.36).

Server manager

I et
i qooqle‘com.vn

| &P my.opera.com

[} community __support_check: 1
| * £2 yahoo.com

I {3 B: 6emrah93j04pesb=>38s=2f

Hinh 6.36: Xda Cookies trong trinh duyét Opera.
2. X6a History

Dé x6a History clia trinh duyét Opera, ban thuc hién theo cdc buée
sau:

1. Vao Start > Programs > Opera dé mé trinh duyét.

2. Tai giao dién chinh cia trinh duyét, ban vao menu Tools >
History ho#c nhdn t6 hop phim Ctrl + Alt + H dé mé cia sé
History.

Sau khi nhan td hgp phim Ctrl + Alt + H, né sé& hién thi History
trén mot thé méi.

3. Tiép theo, ban nhdp phai chudt vao lién két muén xéa va chon
Delete dé x6a (xem hinh 6.37).
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&

_."iNauld:

[ ]

Hinh 6.37: X6a History trong trinh duyét Opera.

Nhu vdy dén day ta da hoan thanh viéc x6a nhilng dau vét co ban
trong mdy tinh va mét sé trinh duyét théng dung. Ngoai ra ban con phai
xem va sita mot s6 ndi dung trong cédc tap tin .log dugc hé diéu hanh tu
dong ghi lai trong Windows.

. Hon nita déi véi cée (ng dung khéc nhau, s& ¢6 nhimg phuong phap
x6a ddu vét khac nhau. Tdy chuong trinh cu thé ma ban tim hidu xem
nhimg théng tin chuong trinh tu dong ghi lai ndm & vi tri ndo trong may
tinh, tit d6 c6 nhimg phuong phap khic phuc va x6a nhanh ddu vét thich
hop.
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E-mail; mk.book@minhkhai.com.vn — Website: www.minhkhai.com.vn

Tdong phit hanh

Nha sdch Minh Khai: 249 Nguyén Thi Minh Khai - Quin 1 - TP.HCM
DT: (08} 9.250.520 - 9.250.591 - Fax: (08) 9.257.837
Nha sach Minh Chaw: Nha 30 - Ngo 22 - Ta Quang Biu - Bach Khoa - Ha Nji
DT: (04) 8.692.785 - Fax: (04) 8.683.995
Dai 1y cdc khu vye
Nha sdch Huy Hoang: 95 Nui Tritc - Kim M4 - Ba Dinh - Ha N&i
DT: (04) 7.365.859
> Cty cd phdn sdch thidt bj trudng hoc Pa Néng: 78 Bach Diing - Pa Ndng
BT: 0511.837100 _
Nha sdch Chénh Tri: 116A Nguy&n Chi Thanh - Da Ning
PT: 0511.820129
% Cty phét haqh sdch Khanh Hba:
» Nha s4ch Ponagar: 73 Thing Nh4t - Nha Trang - Khdnh Hoa
DT: 058.822636
» Siéu thi sdch Tan Tién - 11 L& Thanh Phuong - Nha Trang - Khdnh Hoa
DT: 058.827303
<+ Nha sdch Nam Hién: 79/6 Xa Viét Nghé Tinh - TP.Cin Tho
DT: 071. 821668
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In 1.000 cudn (k¢m CD bai tap), khé 16 x 24 cm,
tai Xi nghiép in Machinco - 56 21 Bui Thi Xuén, Q.1, TP HCM.

S6 ding ky k& hoach xuAt ban: 47-2008/CXB/93-236/LDXH
M4 s 2':”.;21_326 - Quyét dinh xust ban s8 09/QD-NXBLDXH ngay 17/1/2008

In xong va ndp luu chidu Quy II nAm 2008,



& phudng phap phuc héi
an toan dii liéu

i3

e Gioi thieu mot sé sach da xuét ban:

macromedia

£ Fiashs [tap 1, 2] :@ Tu hoc 3DS MAX
€ Sremmweavers o— 22 « Windows Vista s 1,2]
~ B : ; Huéng dén st dung INTERNET
@ Ltp rinh Actonseript cho FLASH @& Huong din su dung e
'j Thiét k¢ TRO CHOI véi FLASH . INTERNET cho moi nha

AUTODESK Ly thuyet COSODULIEU tap1,2
G 38SMAxs 8 e 2t
[ of J -t R B souserver2005 s
E3 Thietkewebvor }avaScrlpt&DﬁM. 8 CTEFTITD 5 s véo mic {p1,2]
N i ek it ] SQLServer2005m

5 o gle mpt2

© Thiet ké khung wong cho hogt cinh bt Qe e

Phan tich thish ke i
Phudng phap £ ar

FTuyén t4p THO THUAT JAmScﬁzp;*
[tap 1,2},

@ TUHOC THIET K& CIDkh N1, 2]

. Thiét k& Game trong 3035 MAX

A\
]

HOCTHIETKE WER bing hinhminh hoa
o tapt, 2]

BLOG cho moi nguoi: 1. 2)

N2

GIAG TRINH CHUNG CHI B TIN HOC
Micrasoft Access 2003 [tap 1, 2]
V4

Thiét k& 3D trong FLASH p1,2]
Gid: 49.000 d

NN

50871501091
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