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Loi néi dau

Trong chiutong trinh ddo tao k¥ su, cir nhdn chuyén nganh vé Cong nghé
Théng tin (CNTT} va Tin hoc cdc kién thitc co 56 vé hé diéu hanh cd vai tro rdt
quan trong. D€ cd nhitng hiéu biét k¥ ludng cac ddc trung co bdn va cdc nguyén Iy
xdy dung hé diéu hanh cho mdy tinh dién tiZ, cdc sinh vién CNTT phdi tim 1i sdng
tao nhitng bi dn bén trong cdc hé didu hanh da cé trén thi triudmg. Bén canh cdc hé
diéu hanh truyén théng nhu Windows/WindowNT va UNIX, Linux dugc ddnh gid
{d mot hé diéu hankh c6 nhiéu trién vong.

Linux Ia mot hé diéu hanh ho UNIX midn phi ding cho mdy tinh cd nhin
dung diugc su dung réng rdi hién nay. Dugc viét vao ndm 1991 bdi Linus Tovard,
hé diéu hanh Linux dd thu duoc nhiing thanh céng nhdt dinh. Hién nay, Linux ngdy
cdang phdt trién, duge dinh gid cao va thu hiit nhidu sw quan tém cda cdc nha tin
hoc.

La mot hé diéu hanh da nhiém, da ngudi diung, Linux cé thé chay duoc trén
nhiéu nén phdn cing khde nhau. Linux hé trg chudn POSIX, tic la hodn toan tiong
thich véi cdc hé UNIX khde. Vi tinh ndng 6n dinh va mém déo, Linux dang ddn
dwoc siw ding nhidu trén cde may chii ciing nhu mdy tram trong cdc mang mdy tinh.
Linux con cho phép dé dang thuc hién viéc tich hop né véi cdc hé diéu hanh khde
trong mdt mang mdy tinh nhu Windows, Novell, Apple... Ngodi ra, voi tinh ndng
md nguén md, hé diéu hanh nay con cho phép khd ndng tuy bién cao, thich hop cho
cde nhu cdu s dung cu thé.

Ciing nhu cac hé Unix khdc, viéc qudn tri hé thong Linux néi chung la mot
vige ton khd nhidu cong suc. Cong viéc nay khong nhitng doi hoi sw hiéu biét vé hé
théng, vé mang mdy tinh md con doi hdi diwe tinh cdn thdn, kién tri, ddu éc 168 chin
cua rgudi qudn tri.

Trong nhitng nam gdn day, hé diéu hank Linux tang buoc da dvoc dua vio
st dung tai Viet Nam. Nhiéu 16 chite, cong ty va cde du dn tin hoc di chon Linux
fa moi truomg dé phat trién cdc img dung cida minh. Chinh vi thé nhu cdu tim hiéu
hé diéx hanh ndy dung tré nén rdt lon. DE ddp img phdn nao véu cdu néu trén,
chiing '6i dd cho ra ddi ho sdch gém 3 cuén : “Nhdp mon hé diéu hanh Linux”,

“Qudr tri hé thong Linux” va “Bén trong nhdn hé diéu hanh Linux’. Bé sdch
dugc kén soan dya trén nhiing kinh nghi¢m tich lug ban ddu cia chiing téi trong
qud tinh thie hién di dn “Xdy dung hé théng tinh todn hisu ndng cao” (trong



khudn khé Chuong trink Quéc gia vé CNTT, nay la Chuwong trinh Kinh ¢ Ky
thudat vé CNTT), trong dé hé diéu hanh Linux duge sit dung nhy hé diéu hanh
mang vai nhiéu mdy tinh dige két chim véi nhau nhdm phuc vu cho viéc gidi quyét
o bai todn o lon,

Cuon sdch “Qudn tri hé thong Linux” ndv duwoc chia lam 5 phdn:

Chuong [. Bdt ddau vioi hé thong Linux, trong dé gidi thiéu mét s6 vén dé
cor bdn trong qudn tri hé thdng Linux nhu qua trinh khdi dong va két thic hé thong,
win dé phdn quvén trong Unix, qudn Iy ngudi sit dung.

Chuong I1. Qudn Iy tai nguyén, dé cdp dén cdc vdn dé qudn Iy viéc sit dung
1ai nguyén cua hé théng nhu mdy in, cdc thiét bi luu tri¥, cdc tién trinh. DPdng thoi
ciing gidi thiéu cde chuong trink Idp lich dé thuc hién e dong hod viéc qudn tri hé
thong.

Chuong 111, Qudn Iy cdu hinh mang, gidi thiéu cdc vdn dé co bdn trong
vide ldp cdu hink cho mang mdy tinh sw dung Linux. Bao gém cdc vdn dé nhu
mung mdy tinh su dung giao thiee TCPIIP, hé thong tén mién, viéc thiét Igp va qudn
mang edu hink cho mang TCPHP.

Chuong IV. Quan Iy dich va mang, dé cdp dén viéc si dung, thiét lip va
qudn Iv cde dich vie mang duge cung cdp trong moi truomg Linux nhu dich vy tén
mién DNS, dich v hé thong 1ép mang NFS, hé thong tin mang NIS va viéc tich hop
Linux voi mang Windows sit dung Samba.,

Chuong V. Khai thdc Shell va Kernel, gidi thiéu vé cdc trinh thong dich
lénh (shell) ciu Linux va viée Idp trinh trén shell. Dong thoi ciung gidi thiéu viéc
qudn ly, thav d6i hav nang edp hat nhdn ciia Linux.

Trong qud trinh bién soan, chiing t6i d@ hét suc o6 gdng, song khéng trdnh
Lhoi nhitag sai sét. Rat mong nhdn duge nhitng ¥ kién dong gép va nhdan xét cha
déc gid dé cé thé hoan thién cubn sdch trong nhing lan xudt bdn tiép theo. Moi ¥
kidn déng gép xin gibi vé:

Nguvén Thanh Thuy
Khoa Cong nghé Thong tin, Trudng Dai hoc Bdach khoa Ha Noi
Tel 8696 124, email: thuym@it-hut eduvn

Dé cudn sdch sém ra mdt ban doc, chiing t6i dd nhdn dugc nhiéu dong vién
qu¥ bdu ciie Ban chu nhiém Chuong trinh Kinh té Ky thudt vé CNTT, Bar Gigm
hiéu truong Pai hoc Bdch khoa Ha néi, va nhitng déng gop vé chuyén mon cia cde
Gido su, Thdy c6 gido trong Khoa Céng nghé Théng tin. Ching 161 xin chdnthanh
com on nhitg sy gip dd hiéu qud do.

Cie tic gid
Ha noi, Thu 2000



Loi twa cho ldn tdi bdn thir nhdt

K& tix ldn xudt bdn ddu tién nim 2000dén nay, cudn sdch cia ching t6i luon
luon nhan dicge sy quan tam, nhiét tinh déng gép ciia déng ddo cdc Thdy Cé, cde
Chuyén gia, ciing nhu cdc ban sinh vién tgi cdc khoa Céong nghé Thong tin, cdc
khoa chuyén mon cé lién quan tai cdc truomg dai hoc, cao ddng trong cd nudc.
Chiing toi xin trdn trong cdm on sw dgng vién quy bdu cia ban doc dong ddo gdn xa.

Trong ldn 1di bdn c6 chinh Iy b6 sung ndy, chiing 16i gicn thiéu thém véi ban doc
mot s script tién ich thuong dige ding trong viéc qudn tri hé théng. Day la script
khdi tao cdc dich vy phd bién cho mét mdy tinh ciing nhit cdc mdy chil. Céc dich vu
ndy bao gom cd dich vy ngudi ding nhu dich vu mdy chii Web, mdy chi hou trit
FTP va dich vu hé thong nhu dich vu syslog dé ghi nhat ky hoat déng ciia hé thong.
Chiing t6i mudn nhdn manh khd ndng vugt tri ciia script trong céng viée quadn tri
hé théng.

Trong nhitmg ndm gdn ddy, cing voi xu thé' tim hiéu va phdt trién cdc ing dung
theo tiép cdn ngudn md, trong dé HDH LINUX duoc coi 1a mot san phdm dién
hinh, nhiéu 16 chitc, cong ty va cdc du dn tin hoc dd chon Linux 1a méi triong dé
phdt trién cdc img dung cita minh. Nhiéu khoa C 6ng nghé théng tin va khoa chuyén
mon cé lién quan dén cong nghé thong tin dd chinh thic dua viée gidng day HDH
LINUX vao chuong trinh ddo tao. Chiing 16i hy vong sé som gici thiéu véi ban doc
cdc cudn sdch “Bén trong nhdn hé diéu hanh Linux” va “Lap trinh LINUX” trong
thoi gian sém nhdt.

Trong qud trinh bién sogn, chiing 161 dd hét siic ¢ gdng, song khong trénh khoi
nhiing sai s6t. Rdt mong nhdn dugc nhiing  kién déng gop va nhan xét cia dic gic
dé c6 thé hodn thién cubn sdch trong nhimg ldn xudt bdn tiép theo. Moi y kién dong
86p xin gii vé:

Nguyén Thanh Thuy, Khoa Céng nghé Thong tin
Truomg Dai hoc Bdch khoa Ha néi
Tel (04)8.696.124, Email: thuynt@it-hut.edu.vn

Chiing 16i xin chan thanh cdm on sy gitip 4 hi¢u qud ciia Chuong trinh Kink t&
K thugt vé CNIT (B KHCN), Ban Gidm hiéu truong Dai hoc Bdch khoa Ha néi
va nhiing dong gdp vé chuyén mén ciia cée Gido su, Thdy c6 gido trong Khoa Céng
nghé Théng tin.

Céc tdc gid
Ha noi, xudn 2005
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M& daun

LINUX VA QUAN TRI HE THONG LINUX

I. Téng quan vé hé diéu hanh Linux

Linux 1 h¢ didu hanh thu hat duge nhico su chi ¥ cia gidi tin hge trong
vimg v nim 1Y lal day. Ngay t khi xuft hién, anh huong ctia a6 da lan rdng
nhanh chéng v due bict 15 nhe mot h¢ dién hanh UNIX - ¢ mi nguon ma.
Thanh cong clia Linux xudi phat fir cd & [am lai mt frong nhimg hé diéu hinh lau
didi nhit vit hién viin dang dirae sir dung rong rai, ¢ 12 hé dicu hinh UNIX. Linux

hao gom i cde cong nghd cii v mai.

Nhin tir g do k¥ thuat, Linux chi } mOt nhan hé diéu hinh, hd uy day da
cdie phue vu co hin vé quin 1y tién tiinh, bo nh do, quin 1y 1¢p va thi€l bi viw ra.
N cdch khie, ban than Linux Ta phin thip nhdt cia h¢ diéu hanh. Hinh 1 dudi
diy cho 1a mot cich nhin (Gng thé vé he thdng Linux,

Tuy nhicn. phin lén nguti ding déu guan niém "Linux” nhuy mot be thong
hoan chinh bao g¢dm nhan he dicu hanh ciing vidi cdc trinh tng dung khic: mot mo
treomg Lim vice v phat tridn ddy dG bao gom tinh dich, cde hé soan thio, giao
dicn 06 hoa, xte 1§ van ban, ... Hign nay, vdi phién bdn Linux RedHat 6.2, Linux di
ey thinh mot he didgu hinh diy du cho thueng mai, pido duc hode nguon dang ca
nhan.

Linux & thé dunse ¢hi di trén mot mdy tinh ¢d nhan vie bi¢n né thanh mot
tram lam vice véi ddy du sie manh ctia UNIX. Linux ¢ thé dirge sir dung v muc
dich thueemg mai (rén moOt mang may tinh nhy mot moi inemg tinh todn va truyén

tin. Trong céc trimg dai hoe, Linux duge st dung d€ giing day vé h¢ di¢u hanh vi
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1ap trinh h¢ diéu hanh. Linux cling ¢6 thé dirge str dung trén cic mdy 1inh cd nhin
£10ng nhu cic hé dide hanh Khic.

Céac chuong trinh
tng dung

Shell

FHat nhan
Linux

Hink 1. Ki&n tric hé didu hinh Linux

Ngou chiic ning tram lam viéc va npudi sir dung dom té, Linux con duoe sir
dung trén cdc mdy chi lén. Linux ngiy cang t6 ra la mot he diéu hanh manh, 6n
dinh vit dit mém déo d¢ chay trén cée he thong véi bo nhd tén va da xi 1y, Linux
duge diing d¢ nai ghép nhidy may tinh véi nhau tao thinh cdc cluster rat manh dé
£l quyct céie nho cdu tinh 10dn hiéu nang cao.

bicu lam cho Linux trd nén khéc biét 1a vice cung cip ma ngudn md cia néd.
Vige nay do mot nhdém chuyén mon phat trién W nguyén trén mang Internet, ho
tracr dGi ma, phét hi¢n va stra 161 nhimg (mg dyng trén Linux trong mot moi truomg
mdy.

Il. Cac nhiém vu quan tri hé théng

Cing nhur vige guan ui he thang néi chung, quan tri he thong Linux & mot
cong vice womg doi phite fap. Cong viée nay ddi hoi s kién nhin, su hidu bidt v
kinh nghiém cia ngudi qudn (ri. Quin tri h¢ théng Linux khong chi dimg lai & vige
cat dat mol may tinh hay mung mady tinh sir dung h¢ didu hanh Linux. Thue chat,
ehng vige nay doi hoi phii 1ap k& hoach, thiét k&€ mot mang méy tinh Linux dé



nhimg ngudi sir dung clia he théng cé thé tién hanh hiéu qua cong viéc cla ho.

Cong viéc cia mot ngudi quan tri hé théng la rit nhidu va da dang, N bao
26m qud trinh cii dat va cdu hinh cdc thiét bi phin cing, cai dat phdn mém, sira d6i
cdu hinh hat nhan, thiét [ap cdc hoat dong cho mang méy tinh, bio mat he thong...
Cac cong viéc nay ddi hoi ngudi quan tri c6 mifc dac quyén cao nhit d6i véi hé
thing ma nhimg ngudi sir dung binh thudmg khic khong c6. Sau day 12 nhimg cong
viée clia ngudi quan o he thong.

1. Quadn Iy nguoi sit dung

Nguoi quan tri he théng 6 nhiém vu cung cfp tai khodn cho ngudi sir dung
mdi mudn lam viée trén h¢ théng, dong thai loai bd c4c tai khodn khéng con hidu
e, Qua trinh thém bt npudni st dung 6 thé duge tién hanh tr dong, nhung vin
¢dn ¢O nhimg Wy chon rigng cdn dua vao nhy tén ngudi ding, vi tf clia thuy muc
nguol ding... trrde khi thém ngudi sic dung mdi.

Khi mdt nguti slr dung khong con truy ¢ip vao hé théng nita, thi khodn
tromg tng phat duge loai khdi hé thdng vi cic 1y do an toan va hanh chinh. Dang
thii cdc t¢p tin md ngudi d6 chifm dung phdi duge xod bd dé giai phéng tai
nguyén cho h¢ thong.

2. Qudn ly cdc thiét bi phdn citng

Khi ¢6 thidt bi phdn ciing méi thém vio, he théng phai duck cfu hinh loi dd
i thé nhan biét va stt dung cdc thiét bi phdn cimg md&i dé. Cong viéc ndy nai
chung la khé phitc tap vi cdc thiét bi phin cimg rat da dang va phong pha, trong khi
d6 viée hd trg phin cimg cia he diéu hanh Linux lai ¢d phdn han ché.

Tuong (v nhur viy khi mot thigt bi phdn ciing bi loai bo, ta ciing phai cidu
hinh lai hé thong d€ tranh céc 16i c6 thé xay ra nhu hé thdng khong khai dong
duge, hay thu hon La bo nhd di cung cdp cho thigt bi d6, nhung khong cin ding
nira.

3. Tién hanh sao leu

Sao ltru ki mot trong nhimg cong viée rit quan trong trong quan tri he thong,
tuy nhién trong thyc & cong viéc nay thudmg bi xem nhe hay bo qua. Day 1a cong
vi¢ge tirmg doi nham chan va t0n thdi gian, song chiing lai v6 cing cén thiét trong
cic hé thong ldn ddi hdi 40 an todn cao vé dit lieu. Cong viéc sao luu thudng duoc
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tién hanh tr dong, «dumg nhiém vy cla ngudi quan tri 1a phai bio dam ring sao heu
duge tién hanh thudng Xuyeén va ding din.

4. Cai dat phdan mém

Khi ¢ nhu ciu sir dung phin mém méi trong he théng, né phai duge cai dat
va ki€m tra lai mot cich ding dén. Khi phin mém da hoat dong 166, ngudi st dung
lirong tng phai duce thong bdo ddy di vé nd. Cai dat phan mém phai duge t6 chife
Khoa hov, cdc ting dung kém theo Linux va céc tng dung ctia ngudi dimg phai dé &
nhimg noi khic nhau, bao dam thuan tién cho viée loai bd phan mém khdi he
thong.

5. Bdo ddm cdc hoat dong thuong ngay

Cd vo vin cic cong viée thudmg ngly khic nhau cin phii duge tién hanh,
hao gdém vige bio dim hoat dong clia hé thdng thu dién tr, theo doi cde lién két
aang hay theo doi viée st dung tai nguyén hé thang nhu dung luong dia...

6. Khdc phuc su cé

H¢ thong Linux ciing nhur ¢de thiél bi phin ciing cha né cd thé bi 151 bt e
lic nao. Khi do, nhi¢m vu clia ngudi quin tri 13 phdi Gim cdch Khic phue hode goi
cho cde chuyén gia néu cin thiét. Thong thuomg, viée tim ra duge nguyén nhan
thiromg kho hen nhiéu so vai vige khic phuc su co.

7. Cap nhdt tai liéu vé hé thong

Mdi h¢ thdng thutmg diroe cdu hinh theo cich riéng cho phit hop vodi hoan
cinh va diéu Kicn s dung. Do d6 ngudi quan tri phdi ghi chép vio i licu it cd
cic vin dé dac trimg cho hé théng mi minh quin 1y, Céc i liéu bao gdm viée mo
td I cde phdn mém dd cai dat, cdu hinh cha h¢ thong, clia mang, cdc hoat dong
hio tri thiét bi phan cimg viL qua trinh sao hn...

8. An toan va bao mdt thong tin

Neutri quin trl phai dé ra mot chinh sdch an 10an va bio mat thong tin, dong
thési thuong xuyén kiém tra xem chinh sdch do of dige 10n trong hay khong. Trong
cdc hé thang an todn cao, cin kiém tra cdc truy cap trdi phép cha ngudn sir dung
hay cdc tray cap bt hgp phap tir beén ngoai hé thang.
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9. Gitp da ngudi sir dung

Miic dir viée gitip dév ngudi sir dung khong duge mo ta nhiéu trong cdc cong
vige cla nguim quan i nhang trong thie 8, diy 1 cong viée chi®m mit phin lon
thon gian trong ngiy cla hg, Ngudi quan tri thuomg bi ngap ddu vdi cdc can hoi
"khan cip” v dily vé quan trong” clia ngud diing, chiing han nhur "Tai sac chuong
trinh ndy ham qua chay 6t thé ma sao hom nay né lai khong chay, hay "Lam sao
miit ban phim Lai bi treo cing the nay"...

10. Theo ddi hoat dong cia nguoi diung hé thiong

Linux cho phép ghi lai cdc hoat dong cla ngudi ding trong hé (héing nhu
vice sir dyng CPU, mdy in hay cdc fii nguyén khdc. Hiu hét tram lam vige déu
khong thue hién cong viée niy, song trong nhiéu trudmg hop né lai rat co {ch.
Chiing han vi¢e ngan ciin cdc truy cip trai phép hay vice truy tim nhimg tin tac di
Xam nhap h¢ thong. Trong mdt 6 trudng hop, ngudi ding s& duge cung cip mot
han t6ng két vice sit dung hé thong clia ho vao dip cudi thang.



Chuong 1
BAT DAU VOI HE THONG LINUX

ﬁ%

. KHOI PONG VA KET THUC LINUX

1. Khdi déng

Cong viéc co bin nhat ma ngudi sit dung thue hién véi he thong Linux 1i
khin dong va kél thiie Linux. Mac dir day 1a nhitng cong vigc don gian nhung ciing
cé nhitu cdch d€ thye hién. Néu thue hién khong ding s¢ din dén hau qua khong
tot, ching han viee ngt dien dot ngot méy 6 thé lam hu hai hé théng tep. Do vay
¢dn cin than khi tit he thong d€ bio vé thong tin trén mdy.

Trong phiin niy ta s& xem xét qud trinh khai dong, déng Linux va chuong
trnh frir (Codn goi la dacmon init - mot chuong trinh thudmg trd trén Linux). Tnit
¢és thé.coi 1a tién trinh quan trong nhét chay trén il ca céc hé¢ thdng Linux. Viéc
hicu rd chuong trinh nay tm gi vi nhue the ndo sé (a khai théc Linux t6t hor.

i.1. Khoi dong Linux

BE khdi dong Linux ngudi diing chi cdn bat may. Neéu h¢ didu hanh duge
cdu hinh @& ty dong nap thi chi sau vii gidy Linux da sin sang. Tuy vy, 83 hé
théng chi cai dat Linux khong nhiéu va s6 he thong duge cau hinh J8 ty dong nap
Linux con it hom nita. Mac du khai dong ty dong rét thuan tign nhung nhidu ngu
diing vin thich duge chon hé diéu hanh khéi dong (néu c6 nhidu hé didu hanh duoc
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cai dat trong mdy) hoac thay d8i mic do truy nhap Linux hon.

C6 hai cdch khdi dong Linux: khai dong dung dia mém hodc diing LILO.
Méi phuong phdp déu ¢6 cdc wu nhuge diém rigng ma ching s& dugc xem xét
trong c&c phan sau day.

1.2. Dang LILO dé khdi dong hé théng

Dung LILO dé khdi dong he thong 1a phuong phép hay duge sit dung nhét vi
khong c¢in ding dia mém. LILO Ja mot chuong trinh nim & cung tir khéi dong cla
mat phin ving dia cting hoac trén ban ghi khdi dong cha toan b6 dia cimg. No 1o
dén phan viing 8 céng va vi trf clia hat nhan Linux.

Néu LILO duge cai dat d€ nap chuong trinh khéi déng & giai doan déu tien
cd nghia ia khoi dong Linux ty déng, Linux s& duge khdi dong khi nao bat miy.
Mudn dimg qua trinh khdi dong ta ¢§ thé nhén t8 hop Cirl+Alt+Del khi may bt
ddu qua (rinh khdi dong. (Nhat thiét phai chd dén khi bit ddu nap h¢ di¢u hianh mai
nhén t6 hgp phim, néu khong chiing ta ¢d thé khoi dong lai may ngoai ¥ mudn). T6
hop phim ndy s ra lénh cho LILO dimg va hién thi d4u nhéc

Boot

Tir ddu nhic ta cé thé thong bio cho Linux he diu hanh mA né s& nap (DOS,
Linux, OS/2,...). Néu ta nhin Tab khi xudt hién ddu nhéc nay, LILO s& liét ké danh
sach tat ca cdc phan viing va cdc hé diéu hanh né bi€t. Théng tin cfu hinh he diéu
hanh cua cdc phan viing phai chifa trong théng tin LILO. Vi¢e cung cdp céc thong
tin ndy cho LILO chi don gian 1 dwa ra dinh danh phan viing va tén cfia he diéu
hanh khi cu hinh LILO),

Vi LILO ghi dit licu 18n dia ma cdc hé diéu hanh khic khong doc duge,
khong nén thudng xuyen cai dat thém hay xod mot hé diéu hanh khoéi dia cing.
Mdi khi thay d6i c&u hinh clia He théng Linux hoac céc phan viing khéc trén 8
climg, ta phai cap Nhat lai thong tin cBia LILO bng c4ch thoc hién 1énh lilo.

1.3. Khoi dong hé thong st dung dia mém

Néu khong mudn dua vao LILO (v ddi hdi phdi thay d6i cdc cung tir ciia
dia, diéu nay c6 thé phién todi néu chiing ta sé dung nhiéu he diéu hanh hoac thay
d6i h¢ diéu hanh thudng xuyén), ta c6 thé khdi dong bing dia mém khdi dong. Dia
mém Kh&i dong chi gém mot dia 1a chifa dii hat nhan Linux vA c4c lenh truy nhap
phan viing goc ctia dia cing. Dia mém kh&i dong phéi 6 dinh dang phi hop dé



chay tren & dia mém ddu (ién cha hé thong (tuong mg & A trong DOS). Linux
khong thé khdi dong tir & dia mém thit hai.

Khdi dong tir dia mém la cdch khai dong dé nhdt va linh hoat nhat. Gi sir
ching ta ¢6 mot dia cimg duge phan viing cho ¢i DOS vi Linux, trong dé DOS &
phan viing khai dong méc dinh, chiing ta chi cdn bat may 1a DOS duge khéi dong.
Nu mudn khdi dong tir Linux thi ta chén dia mém khéi dong Linux vao 6 mém
thir nhat va bat mdy, khi d6 Linux khéi dong tir dia mém va ta ¢6 thé truy nhap céc
G cimg nhu thé da khai dong tir 8 cimg.

Khi diing dia mém d€ khGi dong Linux cdn chil § cap nhat dnh hat nhan
(kermnel image) tren dia mém nay méi khi cé thay d6i he théng ddi hdi phai xay
chmg lai hat nhan. Hiy nhd xay dyng lai hat nhan méi khi thém mét thigt bi hoic
mdt trinh diéu khién thigt bi. Sir dung thit fuc mo ta sau day dé cap nhat dia khai
dong, hode 6t hon het 1a tao mot dia khdi dong mdi va ding dia ndy lam dia cap
i, :

bé 1ao mot dia mém khdi dong, ta cdn mot dia mém da dinh dang mat do
cao (1.44M hodac 1.2M tuy thude vio ¢ dia mém thit nhét clia may). Mot s6 loai hat
nhin nhd ¢ the chita vira trong dia mat 4o thidp nhing & dia mat do cao da o
thiinh chuan. Dinh dang dia dudi DOS d€ dat cac cung va ranh tir cho Linux ¢6 thé
doc duge. Bia e the chifa ¢ cdc thong tin khéc va hat nhan Linux, nhung cdn dam
hdo du khong gian cho dnh hat nhan.

Mt s phién bin clia Linux cho phép tao dia mém khdi dong nhue mot phin
cla qua trinh cai dat. Khi d6 hdy chon tuy chon Configure dé tao dia khdi dong.
Trutmg hop nguge [ai, mat s6 phién bin cé thae don chon lira rigng dé tao dia mém
khot dong.

Néu mudn tao dia mém khdi dong bing tay, xdc dinh hat nhan Linux trong,
h¢ thong, thong thudmg & thu muc g6, mdt sd phién ban hru hat nhan tai thuy muc
fetc. Tén hat nhan khac nhau tuy theo phién ban Linux, thuimg 1a image hoic
vindimix. Mot vai phién ban lwu hat nhan dudi dang nén vdi dudi z nhu vmdinuz
hoac vendinux . z. Hat nhin nén (0n it khong gian dia hon va chi duge giai nén khi
hat nhan Linux khoi dong. Tuy vy hat nhan nén lam vi¢e khdi dong 1au hon chiit
it so vdi hat nhan khong nén.

Khi da chi ra t¢p hat nhan, cin chi cho Linux biét ring ¢p nay s& 12 thi&t bi
gde (root device) va nd ndim trén phian viing nio bing Iénh rdev. Vi du cau lénh dé
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dat thiet b goc cho hat nhan vmlinuz trong thy myc géc chia phan viing /dev/hdu3
1a:

5 rdev /vmlinuz /dev/hda3

Vi phai chi ra dudng dan ddy dd cha hat nhan nen /  déu tién d€ chi thu
muc goc. K&t gha L /dev/hda3 trds thanh hé théng (&p gbc.

Lénh rdev khong ¢ tham s6 cho bi€t phan viing hién tai cia h¢ théng ep
g6c. Ta cd the ding 1enh nay dé kiém tra phan viing nao 1a hé théng tép géc.
$ rdev

/dev/hda3 /

Sau khi da dat thiét bi gdc, ta ghi hat nhan vio dia mém dd dinh dang. Diing
1&rth ¢p vdi tén thiét bi clia 6 dia mém :

$ op /vmlinuz /dev/fdD

Khi t¢p dnh da duge chuyén sang, dia mém di c6 thé sir dung dé khdi dong
Linux. Néu khong hoac Ja dnh khong duge chuyén t6t do thigu khong gian dja
hode dia <6 cung tir hding hoac anh hat nhéan cé vén dé.

2. Tao va su dung dia bao tri

Cac dia bdo tri h¢ thong (con goi 1a dia khdi dong cp ciu) duge ding dé
kKhoi dong Linux khi ¢6 11 xidy ra vai h¢ thong khdi dong (nhu LILO ching han).
bia bio i gdm dia khéi dong va dia root, ¢6 thé khdi dong toin bo hat nhin
Linux mi khong phu thude vao viée cai dit trén 8 cing. Sau khi nap dia bio ti, ta
¢ thé sir dung no dé ndi dia cing va stra chita cdc vn dé trén dia, hoac sit dung
mot ticn ich trén dia cimg dé xay dvng lai LILO hoac hat nhan.

bé tao dia bio tri cin tao hé théng 1&p géc trén dia mém, chép cdc cong cu
cin thiét, cai dat LTLO, chép hat nhan dé dia khéi dong duce. Cong viée ndy cdn
duge thue hién mdi khi thay d6i hat nhan Linux dé dia bao tri ¢6 ciing hat nhan véi
dia cimg.

Né&u phai rit dia bio tri ra vi I do ndo d6, hily gin két dia cimg hién tai bing
[énh mount vao mot thu muc tréng da ¢6. Vi du mudn ndi phan ving /devihda?2,
vii kiéu clia hé thong tep b exe2:

5 mount -t ext2 /dev/hda2 /mnt
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3. Péng Linux

Khi ngit ngudn dién tt ca moi thit s& bi déng. Tuy nhién trong thyc t&, cdch
iam ndy ¢6 thé din dén viéc todn bo ndi dung ciia phan viing dia cing s& bi héng,
dong thai cling [am mét t4t cd thong tin ma ta vira méi lam xong.

Linux quin If dia va khong gian danh cho ngud sir dung trong RAM, né sir
dung bang i-node d€ lam vige dit ligu trén dia va mot trinh quan If bo nhé dé [am
vi¢c véi dif liéu clia ngudi sir dung. Bang i-node 12 bang cdc con trd trd den cic tép
cia Linux, m8i 1¢p duge trd bdi mot i-node chia mot s thong tin vé tép dé. Linux
thudmg xuyen ghi nhimg thay d6i trong bang i-node vio dia, nhung lai coi ban sao
dir ligu trong RAM 12 ban sao gdn nhét vi RAM ¢4 téc do truy cp lén, va viée ghi
lai ban sao nay lén dia bi tri-hodn dén khi ndo that cdn thigt. Néu ta tt ngudn dién
trude khi Linux ghi cdc thay d6i len dia, ndi dung ciia dia va bang i-node duge ghi
trén dia cd thé khong phit hop v6i nhau, diu d6 din dén viéc mat tép hodc tao ra
mat danh sdch khong chinh xdc nhimg khong gian con tréng trén dia. Trudmg hop
t6i hon, néu ngit dién trong khi Linux dang trong qué trinh ghi bang i-node va cc
thong tin khéc len dia c6 thé 1am hdng déu tir hodc tao nén c4c cung hdng trén dia.

C6 2 cdch don gian d& déng Linux mét céch hop thie, Coch don gian nhdt 1
dang t6 hop phim Ctrl+Alt+Del. Pa s6 céc phien ban chia Linux by 3 hgp phim
niy va phét ra l¢nh déng t4t ca céc tién trinh mot céch hop thie. V6 nhitng phién
bin khong by 16 hop phim nay thi viéc sir dung né c6 tic dung trong dwong véi
viéc ngit ngudn dién.

Mt phuong phép khdc 1a diing 18nh cla Unix :
$ shutdown

Khi lénh nay dugc dua ra, Linux két thic t4t c4 cdc fién trinh va déng hat
nhan Linux. Lénh nay ¢6 thé dua ra mot vai thong béo tuy theo phién ban Linux,
nhdm thong bdo qué trinh déng hodc yéu cdu khing dinh lai ring ta thuc sy mu6n
déng hé thong.

Lénh shutdown cho phép ta dua ra thdi gian chd cho dén khi déng he théng
hodc thong bao s& hién thi cho nhimg ngudi ding khéc dang ding nhap vao hé
thong.

§ shutdown thoi_gian thong bao

Vidu cau l¢nh:
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% Shutdown 15 “Pa den luc luu lai !*

S¢ déng hé théng sau 15 phidt va hién thong bdo “Pa den luc luu
lai !” cho moi ngudi ding hé th6ng dé nhic hé théng sip tat.

Trong hdu hét c4c phién bin-cha Linux, 1énh shutdown c6 mot tuy chon —r,
cho phép méy tinh khdi dong lai sau khi déng hé thong. C6 thé diing wy chon nay
dé khdi dong he diéu hanh khéc hogc khdi dong lai Linux sau khi d3 thay déi hat
nhan hode cdc thiét b,

N6i chung khi ding 16 hgp phim Ctrl+Alt+Del hodc lenh shurdown déu hién
thi m@t sO thong béo trang th4i. Ching han “The system is halted”. Khi ¢
thong bdo nay, ta ¢d thé tit dién hogce khdi dong lai mot cdch an toan.

4. Chuong trinh Init

Chuong trinh init lien quan dén bude khéi dong cudi ciing clia Linux, day 1a
mdt trong nhig daemon quan trong nhét cla Linux vi né tao ra cdc tién trinh cho
phén ti€p theo clia he théng. Sau khi duge thuc hién init vin hoat dong cho dén khi
déng Linux. Hiéu rd infe lam gi (VA ¢a tien ich di doi vdi n6 relinif) va né difu
khién diéu hanh nhu thé nao s& gitip ta quan tri hé théng Linux t6t hon.

Ca init va telinir déu sir dung mot s6 tép cfu hinh do d6 chiing ta s& xem xét
cée tep nay. DO la céc tép lién auan dén viéc khdi dong va £t thic mot thist bj ddu
cudi va mot phién lam viée. D€ thuc thi chuong trinh inir, Linux tim né ldn luot
trong cac thu muc : fere, /bin hodc /shin. Chuong trinh relinit cling & cing thu muc
vai init, con cac tép cdu hinh thi ludn & thu muc /ete. Trude hét ta tim hifu cdc mic
hoat ddng.

4.1. Cdc mitc hoat dong

Khi ciy, init doc cc 1énh trong t8p /etc/inittab, muc tiéu chinh 1a dé khoi
dong céc tign tinh gerty cho cdc terminal va cée tién trinh khéc clha Linux. Khi
duyeét /etc/inittab, init im ddng 1énh c6 nhin initdefaut, trong d6 chi ra mifc hoat
dong mac dinh cha hé théng. Néu khong tim thdy, he théng s& hdi mitc hoat dong.

Mitc hoat dong 1a mot thiét 1ap dac bigt cha cdc ti€n trinh tr midc thép nhét
{chi danh cho quan tri hé théng) cho d&n mot hoat dong ddy di hé trg c4c thidt b
di duge cdu hinh. Mic hoat dong dugce dinh nghia bing cédc con s& tir 0 dén 6 cong
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v moOL mife sieu nguren dang duoc dinh nghia 1a s (con g0l 1a mitc mot ngudi ding
mit chi ¢d root mdi c6 quyén tham gia). iz bict tién thinh nio luong img vai mife
hoat dong nan nha thong tin trong tep fetc/inittab,

Khi chay h¢ thong & mite s 1rong ché do | nguch dung, inir khong doc 1¢p
fetc/imittab mi doc &p /hin/su lien quan dén console h¢ thong, duge dinh nghia
trong /deviconsole. Khi duge ra 1énh chuyén sang ch do mot ngutn diing (I ché do
hoat dong & mitc cao hom, 1ién trinh fnir s& Luu Irang 1hai cha hé thong hi¢n tai
lrong t&p fetefioct! save bing chuong trinh ioctl. Khi console duge khdi dong ai
miic hoat dong cao hon, trang thdi hn sé duge khoi phuc, néu khong o ¢p
ioctl save trang thii mac dinh duge thicl lap.

Khi bt diu & ché do da ngudi ding (mie hoat dong cao hon mdc mot ngudi
dung), init s& thue hién moi dong 1énh boot va bootwair trong 8p ferclinittab, cic
ténh nay thong thudmg cho phép néi cdc he théng tép. Sau dé thure hién cac dong
I¢nh khvic cd nude hoat déng tring voi mitc dang ducke chon. Didu nay tat thudn loi
dé nhom cde dong leénh trong fete/inittab nham tao ra cac cdu hinh khdc nhau,
Chang han, ta quy¢t dinh rang mite | chi thie hign mot s& 67 thifu cdc seript cha
¢au hinh, miic 2 cho phép truy nhap céc ¢dng tudn ty, mice 3 s¢ kich hoat mang,...

Mirc hoat dong cia hé théng ¢6 thé thay d6i dwoe nhd chuong trinh
feic/telingt. Tuy viy vi¢e truy nhip truong trinh niy thudmg bi han ché béi nguii
quan tri hé théng vi Ii do an toan. Chuong trinh nay gin dén inis thong bdo yéu ciu
miic hoat doéng madi. Vi du:

$ telinit 2

chuyén mifc hoat dong sang 2, khién cho init doc Lai Jerctinitad v thug hién
tat ci cde 13¢n trinh & mite d6 vi kel thide cdc tién trinh ¢6 mite cao han. BE chuyén
sang mife siéu ngudi ding, tie 1 ché do | ngudi dung, t1a dira ra Enh

S telinit =z

Vi lua chon -t ta ¢ 1hé yéu cdu chuyén mic hoat dong sau mot khoang thii
gian, Vi du, d€ chyén sang mdc 3 sau 5 gidy (thoi gian mac dinh cta Linux b 20
giayk

$ telinit -t5 3

Khi thay doi mic hoat dong, init gli mat canh bio SIGTERM dén (41 ¢ cdc
tién trinh khong phit hop véi mie hoat dong méi. Mot khoing thod gian sau khi gin
tin hi¢éu (mc dinh L 20 gidy), cdc tién trinh bi dimg bit butce. NEu mdt tién trinh
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duge kich hoat bing init lai sinh ra tién tiinh con khong thuge ciing nhém thi !
khong dimg ti€n trinh con nity khi thay déi mie hoat dong. Ta phai tr dimg tién
trinh niy hing tay.

4.2. Tép lelclinittab

Nhu di thily (¢p /ete/inittah ¢ méi quan hé chat ché vai inie, Gir 1Ep nay {nit
xdc dinh mic hoat dong khi Linux khdi dong viu nhimg ti¢n trinh ndo duge kich
hoat,

Ciu tric cua moi dong trong (&p Zetetinittab nhu sau
<md> : <mc> : <hanh déng> : <lénh>

Trong dé :

<ma> chira mot chudi duy nhdt mét hoide hai Ki ty phan biét dong niy véi
cac dong khac trong 1¢p.

<mife> chita Janh sidch cdc mide hoat dong.

<hanh ddog> chi cach xit li 1¢nh nity, chang han chi thue hién 1énh mot (dn
hay thyc hicn tui mdi khi lenh thye hién xong....

<l¢nh>> chi [&¢nh ma inir s& 1hae hicn.

San day 1a cde tow himh dong viv ¥ nghia cla ching

hoot : chay khi inittab duge doc 1an diu

- hoorwait : chay khi fnittah duge doe 1an ddu

- initdefants @ dat mitc hoat dong khdi tao

- off - k&t thic tién trinh dang chay

- onace : kKich hoat 1ién trinh mot 1an

- ondemand @ luon git uén trinh chay {cing nho respawn)

- powerfail 2 thue hién khi init nhin tin hiéu mdt dién (1in hiéw UPS bao
cho PO

- powerwait : thue hicn khi init nhan tin hi¢u mat di¢n.
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= sysinit : thye hién trude khi trsy nhap consale

- respawn : ludn ludn gitt tién trinh chay, tie 1a néu né két thic thi chay
L

- watf : kich hoat mot tign trinh mot 14n

Chiing ta xem xét sau day mot t&p /etelinittab miu. Dong ddu tién cha @p 6
truomg hanh dong (2 initdefault, do d6 n6 x4c dinh mic hoat dgng mic dinh, & day
It mifc 5.

Id : 5 : initdefault -

Dong tép theo chi ra tép fete/re.dire.s chay ngay khi khai dong (tredmg hanh
déng hiing svsinir)

siz 81 sysinit ; fete/re.dfre.s

Dong sau chi dén ¢p fetc/re.dire K, tep ndy duge thire hién khi hé théng
chay & mitc mot nguxi diing,

s §oowait - fetefredfre K

Dong ti€p, thue hign tep /ete/re.d/re.M khi hé théng khéi dong & mic nhiéu
ngudi dung (bat k¥ mite nao tir 1 dén 6)

re @ 123456 : wail : fetefre.d/re.M

Mifc hoat dong chung nhat [a mic 5, 1d mic chudn cho ch& do da ngudi
dung trong Linux, cdc mifc khéc it khi duge diing, chil yéu dé diéu khién truy nhap
thi€t bi ngoai vi. V& mitc hoat dong, 16t nhat 1a dé€ nhu hé thng mudn d€ tranh ric
roi, ¢6 nghia 1a ta sir dung mic s cho ché do siéu ngudi ding va § cho muc dich
chung.

Vi t6 hop phim Ctrl+Alt+Del khong duge hd trg dé tit he thong trong céc
h¢ théng Unix trén PC, do d6 ¢6 mot 1énh diic biet duge gdn cho té hop nay

ca:: ctrlaltdel: /shin/shutdown -t3 -rf now

Tép fetclinittab cling chita cdc 1gnh khii dong cdc tién trinh getty cho mbi
thi¢t bi diu cudi va console 40 cta h¢ thdng (13 céc console ma ta tao duoc khi
dang nhip vao he thong trong khi dang & trong mot ding nhép bing cach dung t6
hop phim Al v6i cdc phim tr F7 dén F'8). Tép miu nay kich hoat 6 cita s6 o (ity/
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dén 1y6) va 2 duomg tudn tu (1ySO va tvST)
cl:12345:respawn:/shinfagetty 38400 try |
¢2: 12345 respawn:/sbin/agetty 38400 ty2c3:45:respawn:/shin/fagetty 38400 1ty 3
c4:45:respawn:/sbin/agetty 38400 1tydc5:45:respawn:/sbin/agetty 38400 tys
ct:450:respawn:/shin/agetty 38400 twy6s 1:45:respawn:/sbin/agetty 19200 ttyS0
$2:45:respawn:/sbin/agetty 19200 1tyS]

Sau khi doc xong 18p Jetc/inittab, init khong két thic, né vin hoat dong va
di¢u khién h¢ théng cho cdc 1¢nh ddc biet ching han thay d6i miic hoat dong. NG
déng thai chiv trach nhiém theo doi cde tién trinh da duge kich hoat, bao gém ci
cdc ti€n trinh getty cho cic terminal. M8i khi mot tién trinh con cla init két 1hic
(ticn trinh ma nd kich hoat) imir ghi ma sy kién, 1f do két thic vio tép /etclump v
fetehwimp.

MOi khi tnir phidt hién ra mot tién trinh con két thic hoac tin hign mét di¢n,
hoac thay doi mire hoat dong, né doc lai 18p Jeto/inittab d8 kidm tra lai cac lénh.
Chiing ta ¢6 thé thay d6i «¢p inittab khi hé thong dang chay nlumg thay déi chi ¢6
14c dung khi khéi dong lai hé thong hoac mot trong cdc diéu kién doc lai xay ra.
Mot hien phép bik doc lai 14 ta dling tham s6 g d€ bat init duyet lai t8p fetc/inittab :

5 init g

Tién trinh nir luon Kiém tra s6 14n phii kich hoat lai mot 1ién trinh . N&u
mat tién trinh bi kich hoat nhiéu hon 10 1dn trong 2 phiit, no s& gid thiét ring c6 16i
rrong dong lénh cia tién trinh dé trong tép /ete/inittab va dua ra thong bao 16t
trong ctra sé h¢ théng. f1if s& khong kich hoat lai ti€n trinh dé trong 5 phiit cho dén
khi bi siéu ngudi diing bit bude, dicu ndy chang vige ling phi ¢dc chu ki CPU vi
cdc 101 in trong @&p fetolinitiah.

5. SUr dung ho rdev

Lénh rdev khong chi diing dé xdc dinh 6 dia g&c (ding khi tao dia mém khdi
doing va dia root) ma con dé 1Ay thong tin vé hé théng Linux va thay d6i mot s6 ciu
hinh. Nhung day cting 12 mot cong cu sir dung khd ric r6i. Néu ta ding LILO dé
khdi dong Linux, ta c6 thé ho qua rdev vi cdc tham s6 cha nd di duge dit trong cdu
hinh cta LILO. Ta chi diing rdev khi thay d6i hat nhan va tao dia khéi dong ding
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khi cap cifu hoac thay doi kich thude RAM disk.

Chay rdev khong tham sa s€ cho biét phin viing gdc hign tai va the muc goc
tren do,

% rdev

/dev/hda3 /

cd nghia 1 Jdevihdus dang 1a phin viing gac.

rdev doi phin viing géc vit trd dén dnh hat nhan sé duge Linux sir dung biing
2 tham s0 ¢

$ rdev /vmlinuz /dev/hda3l

Lénh nay chuyén sang dnh hat nhan waldinuz trong the muc gde cGa phin
viing thir 3,

rderv cd mot s tay chon
-h : Hicn tht trg givp
-t 1 rdev lam vige giong 1énh ramisize (xdc dinh kich thutc RAM disk theo

Kilohyte)

R redev Llam viée giong I1&nh rootflags (cho phép noi thu muc goe dudi dang
chi doc)

-5 1 rdev 1im vige giong 18nh swapdev (xdc dinh dia swap)

-v 1 rdev lam vige giong lénh vidmode (dic ta ché do hién thi)

B¢ thay ddi nhidu tham s@, ta phii chi ra mt offvet 1h mot gid tri thap phan
chi vi tri hat nhan trong I¢nh rdev, day 12 1i do céc nhd quin tri khong thich diing

rdev. BE ding rdev hode mot trong cac ticn fch clia bo niy phat tinh dia chi offser
theo ludt :

offset 498 : Root [lag

offset 504 : kich thusie RAM disk
oflset 506 @ ché & VGA

oftset SO8 - dia poc

Nhir vay, trong phin nay ching ta da xem xét thi e més v déng Linux,



dong thoi xem xét qud trinh khdi tao, mot qud trinh quan trong etia Linux. Biy gio
chiing la st xem tiép mot viii khia canh quan trong caa quén tri hé thong.

II. TEN HE THONG VA QUYEN TRUY NHAP

Thay vi phai ding tr “né™ hay “cdi dé”" cho h¢ théng Linux ciia minh, ban
¢ the dit cho né mot cdi ten ¢ ¥ nghla ndo do. Van d¢ nity ¢ nén dac hiét quan
trong khi lam vice van e-mail hode mang béi khi d6 céac hé thong khéice phid ¢6 mot
phuomg phép dé phan bigt mot mdy tinh vdi cic mdy tinh khde trén mang. Phén
nay s¢ hat diu bang vide xem xét e ché dat tén cho h¢ thdng ciing nhu cée quy
I ¢dn tuin theo d¢ dim bdo cdc mdy khéc ¢6 thé tam viee véi hé thong mdi
duwe dat 1én.

Van dé 1iép theo duge dé cap dén [d quyén truy nhip. Khdi niém quyén
thuemg bi hicu sai hoin win, vi quyén gdn véi tep vaa the muc thuomg duge dat sai,
tim cho nguon ding can dén nd lai khong truy nhap duge, va 1¢ hon nita 1a cho
phép truy nhap rong rii cde thong tin nhay cam. Sau khi trinh biy céc quyén lam
vice nhu the nae, phin niy s¢ trinh bay 1am thé ndo d& doi vii thidt 1ap cac quyén va
quyen x¢r hitu.

1. Dattén ci.o hé théng

Linux duge thicét k& d€ tam viéc trén mang nén cho phép x4c dinh cho méi
may mot tén duy nhit. Trong mét so inemg hop Linux s& hoi 1én he thong khi cii
ddi. nhimg nguin siedung  hodan toan o the thay déi sau do.

Ten duge s dung dé xde dinh mot hé thdng Linux duge goi 1a hostnane,
Vice dit 1én cho phép st dung hé thong trén mang cling nhy cde dich vy Hién guan
khdc nbu email.... Co (hé sir dung 1énh sau 3¢ hicn thi tén hign tai cha hé thong :

4 hostname

B omay]
Lénh nay hién (hi ring 1én hé thang 14 siev/ . Néu hé thong chua duge d
hostname, Linus <€ 53 130 mic dinh la khong cd (8n hode mdt tén mae dinh cha he

thong. Thong tin vé tén duge doe trong cac 1ép khdn dong cia Linux.
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Neu hé thong khong noi mang thi ta 6 thé dat cho né tén bat ki. Lenh
fostname v6i tham s6 -S duge sir dung dé dat tén cho mot hé théng, vi du

hostname -5 camap

Lénh nay diit cho hé thdng tén camap. Tén nay s& duge gin vao moi thir
di¢n tlf cha ching ta va mot s6 tién ich hé théng ¢6 sinh ra thong tin ddu ra. Mot s6
h¢ théng Linux gidi han do dai tén mdy, thuimg gidi han nay la 4,

1.1. Ddt tén cho hé thong

Nhur di ndi, trong mang mdi may tinh phai cé mot tén duy nhat x4c dinh né.
Néu khong muang khong thé xde dinh duoge phii chuyén thong tin cho may nio
trong s6 cdc mdy tring én. Néu h¢ théng nim trong mot mang cuc bd khong noi
vét Intermnet hode Khong ¢ mat tén mang chinh thite thi ngudi sir dung c6 thé lay
bt ki ten mang mong mudn nio. T hop tén mdy v tén mang tao thanh @n diy du
cho may, Vi du

5 hostname -S camap.dongvat

bao gom 1&n mAy camap va (én mang 1A dongvat. Mién L céc may trong
mang ¢6 ciing tén mang thi cdc mdy vin ¢6 thé giuo tiép 16t véi nhau, cdc may vin
duyc xic dinh nhir ta hgp tén mdy va tén mang.

NEu hé thing ¢ thé truy cdp Internet thi mang s& duoe Trung thm thong tin
mang Internel NIC {Internet Network Information Center) gén céc tén, 20i 1a mién,
tuan theo quy wde dit tén nghiém ngat. Moi mién ¢6 mot (én thanh phin duy nhat
vd phiin md rong xédc dinh ki¢u t6 chitc ma mang thudc vao. Vi du trudmg dai hoc
Bach Khoa Hia Ngi ©6 t&n mién 13 hut .edu.vn. N&u mudn t&n may la fit10 thi ta
2o 1énh ¢

5 hostname -3 fitl0.hut.edu.vn

Vige ten he thong s¢ duge dé cap ky hon trong phan quéan 1y va thist 1ap céu
hinhk mang.

1.2, Luu triv tén mdy

Linux Iuiu tén clia tram lam vige trong &p /etc/hosts (hoac 1p etcire hode
fetctredocal hole ndm trong thir muc /efe/re.d, tuy timg hé théng Linux). Khi méi
cli diit Linux /etc/hosts bao gbm mot s6 dong chi thich vi mot dong ma :
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127.0.0.1 localhost

Tep /ete/hosts gém hai coi, mét cho dia chi TP va Ot thif hai cho tén may.
bia chi [P durge viét dudi dang ky phdp thap phéan ¢6 chim. Trong dé IP - Internct
Protocol - 13 thinh phin 1higl yéu cla giao thitc mang TCP/IP duge dung trén
Internet va hiu hét cde mang cuc bo lign gquan dén UNIX. bia chi [P cua mdy nol
vdi Internet duge gan bdi NIC, ciing gidng nhu tén domain. (Dia chi TP va t&n mién
duge 4nh xa vdi nhau do dé mang ¢ thé ding 6 thay vi tén). Néu he thong khong
duoe néi véi Internet thi may ¢6 thé ¢b dia chi TP bat ky.

Pia chi IP g6m dinh danh mang va dinh danh mdy. Bén phéan cba dia chi IP
diroe phan chia thinh hai dinh danh trén theo cach dic biét. Dia chi 127.0.0.1 1a
mot dia chi diic biét goi 1a dia chi ndi vong (loopback address), né cho phép may tu
K&t n6i véi chinh minh. Moi may déu cd thi€t bi ndi vong, nd duge dinh danh a
127.0.0.1 trong fetclhosts dudi ien localhost.

Néu mdy tram da 6 tén, 1&n 46 ndm trong ©p /etc/hosts. Vidu

127.0.0.1 camap localhost

Dong nay bio v he thong rang mdy nay 1a mdy dia phuong va camap la
dinh danh ctha né.

Qiia trinh gén tén phic tp hon mot chit khi hé théng nim trong mang, mdi
mdy trong mang chi cé mat dia chi IP duy nhit. New ban ¢4 k&t néi Internet thi dia
chi [P mang 3 ¢é sdn, nguifi quén tr s¢ cung cp cho ban dia chi IP cia may hoidc
han ¢d thé chon mot dia chi chura diing dén.

Chéng han, khi h¢ théng ndi véi Internet vai dia chi P 14 47.123.23.37 vi
tén mién ka quacks.com. Tép /erc/hosts s€ nhir sau @

127.0.0.1 localhost

47.123.23.37 camap.dongvat.com

Ten camap ¢6 thé xudt hién trong dong lecalhost hodc khong, Khong bt
budc. Tep niy 6 thé gém cace dong khic khi ching ta dugc ndil vdi mot mang idn
mit chiing 1a thitmg xuyén di chuyén xung quanh, nhung it phit 14 c6 hai dong trén

2. Quyén truy cap tép tin va thu muc

Linux quan If tray nhap céc t&p tin vi thir myc trong he théng (&p thong qua
khoi quyén. Khai quyén 1a mot phin clia diém nhdp trong tng vdi mdi tép hodc
thir muc ctia hing i-nade. Chiing ta co thé hién thi khai quyén cho mdt t¢p hoic thu
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muc bing cédch hién thi danh séch tép. Vi du :

$ls - la

total 2

drwxrwx~-- 25 svtt svtt 4096 Fab 20 1999 svtt
~rWer--y-= 1 nvviet parallel 324102 Mar 15 1999
Figure.fig

€0t du tien cha danh séch I3 khéi quyén gdm 10 ki t. M&i tep va thu muc
déu ¢6 mot khéi quyén gin véi n6. Khéi quyén dugc tao thanh bdi hai kiéu thong
tin. Ki tur thir nhét 13 ki ty chi kidu teép, con 9 ki tu tiép theo la cac quyén truy nhap.
Céc phdn sau day s& xem xét hai kidu thong tin ki hon doi chit.

2.1. Cdc kiéu tép

Linux ditng ki ty ddu tién coa khéi quyén dé chi kidu tep cha mot diém nhap
trong bang i-node. Vi Linux khong cé sy phan bi¢t giita t&p va thrr myc trong hing
i-hode, nén Ki (g nay 13 céch duy nhat dé he dicu hanh biét diém nhap tham chigu
dén né la mét tep thong thidmg hay mgt thu muc. Trong bang i-node thr muc vi
1&p rat gidng nhau.

Linux hé trg mot s4 kidu tep, mbi kidu c6 mot ki tr duge ding lam ki fr déu
tién trong khoi quyén. Céc ki w kiéu (€p chung nhdt ma Linux diing duge chi trong
bang 1.1.

Mot s8 phien ban khdc cha Linux v Unix hé trg céc kidu tép khdc (nhir s
cho ki€u dic biét), nhimg cac kidu nay it duge diing va khong quan h¢ dén cic
quyén trén tep.

Bdng 1.1. Céc kiéu tép trong Linux

- ‘Tep thong thudng
b Thi€t bi véi ché d6 truy nhap theo khdéi
c Thit bi v6i ché d9 truy nhap theo ki o
d Thir muc

| | Lién k&t (link)

Héu het cdc tép trong Linux déu 1a céc tep thong thudmg, (e 1a (€p ¢o thé
chira di ligu, mot tmg dung, tép vin ban, hogic bat ki t&p nao chia théng tin (ngudi
ding ¢6 thé doc duge true tigp hodc khong). Ching duge chi bang diu - trong

32



khéi ki€u. Moi t&p ma ngudi ding tao déu 1a t&ép thong thudng.

Hai kidu b, ¢ 1a cdc kiu tep thiét bi (vi moi thi& bi déu duge UNIX coi ia
tép), chiing gém céac 1¢nh cho phép Linux néi chuyén vdi cic thi€t bi ngoai vi. Hau
héi ching duge L trong thir muc /dev, nhumg cling <6 thé & bét ci dau trong hg
thong tép. Kiéu b xac dinh c4ch ghi va doc trén thiét bi (heo timg khéi dir liéu, kicu
¢ x4c dinh cdch ghi, doc trén thiél bi theo timg ki o,

Kiéu thir muc chi ra ring diém nhéap trong béng i-node tham chi€u dén mét
thtr muc chit khong phidi mot tép.

Lién két (chi dén mot t&p khéc) duge xdc dinh trong ki (u kiéu tép bang ki tw
“I, khong phai moi h¢ diéu hanh déu hd trg ki tr nay. Néu mdt phién ban cla
Linux khong ding kiéu tép “I & chi mot lién két, ta s& cin cif vao cot thit hai cla
ddu ra clia Ienh hién thi danh sdch t&p, con s6 nay chi s6 lién k&t ma diém nhap nay

co.

2.2. Cdc quyén truy nhap

Moi he thang UNIX diéu Khién truy nhap 1ép va thu muc thong qua viéc doc
chc quyén trén khoi quyén. Quyén truy nhap tép hodc thu muc cé thé gém mdt
trong ba ki€u gid tei sau

Bdng 1.2. Quyén truy cap tép va thu muc

r Poc (read)
W Chi (write)
X Thue thi (execute)

Néu ¢6 quyén doc ta ¢6 thé doe duge ndi dung cta 1¢p (sit dung lenh caf
chang han). Néu cé quyén ghi vio mot &p, ta ¢6 the sira ndi dung cua tép va ghi
céc thay ddi ndy lén tép. N&u ¢6 quyén thyc thi, ta ¢6 thé thyc thi tép dd6, gia thict
ving do la tep nhi phan hoac mot shell script. Néu do la tép ASCII va ta thuc hién
né, thi chi thu duoe cac thong béo 161 ma thoi.

Gid tr clia ba quyén nay tao thanh mot khoi 3 ki ty theo (hit ty rwe cho doc,
viét, thue thi. NEu mat quyén duge dat 1a khong duge phép thi ddu gach ngang
duoc thay vio vi tri quyén dé dé thé hién 1a khong c6 quyén d6. Vi du 7-x chi ra la
16p nay ¢6 quyén doc, thyc thi nhumg khong cé quyén ghi, hay --- chi ra ring 1€p
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niy khong c6 quyén truy nhap nao ca.

Cac quyén nay ciing duge sir dung cho thir myc di ring ¥ nghia cta né c6
hoi khic. C6 quyén doc mot thr muc tic 1a o6 thé hién thi noi dung cda thu muc
(str dung Iénh Is ching han). Quyén ghi ¢6 nghia 1a c6 thé thém céc tép vao thu
muc. Quyén thyc thi thé hien c6 thé chuyén dén thy muc d6 (bang lénh cd ching
han). V{ du kh6i quyén r-x ciia mot thu muc ¢ nghia 1a ¢6 thé hién thi noi dung,
chuyén dén thu muc, nhung khong thé them tep mdi vao thu muc.

Ba quyén nay dugc dat cho méi mot trong ba mitc truy nhap khdc nhau. D6

la:

- Kh6i quyén cho ngudi chi tep.

- Kh6i quyén nhém, tic la cho nhimg ngudi thugc ciing nhém véi chi tep.

- Kh6i quyén cho ngudi khic, tic 1a cho moi ngudi khic trong h¢ théng.

Céc khéi 3 ki tu cho quyén doc - ghi - thuc thi nay duoc té hop cho 3 dsi
fugng : chi tép, nhém, ngudi khic (user, group, other} tao thanh khéi quyén 9 ki
tu nhu nhin thiy khi hién thj danh sach tep.

Khi dd quen v6i cdc khdi niém chii, nhém, ngudi khéc ta ¢6 thé dé dang doc
cdc khoi quyén cila tép. Vi dy :

IW-r—-r=-

cd nghia chi ©€p c6 quyén doc va ghi, nhing ngudi ciing nhém véi chi tep
(khoi ba ki tu tiép theo) chi ¢ quyén doc, moi ngudt khéc trong hé théng cling chi
¢t quyén doc.

Y nghia quyén str dung thu muc clng vay. Vi du, mdt thy muc ¢6 kh6i
quyén nhu sau ;

drwxr-xr-x

C6 nghia ngudi chi thy muc ¢é quyén hién thi noi dung thur muc, thém tép
vao thi muc va chuyén vio thu muc, moi ngudi khéc trong hé thdng, trong cling
nhdm v6i ngudt chil va mot ngudi khéc, o6 thé hién thi noi dung thu muc va
chuyén vao thu muc, nhung khong (hé them tép vao thu muc.

2.3. Cdc quyén mdc dinh

Khi ghi hodc tao t&p hoac mot thu muc mdi, cic quyén miéc dinh duge gdn
cho chiing. Cdc quyén nay duge UNIX dit dia trén mat na tao tép goi 1a wmask.
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M&i ngudi st dung trong hé thong c6 mot umask, hoac 1a duge ho dit trong céc tép
khdi tao (.profile, .cshre, ...} hodc umask miac dinh cha he théng khi ngudi ding
dang nhap hé thong.

Ta ¢6 theé hién thi gid tri hién thdi cha umask bing céch gd 1énh umask tai
ddu nhic cia shell :

S umask

022

Khdi 3 dugc 1¢énh wnask tra vé 1a gid tri umask hién tai. Ba s6 niy biéu dién

cdc quyén doc - ghi - thue thi ma ta thdy trong khéi quyén ciia tép. Céc con s d6
¢d ¥ nghia nhu sau:

Bdng 1.3. Cic nhém quyén trén €p va thu muc

0 Boc v ghi (va thye thi cho thu muc)
[ BPgc va ghi (khéng thuc thi cho thu muc)

2 Poc (va thue thi cho thu muc)
A boc
4 Ghi (va thue thi cho thua muc)
5 Ghi

Thue thi

-~ o

Khong ¢6 quyén

V@i danh sdch trén, ta thdy wnask 022 ¢6 nghia, ngudi ding cé quyén doc,
ghi cho tép cia ho (0}, nhém cia ngudi diing ¢6 quyén doc (2 ddu tién), moi ngudi
khdc ¢6 quyén doc (2 thir hai). Khi ngudi dung sir dung umask nay dé tao mot p,
kheii quyén nhu sau:

rw—r-——r—

bDé thay doi wmask ¢6 thé dung lénh hodc sira trong cac t2p khdi tao. Bang
cdch dang 1énh, ta ding 1énh umask véi bo ba s6 quyén truy nhap ma ta muén. Vi
du

5 umaszk 0717

diit cho ngudi chl quyén doc va ghi, moi ngudi khac khong ¢6 quyén gi ca.
Gia tri wrmask. Nhu vay, rat thuin tién cho viéc han ché céc truy nhap tép.
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Néu mudn thay ddi wmask tam thdi, g6 lénh umask va cée thidl 1ap mdi tai
ddu nhac cha shell. Céc gid ti mdi co gid tri cho dén khi déi né ldn nira. N&u musn
thay d6i lau dai wmask, thém dong 1énh trén vio t¢p khdi tao shell (.profile,
Ooshre, ).

2.4. Thay déi cdc quyén

Ta 6 thé thay ddi quyén duoc gdn vai tép hoac thu muc bang 1énh chmod,
6 thé thuc hién lénh nay theo ché do ding biéu tirgng hoac tuyél déi. Ché do bidu
fueng don gian hon nhung ché d¢ tuyét ddi cho phép diéu khidn 16t hon.

Trong ch¢ do biu tugng cin tuan theo cd phép chat ché. Ci phdp chung 1a

5 chmod who-change-perms files

trong d6 who chi di tuong ma ta mudn vige thay ddi duge dp dung, gém c6
u cho ngudi sé hitu tép, g cho nhém va o cho nhiing ngudn khdc. Change chi ra
ring ta mudn bo di cdc quyén (<), thém céc quyén (+) hodc dat ching mot cach
frmg minh (=). Ta chi ¢ thé ding mot biéu tugng cia change trong méi lénh
chmod. Perms chi ra, ta mudh thay ddi quyén doc (r), ghi (w) hay thuc thi (x). Ba
thanh phin who, chunge, perms nim lién nhau, khéng ¢6 khodng cdch. D€ sang tb
ta xem mdr val vi du :

-

% chmod utrwx bigfile

thém quyen doc, ghi, thue thi cho chi tép. Néu mot trong cic quyén nay di
duge dat thi ching van duge gilt nguyén, néu chua o6 thi duge thém vio. Cac
quyén trén nhém va cla ngudi khic khong bi anh hudmg, 1énh chi lam vige trén
cdc quyén cliia chi tép.

Trong khi dé 12nh

5 chmod go-x bigfile

B quyén thue thi clia nhém va ngudi khic ma khong thay déi quyén doc,
ghi trén hai doi tugng nay va ¢ cic quyén ca chi tép trén t¢p bigfile.

Lénh

$ chmod uotw chapter*

Thém quyén ghi cho chi va nhilng ngudi ding khéc cho moi t&p bat ddu
bang chapter.

N¢u khong chi 18 1a [énh duge 4p dung trén chil, nhém, ngudi khéc thi ¢4 ba
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déu bi dnh hudmg. Vi du:

$ chmod +rwx

Thém quyén doc, ghi va thue thi cho ¢a chi, nhém va ngudi khéc.

Ta ciing c6 thé dung cdc 1énh tuong tu d€ dat quyén cho thu muc. Vi
du lénh ;

5 chmod go+rx mydir

Cho phép nhimg nguti diing trong nhém va nhimg ngudi khdc quyén et ke
noi dung thu muc vi chuyén dén thu muc mvdir, nhung khong thé thém tép vao thy
muc nay.

boi khi ta ¢d thé mudn dit quyén mot cich tudng minh cho mot khdéi quyén,
khi do ta ding dau bing. Vi du lénh :

$ chmod u=rx bigfile

bat quyén doc va thye thi cho user va bd quyén ghi ma khong quan tam dén
trude dé quyén ghi cd duge diat hay khong. Tuy vay, khéi quyén clia nhém va
ngudi khéc khong bi dnh hudng.

Néu mudn thay doi cd ba khai quyén ciing mot liic, ta diing chmod trong ché
do tuyét doi. Che do nay sir dung cac s6 dé chi cdc quyén, ¢6 3 s6 mdt cho chi &p,
mat cho nhém, mot cho nguii khdac. Ca 3 duge chi ra trén cing mot dong 1¢énh.
Mai s@ [ tong clia cde gid iri thé hién quyén doc, ghi, thue thi sau day:

Bdng 1.4. Cac thude tinh cia mot tép

000 khong ¢6 quyén

001 ngudi khic c6 quyén thyc thi

002 ngudi khdc ¢6 quyén ghi

004 ngudr khdc c6 quyén doc

oL Qi ngudi rong nhém ¢6 quyén thyc thi
020 moi ngudi trong nhém cé quyén ghi

040 moi ngudi trong nhém ¢6 quyén doc

100 chul 1€p c6 quyén thue thi

200 chil tép ¢6 quyén ghi

400 chu tep ¢é quydén doc
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Ta thay cdc chit s6 duge chia thanh 3 cQt, tir trd1 sang phai (hé hien quyén
cta chi, nhoém vi ngudi khac. Dé sty dung cdc s8 nay, ta cOng cic gid tri lai véi
nhau | (thuc thi), 2 (ghi), 4 (doc) dé duge t6 hop mong musn. Céc gi4 tri nay néu
duoe vigt dudi dang nhi phan va dit tuong dng véi khéi quvén rwx sé ¢ gia tri |
lai vi trf tuong fng v&i quyén duoc phép, va O tai cdc quyén khong dugc phép. Ta
S dung cdc sd ndy trong 1énh chmod. Vi du:

5 chmod 644 bigfile
cho chu quyén doc vi ghi (gi4 tri 6), nhém quyén doc (4), ngudi khac quyén doc
(4). Cac quyén khong duge diit s bi dat La khong duge phép. Két qua 1a khdi quyén
¢la t¢p nhu sau :

rW-r~-r—

Ta ¢6 thé thiy né gidng vdi khoi quyén mac dinh ciia chi véi wnask 022,
Biéu nay cho thily so d6 cic s6 trong #mask va clumod khong gidng nhau.

St dung ché o cfimod nao phy thuge va kidu (hay ddi quyén ma ta mudn.
Néu chi mudn thay doéi mot quyén (nhu (hém quyén thuc thi cho chinh minh hoac
quyen doc ghi cho nhém), dang bidu twemg thudn tign hon. BE dat khéi quyén chi
(iét, dung dang tuyét ddi la nhanh nhat.

2.5. Thay ddéi chii vi nhim

Mot 1€p hay thu muc trong Linux déu ¢6 mot chi (owner) va mot nhom, cd
th¢ thdy ching khi ligt ké tep. Cha cla tép thudng bigu dién (3 t&n ngudi ding
(username) cla ngudi tao tép, vi nhém ta nhém cla nguwi chii khi tao t&p. Ta co
thé thay dGi chu vi nhdm khi chia sé tép hodc chuyén chiing cho ngudi khic. DE 1a
dicu nay diing (¢nh chown vis chgrp.

DE thay déi chi 1¢p hoac thu muyce, ding 1énh chown véi 1n ngudi chil méi.
Vi du:

% chown dungkh datafile
d6i chil cba dat,z1ie thanh durgch. Khi dua ra @nh nay Linux kiém tra xem
ngudi chu md dua ra ¢6 hop 1€ khong (tim trong /etc/passwd), va xem ngudi thue
hi¢n I¢nh ¢ thue sir s& hitu (¢p nidy khong vi chi ¢6 root va chll tép méi ¢6 quyén
doi chir cho nd. Qling ¢6 thé dung ki hidu thay the dé déi chii cho nhidu tép hay thu
muc trong mot 1dn. Vi du :

Ll

3 chown ching chapter
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doi chll cla 1t ¢d cde tep bl ddu bing chapter sang cho ching.
Bé d6i nhém s hitn mot 18p hoac thu muc, ding chgrp. Vi du :
$ chgrp svtt bigfile

Boi nhém cha i1 ie sang svto. Mot 1an nira Linux kiém tra tén nhém
trong fetc/group va nguti thye hién chuyén nhém 6 & trong nhém' hién dang s&
him ©¢p khong. Gitng nhu chown ta ciing c6 thé dung cac ki L thay thé cho lénh
nay.

Néu bict UID hoge GID cla ngudi dang hodc nhém mdi, ta ¢6 (hé ding
ching trong dong 1énh thay vi tén. Linux ciing (im trong /efc/paswd va letelgroup
xem UID hay GID ¢6 hgp 1€ khong, dong thoi ta cling phéi ¢é quyén chuyén déi
chu.

Chi ¥ rang khi ddi chu, ta d& dang d6i chl hodc nhém va khi d6 ta da
khod minh & ngodi tép.

III. QUAN LI NGUOI DUNG

Moaoi truy nthap vao hé thong Linux déu thong qua mét tai khodn cha nguoi str
dung. Mdi tai khoin duge thiét 1ap bdi ngudvi quan ri hé (hdng ngoai tnr tai khoan
root (va mot sO tai khodn hé thong ma ngudd sit dung it khi diing t6i). Mic do mot
s& hé Linux chi ¢d mdt ngudi diing nimg ciing khong nén ding 13i khodn root cho
cac truy nhap hang ngay. Hau hét cdc hé thong déu cho phép nhiéu ngudi truy
trong console chinh, qua modem, mang, hodc cic thi€t bi ddu cudi duoc ndi cimg.
Vi viy, phuong phdp dat va quan If cde Al khodn, cde thu muc ciing nhu cée t¢p
li¢n gquan dén nd 1a maot Khia canh quan trong cia quan tri hé thdng Linux.

Phin nay s& xem %6t tid khodn root, tai khoan manh nhat, tr dé xem mot s6
khia canh cla vi¢c thiét 1ap tid khodn mdi trong Linux, dong thdi cd cdc nhém
trong Linux.

1. Tai khoan cla ngudi quan tri

Khi cai dat phan mém Linux, mot tai khoan dac biét duge tao ty dong, do la
root, (d6i khi duge goi 1a siéu ngudsi ding vi khi dang nhap vao tai khoan nay



ngudi sir dung 6 quyén st dung tuygt déh trén hé théng). Céc 1 khoan ngudt sir
dung cua Linux déu bi han ¢ché mot s& quycn dé tranh nguix diing ching may lam
hong h¢ thang

Khi ning cua thi khodn root 1a khong gidi han. Khi dang nhap vdéi tai khoan
root ngudi sir dung ¢é thé thém céc quyén mdi cho né. Chinh vi root ¢6 siic manh
nhir vay cho nén né rit hap din doi véi nguoi mdi sir dung, va khi sir dung he
thing véi tai khodn nay ho rit dé 24y réi loan h¢ thong. Do vay, chi nén sir dung
root d€ bio tri he théng chit khong nén sir dung né cho cac muc dich hang ngay.

Chiing ta cling ¢6 thé tao mot s thi khoan ddc biét ma khong cin nhidu
quyén truy nhap cho quin tri hé théng. Ching han dé cho sao I ra bang tir, ta c6
the thidt lap mot tai khoan chi ¢ quyén doc clia root 161 toan bo hé théng t&p ma
khong co quyén ghi dé tranh gay hong hdéc vo tinh dén he thong tép nhu ching
may xod midt hat nhan. CA thé thigt 1ap mot s6 tai Khoan tuong ty cho truy nhap c-
mail, gateway vio Internet,...

Mt diéu quan trong 2 khong phai tai khoan siéu ngudi dang nao ciing goi
la root, mic dit né duge tao méc dinh 1a root khi cai dit Linux. N6 ¢6 thé cé tén
bat ki nhung thuimg duge ding nhat dudi 18n root. T Khoan nay duge dinh nghia
la tan khodn ¢ wverd 13O, cAc userfD dugic dinh nghia trong /etc/passwd,

3. Thiét lap tai khodn ngusi si dung

D¢ he¢ théng ¢6 thé duge nhiéu nguii st dung ta phai tao tai khodn cho méi
nguti trong s6 ho hoiic mat thi khodan khich (guest) cho nhiéu ngudi st dung ma
khong ciin mat khiu,

M&i ngudvi ding Linux phi ¢6 mot tén sit dung, mot mat mi riéng, trir tai
khodn guest hodce 1ai khodn truy nhap mot tmg dung dic bigt nhir co s& dir ligu,
Biing cdch cap cho mbi ngudi sty dung mot tai khodn riéng, mifc do bio mat clia he
thdng s& duge ning 1én va ngudi quan td he théng cd thé bidt 1 ai truy nhap hé
thong va dang 1am gi. Anh xa mot ngudn dung va mot tai khodn cho phép theo dbi
cic hoat dong dé homi nhiéu.

Tép Jetelpasswd chita cdc thong tin vé tat khoan cha nguti sir dung, nén
due dat dudi quyen sd hitu clia root va groupll) dat bang 0 (0 thuong diing dé chi
root hode nhém he thong, dige dinh nghia trong (2p /etc/group). Nen dat quyén dé
chi root cd quyén ghi con ngudi ding khic chi ¢6 quyén doc.

40



Cac dong trong tép /etc/passwd déu ¢6 khudn dang :

username:password:userID:groupID:comment:home directory:login

command

Vi du mot phan t€p /ete/passwd duge tao khi Linux méi duge cai dat.

root::0:0:root:/root:/bin/bazh
bin:*:1:1:bkin:/bin:

daemon:* :2:2:daemon:/sbin:

adm:* :3:4:adm:/var/adm:

operator:*:11:0:operator:/root:/bin/bash

games:* :12:100:games: /usr/games:

nobody:* :=1:100:nobody: /dev/null:
ftp:*:404:1::/home/ftp:/bin/bash

Mdi ddng déu ¢6 7 trudng phéan céch nhau béi ddu ™. Néu | trudmg khong
O gid 1ri thi trudmg d6 bi bo tring. Cac trudng 14n lugt ¢6 ¥ nghia nhu sau ¢

username :
password :

user 1D (UID):
GroupID (GID) :

Comment :

Home directory :

Login command :

Tén duy nhét x4c dinh m&t ngudi sit dung

Mat khau clia ngudi st dung di duge mi ho4

S6 duy nhat x4c dinh mot ngudi d6i véi hé didu hanh,

56 duy nhdt xdc dinh nhém clla ngudi dung duge xdc dinh
trong dong nay (phuc vu cho dat quyén trén tép).

Cic thong tin ghi chi, thutmg ding 1a tén that clia ngudi
str dung, nhumg cd thé 12 thong tin khéc.

Thu muc ma ngudi sir dung s& duge diat vao khi hg ding
nhap (fogin) vao hé thong.

Lénh s¢ thuc hi¢n ngay sau khi ngudi sit dung dang nhap
vio hé thong, thong thudng 1a 1énh goi chuang trinh shell

Bay gidy ta s& tim hiéu chi tiét vé timg trudng va céc chuong trinh st dung
cdc trurdmg nay nhu the ndo trong Linux. Tép kiéu nay duge sir dung trong hdu hét

cdc hé Unix, do do cac hiéu biét vé no trén Linux ciing s& cho ta cic hiéu biét trén
hiu hét cdc hé Unix khic.
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2.1. Tén nguvi dung (Username)

Teén ngudi dung 6 the 13 mot xau ki ty, thudng 1a 8 hodc nhé hon, xdc dinh
duy nhat mot nguti dung. Tén nay la phuong tién thudmg dung nhit dé giao tiép
gilta cic ngudi diing véi nhau va véi cic mdy khic, vi vay nén don gian, dé dodn.
C6 thé dung bat ki cdch dat tén nao cho tén nguoi ding ctia minh, mién 4 dim bao
(én d6 la duy nhat trong mang, nlhumg doi khi céc tén dodc ddo lai 1am cho nhimg
ngun dung khic, mdy khéac khong biét hg 1 ai va gay khé khan cho giao tiép. Cac
t€n qua don gian nhu kiéu chi gdm tén that khong c¢6 ho, lai d€ bi trung trong cac
h¢ théng mung 16n. Thong thutmg tén niy 13 mot hodn vi clia tén that clia ngudi
dung, thudmg 1a 16 hop cha tén viet tit va ho d6i véi ngudi nude ngoai va ho viél rat
cOng vai ten doi vai nguon Viet Nam. Vi du Tomat Parker s& ¢ tén ngudi ding:
tiennc, hay Nguyén Vin Viet ¢6 tén ngudi diing 1a nvviet.

Linux ciing nhv moi hé¢ Unix khic cé phan bi¢t chir hoa va chir thuong, vi
vay cic tén ngudh dung viét hoa va viét thuding s& duge hidu 1a hai tén khdc nhau,
V1 hiu hét cdc 1enh ctia Linux déu duge viet hang chif thutmg nén chiing ta nén d€
tén nguoi diing & dang chir thudng. C4c ki wr gach dudi, cach, s6, va mot vai ki e
dac biét ¢6 thé duge ding trong tén ngudi ding nhung lai lam cho ten trong 6 vé
la va doi khi gay ric i cho mot vai ing dung.

2.2. Mdt khdu (Password)

Hé thong lws mat khdu da duge mi hod chia ngudi ding vio tnutmg
pussword. Chi nguti quén tri hé thong mdi ¢é (hé déi mat khiu, hodc chinh ngudi
su dung ty doi mat khdu cha minh bing lénh passwd. Moi thay ddi tnec ti€p khéc
trén trudmg nay déu c6 the lam cho tai khoan tuong tmg khéng thé sir dung duge
nifa.

Mot 6 phién ban Unix khong dé mat khau di ma hod trong t&p /etc/passwd
vi vin d¢ bdo mat, trong trumg passwd ta chi thiy thdy chit x, ma d€ trong tep
letc/shadows. Néi chung trudng nay vin duge d€ theo miic dinh.

Khi ngutn sir dung ding nhap vao he thdng, chuong trinh login ma hod mat
khdu ducge nhap, dem so sdnh két qua vdi trudmg password clia ngueni d6. Piang
nhép s€ khong thue hién duge néu cé sir khéc nhau.

Neu Ki tur ddu tién cha trutmg password 12 “** (hi ¢d nghia la tai khoan nay
khong duge sir dung dé truy nhap hé théng, né han ché moi truy nhap. Nhu thiy
trong 18p /ete/passwd & trén, cd rdt nhiéu 1ai khoin c6 tnimg password 1a ddu *.
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Néu trutmg password bi bd tring (hi moi ngudi sir dung déu c6 thé dang
nhép tai khodn niy mot cach khong han chd ma khong yéu cdu mat kifu, ching
han nhu tai khoan guest.

2.3. Dinh danh nguoi sit dung (UserlD))

MObi ngudi sir dung duoce tuong ng vai mot s6 hiéu duy nhat goi 1a UID,
ding dé xdc dinh moi (ha <6 lién quan dén ngud st dung d6. Ching han Linux sir
dung dinh danh nay dé thco ddi moi tién trinh do mot ngucri st dung kich hoat.
Dinh danh ngudi sir dung thudng duoe sir dung nhicu hon tén vi ching chi gém
nhimg con 6, d¢ lam vi¢e hom 1a chudi ki t én ngudi sir dyng, va cling 10n it
khong gian luu trit hem. C6 mét s6 tién ich cho phép chuyén déi ir dinh danh ngudvi
str dung sang tén hang cdch duyel tep Jetcipasswd va tim dén UID phi hop dé lay
tén.

Hau hét cdc h¢ Unix ding cdc s tir O dén 99 cho cdc tai khoan dinh cho h¢
thong, va tir 100 try di dianh cho ngudi sir dung. Nhu ta thiy trong tép vi du & trén
root ¢6 UID hiang ), cdc (3i khodn khdc ciia he thdng diing céc s6 lén hon. bac
biét, nobody 1a mdt 1ai khoan dac biét chi ding cho NFS (Network File System) ¢6
UID -1. Khi gdn <& hiéu cho nguti st dung, chiing ta gén 18n luet tir 100, 101,

2.4. S& hiéu nhom (GrouplD)

S& hiéu nhém duoe ding dé x4c dinh nhém ma ngudi sit dung thude vao khi
dang nhap vae he thdng. N6 ding cho muc dich dit quyén trén ep. S6 hicu nhém
l& cc s8 bit ddu 1ir 0. da s6 cic hg théng Unix dung cédc s6 tir () dén 49 (hodc 0 dén
) cho cdc nhdm he thong va tir SOt di cho ngudi ding. Nhém mie dinh 1a 50.

Céc nhom v s6 hi¢u nhém duge liét ké trong tep fetc/group.

2.5. Thong tin ghi chit (Comment)

Nguroi quan tri h¢ théng ding trudng nay dé cung cidp thém thong tin cdn
thigt cho mdi tai khodn wwng tng (rong Jete/pusswd, 13m cho ching trd nén dé
hidu hom. N6 thuomg chia ten ddy di cha ngudi sir dung, nhung doi khi 1a phong
han hode mdt con s& md rong nao dd tuy theo ngudi quin trj. (Trudng nay doi khi
duge goi la GECOS, General Electric Comprehensive Operating System, g thudc
vao h¢ diéu hanh dung na).
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Mot s6 ticn fch ding trudmg nay d€ hién thi thong tin vé ngudi st dung.
Chéng han hg thong e-mail truy nhap vao né dé dua ra ai 1a ngudi g thy di. Do
vity, khong nén d¢ cic thong tin nhay cam véi viée sira d8i & day.

2.6. Thu muc cd nhdn (Home Directory)

Trutmg nay chi cho 1ién trinh login noi dat ngudi sit dung khi ho dang nhap
vao h¢ thong (tic 1a thu muc 1am viée khoi ddu cha ngudi do), thudng i thu muc
cd nhan cta ngudi d6. Mdi ngudi diing nén ¢6 mét thu muc ¢d nhan va ¢p khdi
dong cla hg s& khdi tao cho bién moi trudmg HOME gia tri thy muc nay. Ngudi sir
dung khong bi han ché gi trong thu muc chi ra trong trudng home directory ngoai
trir mot s& quyén trén 2p duge dit dé trdnh di chuyén.

Nhin chung thu myc ¢ nhan cha ngudi sit dung duge dat trong mot viing
chung. Unix ¢6 xu hudng diing thu muc /home, do dé ngudi st dung ¢é tai khoan
nvviet s€ co thu myc ca nhén fhome/nvviet. Mot s6 phién ban khdc ciia (nix ding
thar muc /usr, /user hojic /u dé€ chita cdc thu muc ca nhan, hosic mot s6 nha quan tri
h¢ thdng lai thich dung cdu tric thu myc khdc dé thuén ti¢n cho ho. Linux khong
guan tdm Lim dén van dé niyy, chi cin thu muc d6 6 thé vio duge.

2.7. Lénh ding nhdp (Login command)

Truomg nay chi 1énh duge thue hién ngay khi chuong trinh login k&t thic.
Lénh nay thuimg la mot I¢nh shell kich hoat mét chuomg trinh C shetl hodc Bourne
shell nham cung cdp cho nguti ding mat méi trudng shell. Trong mot 58 trudng
hop né ¢6 thé 1a mot tng dung don gian hodc mot ing dung ddy du clia hé théng
dé han ch¢ nhimg gi ngudi diing ¢é thé thuye hién. Vi du tai khodn wucp (st dung
cho ¢-mail hodw cho cdc cong viéc v& mang don gidn khac) chi thue hién ténh
nwep. NEu trutmg nay rdng, hé diéu hanh mic dinh 1énh 1a I0d goi Bourne shell
(mic dinh nay ciing tuy theo hé didu hanh duge cai dat).

Nhiéu phién ban cta Linux cho phép ngudi dung thay ddi shell khdi ddu
{(sau khi vao hé théng) bang 1enh chsh hoidc passwd -s. Khi nhan 1énh nay Linux
im trong 18p /etc/shell s dén mot shell phu hgp. Chi céc 1énh trong /etc/shells mdi
la nhimg 1énh ma ngudi ding duge phép ding thay thé cho 1énh goi shell khdi dau
duge dac té trong trutmg login command. Didu nay lam cho h¢ thong chit ché hon
vé mat an todn. Cic dong trong /etc/shells cé thé thém hoac bét ddi bing cdc trinh
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soun thao. Ching ta nén dé cho t€p nay ¢o cung quyén truy nhap vi cling ngudni sér
hiw nhar Jete/passwd dé wrénh ngudi dung sira [énh khés dau khi ho ding nhap vao
hé thong.

3. M6t s6 tén ngudi diing mic dinh ctia hé thang

Nhu thiy trong (€p letc/passwd, ¢6 rit nhidu 1en nguci dung trong hé thdng,
mot 56 trong dé duae ding cho hé diéu hiinh va ngudi quan tri.

Tai khoin root: Tai khean siéu nguwdi ding (UID () khong bi han ché
quycn truy nhap vi la chil cia nhiéu t¢p hé thong.

Tai khoin daemon: BPuge sir dung cho céc tiéh trinh he thong, d€ 1am cha cac
tién trinh va diit cde quyén caa ching mot cach chinh x4c.

Tai khodn bin: Lam chi cédc 18p thyce thi duoc,
Tai khoan sys: Lam cha cédc €p thye thi duge,
Tai khodn adm: Lam chi cdc t¢p s6 sach (cac 1ep ghi lai théng tin hoat

dong, cdc qua trinh cita hé thang) va tép log.
Tai khoin wuep: Diing cho cde giao tiép va tép UUCP,

Ngodi ra con ¢d mdt s6 tai khodn khéc diang cho muc dich riegng nhu
postmaster cho e-mail... Ta khong nén thay d8i bat ki tai khodn nao cla he théng.
No1 chung, chiing déu ¢6 truimg password 1 dau * d€ tranh truy nhdp.

4. Thém ngudi dung

Ta ¢6 thé thém ngudi sir dyng hé théng bang céch sira tép /etc/passwd bing
lay hode str dung mot script t¢ dong, né s& nhéc céc thong tin chi tict vé nguoi
diing méi phii nhap va ghi dong thong tin méi vao 8p /etc/passwd. Script nay 1am
cho cong vice thém ngudi ding tré nén dé dang hon va tranh duace cic 161 gap phai
khi phai thém nhiéu nguii diing bing tay. Nhu chiing ta da bigt, ta chi ¢ thé thay
doi Jete/pusswd khi ¢6 quyén root vi vay phdi dang nhip dudi tén root. D€ cho an
toan, hdy sao hw feto/passwd trude khi sita doi no, néu khong khi vo tinh [am hong
1¢p niy ching ta khong thé vao [ai hé thong ké ca tir tai khodn root, va hé théng chi
¢ thé Lam vige trong ché o quan tr he thong.

b thue hién bang tay, qué trinh thém ngudi sir dung g6ém cé ;
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- Thém dong tnong tng v ngudi mai viio 8p fete/passwd.

- Tao the muc ¢4 nhin cho nguoi nay (1dt nhién tring v thu muc ¢4 nhan
di chi ra trong /ete/passwd).

- Chép céc t¢p khdi dong shell va sira doi cdc thiét 1ap va quyén s& hitu
cac tép da.

Ddu tién, d¢ thém mot dong clia ngudi st dung mdi vio tép Jete/passw, ta
phdi diing mot trinh soan thio ma nd ghi thong tin dudi dang ma ASCIL. Thém
ngudi mdi vio cudi tép, mdi ngudi mot dong. Luu ¥ 14 tén ngudi ditng v s6 higu
ngudi diung phai 12 duy nhat véi méi ngudi. Vi du thdm mot ngudi véi tén ngud
ding la nvviet, theo thit ty tudn ty ngudd nay ¢é UID 13 514, thude nhém mie dinh
GID=505, thr muc ¢4 nhin ma ta $& tao la fhome/mviet, va shell khéi ddu 1a
Bourne shell (do da 1énh goi shell 1a /hin/sh)

nvviet::514:506:Nguyen Van Viet:/home/vietnv:/bin/bash

Chiing ta dé trudng pussword trong vi ta khong thé tao ra mot mat ma di ma
hod duge. Sau khi ghi tép ndly, ta s¢ tao cho ngudi ndy mdt mat khiu tam (thdi bing
tenh

5 paszswd nvviet

Lénh nay s& nhiic ta nhap mat khau cho ngudi nay va yéu ciu anh ta phii doi
mit khiu ngay 1dn diang nhap hé (thong dau tién. Thong thudng mat khau tam thi
14 mot xau chung chung, ¢6 thé 14 tén dang nhap hé thong (tén ngudi ding).

Mdi ngudii diing déu thuge vé mot nhom, ta thém tén ngudi dung mdi vao
tep fercigroup tai domg biéu dién nhém cha ko (néu ngudi nay thude nhidu nhém
thi phai thém vao til ca cac dong dinh nghia ciac nhdm do).

Tiép theo, ta tao thit muc ¢4 nhan cho ho va dat cho ho quyén lam chi thu
muc. Theo nhir trén thi 1€nh phai thye hién s¢ 1a:

$ mkdir /home/nvviet

$ chown nvviet /home/nvviet

Cudi cling, chép cac tép ¢iu hinh cho shell vao thu myc ¢4 nhan clia ho va
dat h¢ thong dé hg o6 thé sira ddi §¢p naty theo ¥ minh. Néu ta chép t&p nay tir mo
ngudi dang khic i ching ching han thi c4c 1¢nh phai diing la:

5 cp /home/ching/.profile /home/nvviet/.profile

$ chown nvviet /home/.profile
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Kiém tra lai bing tay tép cdu hinh d€ dim bio rang cdc bith moi truimg
khong bi dat sai khi nguoi si dung dang nhap (viée kiém tra nay cling phii thuc
hi¢n bang mot trinh soan thao ASCH) . Vi du dong dinh nghia biéh HOME, hay
thir muc spool cho may in vi c-mail. Néu diing Bourne shell va cdc phién ban
tuemg thich thi chi cin tép profile. Nhung néu ding (" shell va cde han turang thich
vai nod cin Jogin va cshre. Kom va cde ban tuong thich cian .profite v thuemg mot
(&p khic vai cdc bién moi tnemg nhiing trong do,

H¢ Linux ¢4 mot 1énh 1dy 1ir phicn bin Berkeley BSD UNIX, lénh vipw cho
pheép soan thiao mot bin sao 1am cla fete/passwd hing vi (hodc mot tenh soan thao
mic dinh khac). Cach dung mot tép tam vi khod t&p tao thanh mot co ché chéng
nhi¢u ngudi ching sira mot 1¢p déng 1hivi. Khi ghi t¢p, vipw thire hien mot kiém tra
don gidn trén (&p thay doi. néu 14t ca déu dung t€p /eteipasswd dugc cap nhat.

Seopt tr ddng thire hién viée thém nguos dung o6 1en useradd hodc adduser.
Khi chiy ching s€ nhic chiing ta cdc thong tin cdn thigt cho W68p Jetcipuasswd,
Ching déu yeu ciu nhap mat ma, ta ¢6 (hé bd trong. Mot wu didm ciia seript i
dong la tr chép cac €p hd trs shell, vit trong moL 56 trudng hgp nd thay déi bién
mat trucmg, Nhimg script nay lam don gian qua trinh thém mot 50 lwomg 1dn ngudi
diing mdi,

5. Xoa ngudi ding

Giong nhir them ngui diing mdi, ¢ thé xod ngudi diing bang mot script w
dong hoic bang tay. Script tu dong defuser hoac userdel s& hoi chiing ta mudn xod
nguoi ding nao, sau dé xod diém nhap (dong) cia ngudi diung dé trong tép
fereipasswd. MOL 6 scripl xod ca spool Vi cac tép trong thu muc ¢i4 nhan néu
mudn. B¢ thue hién vigs logi bd ngid ding tdt nhién ta phai dang nhap dudi tén
oot d¢ c6 the xod trong 1&p ferepasswed.

Qud trinh xod ngudi ditng bing tay (hoac bing seripr ty dong mi khong xod
cac thue muc vi t¢ép) nhur sau :

- Xod diém nhap ung (mg vdi ngti dung trong fete/passwd v trong

fetefgronp

- Xod cdc @p s vaccde nunl alios cla ngusi diing,

- Xod moi cron vaat.

- Xod thu mue ¢4 nhin néu khong mudin giit cac tép trong da.
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DE x04 ngudi ding bang tay, diu tién phai xo4 diém nhap tuong dng trong
fetcipasswd. Don gian nhdt 1a xod ddng tuong tmg trong d6. NEu mudn gilt lai
ngudi ding dé vi mot Ii do ndo dé (chang han vin dé s& hiu tép, mot tai khoan
ding chung, hay van dé luu trir tinh to4n...), chi cdn lam cho tai khodn cia ho
khong truy nhap duoce bing thay trudmg passwd cla ho trong /etc/passwd bing diu
*. Nhu vay mudn khoi phuc lai ta phii ding 1énh passwd dé thay d6i mat mé cho
ho.

Tiép theo phai xo4 thu muc ¢4 nhan cha ngudi nay bang lénh sau :
$ rm ~r /home/userdir

vii thome/userdir 1a dudmg din diy da cha thir muyc cd nhan.

Sau d6 x0d tep spool cua mail (chi ¢6 1 €p), tép nay thudng nim trong thu
muc /user/spoolimail. Vi du mudn xod cia ngudi sonnt, ta vict [énh.

$ rm /usr/spool/mail/zonnt

Pé két thiic vige Xod mail, kiém tra xem ngudi ding d6 ¢6 diém nhap nao
trong tép mail alias khong (thong thudmg 1a t&p /fusrlliblaliases). Néu ¢4, ¢b thé
dua 1t cd cdc mail cho ngudi diing dé vao mot tai khoan kKhéac (nhv root) védi mét
diém nhap trong tép aliuses. Cudl clng, phdi dam bao chic chin ring khong con
di¢m nhédp nio trong cac t&p cdu hinh cron va af cla ngud ding dugc hé thong tiép
tuc thuc hién. DE hién thi 1&p crontab (lict k¢ danh sdch cdc 1énh ma cron s& thue
hign), hay dong 1énh crontah,

Bé xo4 tam (hdi mot tai kKhoan, chi viéc vo hidu viéc dang nhap vio néd hing
cdch thém dau * vio dau trudng passwd tuong ing trong /efc/passwd (vin giit
nguyén passwd). Khi mudn khoi phuc lai, chi viée xod ddu * nay di.

6. S dung nhém

Mai nguth diing trong cdc hé¢ ENIX va Linux déu thuge vé mot nhém. Nhém
1d mot tap hop céc cé nhin don 18 duge gop lai theo mot 1f do ndo d6. Chéng han
ngudi ding trong nhém ¢d thé 1am cling phdng, ¢b thé ciing cfn truy nhap “mot
chuong trinh tién ich, hoac cling truy nhap dén mat thiét bi dac biét nhu méy in,
may quét... M&i ngudi ¢ thé thude nhidu Nhém. Tuy vay, ho chi ¢6 thé [a thanh
vien clia mot nhém tai mot than didm khi nhém duge ding dé xdc dinh quyén trén
tép va Linux chi cho phép mot s& hidéu nhém tai mot thoi didm.

Céc nhém duge dat quyén dé cdc thanh vién clia nd ¢6 thé truy nhap dén cdc
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thi¢t bi, t&p, cdc he thong tép, hoic toan bo may ma nhimg ngudi khdc khong thudc
nhém ¢ thé hi han chdé,

Nhiéu h¢ Linux chi ¢6 m6t nhém, nhém mac dinh, day la cach don gian nhit
dé quan Ii he thong. Trong truomg hop nay, truy nhap cla ngudi ding dén cde thic
bi va t¢p duge diéu khién bing quyén trén tép chit khong phai bing nhém.

Cic thong tin vé nhém duge dé trong t&p /etc/group c6 ciu tric tuong tu nhur
Ep letcipasswd. Diy Ta mot phin 18p /ete/group duge tao khi mdi cai dat Linux

root::0:root

bin::1:root,bin,daemon

adm: :4:root, adm, daemon

wheel::10:root

floppy::1l:root

users::100:games

nogroup::-1:

Céc dong ¢ khuon dang nhu dudi day, céc trurdng pha“m cach béi dau “:”, hai
ddu * : canh nhau thé hien trudmg firong (ng réng.

group name:group password:group ID:users

Trong d6 céc tnemg c6 ¥ nghia nhir sau
group name : Tén duy nhét xdc dinh mot nhém thudng gém nhidu nhit 1a 8 ki oy,
password : Truémg mat khiu di duge ma hod, thuomg d€ tring hoac 1a dau

Cung ¢6 the 1a mat khdu ma mot ngudhi mudn ra nhap nhém phai
nhap vao, Khong phii moi phién ban clia Linux hay Unix déu sir
dung truimg nay. Do d6 né duge bé tring dé 6 thé trong thich vai

nhau.
group ID : SO duy nhit cho mdi nhém, duge sir dung béi hé diéu hanh.
Users : Chita danh sich moi tén ngudi diing (user name) thuée nhém do,

phan ciach bai cdc ddu “,”. Danh sdch nily khong ké nhimg ngidi
ding thugc nhém d6 theo s@ hi¢u nhém di duge ghi trong 1¢p
fete/passwd cha ngudi d6 (tie 1a nhitg thanh vién mac dinh ciia
nhdém)

Mot hé Limee déu c6 mot s6 cde nhdm mac dinh thude hé didu hanh. Cic
nhém nay thudmg 1a bin, mail, wep, sys ... Trir hai nhém cui cdc nhém con lai
déu la cdc nhém phu thude hé thang. Do vay, khong nén cho mot ngudi st dung
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thude vio cde nhom nay, vi ching s& cho ho quyén fuong w nhu rool. Chi ¢d cic
dang nhap h¢ thong (vao h¢ thong theo cic 1 khoan cia hé théng) mdi cho phép
truy nhap dén cdc nhém cia hé didu hanh.

6.1. Cdc nhém mdc dinh cia hé thong

Cic nhém ding dé dit guyén trén 1&p va quyén truy nhap cic tién ich.
Chiing ta xem qua cdc nhdm quan (rong nhit va chifc nang cna ching.

- Nham reotiwheelisystem « thuting dung d¢ cho phép ngudi ding sur dung
lénh sz dé truy nhip dudi quyén root. Nhom nay lam chil hdu hél cac ép

- Nhém daemon : ding dé chi nhimg ngudn lam chi thu muc spool (inail,
may in...}

- Nhom kment : duoe ding cho cdc chwomg trinh cin truy nhép hat nhin,
b nhe true 1ép (hao gém ca 1¢nh ps)

- Nhom sys 1am cha ¢p hé thdng. Trong mot s h¢ thong nd ¢6 val 1o
nhy Amem.

- Nhém fry Yam chil Gt ca cée tép dac bigt lam vige v terminal.
Nhoém miic dinh cua phién ban SlackWare clia Linux ndu trén ¢d nhom mac

dinh 1a users ¢ GID la 100. Cac phi¢n ban khédc cb nhém mic dinh én la group,
ciing 1a chudn cua hdu hét cde he thong Linux.

6.2. Thém nhom

bé thém mot nhom, ta co thé 1hao tac true Gép ten &p /etc/group bing, tay
str dung bat ki mot trinh soan thao ASCII nio, hoic ¢é thé ding mdt tién ich cla
shell nh addgronp hoac groupadd. Pa s6 Cac nha quan tri he thong thich lam
bang tay hon vi co thé nhin thdy toan bd &p group LTONg khi soan thio trén no.
Hom nita, Khong phii hé thong Linux nao cung 6 addgroup hay groupadd.

B¢ thém mot nhém bing tay, daw tién sao liru t&p /etelgroup. Ding mot rinh
soan thao ASCH va thém mot dong cho méi nhém mdi muon tao. cac dong nhat
thiét phat tuan theo ¢ phap cua &p nhu da néu trén. Né&u khong véi dong ghi sai s€
khong cho ngudi ding khong thé thadc vé nhom do. Vi dy, sau diy s& ¢6 hai nhom
dude tao

prof::5l:ntthuy

staff::52:ching
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Ciing nhur 56 hi¢u ngudri ding, s& hieu nhém nén duge gdn tudn tu cho tign,
vai cling nén sip x&p tép theo thit tf clia s6 higu nhém (hodc 1én nhém) da didu nay
khong bat buoe. Nhu trong vi du clng vdi viée tao nhém mdi 2 ngud ding ciing
duge dua vao mdi nhém. & thém nhiéu ngudt ding vao mot nhém ta s& xem trong
phdn Gép.

Cudi cing, phit ki€m tra lai quyén trén t&p va quén s& hirt. Nén dé root lam
chu va nhém fam chi 13 root (hoac system tuy thee nhém ¢ GID bing ) dé trdnh
ngudi dang khéc viét vao tép.

6.3. Thém ngudi ding vae mot nhom mdi

Mdi ngudi ding c6 the thude nhidu nhém ma tén ngudi diing ciia ho duge
ghi trong dong twong iing v&i nhém dé trong tep fetc/group. Tén ngudri ding trong
mdt dong duge phan cdch bing ddu “,”, thit tr ngudt ding trong mdi dong khong
quan trong. Vi du mdt vai dong trong fetc/group fuong \ing véi nhdém cé nhiéu
nguti diing.

staff::52:nvviet,chinq,quanle,sonnh,ducnh,root

laptrinh:53:nvviet, quanl, sonnh, vinhlq, phuent, sonnt, root

ftpadmin:54:sonnh, quanl, reot

svtt:55:khanhnk, hieupd, dungdm, tim

Mot khi da dang nhap vao hé thong ngedi diing chi ¢6 thé thuoe vé mot
nhém tai mot thdi diém, ban didu sau khi dang nhap , ho thudc nhém ¢6 6 higu
duge ghi trong truimg GID trong t8p fete/passwd. DE chuyén déi giita cic nhém ma
hq 1a thanh vién, phdi ding I¢nh newerp.

6.4. Xod mot nhiom

BE x0d hoin toan mot nhém, hiy xod dong ttong fng nhém d6 khoi
fetelgroup. Dong thoi kiém tra tep /etc/passwd xem ¢é ngudi diing nao ly nhém
vira xod lam nhém khai du khi dang nhap h¢ thdng khong, néu c6 phai chuyén ho
sang mot nhdm ma he 1a thanh vién. Néu ta khéng chuyén nhém cho ho (tic 1a déi
trudng GID trong /etc/passwd cha hg) thi ngudi ding nay khong thé dang nhip hé
thdng duge nita vi 6 nhém khong hop 2. Thém vio d6 chiing ta phai kiém tra toan
bO he thong 1€p xem ¢6 tép hay thu muc nao 14y nhém nay 1am chi s& hitu hay
Khong, néu ¢d doi no sang nhém khdce,

MOt s6 phién ban cla Linux ¢6 cde seript cha shell cho phép xod cdce dong
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trong /efc/group, cic tién ich nay c6 tén delgroup hay groupdel, nlimg hdu hét cdc
phién bin cia Unix khong diing ching.

6.5. Lénh su (switch user)

Dor khi ching ta mudn thuc hién mdt s8 lénh nhy mot ngudi ding khéc.
Ncu dang dang nhip dudi tén siéu ngudi diing vi mudn tao tép va dat cdc quyén
trén t&p va quyén s& hitu ctia nvviet thi dang nhap lai dudi tén nvviet s& d& lam
vi¢e hon dudi (en root réi d6i lai cdc tham sd. Tuong tr néu ngudi sit dung hinh
thudmgmuodn (rdf thianh ngudi quan tr trong mot khodng thei gian, ho phdi thoat
khor phién lam vige, ding nhap lai dudi tén mdi va lam cic thay d8i mong muén.
B¢ tranh nhilmg cong viéc do, ta ding 1énh su.

Lénh su chuyén nguii ding sang tén ngudi ding mdi va trao cho ho céc
quyén ma ngudi dung mdi ¢o. Lénh su 1dy tén ngudi dung 1am tham s, vi du khi
ngudd su dung dang nhap dudi tén mot ngudi ¢ng binh thudng va mudh ¢d quyén
str dung hé thong nhur root ho ¢6 thé thue hién cau 1¢énh sau :

5 su root

khi d6 Linux s& yéu cdu nhap mat khiu clia root, néu g6 ding, ngudi sit
dung s& 11¢¥ thanh root cho dén khi nhin Ctrl+D d€ thodt khoi tai khoin nay va trd
v& v 1al khodn ban dau.

Tuong tu, néu dang st dung hé thong vai tal khodn root ma ngudi sir dung
muon chuyén sang mot nguddi ding khic vi du tiennc, khi d6 ¢é thé thuc hién
l&nh :

5 su tiennc

Linux khong yéu cdu ngudr sit dung nhip mat mi khi chuyén tir root sang vi
ho dang c& quyén clia siéu ngudi ding. Néu dang ding nhap dudi tén mot ngudi
ding binh thudng khic root ma mudn chuyén sang md{ ngudi ding khéc thi can
phai nhap mat ma.

Nhu vay c6 thé thiy fetc/passwd va Jetc/group 1a hal 1ép co bin lién guan
dén truy nhap Linux. Ngudi quén tri hé thdng c6 thé d& dang stra déi hai tép nay dé
thém ngudi diing hay nhém bat ki Wic nao. Nlamg cdn ghi nhd ring day 12 hai t&p
song con va cin kidm tra lai quyén truy nhap vao ching sau khi stta.



Chuong II

QUAN LY TAl NGUYEN
%

L. HE THONG TEP VA THIET BI LUU TRU

Mot trong phitg nhiém vu quan trong nhdt clla ngudi quan tri hé thdng la
quan If dra citng va hé thong tép clia Linux, giit cho ca hai & trong tinh trang tot
gitip cho Linux thé hién duge hét kha nang ctia minh. Pidu nay doi hdi thare hién
thiromg Xuyén madt s6 viéc ma ching ta sé xem xét trong phan ndy. Nhin chung
nhimg cong viée nay goém :

- Tim cdc cung tir hong cha he théng tép.
- Kiém tra tinh chit ché va tinh ding ddn cla bang i-node ctia hé théng
Lep.

- Kiém tra cdc quyén truy nhap va s& hiru d€ dim bdo cac truy nhap la
* thich dang.

- Liam cho cic hé thong t¢p (dia phirong hodc & xa) sin sang cho ngui sir
dung.

= Quan If khong gian dia clia h¢ théng Linux.
- Thudmg xuyén sao luu dir lidu dé dim hdo an toan.

Mic dit mdt vai teng s6 cdc hanh dong ké tren duge thuc hién ty dong khi
khoi dong Linux (nhir ki m tra cdc cung 1 hdng), ta ciing nén biét céch thuc hién
cdc thi tyc nay bang tay ciing nhir cach chiing thuc hién dé sira chita cdc 16i c6 thé
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xay ra. Vi viin dé sao luu dir li¢u 1a s& xem trong phdn “Sao luu va khoi phud™ $au,
con vice Ki€m tra quyén trén (8p, chiing ta di xem trong phan trudc,

1. Gan két va thao bo cac hé théng tép

Trong Linux khdi ni¢m he thong 1&p dé chi mot thigt bi ngoai vi duge dinh
dang dé ¢6 thé luu cde t&p cho phép truy cap ngau nhign vi du dia cling, dia mém,
CD-ROM... (hang tir chi cho phép truy nhap tudn v nén khong thé chira mot he
thang ¢p)

Nguyén nhin ctia co ch€ gin kél cdc h¢ théng @p (A céch Linux t6 chie dia
va cdc hé thong &p tao nén toan bo cilu tric thur myc. Linux sir dung mot ¢fu tric
thir myc duy nhat, khong quan tam dén viéc luu trir trén bao nhiéu dia v bao nhiéu
phan ving. Mai h¢ thdng tép cia mdi phan viing phii 13 mot phan cla ciu tric thu
muc 1on han. Toan bg cay thu muc chi ¢é mot thu muc géic, cdc he théng @ep khic
duge gan két vao & cée mide thdp hon.

D¢ ¢6 thé hinh dung Khdi niém niy, hiy tudng ugng mot hé thong tép Linux
chudn véi mot phan viing gdc (/) & trén cling, céc phan viing khac duge chia nhanh
tir phan viing gdc. Phan viing gdc ndm trén mot phan viing cla dia cing ddu tién.
Théng thuomg, dia do cd ca cde thu muc khac teén né nhu /dev, Hib, ;‘étc, . Al ca
céc thu myc cin thiét cho vige khéi dong mot hé diéu hanh Linux nhd nhat phii
duce dat trén phan ving goc.

Tuy vay, gia st rang ban mudn c6 mot hé thong t&p /usr rit Iom dé hd tro
nhicu nguti diing véi cdc e s dir liéu tép rat 16n. Phin viing gdc ¢4 thé khong ¢6
dii ché cho téft ca cdc tép ma ban mudn heu. Khi d6 ban ¢6 thé diing mot phéan viing
Khdc (trén cung hoac trén mot dia cimg khdc), dinh dang nd thanh mot hé thong tép
cia Linux, va sau d6 gin két ching viio hé thong tép gdc dudi thu muc /usr. Mbi
khi ngudi ding di chuyén tr the muc /hin (trong phan viing thit nhat) dén
{usritiennc ching han, ngudi ding di di chuyén dén mot phan viing hay dia khdc.
Ngudi diing khong thé nhan thdy duge sy di chuyén gilta cic phan ving vi céc
phan hoach trong gidng nhir mot cay thu muc duy nhdl. Tha muc /usr duge goi la
dugie gan k&t vio thy muc gdc.

M@t céach chinh xdc, phan vilng chita h¢ thdng tép /usr dugc gin két vio he
thong (&p gdc tai vi tri thu muc /usr. N6 cling ¢6 thé duge gin két vio thu muc
{home, Linux khOng quan tdm dén viée ta gén két h¢ thdng t&p vao dau, mién 1a né
auge gan két vao mot the myc t6n 1ai trong hé théng tép gdc va ¢dn tréng, néu
khong noi dung ciia thu muc & hi xod.
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[a cling ¢6 thé gén két mot he théng tep vao mot he théng @p khdc di duge
gan két véi hé thong tep pe. Vi du gin két mot CD-ROM vao thy muc
fusritiennc/cd rom, trong d6 Jusr 1a mot h¢ théing tép ma ta di gin k&t vao hé
thong tep géc. Mot 1dn nita sur di chuyén giita cdc he théng t2p la trong sudt véi
ngudi diing.

Linux cho phép ta giin két céc phan viing vio bét ki ché nao, tir bat ki nguén
nao, micn la ching phit hop vdi toan ho cdu tric h¢ thdng t&p. Chi cé moét chd
khong thé gin két cdc he thong t¢p la thu myuc géc ndm trong he thdng t&p gdc.
Linux ciing cho phép gan két mot s6 he thong t&p ctta cic hé diéu hanh khic nhu
DOS hay 085/2 viwo hé thong 18p clia Linux. Bé thue hién diéu d6 Linux can hiét
chd truy nhap h¢ théng 1¢p d6 (thu muc /dos, /usridos, hodc moét s8 thir muc khdc)
va kiéu cia hé thong tép d6. Sau khi da gin két Linux s& cho phép ngudi sir dung
di chuyén giita cdc thu muc va tép cia h¢ théng dé nhu trong bat ki thu muc nao
khic cila Linux. Tuy vay, tai mot thoi diém, mét hé théng @p chi c6 thé duge gén
k&l vao mot vi tri, chidng han ta khong thé gin két mot hé théng tép dudt ci /usr va
Hiome,

Khé nang gin két cdc hé thong tép lam cho Linux tr& nén linh hoat. Néu
muon gin k&t mot § ciing chia dit licu la hé théng t¢p ma Linux ¢6 thé hidu duge,
ngudi sir dung ¢6 thé cim & citng nay vio mdy, sau dé gin k&t hé thing &p clia né
Vi bt ki chd ndo trén hé thong ©€p cla Linux. Va nhu vay ngudi sir dung cd thé
truy nhdp dugc dir liéu trén & cimg dé. Moi thiét bi ¢6 thé chita he thdng tép déu co
thé duge gén két: CD-ROM, dia mém, dia quang, ...

Linux cung cip Iénh miount d€ gin k& mot he théng tép. Cd phdp cau leénh
nhur sau:

$ mount ten-thiet-bi diem-noi
lrong d6 ten-thiet-bi 1a tén thiét bi ke trt (phan viing, dia cimg, CD-ROM...),
diem-noi 12 tén thu myc ma thiét bi dugc gén két vao. Vi du cau lénh dé gén ket
- fdevisdad (phan viing thit 4 cia 6 dia SCSI thit nhat) vao thu muc /usr 1a:

5 mount /dev/sdad4 /usr

B¢ gin két mot hé thang tép CD-ROM (nhu /devicdrom vao thu muc /edrom
(gid sir da ton 1ai), ta dung I¢nh

$ mount /dev/cdrom /cdrom

Luu y 1a chi c6 root méi db quyén thye hién cong vide nay. Mac di cé thé
cho phép nguii ding gén két cdc he théng @p nhung didu nay ¢6 thé din dén cac
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van d¢ an toan, do d6 khong duge khuyén khich.

Ta c6 thé gén két mot he thong tép theo kidu chi doc, dac diém nay cho phép
ciim ghi ien h¢ thong 1&p duge gén két (c6 thé chira nhimg it ligh ma ta khong
mudn lam hong), moi ¢6 ging ghi 1én nd s& sinh ra thong bso 18i. HE gz’m k&t mot
hé thang tép theo kidu chi doc, dung tuy chon -r ;

$ meunt -r /dev/cdrom /cdrom

hodc nhur mét s6 phién ban -+ clla UNIX vi Linux cho phép viét -r & cudi

$ mount /dev/cdrom /cdrom -r

Khi mdt h¢ thang 1€p khong con duoe gén két trong hé théng tep cla Linux
nira {(do d6 ngudi diing khong thé truy nhap dén cic thir muc noi gén két no), hé
thdng ¢p duge goi 1a dd bi thdo bd. Tat ¢i cdc he thong tép déu c6 thé bi th4o bod
trir h¢ thong tep gde. BE thdo bd mot hé hong @p, ngudi st dung  ding 1énh
umount. Lénh umount Iy tén cia thi¢t bi hoic diém néi 1am tham sd. Dé bd néi
CD-ROM vira duge gén két trong vi du trén, ta diing mot trong hai lénh sau :

5 umeount /dev/cdrem

$ umount /ecdrom

Ta khong cidn bo gdn két cho moi hé thdng tép trudc khi déng hé thdng,
Linux s& tr dong thire hién cong viée do trong qua trinh dong hé thdng.

2. Gan két cac hé thong tép tu dong bing tép Jetc/fstab

Céc he thdng tep di duge gdn Két tir trude déu khong cin gin ket ty dong khi
hé thong khdi dong lai (Khic v3i root, luon duge gin két tr dong khi khéi dong hé
thong). Khi khdi dong Linux, can phii bidt tim cdc hé thong tép & dau dé gén két.
Linux diing 1&p /erc/re (chay khi Linux knén ¢3ng) dé thuc hién 1énh:

$ mount -av

Khi thire hi¢n 1énh nay, Linux biét duge phai doc tép /ete/fstab dé tim ra he
thang 1€p cén gin két cling nhu nai cin gan két,

Linux cling cung cip dénh monntall d€ néi (4t ¢d cdc hé thong tép trong 1&p
letclfstab. Tuy vily, khong phai mei phién ban cua Linux déu hé trg cau 1énh nay.

Méi dong trong (¢p /ercifstab (Ja1ép ASCID) ¢6 khuon dang nhu sau :

ten-thiet-bi diem-noi he-thong-tep kieu cac-tuy-chon
dump tan-so thu-tu

device 13 1en thiét bi luu trir, 11Ep theo 1a diém gén két, Kiu hé thong 1¢p, ticp



theo la cdc chi ddn lam the nao dé xir I hé thang tép.

Vidu mot iép fclc,fl‘slahl'

/dev/sdal / ext2 defaults 1 1

/dev/adaZ /usr ext? defaults 1 1

/dev/sda3 /usr/data ext2 defaults 1 1

/dev/cdrom fedram 1509660 ro 1 1

/dev/sdad /dos msdos defaults 1 1

/dev/sdbl /data ext? defaults 1 1

Trong do ta thdy h¢ thong tép gdc 1a /dev/sdal 13 he théng &p Linux dién
hinh ¢xt2. CD-ROM duge gan két vao /edrom, né 1a hé théng tep theo kidu ISO
9660 (CD-ROM) va dugc gin két theo kiéu chi doc.

Linux gin két cdc hé thong 1&p theo thif tu cia chéng trong t&p Jetc/fstab. Ta
o thé thily trong vi dy trén dong chi ra gin K&t /usr/data nim sau dong chi ra gin
K&t fusr. Neu dong néi /usriduta ndm trude thi lenh mownt trong tng véi nd khong
thé lam viee vi thu muc /usr chua t6n tai. Trong trudmg hop mdt gén két khong
thue hi¢n duge, Linux bo qua nd va thue hién cde gin k&t con lai. Néu mot gén két
clra mot thu muc s& ducke sir dung trong cic gin két sau khéong thue hién duge, céc
giin ket phuy thude vio né cing s& khong thuc hién duge. Vi du néu két n6i /usr bi
hong vi If do nao d6, th ket noi /usr/data cling s€ khong thue hién dugc vi thu muc
{usr khong ton tai.

Hai con s6 cudi cing cla mdi dong trong Jerc/fstab 13 tan sd sao luu va thit
tu kiém tra, néi chung khong ¢6 ¢ nghia véi mot s6 phicn ban Linux. Tin s6 sao
It chi mite d§ thudng xuyén ma Linux sao liu lad hé thong t¢p d6. Néu 13 | ¢6
nghia la sao hwe hing ngdy, 2 ¢6 nghia 13 sao Ivu hai ngay mot tdn. Con s6 nay
duge dung cho cde chuong trinh sao luu te dong, nd s phan tich @&p /ete/fstab dé
14y thong tin nay.

Thit tu kiém tra ka thit ty ma chuong trinh fsek kiém tra h¢ théng tép. He
thdng tép c6 thi wr kiém tra | s& duge kiém tra ddu tién, he théng tep ¢6 thi nr 2
ducre ki€m tra thit 2,... Néu ¢6 nhiéu h¢ thong @p ¢6 thir tr kiém tra bing 1, céc he
théing tép nay s& duoc kim tra theo thif ty xudlt hién trong /ete/fstab. He thong tép
goc phai ¢6 gid tri 1, theo 1¢ thudmg, cdc phan ving khdc duge dat s6 cao hon. Tuy
vay, da s6 he Linux khong diing con s6 nay.

Ta ¢6 thé dé cd cdc phin viing swap trong /etc/fstab. Khi d6, dat thu muc
2an k&t dén 13 none v tdn s6 sao lun va thit tir kiém tra biing 0. Vi du :
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/dev/sda2 none swap sw 0 0

Khi dé phan viing siap trong fetclfstab, ta cé thé kich hoat né bing lénh
eapon

$ swapon -a

Linux doc &p fetc/fstab va Kich hoat a1 ca céc phin ving swap. Lénh nay
thudmg duge d8 trong &p /etc/re vi theé no duwge thue hién e dong khi khdi dong
Linux.

Ticp theo, ta s& xem xét cdc kiéu hé thong tép va céc gia tri cho trudng tuy-
chon trong (&p fete/fstab (tixe la hudng din xir I hé thong 1ep)

2.1. Cdc kiéu hé thong tép

Céc kicu h¢ thong tép ma Linux hd tres khédc nhau tuy theo phién bin Linux.
Hiu hét cic phien biin ho try cdc hé thong 16p sau -

Bdng 2.1. Ciéc kicu hé théng tép

ext? Kicu h¢ théng tp md rong thit hai (second cxtended), 1a kidu phé bién
nhét clia phan vimg Linux.

ext Kidu h¢ théng t¢p mé réng goc cia Linux(extended), da bi thay the¢ boi
ex12.

minix Kifu h¢ théng tép Minix géc, it duge ding nhumg vin duge hd tro vi 14
khudn dang hé théng ép diu rign via Iinux

xXia Kidu hé¢ thong tép Xia, it sit dung vi bj thay th& béi ext2.

wnisdos Kicu h¢ thong 1ép UMS-DOS, ding khi cai dat Linux trén mdt phan vimg
1XOS (khéng ¢6 phan ving rigng cho Linux) .

proc Kiéu 1¢p dua trén proc, ding cho mét s5 tién tinh sir dung théng tin he
thdng
1509660 Kiéu he thong &p IO 9660 sit dung trén hén hél CD-ROM.
Xernix Kidu h¢ théng 1&p SCO Xenix cung cdp hé trg Xenix dudi Linux.
sysv Kidu h¢ théng 1ép UNIX System V. cho phép hd trg cho & System V duéi
Linux.
coherent Kiéu phién ban Coherent Unix clia Mark Williams diing cho héu hét cic
CD-ROM, cho phép hd tro cde he théng 1¢p Coherent dudi Linux
msdos Kicu phin ving DOS, Linux ¢é thé truy nhap
——hpfs Kiéu h¢ thong t¢p High Performance, cho phép hd trg cho HPES hudi
Linux.




M@t sa phiicn bin ciia Linux khong hd trg cho @t ca cde hé thong tép trén,
dac bilt la cac hé thdng 1€p nhu coheren va minix. Hé thong t¢p mang NFS
(Network File System), dugce cde phién bin gin diay ciia Linux ho trg s& duge xem
x£t trong philn sau.

2.2, Cdc tuy chon

Truomg tuy chon (tuy=chon) trong (8p fete/fstub ¢6 thé ¢ mot s& gia tri
khic nhau, tuy vie phién hin cta Linux. VSi hiu hét céc phién ban cOa Linux (ma
dura (rén BSD UNIX), ta ¢6 thé st dung cdc tuy chon sau d€ mo ta dic diém he
thang t&p.

Bdng 2.2. Cictuy chon mo ta he thong tép

|

default : Khic nhau tuy theo phién bdn, nhung thong thutmg 1 doc-ghi, suid
' Vil guola

rw Boc-ghi

1o Chi doc
_s_uid Cho phdp tuy nhip theo che dé SULD

nosuid Khéng duoe truy nhap theo ché do SUTID

quota d¢ quota ¢6 tac dung

nOqIota Quota kKhéng ¢d tde dung

N&u kicu h¢ thang 2p 1a nfs, cdn ¢é nhidu tuy chon khac duge héd trg. Tuy
chon default ¢ xu hudng 1a tuy chon 16t nhit cho cde he thong t¢p truyén thong
duye ndi vao mat & ety dia phuong.

Thuat ngir SUID thutmg diung khi qudn tri hé thdng. SULD (Set User ID) 12
bit quycén gan vai (at e cdce €p va thir muc. Tuomg e ta ciing cd bit SGID (Set
Group 1D). Moi t&p hay thu muc ¢6 cac bit nay duge thict lap sC hout dong vdi
quyén clia chi 1¢p khi né duge thye thi. Vi du, ta dang nhap h¢ thong dudi mot tén
nguon ding thong thudmg va thye hién mot 1&p nhi phan ¢6 SUID e thiét lap, t&p
nhi phin s& thiee thi nhe né duge thue hién chay bdi root. Ci hai SUID va SGID
déu dang ngai vi chiing chiing ¢6 thé din dén viin dé an toan va bao miat,



3. Quan li khdéng gian dia

H¢ di¢u hanh, cde tng dung, chuong trinh dich va diic biet cac 1ép clia ngudi
dung treng h¢ thong chia sé lam cho bao nhiéu khong gian dia ciing nhanh chéng
trér nén khong dil. Bia cing hi¢n nay khong dit nita nén nhidu ngudi quén tri he
théng chon gidl phdp mua thém & dia cing, diéu dé trénh khoi phai thudng xuyén
don dep céc t¢p dé 1y khong gian nhung vin cdn 6 chinh séch sit dung dia cho
nguoi dung sao cho khong gian dia khong bi sit dung mot céch ling phi. D& c6
duge mat chinh sach sir dung dia nhe vay, ngudi quin tri hé thong cén phéi bict
cach xac dinh khang gian dia duge sir dung, quin 1i dia mot cach hiéu qua va don
dep dia.

3.1. Kié::r tra hé thong tép

M0t phin clia trinh khés dong Linux (diéu khién boi mot dong trong /ete/re)
la kiém tra tdt cd cde he thong 1¢p d€ ddm bio chiing khong bi hong. Cong viéc nay
thure hi¢n méi khi khii dong lai h¢ théng. Tuy vay, néu mdy khong thudng xuyén
khai dong lai hoge ban 1a nguis ¢6 kinh nghigm vé vé céc 16i cha dia thi ciing nén
(1 chay chuong tinh kiém tra hé thong t¢p.

Nhin chung, nguoi sit dung  dung churong trinh fsck (file system check) dé
ki¢m tra h¢ thong t&p. Linux str dung mot s& phién ban khac clia fsck dé kiém tra
cdc hé thong tep phy thude Linux. Vi vay, ta c6 thé khong truc tiép truy nhap feck.
Vi du nhi¢u phién bin Linux ¢t phién ban rieng clia fsdk dé kiém tra cdc hé thong
exi2 la e2fsek.

Neu fsck ¢d trong mot phién bin clia Linux, phién ban thich hop clia fsck s@
duge tim trong cac thu muc Mhin, /sbim, letelfs, Jete vi thue hién phién bin do. Qud
trinh tim v thuee hién L trong sudt d61 van ngudd sie dyung trong hau hét cac tndng
heap.

Jxck thue hicn mot s6 cong viée, phan 16n hoat dong cla nd 13 quét toan bo
h¢ thang t&p dé tim cic 16 sau

- Mat block duoe duing béi nhidu t&p (van dé licn két chéo : cross-linked) .

- Cace block duoe diing nhung lal duge danh diu la khong.
- Cdc diém nhap mau thudn giita cée (&p v bang, i-node.
- Dé&m 5o lién k€ khong ding.

Csc di¢m nhap khong hap 18 trong bing i-node.
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- Mau thuin giita gid (i kich thude bang i-node va khong gian duge sir
dyng bdi céc tép.

- Cdc gid 1ri khong hop [¢ trong t&p.

- Céc ép dd milt ma khong xuat hi¢n trong bing i-node.

Toan bo qué trinh dién ra rdt nhanh, do dé khong ¢6 1 do gl mi khong chay
Ssck thudmg xuyén, N&u fsck bdo cdo cac 161, hily déng hé thdng va chuyén sang
che do chi danh cha siéu nguesi ding va chay lai fsck. Cde vin dé c6 thé da ndy
sinh do (mg dung clia nguds dung, vi vay bude nay sé xdc dinh cdc 181 kidu dé. Néu
dia van ¢ 161, ta 6 thé sita né trong ché d¢ siéu ngudt ding.

ba s cde trudmg hop, feck chi chay tren cde hé thong tép da duge bd gin két
trir he thong t¢p gde. NEu mudh Kidm tra cdc h¢ thong 1€p, trude hét bo gin k&t cho
nG vivsau do chay fyck. BE kidm tra h¢ thdng 1¢p gdc, chuyén hé thong sang ch& da
mot nguot ding va chay fyek.

Lénh fsek ldy tham s6 13 thict bi hodc diém nési hé thong t¢p mi ta muon
kicm tra. Vi du, i hai dong Iénh nay déu diing :

5 fack /dev/sdal

fsck Jusr

L

Ncu fsck lam vige trén nhidu 6 dia (nh gdn K&, n6 s¢ ci ging thye hicn
song song chimg nao ¢6 the dé gidm thivi gian cén thigt dé kim tra dia,

Céac tay chon clia fick duoe hd tro bai hiu hét cic h¢ Linux va thuimg duoce
s dung béi ngurivi quin tn hé ihdng la;

Bdng 2.3, Cac iy chon cla lénh fsck

-a | Ludong st he thong t¢p ma khong cdn hai lai ngudi diing

-r St he thong tép ¢6 trong tic véi ngudi st dung (hoi ngudni diing cic chi
din). Diing né chi khi kidm tra mot e thong tép dom 1,

-t <lypes> Chi ra kidu h¢ théng tép kién tra. N¢u type bat ddu bang no, chi cic
kicu h¢ théng 1¢p khic méi duge kiém tra, Tuy chon nay ding céc kidu
h¢ thong 18p trong t8p feteifstab.

-v Tuy chon nay cho phép dua ra bdo cio dai

Chii §: Thinh thodng chay fsck d€ ki€m tra tinh chat ché clia h¢ théng. Mdi
khi gap mot thong bio 181 dia, hiy chay fick ngay.
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3.2. Hién thi cdc thong ké vé hé thong tép

Hai 1énh thudng duge ding dé xem cdc thong ké hé thong tép nhét 1a df
(disk filesystem) va du (disk usage), ching cho bigt khong gian da ding, khong
gian con trong, ...

Lénh df

Lénh df duge ding nhicu nhit dé 1y céc thong ke vé hé théng 1&p. N6 hién
thi cac thong tin vé tit cd cdc hé thaing €p trong he thong, dung lugng tGng cong,
luong con trisng trén méi he thdng tep, cc vi tri ndi hién tai. Vi du, mat iénh df
cho két qua ;

$ df

Fileaystem lk=blocks Used Available Use% Mounted on
/dev/hdal 3826584 1412516 2219684 39% /
fdev/sedl 663516 663516 0 100% /cdrom

Nhar vay hé thong niy c6 mot dia ciing ¢6 | phan viing cho Linux /devihda3
¢ dung lugng tong cong 3.826.584K, da ding 1.412.516K, khong gian con trdng
2.219.684K, phin viing ndy di sir dyng %, v né La phan viing géc. Ngoad ra nd cd
24n két vii CD-ROM tai thu muc /edrom

boi khi, chiing ta thiy thong bdo phdn tram sir dung dia 13 100%. D6 ta do
Linux gitr lai 10% dia cho siéu nguoi dung st dung. Nhu vay, root ¢ thé sir dung
110% dung lwmg duoe hién thi. Tuy vay, khi luong st dung lén dén 100% thi
cling la Iie phai don dep dia.

Tuy chon -1 ctia 1¢nh da ra cic thong tin tuong ty vé bang i-node

G df -1

Filesoystem Inodes TUsed IFree IUze% Mounted on
/dev/hda3l 486720 72246 414474 15% /
/dev/scdl 0 0 0 0% /cdrom

Ciing v&i h¢ thong nhu trén, df dura ra cic con 80 vé céc i-node sidn cé, Iiong
da dung, s6 com rdi, va philn tram d3 sit dyng. Khong cd sy tuong quan gitta thong
tin sit dung bang /-sode va thong tin sit dung dia. Vi vay, nén hién thi ci hai thong
tin. MOt i-node duge str dung khi mot t¢p duge ding. Néu nhiéu 12p nhod duge huu
thi bang /-#ode cling ¢é thé ddy. Do dé phai kiém tra cd tinh trang sir dung dia va
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bang i-node,

Lenh df" bo qua cdc hé thong (¢p duge ddnh ddu bd qua trong tép Jeto/fstab
(thutmg chi ¢6 cdc (&p swap ¢6 thiét lap nay). Mic dinh, 1énh df hién thi tit ca cac
h¢ thong 1&p duge gin ket viv hé théng, trir phi ta dac 14 mot he thong tép cho 1énh.

Lénh off hicn thi khong gian sif dung dia theo don vi 1KB, trir phi ta dat bién
mi truimg POSIXLY CORRECT  trong t&p khéi 1ao hé thong. Néu bién nay duoc
thiet 1ap, thong tin s& duge hién thi theo don vi 512 byte. Céch dat nay thuan loi
kht diing cdc h¢ thong tép cii quy dinh kich thuc cung tir la 512 hyte.

MOt st tuy chon cia lénh df, hau hét duge cde phign ban cia Linux hd try :

Bang 2.4. Cic tuy chon clia lénh df

-a, -all Hifn thi cho ¢ cde he thong tép khdng ¢6 hlock nio (Cic hé théug
wp khéng ¢ dlock nio thudng ding cho cde muc dich dac bidt nhur
ty dong gan kél cde thigt bi dac bigt)

-help Hicn thi cde thang tin tro giip

-1, ~inode

Hidn thi cie thong tin i-node

-k, -kilobyte

Ding dé hign khong gian theo don vi IK thay vi 512 byte

4 Dimg khuon dang POSIX d€ hién thi thong tin vé he théng 1€p wrén
mat domg i khong ¢é cudn dong. Néu én hé théng 18p dai qué 20
ki tu, tuy chyn ndy € bit bude cde cot khong can 18 nita.

-1 Ilicn thi thém thong tin Kidu cla cdc he thong 1¢p.

Lo-l<types Chi hi¢n thi cdc h¢ théug ©p 6 kiéu phlt hop vai kidu dua ra.

-v Hidn thi s6 phicn ban cua df

-X<lype> Hién thi moi hé thang 1ép khic kidu di chi ra

Cic tuy chon trén ¢o the duge (6 hop vdi nhau khi ditng. Ta cling ¢6 thé dua
céc lénh thudmg ding véi nhan vao mot shell script dé chay mdi khi cdn.

[.énh du

Lénh ofu ding d¢ hicn thi cdc thong tin théng ke tinh trang sir dung dia c6
ich. Khi chay lénh du Khong ¢d tham s6, nd hién thi lugng dia 32 diing bai cdc tep,
thir mue con dudi mot thie muce dua ra hay thi muc hién tai néu khong dua ra thu
muyc i, Hiy xem ha vi du sau:
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S don

125 Jinfo/a temp

4 /info/data

265 /info/data/book

726 /info/data/book/chap 1

Vir:

[l

5 du Jusr/tiennc

3% fusr/tienncibin

2736 /usr/tiennc/book

3 Jusr/tiennc/zource

Lénh dir hicn 1hi khong gian sir dung ciia méi thu mue thea block trong cot

diu vi tén thu muc trong ¢ot thit hai,

N¢u chay du trén mot cay thir muc 1dn, thong tin dua ra sé rat dai, fa ¢6 thé

10m 1@ nd hang tuy chon -s (summarize)

5 du

Jusr/linhtd

3315 fusr/linhtd

Lénh die ¢ mat s6 tuy chon sau

Rdng 2.6. Cic tuy chon cha 1énh du

-a, -all

11i¢n thi théng tin cho moi thu muc vi iép

b, bytes | Hién thi kich thudc theo byte

. -1otal Hién thi toin bo

-k Hién thi kich thudc theo kilobyte |, thay vi 512 byte (néu trude 46 da da
Hi 512 byie)

j-l Hign thi kich thude cha 1t ca cde @ep, k& ca cde 1ép lign két

-5 Chi hién thi t6ng s&

- Hién 1hi phi¢n ban

—x_ Bo qua cie e oaige trong cde hi H}ﬁnéwlgp khic duge gim ké1 vio he

thong tep hién tai.
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3.3. Don dep dia cung

Khi thi¢u khong gian dia. co thé ding gidi phdp mua thém & dia thém phan
vaung cho Linux. Nhung nhu vay khong duge thue & 1dm va ciing khong phai diéu
ta mong mudn. Gidi phap tromg tredmg hop nay 1A xoay x& 161 da vai nhimg gi 1a

[N

H¢ thong hoat dong kém trude tién la do dia b phan méanh. Cac ddu doc phii
di chuyén nhiéu dé truy nhap hay ghi mot 1&p. Vi vay.cdn loai bd su phan manh
o

bE piam khong gian sir dung dia, ddu tien nén loai bd cic tng dung vi phin
meém Khong cin dung dén. nhit 14 nhimg phin mém duge cii dat tu dong khi cii
dit Linux, chiing han nhu khi g& bo bo dich C, khong gian dia ¢ thé gidm duoc
1 SOMB.

Ticp theo, yéu cau ngudth ditng h¢ théng don dep khong gian danh cho ho,
Xud cie bédn sao cia cic tep, b cac tép lau (o dong vid cdc 18p fog. Chi ricng vide
Xod bo cac (€p fog cling ¢d the 1iet kiem khong gian dia téi 30MB. Cic ép log co
hin bao pom:

Bdng 2.7. Céc1&p tin log cct ban

fust/spoolfip/loy Prnting log
fusr/libferon oy File log ctia cron
Jusr/spoolfunep/LOGEILLS File log cta ULICP

Kich thirdc cac (¢p nay e thé tang nhanh mot cich ding kinh ngac. Néu
muon gitr lai mot s6 dang wrong 1€p tog, hily dung l1énh fail. Vi duw &€ gilt Lar 100
domg cudi con xod cac domg con lai.

5 ed funr/opool/lp
% tall -100 log > tmp

5 mv tmp log

Suor luu cde chuong trinh, dit hiéu khong hay diing dén vio cdc thiét bi nhd
khéac viy xod chiing khéi 6 cimg. N&u shat ¢dn thiét, bdy gilt chiing frong & cimg
durdi dang nén.

N¢n nhd riing 1&p core, dog, error 12 ¢de t&p ma kich thude ting nhanh dén

Kha 1em vir chiing fa ¢o theé xod di ma chiing hai gi. D¢ xo0d di cdc 1ép niy, vi du (41
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cit cdc tep core, ta dung lénh

5 find / -name core -exec rm {} ‘\:

4. Gidi han khong gian dia cho ngudi dung

Hoat dong mdt hé 1thdng da ngudi diing nhu Linux luon d# hé théng vao
tinh trang bi thi¢u khong gian dia. Gidi phdp i tudng nhét | han ché khong gian
dia ma mdi ngudi sir dung Jung, di¢u nay dirge thue hien nho lénh guota.

Uuota la mot trong cde cong cu quan Ii 1ai nguyen 16t nhat, né cho phép dua
ra va gici han khong gian sir dung dia clia ngudi diing. N6 duyét tép fetc/fstub va
Ki¢m tra winh (rang diing dia theo thiy tu cac hé thiing tep trong /etcifstab.,

Quota dat sin mOt khong gian dia cho ngudi ding hay nhém, khi ngudi
dung di dong dén gidi han 6 the sé cd mot thong bao xuat hién trén man hinh va
cie bao cdo sit dung dia s& dugce gifi cho root.

4.1, Gidi han citng va mém

B¢ giGi han khong gian sir dung cha nguii dung, ta ¢6 thé dung giéi han
cing hoje gidi han mém. Gidi hun cimg khong thé bi vuot qua trong bat Ki hoin
canh niw v khi dat tdi gidi han hg khong nhan duge mot cdnh bdo nao ci. Mot
£i¢i han mém cho phép ngudi sir dyng dat (Gi gidi han nhung ho sé nhin duge mat
canh bdo. Li twdng nhit 14 ta dit mot gidi han mém nhd hon gidgi han cing dé
ngwd diing o thé nhan duge cinh bdo trude khi hg khong con ghi duge gi nira.

4.2. Khi nao ditng Quota

Khong phdi moi hé thong tép déu cin dat gidi han. Néu ¢6 mot s8 6 dia ciing
duge chia thanh nhiéu h¢ thdng &p, ta ¢d thé dang mot s6 cho khong gian luwu triv
khong gidi han, va s0 con lai ¢6 thé ciin guora. Noi chung thi quyét dinh ding
guota cho he thong tép nao phu thude viw chinh nguti sir dung. Hidu hét cac he
Linux doi hoi phai stra 1¢p /ete/fstab dé chi ra hé thang t&p nao diing guoty, diéu
nau duoe cht ra 0 ¢ol thit 4 ctia mdi dong. Vi du:

5 /fdev/sdal fusr rw,quota 1 3

Dong niy chi ra ring h¢ thdng @p /usr ding guota. Néu dong nay cé chit

neueora ta ¢ thé déi thanh quota && dung guota cho he thang (&p.
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4.3. Ddt cde queda ngwdi dung

Nguti quan 1 h¢ thong dit cic guora ngudi ding trong t€p guota.user trong
thu myc goc ciia he thong @p dp dung quota. Tuong tr, guota nhém (néu duge
diing) cling ducc dit trong ©€p quota.group ciing trong thu muc géc cla hé théng
tép. Ta phdi tao cde 18p quota bang lay bang céch ding cat dé tao mot t@p hoac
dang 1énh touwrfi. Sau day

Lénh nay kich hoat mot trinh soan thio (mac dinh 13 vi). N&u ta dua ra én 1a
cdc 1énh dat quota cho hé thdng t&p fusr.

Res]

cd fusr

$ touch gquota.user

5 chmod 400 gquota.uczer
$ touch quota.group

$ chmod 600 quota.group

Lénh c/vnod lam cho tép chi ghi duge béi root.

Lic nay ching 1a cin khdi dong lai hé thdng, khi d6 ép guota.user hay
quota.group s€ durge he thdng soan vdi cac thong tin khdi ddu déu bang (0 va cong
viée clia chiing ta sé 1a stra cdc thang tin ndy dé dat quota cho timg ngudi diing cu
thé. Tuy vay t¢p quota.user va quota.group déu khong phai 1a céc 1ep ASCII, dé
stra thong tin (rong ching ta phil ding 1énh edquota va 1énh nay ciing chi ¢d root
mdi dung due. Tiép theo edguota ta chi ra tén ngudi diing hodc nhém ma ta mudin
dat quota. Vi du :

/usr/sbin/edquota linhtd

Lénh edquota s€ bat trinh soan thao mic dinh cta hé théng (thudmg 13 vi) dé
chiing ta stra quota. Vi du tép quota nhu sau ;

Quotas for user linhtd :

/dev/hdal : blocks in use 1128, limits (soft = 50000, hard = 50000}
inodes in use 112, limits {soft = 10000, hard = 10000}
MOt tep tam s& luu cédc théng tin vé ngudi ding trong nhém va viét thong tin

niy vao (ep quota.group,

Mat 56 tuy chon cla lénh edguota -
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Bdng 2.8. Cic tuy chon cha 1énh edquota

by Soun quota caa mét nhdin

. P Chép hodn todn mdl queta cia ngudi ndy cho ngudi kia

|
-1 Sira gidi han thai glan iném (trude khi dat dén gi6i han cing)
-u Sifa it guata cua ngudh dang (tuy chon mac dinh)

Sau khi dit quota cho mot hé thong (€p, ta phai bat kiém tra quota vdi 1énh
quotdon. Vi du d¢ bat quota cho hé théng 1¢p /devisda3:

5 quotaon /dev/sda3l
d¢ hat Ki¢m tra quota cho (81 ca céc phan viing, ta ding lénh :
5 gquotaon -a

Lénh guoraoff thye hién cac hinh dong nguge lai vai cling tham s6.

5. bung Iénh quota
Cu phip cla 1énh guota

5 quota [ options] [ user] { group]

Céc tuy chon cho 1énh quota :

Bdng 2.9. Tuy chon ctia 1énh quota

-p “ifl'lu‘l thi guota nhém cho nhém ma nguéi diing 14 thanh vién
!—vq Hign th cde hé thang t¢p di dimg qud gidi han

-u Hién 1hi céc quola ciia npudi dimg

-v L1ién hi quota clia he thong 1¢p chara L tri gi

Neudi sir dung ciing ¢6 thé té hgp cac tuy chon, vi du diing ¢ -g va -u khi
d6 ¢a quota clia ngudi diing va nhdm déu duge hién thi. Ngudi quan tri hé thing
khi dang nhap diréi root cd thé hién thi quota cho nguti ding bat ki véi tuy chon -u
kem theo 1én, vi do

-

% guota =-u tiennc
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6. Dung Iénh quotacheck

Khi di dat va chay guota, ngudi sit dung c6 thé dung 1énh quotacheck bit ki
lic nao dé kiém (ra tinh trang si dung khong gian hién tai cla hé théng @p. Két
qua s& dudge viét vao t&p quotd.user hay quota.group trong thia muc poc.,

Nén dat 1gnh guotacheck A€ nd chay thuémg xuyén mdi khi khoi dong, khi
do t&p quota ludn duge cip nhit tr dong, nhur vay (6t nhit ia dit 1énh nay trong t¢p
khd dong re. Néu khong nén ding quetacheck thuémg xuyén khi thay <6 161 trong
mal hé thang @p.

Céc tuy chon clia 1énh quotacheck :

Bang 2.10.  Tuy chon clia lénh qugtacheck

-a Kidin tra mgi hé théng 1&p

ol 1idn thi cdc thong tin kidm tra timg bude mot (debug)

-g K&m theo mot nhéni, chi kidm tra nhém d6.

-u K&m theo mot userlD, chi kiém tra ngudi ding do (kiém tra tit ci ngudi dimg
néu khong chi ra ngudi dig).

-v Bua ra thong tin bii hon, chi & quotacheck dang lam gi.

St dung guotacheck thudmg xuyen cé thé gidp ddm bao quota clia hé thong
t&p duoe tudn thi,

7. Téplién két

T¢p licn két Iy mt khai niém thuong gy nham 1an trong hé thong tép nhung
thue ra no rat don gian. Mot cdch don gian nhat, mot kién két tao mot én tép thit
hai cho mot tép. C6 hai loai tép lién Két, lién két cimg (hard link) va lién két bidu
tueng (symbolique link).

Lién két cing

Li¢n k&t cimg khong thate su la mot kiéu tép ma ding hon {a mot tén khdc
cua tép duoe dit tal mot vi i khac trong h¢ thong tép. Méi tép ¢6 it nhdt 1a mﬁl
lien k&1 cimg, thuimg la tén ma nd duge tao ra ban dau. Khi tao mot lién k&t mdi,
tép duge dat mot tén alias mdi. Lién k& va tép géc clia n6 1a hai diém i-node ciing
trdy dén mdt nodi dung vat 1 (do d6 ¢ cung 8 i-node). Dudi UNTX mot Hén két va
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1¢p ma nd ré 61 dudte coi 13 mot,
Vi du ta tao mot 1€p lien k&t cla tp /usrimwiet/testfile bang Iénh sau :
5 In Jusr/avviet/testfile /usr/toandv/testfile
Khuan dang cda i¢nh nay luon 12 tén ép hién tai rdi dén én t&p lién Két.
Khi d6 d¢ bict s6 i-nade clia 2 1¢p, ta diing
$ 1z -1 /Jusr/nvviet/testfile /usr/toandv/testfile
14253 Jusr/nvviet/testfile 14253 /usr/toandv/testfile

Ca hai (€ fusrinvviet/tesifile, lusritoandvitestfile cung o déh mot ndi dung
vatii chung, vi vay moi thay doi béi nvviet hodc toandv déu phan 4nh ngay lap
tife trén thu muc kia (vi¢e nay tranh cho chdng ta phai thuomg xuyén sao lai cdc tép
nay). Cd nvviet va toandv déu ¢ thé thay ddi 16p, mién L khong thay d6i ciing
m Iic.

Mot viin dé la quyén truy nhdp 18p va s hiru tép nhu the nao. Néu nvviet la
ngudi cha (¢p va La ngudi duy nhdt cé quyén ghi tép, anh ta ¢é thé tao mot mée ndi
mdi cho (¢p cua anh ta 1a fusr/toandvitestfite va dat quyén sé hivu cia p lien két
mdl cho toandv. Theo cach db ca nvv. 2t v toandv ¢ thé lam viée trén cling
mot 1&p bal chip céc quyén s hiru va truy nhap vi mdi t&p ¢6 mol ngudi & hitu
ricng. Néu duge dat ding, quyén s& hiu v quyén truy nhap o6 thé chdng ngai
khac doc va ghi én tép.

Vite Xod mét 1én t¢p lien két khong xod mit ép vat I twong img, tép vat Ii
chi bi xo0d khi nac khang con mat lién két nao dén né nita.

Li¢n két biéu tuong

Lién k&t biéu tuong 1a mot kiéu lien két khdc khong diing diém i-rede cho
lién ké&t, né chi dem gidn 13 mot tép chifa én ca tép ma né lien k&t dén. Khi UNIX
ma hodc di theo mot lién két biéu tuong, né s& di thing téi tép ma lién k€t bidu
tugng trd dén hon 1 ban than lien két ndy. Diém khic nhau co ban giira lién két
ciing vit lién k&t biéu tugng 13 1ién két cing 1a mot tham chicu tnge Giép con Lién ket
bigu trgng la mot tham chigu bang tén.

Ta dd sir dung cée lién két nay khi tao cde trinh didu khién thigt bi ngoai vi
nhu /devimaoden hay /devicual . Liza chon -s c¢lia 1énh In cho phép tao lién két bidu
tueng. Vidu cd 1&p bigfile, ta tao mot lién Két biéu tugng cla nd, @€p anotherfile.
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§ 1s -1 bigfile

6253 bigfile

$ 1n -5 bigfile anotherfile

$ 1s -i bigfile anotherfile

6253 bigfile 8358 anotherfile

Nhu la thdy cac 83 i-node cua céc tép 13 khdc nhau dliu nay 1a duong nhién
vi 2 t¢p la hoan 1oan khdc nhau, ching tr6 dén 2 ngi dung vac If khac nhau. Khi liet
ke t&p, cic lién két bicu tugng duge biu dién bing mili tén

lrwxrwxrwx 1 root root 6 Sep 16:35 anotherfile -> bigfile

-rw-rw-r-- 1 root root 2 Sep 17:23 bigfile

Quyén ciia tép lign két bidu tugng ludn duge dat 1a Irwxrwxrw, Quyén truy
nhap (ép lién két bidu tugng duge x4c dinh bii quyén truy nhap va sd hite cha tep
mi nd tién k&t dén (& day la bigfile).

biém khac biét gifra lien k&t cing va lien két bidu tugng khong chi 1 céc
diém nhap i-nade trong bang i-node. Ta ¢6 thé tao mot lién kst bidu tuong dén mot
tep chua ton tai, diéu nay khong thé lam duge véi lien két cimg. Ta cé thé di theo
¢cde lign két hifu tigng dé im ra 1&p ma chiing trd t6i nhimg hiu nhir khong thé
lam duge véi 1ien ket citng. Hat nhan Linux xi1 If hai kiéu tep ndy ciing khdc nhau.

II. QUAN LI IN AN

Quan If mdy in trong Linux khd khéc véi dudi DOS hay OS/2. Vi vay n6 ¢6
thé gdy ra mot s vin dé ddi véi ngudi quén tri he théng. Kha nang in cla Linux
ciing khong manh va dé& diing nhu cdc phién ban thuong mai khéc cia UNIX. Khi
ching ta lam viéc trén moOt moi frudmg may in mang 16n, cdc han ch& ciua Linux
trong vin dé in an cang boc 16.

1. Thém may in

Linux hd try cd méy in song song va tudn ty, ciing nhu mdy in mang (duge
ndi véi mot mdy trong mang cuc bg). Hiu hét ching déu 1am vige theo ch& do kit
{character mode). Mac du vy, mot s6 it voi t0c do cao lai hoat dong trong ch& d6
khai (block mode). Linux cling ¢é md tién ich tién ich phuc vu cho cai dat va cu
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hinh mdy in, song kha ning clia né rit han ché so véi nhidu phién bin khdic cua
UNIX. Vi vily, (01 hon {2 1a0 c4c tép didu khién thisl bi cho mdy in bing Lay.

Cdc mdy in song song duge tham chi€u bing cic ép difu khién thiél hi
fdeviipts, fdevilpl, Ideviip2, tuy theo sd cla cOng song song ma chiing sir dung,
Hiu hét cde méy in duge néi vao céng song song cua PC tuong tng véi /deviipO,
cong song song diu tién.

Bdng 2.11. Cic cong song song

Parallel port device 1/0) address DOS equivaleat
Jdev/lpO 0x03be LPT1
fdevilpi, 0x0378 LPi2
fdevflp2 0x027% LPI3

Néu khong chie dia chi cha céng song song ma mdy in dudc cdm, ta hiy thir
Ian lugt cdc cong song song tir /dev/ip(, va xem xem liéu c6 thé in duoe tir cOng do
khong.

Linux dung tenh mknod (make node) dé tao 1ép thiét bi cho mdy in song
song. B¢ tao t¢p didu khién thiét bi & céng song song thit nthill (/dev/Ip()) :

S mknod -m 620 /dev/pO e 6 0

Theo vi du nay, t&p didu khién thict bi /dev/Ipt duge 2ap cho thiét bi hoat
dong trong ch¢ d ki tu vdi s6 thiét bi chinh 13 6 va s thiét bi pta 1a 0.

Bé hicu 1o, ta néi them mot chiit vé hai con s6 nay. M@'f hé théng ¢o thé cd
nhicu hon mot thiét bi ngoai vi ciing kiéu, do dé ching ding chung trinh diéu
khién. Vi du, he thong c6 hai mdy in Hewlett Packard LascrJet duge ndi vao hai
cong song song cling diing chung trinh di¢u khién. He diéu hanh phai ¢6 cdch phan
bi¢t hai mdy in nay. Mot phuong phép 1a ding sd cha thiét bi. M&i thiét bi duce
xde dinh bo s& chinh (major number) x4c dinh trinh diéu khién sé duge st dung,
va mdt s& phu (minor number) xédc dinh sd clia thict bi. Nhu vay hai mdy in trén s8
6 cling 83 chinh (trd dén 1¢p diéu khién thiét bi trong thu muc /dev), nhimg ¢ s6
phu khéc nhau giip cho h¢ diéu hanh xac dinh may in.

Thong thuomg s6 thict bi phu duge dit bit ddu tir O va tang ddn 1én. Vi mdy
In niy i3 cdi dau tien duoe dit nén ndé ¢6 s6 phu bang 0. Tuy chon -m  dat mit na
quyén cho ¢p (O diy la 620).
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Sau khi tao 1&p diéu khién cho mdy in, ta phdi doi quyén lam chi cla ép
dicu khién nity cho root, dacmon hay root.daemon (dat quyén lam chi cho root
va nhém cho daemon ciing mot lac). Ta ¢o thé dung mét 1énh v root . daemon :

% chown root.daemon /dev/1p0

Sau dé dat quyén truy nhap tép bing 620

5 chmod 620 /dev/1p0

Pé dit cau hinh cho thiét bi khong phai ¢ cong song song ddu tién, ta phai
ddi s0 thiét bi trong 1¢n thidt bi. Vdi mbi céng song song c6 the, [enh mknod 12

5 mknod -m 620 /dev/lp0 c 6 O

$ mknod -m 620 /dev/lpl ¢ 6 1

$ mkned -m 620 /dev/lp2 c 6 2

Trong cdc trudng hop niy s6 thidt bi phy tang tuong ting vl s§ cong. Mic
di ddnh s6 cdc thidl bi theo cich nay 1h khong cin thiét nhung nd ¢6 thé gidp ta
hict duoc ta ciim thidt bi vio cong nao.

Ta cling cin phii tao mot the muc speol cho mdy in. Quyén truy nhip vi
quyén s hitu cho the muc spool s duge néi dén trong phan sau, “tép
fetelprinteap™.

2. Chuang trinh Ipd

Ciéc dich vu in dugie quan i béi mot dacmon goi 1a ipd (line printer daemon).
Daemon {pd thuomg duge Khéi dang e dong trong qué trinh khéi dong ferc/re Khi
h¢ théng chuyén sang ché do da ngudi ding. I pd daemon gédm mot s6 nhiém vy vi
chay trong sudt qud trinh Linux hoat dong (trir phi bi két thiic béi ngudi quan tni
hoc khi dacmon bi hdng). Mat trong nhilng phan quan trong nhét cia tha tuc khd
dong clia daemon ndy b doe tép cau hinh may in, fete/printcup.

Tep /etelprintcap dung dé xac dinh cac 1énh phuc vy giao tiép vdi tit ca cic
may in da duoe ciu hinh v noi vae hé thong. Khi da tv khéi dong, {pd khéi dong
hai dacmon khéac goi 1a tisten va aceept quan 1T cdce yéu cdu in gin dén.

Dacmon clia Linux chay khong on dinh 1dm, vi vay ngudi st dung c6 thé
phdi khéi dong lai hoac két thiic né khi thay d6i cau hinh. D¢ khéi dong daemon,
str dung cu phdp:

$ lpd i -1] [ port]
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Tuy chon -1 khéi dong mot tign trinh log, nd ghi mét ghi chii vio tep log méi
khi ¢6 mét yéu céu in duge xir li.

Tuy chon pert cho phép chdng ta chi ra s6 c8ng Internet cho dacmon néu
mudén bo qua thong tin mic dinh cia he thong. Chiing 1a ¢6 (hé s¢ khong bao gity
phdi sir dung tuy chon nay trén mot may don hoac mang nhd, nhung nd sé rit hiu
dung trong céic h¢ thGng mdy in clia mang rat 16n.

Klu nhin duge mot yéu ciu in qua mang (hoac ngay tai may}, dacmon {pd
thire hign mot chuong trinh kiém tra ngdn dé xem nguin £in yéu ciu ¢6 duge phép
ding may in hay khong. Chuong trinh nay dung cdc p fetelhosts.equiv va file
fetclhosts Ipd. Neu ten may cha nguri gl khong nim trong mot trong hai tép trén,
yéu ciu in khong duge ddp tng. May cuc bo cha ta luon nim trong hosts equiv
(dudi ten locallost), nén moi ngudt diing trén may déu cé thé in dugic.

bé két thiic daemon ipd, lay sO hicu ti€n trinh cla né (process 1D) sir dung
iénh ps, va sau d6 sir dung 1énh &il! véi s8 hicu tién trinh d6. Khi d6 cac y&u cau in
déu khong duoc chip nhan.

2.1. Spool cia mdy in

Khi mot yéu cilu in (mot print job) duge Ipd nhan (hodc nhin bdi céc tién
trinh {isten via uccept cla nd), cac trang duge in sé duge chép viio mdt viing, #20i la
viing spool 1n cua h¢ thong. Hanh dong nay s& gidi phdng console khi ta dua ra
yéu cdu in vi cho phép ta ti€p tue thay ddi ndi dung cic t¢p ma ta mudn in sau khi
chiing da duge gui cho daemon mé khong dnh huding dén noi dung in ra.

No6i chung viing spool in ndm trong thu muc /usr/spool/lp. M&i may in duoc
cai dat déu cé mot thu mue nam trong thur muc spool. Vi du, mdy in hplaser ding
thu muc /uxrispool/hplaser. Moi yéu cdu in cho méi mdy in déu ndm trong thu
muc cua né trong tng véi mot (ép <6 tén duy nhdt va mét s8 higu yéu céu in duy
nhat. Daemon cho mdy in nay s¢ thém s6 hi¢u yéu cdu in vao mot hang doi va
thong bio cho ta biét s6 hi¢u nay 12 bao nhitu. Ngudi sit dung cd thé diing s6 hiéu
naty d€ kiém tra trang théi cia yéu cdu in va bd yéu cdu in khdi hang doi.

Mot s0 phién bdn cua Linux cho phép dat kich thude cha viing spool in
thong qua 1€p minfree trong thu muc speol. Tép mintree dua ra s6 block dia
{thutmg Iblock = (K) danh cho speof, 1€p nay hoan toan cé thé sita dirge nho bat ki
chuong trinh soan thao ASCII nio. Néu 6 nhiu khong gian dia, ngudfi sir dung
khong can quan tim dén con s6 nay vi spool sé dung khong gian tréng cdn thiét.

74



Kich thude cha spool nén dat tuy theo s& luong ngudi ditng va lugng thong tin in,
néi chung nén dat 100K cho méi ngudi ding binh thuomg.

MGi thu mue spool ¢6 the ¢b 2 tép dac biét g0l la status va log chifa cdc mo
ti trang thdi hi¢n tai cda mdy in. Ching duogc tao v quan If bdi dacmon Ipd, mot
s0 cac I¢nh mdy in ding chiing d¢ hién thi c4c théng tin trang thai. Cac tép nay déu
¢ thé stra bilng cdc trinh soan thao ASCII.

2.2, Qud trinh in

Nhu vay daemon mdy in-lam viée va Linux x If cic giaj doan yéu ciu nhur
thé¢ nao. Khi ta dua ra mot yéu ciu in bing mot 1énh in (vi du /pr), 1énh nay s¢ sinh
ra diu ra d¢ mdy in in, diu ra duge chép vao hang dgi trong thy muc spool clla may
in mita vira yéu ciu.

Ta ¢ thé chi ra mdy in (rén dong lenh hode dit mot may in mac dinh nhu
mot bién mai tnrdmg, nhiy do hé théng luon biet phai diing mdy in nao. Sau khi x4
dinh xong tén mdy in dich, ipr doc ©€p fetelprinteap 13y théng tin ¢du hinh may in

Lpr tim céc 1¢nh dic bi¢t chi ra cdch in tép. Céc 1énh nay c6 thé chi font, ¢,
mau, ngdn ngit xu i hode bilt ki mot thong tin cau hinh mady in nao khic. Céc lénh
nay ¢ (he 1y wr ddng 1énh (dudi dang cdc tham s6 mi ta dua ra cling vai lénh in),
tr cde bicn moi tneimg (diat i cdc ¢p khdi dong shell hodc <o ta tu dar), hoic tie
cile gid tri mac dinh ciia hé thong.

Khs yeéu cdu in duge chép vio thir muc spool, {rp tao ra 2 18p. Mot t&p ¢ chix
of (1¢p digu khicn) noi iép béi sd hiéu in cha yéu cdu in d6. Tép nay gém thong tin
ve yéu ciu in buo gdm tén ngudi yeu ciu in va céc 1énh in die bidt nhu khoang
cich dong hoie chon gidy. Tép con lai bit ddu bing chit of (1&p dir licu) chia noi
dung 1&p cin in. Sau Khi ipr da tao ¢p df, nd gli tin hi¢u dén daemon Ipd chi ra
ring cd mdt yéu ciu in dang chi trong spool. Khi d6 daemon Ipd s& kich hoat mot
daemon d€ quan 1f hing ddi in (néu daemon nay chra duoe kich hoat). Chimg nao
hitng dai nay rong, dacmon niy mdi két thic.

Khi /pd nhian dwge tin hidu in tir Ipr, né & kiém tra €p /ete/printeap xem
may in duge ndi tede GEp hay Famot may in & xa. Néu [a mdy in @ xa e [ duogce
n0i viao mot mdy khdce trong mang, Ipd tao mot lien k&t mang dén may dé va
chuyén 10dan bo ¢p didu khicn vit dit liéu dén thu myc spoof clia may do vi biao cho
{ped cha mdy d6 rang dang c6 yéu cdu in trong hang dgi. HE két thiic qua trinh in i
Xd. Ipd xod cic bin sao cla (&p of v df 1ai mady yéu cdu in. Vdi cac yéu cdu in tai
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chd, ipd kiém tra chac chin ring ¢6 méy in va di sin sang. sau db giri yéu cdu in
cho deemon dang dieu khién mdy in d6. Khi cdc tép da in xong, ching duge x6a
khoi thr muc spood.

2.3. Teép etc/printeap

Ta da thay la €p /ferc/printeap duge ¢a [énh in (nhy {pr) vi daemon Ipd sit
dung. NG gom thong tin v tat ca cac mdy in truy nhap duge, ci mdy in & xa d3
duge ciu hinh Lin mdy in duge ndi true GEp. Vi du trich 0 mot ép fete/printcap
cho may in Jaser Hewletl Packard LaserJet 4M.

# fIP Lacerijet

lpihpljlhplaserj-tiennc|HP LaserJet 4M ben canh vol nuoc:h

tlp=/dev/1p0:h

isd=/usr/spoel/lp/lp0:h

:1f=/usr/spocl/ip/errorlog:\

tmx#0

rof=/usr/spool/ipl/hpilp:
(X phap cia 1&p ndy nhu sau

Trutmp diw tién 1a danh sdch cdc 1en ma ngirdi dung ¢6 the sir dung dé chi
may n nay. Cac tén duge phan cach bdi ddu gach ding. Thong thudmg cd it nhat 3
teu : Ten npan. tir 4 ki wr trév xuong (vi du : hplj), tén day di hon véi én nguen
chit (vi dy hplaser-tienne), va mét ten mo ti diy &l v6i cde thong tin cdn thidt xdc
dinh mdy in cho mot ngudi ding (nhu P LaserJet 4M ben canh voi nuoc).
Trong d6 t&n 1p, t&n may in mic dinh cta Linux duge dat ddu tién 8€ trdnh cic
thing béc 161 khi ta khong chi dinh may in trong Iénh in.

Truomg thit bat L 1ap céc tham s6 2 ki ¢ v cde gid trd dinh nghia thong tin
cau hinh may in. Khuon dang, cua trudmg nay tuan theo mot trong cde kicu sau ;

- NN Mot gid tri kicu hoolcan
- NNs=siring it bang mot xiu
- NN#number bt khdac mat sa.

Hiu hét cice phép gédn duge dit trong 2 biang dau ©:”

€6 nhi¢u ma trong &p Jetc/printcap. Sau dily 1a mdt s6 tham s6 quan trong
thurimg, thiy :
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Bang 2.12. Cic tham s6 cla fete/printeap

sd Thar muc spoot

If Thir nye fog cho cic thong bio 13

al Tép log tinh todn, ghi s6 lin in cia mot ngudi diing

nx Kicu t¢p cd thé in duge, mx#0 chi ra ring khéng han ché kidu 1ep.
of | Cdc chuong Irin.h loc diing khi in

Khi them mot mdy in, ta ¢6 1he phdi tao thu muc spool bang tay. Thir muc
nay phiti duge dat quyén s hin L root hode dacmon.

3. Quan li may in bing Ipc

Linux diéu khi¢n may in qua mat tién ich goi la {pc, da 1 chuong trinh cho
phép ching ta thye hicn mot s6 chide nang lién quan dén mdy in trong hé thong
Linux.

- Hién thi thong tin trang thai mdy in

- Cho phép in hode khong cho phép in

- Che phép hoic khong cho phép hang dei hoat dong
- Xod mot yéu ciu in trong hing dofi mdy in

- Py mot yéu i in dac bigt 1én ddu hang doi

- Thay doi daemon Ipd

Chuong trinh /pe chi dirge sir dung vdi cac mdy in duoe ndi true 1ép vio
mdy, khong the 4p dung nd cho cdc may & xa. BE thire hién trén céce mdy & xa, 1a
phai ding nhap vio may d6 dudi 1ai khodn root e8i thue hién cée thay déi can thidt.
Cung phdi Ivu ¥ ting fpe 1a chuomg trinh hoat dong tueng dai 1a, né ¢6 thé bj ireo
khi khong ¢ 161 nio xidy ra.

Khi thue hi¢n ipe khong tham s, Ipe yéu cdu ta dua ra 1énh. Sau day 13 céc
1énh ¢é 1hé, (dau gach dimg thé hién mat lura chon céc tham sé):

= abort 1én mdy in | ol Lénh nay tuong tu nhu I¢nh stop chi khic 13 nd
khong cho phép in not yéu cdu in hign tai trude khi dimg may in. Khi
ding Ienh nay vdi tham s6 all, tdt cd cdc mdy in bi dimg. Khi may in
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duoe bar lai, moi yéu cdu in bj dimg béi 1énh abord s& lat duge dua vio
hiang dui,

clean tén mdy in [ all. Xod moi yéu cau in Khoi hang dot va ca yéu cdu
in dang thyc hi¢n. (Nhiéu khi yéu cdu in hién tai vin duogc thuc hién vi
né di dugc chuyén cho daemon cia may hodc viing dém RAM cla méy
in vi khong (hé bi dimg b Ipe). Néu dung v&i tham s& «/f, moi hang
dgi cua cde may in € bi xo4.

disuble tén pidy_in | «il. Lénh ndy vo hiéu hod cic hanh dong dia yéu
ciu in viio hang doi dai véi mot may in (hoiic tat ca cic mdy in néu diing
tham s6 all). Moi yeu cdu in di ndm trong hing doi déu mét tic dung.
Bit ki ngudi ding nao ¢ gifi cdc yéu cdu in dén mdy in d3 bi vo hiéu
hod déu nhan duge mot thong bao may in khong hoat dong va yéu cau
bi tir chot. Mdy in duge dat hoat dong tré lai hodc vo hiéu nhiy thay déi
trong (¢p feck trong thu muc spool.

down tén mdy_in thong bdo. Lénh niy ding dé ngdi may in khdi he
thdng. Thong hao sé duge dit vio t¢p trang (hdi ciia thu muc spool va
hién thi cho ngudi ding dang thit xép yéu cdu in vao hang dgi. Lénh
nay dung khi may in gip phdi vin dé nghiem trong cin ngit khoi he
thong.

enable tén mdy in | all. Cho phép lai xép hang cédc yéu cfu in cho may
in (hoac tdt cd mdy in) sau khi dimg.

exit. Thodt Khoi {pe, gidng qiit.

Help hoac ?. Hién thi ngén gon danh séch (4t ca c4c 1énh clia {pe. Néo
20 mdt 1¢nh Ipe sau 1énh liedp, hé thong s& hién thi mo 14 trén 1 dong
1énh vira gd.

resturt tén_mdx in [ ali. Khai dong lai daemon cia mot mdy in hodc clia
it cit cac may -+ ndy diing tham sd off

start idi: midy_in. Khai dong dacmon hang dgi cia mdy in duge chi ra,
cho phép nd in cdc yéu cdu.

status tén_mdv in. Hién thi cac thong tin: 1¢n mdy in, hing doi spool O

trang thdr hoat dong (enabled) hay khong, may in & trang thai hoat dong
hay Khong, s0 cde yéu cdu in frong hang doi, trang théi clia daemon cho



may in d6. Néu khong ¢é yéu cdu ndo trong hing dogi thi s& khong oé
dacmon nio hoat dong. Néu ¢é yéu cdu in trong hang doi ma khong thdy
¢d daemon nao thi tde la Gén trinh dacmon da chét va can phai khdi
dong lai daemon vai lénh restart.

- stop tén_mdv_in. Lénh nay ditg mdy in. Cic yéu cdu in ¢6 thé van &
trong spool, nhung khong duge in cho dén khi may in duge khdi dong.
Néu ¢ mot yéu ciu dang duge in khi o6 1énh stop, may in s€ dimg sau
khi in xeng. Lénh nay s€ két thiic dacmon phyc vy x€p hang cac yéu ciu
in. Lénh start va stop thay doi noi dung tép fog trong thar mue spool.

- topg tén mdv_in s6 hisu_in. Chuyén yeu cdu in vdi yéu cdu in ¢ s6
hi¢u da chi ra lén dau hing doi.

- topy tén mdy in tén ngioi ding. Chuyén t8l cd cde yéu cdu in cla
nguwi dung ¢d én da chi ra lén dau hang doi.

- up printer name. Kich hoat fai mot mdy in da duge ngét bang 1énh

dowi.

Lpe [ tién fch khong than thién lam vai ngudi ding nhung né 1a cach day
nhit dé quin ii mdy in vi cic hang dgi clia nd trong Linux.

4. Quan li hang dgi may in bang Ipg va lprm

Thay vi hoin toan tin Wdng viw 1énh Ipe, ta ¢6 thé ding mot s3 1énh cho
phép quén tri tnre HEp trén hang dogi may in. Céc 1énh nay duge 1hict k& dé 1am don
gian 2 nhi¢m vy thudmg duge ngudi quan tri yéu cdu : hién thi trang thai hang dgi
hién 1ai vh x0d bd céc nhiém vu in khdi hang dai.

bé hién thi hing dgi in hién tai cia mot mdy in, ding 1¢nh {pg véi cd phip :

lpq { -1] [ -Pprinter name] | job ID ...] [username ...]

Néu khong ¢6 tham s6, Ipd hién thi thong tin vé hang doi in hicn tai: ai dang
xép hang yéu cinl in, & dau trong hang doi, cdc tép dang in, Kich thudc tdng cong
cia céc tép nity. Tuy chon -1 hién thi thong tin chi ti€t hon cho méi yéu cau in ..

Tuy chon -P ndi tiép bdi 1&n mdy in cho phép hién thi thong tin vé mot méy
in, hoidc may in mac dinh ndu khong dua ra 1én may in. Néu dua ra mot hoge nhiéu
@ higu yeu ¢iu in (job_1D) hoiic 1én ngudi diing, thi chi cdc théng tin v& yéu céu
in dé hodc cdc yéu cdu in dang duge x¢p hing bdi ngudi ding di chi ra a duge
hicn thi.
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be xod mot tép khoi hang doi, diing 1¢nh fprm. Lénh nay do hor s hicu in
(ob_ID).

lprm [ -Pprinter name} [ -] [Jjob ID ...} [username ...]

Néu tham s& mat gach ngang “-” duge dung, {prm xod tit ca cdc yéu céu in
dang x&p hang cha nguii dua ra 1¢nh Iprm, néu dang & trong dang nhip root, maoi

yéu céu in s& bi x0d.

Ngudi sir dung ¢6 thé bd cée yéu cilu in clla mdt may in xdc dinh bing (uy
chon -P. Vi du :

5 lprm -Phplj -

$€ X0d moi yéu ciu in trong hang dyi cla mdy in Aplj cia ngudi ding dua ra
1¢nh, hodc moi yéu cdu in trén may in dd nfu dang ¢6 quyén rool. Néu ¢6 cac tham
$0 v€ s hidu in hay (&n ngudi ding , Iprm sé X04 yéu ciu in duce chi ra hojc moi
yéu cdu in cua ngwdi ding duge néu ra. N&u khong ¢6 tham s&, yéu cdu in hién
than clla nguon dimg bi x04.

NEéu nguti str dung c6 diing 1¢nh fprm trén mot yéu cau in dang duge in thi
6 the khong dimg dudc yéu cdu in do vi (€p cdn in ¢6 thé dd nim hoin toan trén
viing dém may in. Trong mdt s@ trudng hop khic co thé din dén khod mdy in.

IIl. QUAN Li TIEN TRINH

Phin nay chiing ta s& xem xét cach fim ra cdc ti€n trinh dang chay trong h¢
thing, xdc dinh ching dang 1am gi cling nhu vige sir dung cdc thong tin niy dé
quan li cde tién trinh.

1. Cac tién trinh

Mot tién wrinh b mot chuong trinh hoat ddng mdt cdch doe 1ap, co mdt tap
hop céc thi nguyén riéng. Theo cdch dinh nghia d6 thi moi thit chay trén hé thong
Linux déu la cac (ién trinh. Mot dong iénh duge dua ra ty ddu nhac cia shell ¢6
the g{firh mot hode nhiéu tién trinh, dac bige khi ching duge ndi nhau theo kiéu ong
nude {pipe) hode ¢d dinh huémg diu ra hoace dau vao tién trinh.

Mot sé Kiéu tién trinh trong hé diéu hanh Linux :
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- Tién trinh twong tdc: La mot tién trinh duge dicu khién bdi shell, cé thé
chay 0 mitc foregronnd hodc mac background.

- Tién trinh hatch : La tién trinh khong lién K&t véi mot terminal nio
nhung duge dua vao mot hang dgi dé thuc hién mot cach tudn .

- Tién tinh duemon : LA tién trinh chay trén background cho dén khi nd
duge yéu ciu. Kicu ti€n trinh ndy thudng duce khéi tao khi khai dong
Linux.

2. Lénh ps

Céch dé nhat d¢ tim ra tién trinh ndo dang chay 1a diing Iénh ps (process
status). Maoi nguti diing déu <6 thé sir dyng 1énh ndy. Dudi mot dang nhap thong
thudmg, ta dita ra I¢nh ps thi nd s¢ hién thi tat ci cac thong tin vé cde ién triinh ma
ta dang chay. Vi du:

5 ps

PID TTY STAT TIME COMMAND

41 v01 5 0:00 -bash

134 w01 R 0:00 ps

Thong tin ma ps dua ra duge biéu thi dudi dang cdc dong visi méi tiée tiinh,
thong tin trong timg dong duge chiéu theo cac cot.

Cot thir nhit PID 1 86 hiéu tién trinh do Linux g4n cho mdi tién trinh Jé
quin If chdng. Cic ién trinh duge ddnh 86 14n lugt tir 0 dén mot con s6 duge dinh
ra boi h¢ thong (vi du 65564). Khi dd ddnh dén so 16n nhét, né lai quay lai ding tir
s¢ nhd nhit, ma dang khong bi str dung cho mot tién trinh dang hoat dong, d¢ ddnh
s0. Thong thudmg cde tién trinh ¢ 86 nhé 1a cac chuong trinh clia hé théng hoic
dacmon.

Cot TTY cho biét tién trinh duge kich hoat 1t terminal ndo. Nén nguen sir
dung da chay nhicu clra s6 console, 1énh ps s€ hién thi tit ca céc tién trinh do
ngudi sir dung dé Kich hoat trén cdc clra s6 dé.

Cot STAT cho thily trang 1hai hién tai cha tién trinh. Cac trang thai ¢6 the la
S @ dang ngu (e 1a tién trinh hién tai khong hoat dong), R : dang chay (1i¢h trinh
dang thue hién trong CPU). CGic tién trinh ¢6 thé thuimg xuyén chuyén doi giira
trang thdi ngu va chay nhiéu lan.

Cot TIME dura ra thdi gian str dung CPU torlg cOong cha 1ién trinh che dén



thisi diém hién tai.

Cot NAME chita ten cia céc tién trinh dang chay. Thong thudng tén nay la
tén Iénh ma ngudi sir dung da g&. Tuy vay mot s6 Iénh lai kich hoat c4c tién trinh
khéc, cac ti€n trinh nay duge goi la tién trinh con, ching duge thé hien trong ps
nhu thé da duge thie hien béi cau Ienh cha ngudi st dung.

Theo quy udc chung, céc shell duge kich hoat ngay khi dang nhap hé thong
s¢ duge bidu thi trong ddu ra cha lénh ps bing mot gach ngang trudc ten dé phan
bict chiing vdi cac shell ma ta kich hoat sau dé. Vi du

5 ps

PID TTY STAT TIME COMMAND

46 v01 S 0:01 -bash

75 w0l 5 0:00 phksh

96 v0l1l R 0:00 bash

123 v01 R 0:00 ps

Theo d6, bash (PfD 46) la shell duge kich hoat ty dong ngay tr khi dang
nhap con Korn shell (pdksh, PID 75) va Boumne shell (bash, PID 96) dugc ngudi
dung kich hoat sau. Ti¢n trinh ps luén ludn xudt hién trén ddu ra cha nd vi né 1a
dang chay khi 1a dua ra 1énh.

Pé doc thong tin ddu ra, d6i khi qua dii, ta cé thé nsi tiép lénh py vai more,
hoic dinh hudng diu ra cia ps ra mot ép.

$ ps | more

5 ps > /tmp/ps file

Lénh ps c6 mot s8 tuy chon va tham s& hay duge ding. DE ki€m tra xem ai
la ngutn kich hoat va sé hitu cde tién trinh ta diing tuy chon -u, né s& thém cot
USER vao dau ra cha ps. Vi du sau day duge thuc hién dudi tén ngudi ding thong
thaemg (khong phai 1a root).

$ ps -u

USER PID %CPU %MEM SIZE RSS TTY STAT START TIME COMMAND

nvviet 41 0.1 6.8 364 472 v01 S 23:19 0:01 -bash

nvviet 138 0.0 3.3 72 228 v01 R 23:34 0:00 ps ~u

Tuy chon nay dong thoi cling thém vao phdn tram s dung CPU va phén
1ram st dung bd nhd (%$MEM)} cla tién trinh cho dén nay.
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Néu lenh ps duge dua ra dudi dang nhap root, ngudi st dung s& thiy 14 ca
cdc tién trinh trong h¢ théng vi root s& hiru 4t ca nhiing gi dang chay. Vi tuy

chon u kém theo tén mot ngudi ding, ta s& chi thdy céc tién trinh chay bdi ngudi
diing dé. Vi du

§ ps -u ching

Hau hét moi ngudi ding déu ¢6 (hé dung lénh nay dé xem céc tién trinh cha

ngudi khace.

Ngudi ding cling ¢6 thé xem tél ci c4c tién trinh chay trong hé théng (thay
vi chi tién tinh ma ho kich hoat) bing ty chon -a.

$ ps

=a

Dé ¢6 thé biet ca ai 12 ngudr dua ra tién trinh nao ta két hop véi tuy chon -u.
Thit ty cac tuy chon khong quan trong ¢6 thé 1 -au hodc -ua. Vidu :

S ps
USER
root
root
root
root
root
rooct
root
root
root
root
root

root

~au

PID 3%CPU %MEM SIZE RSS TTY STAT START TIME COMMAND
1 0.0 3.0 44 208 psf S 23:19 0:00 init

5 0.0 1.8 24 128 psf S 23:19 0:00 update ({sync)

23 0.0 3.0 56 212 psf S 23:19 0:00 /usr/sbin/crond -110
29 0.0 3.4 61 236 psf § 23:19 0:00 /usr/sbin/syslogd

31 0.0 2.8 36 200 psf S 23:19 0:00 /usr/sbin/klogd

33 0.0 2.9 64 204 psf 5 23:19 0:00 /usr/sbin/lpd

40 0.0 2.0 32 140 psf 8§ 23:19 0:00 selection -t ms

42 0.1 6.9 372 480 v02 S 23:19 0:01 -bash

43 0.0 2.3 37 164 v03 8§ 23:19% 0:00 /sbin/agetty 38400 tt
44 0.0 2.3 37 164 v04 S 23:19 0:00 /sbin/agetty 38400 tt
45 0.0 2.3 37 164 v05 S 23:19 0:00 /sbin/agetty 38400 tt
46 0.0 2.3

37 led v06 8 23:19 0:00 /sbin/agetty 38400 tt

ching 41 0.0 6.8 364 472 v01 S 23:19 0:01 -hash
ching 2519 0.0 3.4 80 236 v01 R 23:39 0:00 ps -ua

Trong vi du nay, hiu hét cdc tién trinh duge Lligt ké déu 1a céc tién trinh cla
hat nhan Linux hodc dacmon, chi ¢6 2 tién tinh cudi 1a duge kich hoat bdi ngudi

st dung.

Tuy chon -l them thong tin cdc i€n trinh nao kich hoat ti€n trinh nie (diéu
nay rat c6 ich khi ta mudn x4c dinh c4c tién trinh con) :



¥ UID PID PPID PRI NI SIZE RSS WCHAN STAT TTY TIME COMMAND

0501 41 1 15 0 364 472 114d9% S v0l 0:00 -bash

09 501 121 41 29 @ 64 208 0 R w01 0:00 ps -1

Cot PPID (Parent Process 1) dua ra tién trinh cha d4 kich hoat 1ién trinh dd.

Vi du trén cho thdy 1énh ps duge kich hoat tir tién trinh bash, vi shell 1a tién trinh
cha cia (it ca cde I¢nh cla nguen dung. PPID cha Bourne shell a1, T tién trinh init
ctia h¢ dieu hanh. (M&i quan hé niy cho thay néu inir k&t thic thi tt ¢ cde tigh
trinh khdc ciing k&t thac).

3. Ddng lénh kill

Mot ticn trinh lam mot mdy bi treo hodc tién trinh khong lam gi ca duge goi
li tién trinh treo. DoOi khi ngudi dung ¢6 mot s6 tién trinh khong két thic ding
cach, loar tén trinh nay goi la tién trinh chay trén (runaway process). b€ loai hd ci
hai loa tién trinh nay va trd lai cho hé théng trang thédi binh thuimg, ngudi sir dung
cé thé ding lénh kifl.

bé str dung lenh &ill, ngudi st dung phai truy nhap vio mot cira s hoic mot
console khdc d€ 6 thé ra 1énh. Néu may hoan toin bi treo, ngudi st dung phai tim
mot mdy khdc va dang nhdp vao. Néu dang nhap dudi mot ngudi ding thong
thiimg, ngudi st dung chi cé thé loai bd duge céc tién iriph cla chinh minh. Khi
diing nhap vdi tai khodn root ngutn st dung cé thé loai bd bat ki tién tinh nio.

bé joai i mgt 1ién trinh, ngudi sit dung phai biét PID ciia n6 (bing 1énh ps
chiang han), sau dé dung 1énh kil vdi tham s8 PID tim duge. Vi du loai bd tién
trinh haddProg duge kich hoat béi sonat da bi treo ;

$ ps -u sonnt

USER PID SCPU %MEM SIZE RSS TTY STAT START TIME COMMAND

sonnt 561 0.1 6.8 364 472 v01 5 13:19 0:01 -bash

sonnt 598 9.3 4.1 2736 472 w01 R 15:26 2:01 badProg

§ kill 598

Mot diée hru ¢ 1a khi mot tién trinh bi két thic, cde tién trinh con clia nd
ciing b1 k¢t thie theo.

L¢nh kil khong ¢d thong bdo néu né hoat dong (61, vi dé kiém tra la tién
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trinh dd bi loai bo ta phéi diing 1énh ps 14n nita va tim dén PID hoic tén tién trinh,

Lénh &ilf <6 mot vai mie do thye hién. Thong thudmg lénh kill khong tham
O s€ loal bo tién trinh mot cdch nhe nhang {ddng tép dang md va loai bd tién
trinh). Néu I¢énh niy khong hoat dong, ding tuy chon -9 dé thue hién mdt loai bo
bt buge. Vi du, loai bd tién trinh ¢é PID 1a 726.

$ kill -9 726

Néu van khong két thic duge tién trinh, ta ding tuy chon -15, hinh thitc
minh nhit coa 1énh 4ilf. Nhung chi nén ding 1énh niy khi céc dang khdc cua kilf
khong hoat ddng, hdi vi né thye hién khong nhe nhang chit nao déi véi cdc tién
trinh vi cdc tép dang md. Vi du cla tuy chon nay :

$ kill -15% 72%

NEu n6 vin khong hoat dong thi 6 € 1a tién tinh nay khong thé loai b
duge, gidi phdp duy nhat 1a tir va khdi dong lai mdy.

b¢ tranh ngudi nay loai bd tién tdnh cua ngudt kia, py kiém tra quyén s&
hiru ticn trinh khi ta dva ra [énh &f{. Trong trudng hop mot ngudi diing o loai bd
mot tién trinh cua ngudi khac, thong bao sau s& hién thi

kill: - Not owner

Duomg nhién siéu ngudi diing khong gap thong bao nay vi ho ¢6 thé loai bo
moi ti€n trinh trit mot sG 1ién trinh hé théng (nhu inin.

4. Lénh top

bBon khi ta phai xem céch hé thong x{t 1 vdi cdc vin dé ric r8i, quan 1y tai
cta hé théng (monitor system Ioading), kiém tra cdc tién trinh, thay vi lién tuc
ding ¥¢nh ps, Linux cung cdp 1énh rop. Két qua cla 1énh fop 14 cc hinh 4nh nhanh
cia h¢ thdng sau S gidy mot (1a ¢6 thé sira tham s& ndy). Mét cach mac dinh top
dua ra cdc nhiém vu diing nhiéu CPU nhdt trong hé thong cho dén khi ddy man
hinh.

C4 phép cta top nhu sau:
top [ -] [d delay] [qf [8] [s] [1]

Cac iy chon trén dong 1énh clia top



Bdng 2.13. Céctuy chon cla top

Chi ra d6 tr giiia cde 14n cip nhat man hinh

Bit budc top ¢ap nhat lai mi khong chiy t6i thoi gian trd

Sir dung ché do tich liy

Chay top trong ché d6 bio dam (c4m mei 1énh tuong tic)

B6 qua cdc 1icn trinh khong Jam gi ca.

Bau ra cia 1énh 1op dua ra mot vad dong 16m 14t & ddu man hinh, tiép theo

sau la danh sich cdc ti€én trinh diang CPU véi cuomg do cao nhit :

86

1:58pm up 59 min, 2 uszers, load average: 0.13, 0.34, 0.98
26 processes: 25 sleeping, 1 running, 0 zombie, 0 stopped
CPU states: 0.9% uzer, 6.4% aystem, 0.0% nice, 92.7% idle

Mem: 14620K av, 6408K used, 8212K free, 4632K shrd, 2328K
buff

Swap: 0K av, 0K uzed, 0K free

PID USER PRI NI SIZE RES SHRD STAT %CPU SMEM TIME COMMAND

236 root 19 0 93 316 344 R 7.3 2.1 0:00 top

1 root 1 0 48 232 308 5 0.0 1.5 0:00 init

63 root 2 0 388 556 572 S 0.0 3.8 0:00 -bash

209 root 1 0 98 320 356 S 0.0 2.1 0:00 in.telnetd

24 root 1 0 60 228 236 5 0.0 1.5 0:00 /usr/sbin/erond -110
K

6 root 1 0 36 164 336 5 0.0 1.1 §:00 bdflush (daemon}

T root 1 0 36 168 340 S 0.0 1.1 0:00 update {bdflush)

38 root 1 0 73 280 332 5 0.0 1.9 0:00 /usr/sbin/syslogd

40 root 1 0 44 240 320 § 0.0 1.6 0:00 /usr/sbin/klogd

42 bin 1 0 84 240 320 5 0.0 1.6 0:00 /usr/sbin/rpe.portmap
44 root 1 0 76 292 320 S 0.0 1.9 0:00 /usr/sbin/inetd

46 root 1 0 68 212 304 S 0.0 1.4 0:00 /usr/sbin/lpd

51 root 1 0 116 280 376 S 0.0 1.9 0:00 /usr/sbin/rpe.nfad



Ti€p theo sau uptime ta 3 86 tién trinh trung binh chay trong 1 phit, 5 phit,
15 phat truéie,

S0 10ng cong céc tién trinh chay trong thii gian 14y hinh 4nh nhanh cia he
thong dugc dua ra trong dong thit hai, tiép theo 13 s6 tién trinh dang ngu (khong
hoat dong), & trang thdi khong 13 hoidc khong t6n lat, va di bi dimg,

Dong thit 3, trang thai cia CPU, cho thdy phin tram sit dung CPU trong ch&
dé ngudi dung, ché do hé thdng, ché do cong viec chinh x4c, ché d6 khong lam gi.
(Cdc cong vi¢e chinh xdc duge Linux tinh gdm ca cong viec ciia ngudi diing va cla
h¢ thong, vi vay gid tri t8ng cOng clla cdc phén tram nay c6 thé t6n hon 100%)

Dong thit 4, dua ra tinh trang sir dung bo nhd, bao g6m lugng bo nhd , bo
nhd san c6, lugng con rdi, luong da diing, lugng duge chia sé, luong duge ding cho
viing dém.

Dong tha 5, dira ra thong ke tinh trang diing khong gian swap cla he thdng :
tong khong gian swap, con trong, va di sir dung.

Ti€p theo 1 danh sdch cdc tién trinh ding CPU vdéi cudmg d6 cao nhat, cd
cfu tric giong dau ra cha 1¢nh ps.

Khi dang chay Iénh fop, ngudi sir dung ¢6 thé dua ra mot s6 lénh d€ thay dd
céch xu Iil cua né (trlr phi ngudi st dung da kich hoat top v&i tuy chon -s dé cdm
cdc Jeénh tuong tdc. Co cdc lénh tuong tac sau :

Bang 2.14. Cdc phim tit cla top

AL V& Lid méan hinh

h/? Hién thi trg gidp .
k Loai bd mét tién trinh

| Bé qua ti€n trinh khong 1am gi hoac trang thai khong rd ring,

n/# Thay s¢ lugng ti¢n trinh duge hién thi

q Thoat

S Chot vio ché do tich luy

5 Thay déi do tré gifta cic cip nhit

Khi chay 1¢nh fop ta nén xod toan bd man hinh. o1 khi k&t qua lénh rop
khong duge hién thi mot cdch ding dén. Vin dé niy thudng xay ra khi ta telnet qua
mang.
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IV. SAO LUU VA KHOI PHUC

Khi chay mot hé théing nhidu ngudri diing, 6 truy nhap mang, email.... sao
I s& 1a m1 khia canh rit quan trong hang ngay. Chi dén khi di mat cic thong tin
quan trong, cac cdu hinh, nhiéu ngudi méi nhan ra duge vai (rd cla sao hou,

1. Tai sao phai sao luu

Sao luu [a thue hién sao mo6t he thang t&p hodac mot phan cua mot hé thang
1&p vao mot thi€t bi luw trir khdc dé sau do ¢6 1hé diing cho vige khoi phuc hé théng
cli. Hau heét cic he thong UNIX dung bang tir lam thiét bi sao luu, ta cling ¢G the
dung céc dia mém hoac dia cimg thit cip c6 thé thdo ra duge.

C6 riit nhicu kha nang din dén hong dir ligu trén dia trong cac hé théng may
ifn hién dai, hong do 16i phan cing, do mét nguén dién, do céc l1énh g6 sai... DO
vOi Linux nguyén nhin hong i do bin than h¢ diéu hanh. Vi Linux 13 mot he
thong da ngudsi ditng vii 1a he dicu hanh da nhiém, do d6 bat ki hic nao ciing ¢6
nhiéu t&p h¢ thong duge mé, Linux gilf rdt nhiéu thong tin trong bd nhd vé trang
thai hién tai cua nd vis cla cde h¢ thGng tép. Cdc thong tin niyy phai duge ghi len
dia thuong xuyen. Khi cdc tién trinh cla CPU bi ngét cdc tep va cdc bang hé thong
frong bo nhd c6 the hi mift, do d6 cac tép trén dia c6 thé bi dat trong trang thai tam,
dicu dé khong phit hap vai trang thédi hé thong tép thre,

Vdi cdc nguy corhong hé thong 1¢p nhu vay, hau nhu ta khong thé diéu khién
duge ching. Giii phdp sao Tuu doi khi 1a duy nhit dé Idy lai cdc théng tin da mit.
Bidu nay ¢6 the lam duge d€ ding nhdy céc tién ich nhu cron, vi cdc tién {ch nay
cho phép chiing ta thue hién cong viée mot cach tr dong dinh Ki.

Mot viln d¢ phai quan tam khi sao luw la thiet bi dang dé sao luu. Thong
thitmg dé 1a dia mém, bing i, dia cimg... Cin ddm bido ring ching duge git xa
cAc viing o 1t fruong nhu diy dién thoai, modem, tivi, ... Thém nita 1a nén gitr
chiing & xa cAc may chinh, kicu giit cdc ban saa & xa nhu thé nay gidp cho ta co 1hé
str dung chiing cho khoi phue trong cdc trudng hop xdy ra tai nan nhu chdy, ¢6 the
lam hong cd he thong va thidt bi sao hwu.

2. Chon thiét bi dé sao juu

Thong thutmg ngudi ta hay dung bing 1 dé sao luu bdi céc dac tinh gid
thanh bang thip, cdc hru trit cling khd don gidn va t6c do chip nhan duoe. Qua
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titnh doc va ghi dir licu vao bing la ddng tin cay, bang lai ¢& thé chuyén tir méy
niy sang mdy khac (14t nhién la phéi ¢6 8 bang tir).

Ciing ¢ 1hd diing cdc thiét bi khéc nhu 6 cimg c6 thé thdo 1dp duge dudi céc
dang khac nhau nhir lomega Bemoulli hay & ZIP. Ching déu diing cong nghé dau
doc tir nhur cde 6 citng binh thutmg. NGi chung, gid ciia loai thiét bj nay 6 thé canh
tranh duge v 6 bang tir.

Mot sG he théng hang tir quang hoc cho DOS va Windows ciing st duge
dudi Linux. Ching c6 hudng 16t cde bang ¢6 kich thude nhd khodng 2.5 inch vira
vdi mot & dia nhd. Chiing o6 v diém ndi bat la khong nhay cam doi v 1l truomg
vi ¢6 th gilta duge 1au. Lo bang nhd khoang 230M ¢6 thé 1& hon ci mot s o
bing tir, tuy vay loai Ién 2.4G 6 gid xdp xi gia may tinh.

Buong nhién ta coing 6 thé diing 6 ciing khéc d€ sao luu,

Mot loai thi¢t bi khéc 1a 6 CD-ROM ghi duge va WORM (ghi mot 1dn doc
nhiéu lin} cling ¢d thé ding duge. Tuy vay, chiing chi ¢6 thé ghi duge mot ldn, do
do 1i tedng dé hu cde thong tin vinh vién.

() dia mém duoc x€p vao hang cudi cing trong cdc thiét bi sao luu cho céc
hé thong tép ldn, mac di nd 181 cho cdc hé thong €p nho.

3. Dat ké hoach sao juu

Mot viin dé quan trong cha sao luu 1 sao luu thutmg xuyen. Bidu niy dic
bict quan trong d0i vdi cde hé théng da ngudd diing va thudmg xuyén cin thay doi
h¢ thong ¢p. Ta cing khong cin phai sao luo moi thit mé chi ¢dn sao liu nhimg
t¢p di thay doi KE tir 14n sao Ivu trude.

Cdc nhi quan tr hé thong UNIX thich thue hién sao hru vao ban dém vi lic
dé cd it nguot dung dang nhip, CPU khong phii 1am viée niang nhoc, v hé thing
¢d it t¢p dang md nhit. Nai chung, viée sao luu it khi duge thue hién bing ay (trir
pbt h¢ thong khong duge diing thuimg xuyén) mi duge lam ty dong nhd chuong
trinh cron. Do do, ¢6 thé dat thin gian thye hién chinh xdc d€ lam anh hudng it
nhat dén cac tién trinh nén ma hé thong dang chay.

Khong bao gi¢s chi gilt ding mot bin sao cha hé thdng vi nhu vay ta s€
khong thé quay tui dén ban sao trude duge. Vi du ta thire hién sao lvu hing ngay
nhung lai mush khét phuc lai mot t¢p dd xod tr | tudn trude, khi do didu nay trd
nén Khong thé duoc.
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Li tudng nhit Ja ching ta gitt cdc ban sao nhiéu ngay, tham trf hang tudn
trede khi dung Tai chiing. Trong cac hé thdng nhiéu ngudi dung diéu nay dac bict
quan trong vi doi khi ho chi nhd ra 13 cdn mot tep sau khi di xod né 2 thang, khi
dé ta da quay vong sit dung bang vai lin. K& hoach If tumg phu thudc vio quan
didm cia ngudi yuan tri d6i véi viee sao lu, nhung mot hé théng sao huu toan digén
yCu céu it nhit cdc ban sao luu tang tiéh hang ngay {chi sao ¢dc phin thay ddi) clia
2 tuén va mot hin sao vy toan bo mi wan.

Sao Iuu toan bo doi hoi phai sao it ¢d cée t&p cha he thong do d6 thiét bi luu
phii cd kich thude bing tong kich thude he thong t¢p. C6 thé ta phdi diing nhidu
thi¢t bi luu ciing logi cho mot 14n sao lvu néu dung tich cla thigt bi nhd hon he
thong ¢p cin liu. Mot s6 hé thong sao luu dung céc thuat 10dn nén do dé kich
thude cin luu thue su sé nho di.

Sao luu tang ticn (cdn goi 1 sao luw chénh 1&ch) chi luu cée 1¢p da bi thay
doi hoac duge tao sau 18n sao luu gén nhit, D€ x4c dinh cdc t&p nay ta c6 thé can
o vao ngdy stra t&p.

Sao luu thang du doi khi kha khé khan d6i véi Linux do dé nguoh ta diing
mat cdch sao lwu khace L chi sao [ ting tign mot ving cla hé théng t&p ma ¢ vé
nhu da bi thay d6i. Sao luu ki¢u niy goi 1a sao luu bo phan. Vi dy sao Iwu he thong
1&p fusr néu myi &p clhia ngudi diing déu nim j day.

Nén gén nhan cho cdc bang sao luu véi cdc tén phan 4nh cach ta diing
ching. Vidy Ngayl, Ngay2 ... Ngay10. Sau d6 khi phal quay vong ta lai ding lai
Ngayl (do d6 Ngay] ludn sau Ngay 10).

Vige sao hwu hao nhiéu lau mat 1dn 14 tuy thude vio ting hé thdng. N6i
chung vdi cdc h¢ thong da ngudt ding, hay thay doi thi nén thuc hi¢n hang ngay,
Nén thure hién mot sao hru toan bd sau hdn hay nam l4n sao Liu bo phan.,

Mot k& hoach sao [tu mé rong cha sao Lru hang ngay duoc nhiéu ngudi quén
tr thich ding 14 chu ki sao luu hing ngay va hing tudn. Ta chia hé thong bang
ding dé sao luu thanh 2 nhém cho st dung hang ngay va hang tdn. Vi du, cé 14
bing, ta ding 10 bang cho sao luu hing ngay trong 2 tudn (1nr di 4 ngay nghi cudi
tudn cia 2 tudn). Gdn cho chiing céc nhan tir Ngayl dén Ngay 10. Ding 4 bhing
¢on lai cho chu Ki 2 tudn mot va goi ching [a Tuan I,... Tudn 4. Nhu vay hang
ngay s€ lan lugt ding cdc bang Ngay, dén hét mol vong str dung cic bang ngay thi
ding mot bang Tudn. Sau d6 lai quay vong dung cdc bing Ngiy r6i dén hiing
Tuéan...
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Chu ki sao liu ndy ¢6 nhimg wu diém hon hén chu ki sao hru hang ngdy don
gian. V@i 10 bang sao Ngay ta ¢6 thé khoi phuc lai thong tin trong véng 2 tufn
truGe. VGi 4 bang sao tuu hai tudn mot (bang Tudn) ta c6 thé khoi phuc mot tep tir
cdch d6 8 tuan tifc 1a mot tép hoac mot nhém tép tir 2 thdng trude cha khong phai
chi hai tudn. Vi nhiéu bing hon, ta c6 thé mé rong chu ki sao luu hoac thém chu
ki sao lwu hang thing.

4. Gilr cac théng tin vé sao luu

Sau khi da sao lvu dir lidu vai 14n, dén hic cAn khoi phuc mot tep, lic d6é
ching ta khong biét riang tép d6 ndm trong bing luu nao hay bang dé luu lai ngay
nao. HE gidi quyét vin dé nay, mot s6 ngudi ghi ngdy, noi dung clia bang lén mot
manh gidy gan vio bang. Céch nay khong hay lam vi ta phai luc tat cd cdc bang
xem (¢p ta can & dau. Do d6 ching ta cin giit c4c thong tin vé sao luu.

M&i khi sao luu, ta lai cap nhat théng tin sao luu, D6 13 mot (¥ gidy hoac
mot quyén s6 ¢ cAc cot chidia cde thong tin ¢o bin sau :

- Ngay sao luu
- Tén biang sao luu {vi du Ngay 1)
- Hg théng tép duge sao huu

- Sao hmu toan bd hay b phan, néu sao liu bd phan thi sao luu thu muc
nao,

Cac thong tin nay chi cdn ghi lai trong vai gidy ma thoi. VA cdc he thong
{ém, ta co thé thém mot s3 théng tin khac cho ddy di hon.

- Alsactuu
- Sao hru bing tay hay (e dong
- Nui ¢t bang luu.

Ngay sao hau gitp ta theo ddi thoi diém sao luu 14n cudi, ddng thdi cling 1a
chi s6 dé khdi phuc tép. N&u mét ngudi diing cta hé théng mudn khoi phuc mot
tép ma anh ta bi¢t dd xod nhidm 2 tuan trude, ta cd thé cin of vao ngldy dé tim ra
bang chifa tép dd nhir vao ngay cuia thong tin sao luu.

B¢ thuan tién nén giit thong tin sao luu & gin hé thdng, cé ngudi thich dé né
& eling vai cde bang sao (.
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Nhu da ndi, dé c6 thé sao luu tr dong dinh ki, ching ta ding churong trinh
cron. Bing cdch thém mot dong dic ta thdi cic didm sao htu, chuong trinh thuc
hi¢n sao luu vao trong file crontab 1a chuong trinh cron sé thuc hién vide sao luu ty
dong cho chiing ta vao diing thifi diém ma ta mudn. (Vé chuong trink cron chiing
ta ¢d thé xem chi tiét hon ¢ phdn sau). Nhu vay vin dé con lai chi Ia chuong trinh
thue hién sao huu, sau diy chung ta s3 xerm xét mot vai chuong trinh sao lou.

5. Sao luu bing lénh tar

Chuong trinh tar (tape archipver : luu trir bang) 1a &nh luu cédc @€p vi thu
muc vao mot thiét bi luu it va khoi phuc ching sau d6. Lenh tar tao maot €p luu
trit, [a t¢p duy nhit chita nhidu &p trong nd (gidng PKZIP lam trong DOS). Lénh
tar chi Fum vice vai céde tép ma nd tao ra.

Khuon ding cua 1énh tar -

5 tar switch modifiers files

Phin files cia I¢nh chi cdc (¢p hay the myc ngudi sir dung mudn Iuu hay
khoi phuc. Ngudi st dung ¢6 (hé (v toin bo he théng tep /usr va khi khoi phuc

nguti sit dyng o6 the chi edn khoi phuc mat tép, vi du Jusritienncibig file

Tham s6 switch chi cdch thite mi 1énh tar ghi va doc tir thiét bi [, N
st dyng chi ¢d the ding mot tuy chon switch vdi tar tai mot thdi diém. Cac gia
tri dé co the 1

Bdng 2.15. Cic tuy chon cla tar

" ¢ Tao mot tep luu mdi
i Ghi vie cudi tép lua hién tal

1 Ligt ke danh sich ede tép trong tép L

i Thém tip chia bi sita hoac chira dirge luu
X Trich ra tis (&p huu

Ciing ¢6 thé them mot s6 cde modifiers dé dicu khién tép luu vi cich tar

ding nd. Sau diy 1 cdc gia trj cuamodifiers :
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Bdang 2.16. Cac gid tri cha modifier

F’-\ Bo aén p tuyét déi (26m ca dudmg din)
‘ b Prea ra tham sé khéi (0-200)
_' .c Chomg cat tép dé ghi trén cdc thiét bi liru khéc nhau
] r Chi rateén thigt bt oo iy
¥ Specifies the name of a tép for tar arguments
k B v kich thude caa thict bi uu (kilobyies)
! | Bua ra thong bio 18 néu khong thé lien k&t duoe
"~ m Khong khéi phuc théi didm siea .
1 Chi ra thict bi heu khong phai Ta bang
P Trich ra cic 1¢p vdi cic quyén clia né nha ban ddu
v Li¢t ke danh sich ¢p
w Hidn thi himh dong luu v chd ngudi dimg kbang dinh Lai.

Lénh rar ding duimg dn tuyét d&i cho hdu hét cdc hoat dong trir khi <o
medifier I Al

Mac dinh t¢p diing d¢ luu trit ka ddu ra chudn (e 1a man hinh) vi vay néu
khong chi 5 (€p ra thi k&t qua clia viée luu it s€ due in ra man hinh. DE chi 16 s&
Ity vao 1&p nao ta st dung céch dinh hudng dodng ra bing ki higu >, Vi du dé hmu 2
1&p anhl.jpg vl anh2.ipg vio 1¢p méi anh. bk ta ding -

5tar -c¢ anhl.jpg anh2.ipg > anh.bk

Sau day [mat s vi du.

N&u diing mot & biing 1a /devitape va Iuu toian bo he thong (ép, kich thudce he
thaong (&p nhé hon dung Irong bing. Ta ding 1énh ;@

% tar cof /dev/tape /

Tuy chon £ cho phép ta chi ra 1én thiét bi /devitape. Toan bo hé thong tép
duge luu trong 1€p i mdi tao (chi ra boi tuy chon ¢). Mot thit dang ¢6 trong biing
s¢ b1 ghi d¢ khy (ép luu mdéi duoce tao. Néu thém iy chon v trong 1énh, tar & hién
thi tén 1¢p vi cie kich thude cha ching 1&én man hinh sau Khi di lou.

B¢ khai phue toan ho he thdng tép tr mot bing da ding trong vi du trude,
ding {énh :

5 tar xf /dev/tape
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D¢ khoi phue mot 1&p trong bang ¢6 thé chi rd tp d6 :

§ tar xf /dev/tape /usr/tiennc/bigfile

Lénh nay chi khoi phuc tép Jusritiennctbigfile.

DE 13y danh sdch it ¢a c4c tép trong bang luu, ta ding leénh :
$ tar tvi /dev/tape

Tuy chon v cho phép hién thi danh sich 1én man hinh.

Héu het cdc bang dée dodi hoi phai dira ra he s6 kh6i khi tao mot tép luu,
nhung ta khong cdn phdi chi ra s6 nay khi doc bang vi tar ¢6 thé t nthan ra. Hé sd
khoi bdo cho zar biét lugng dir lieu viét vio mot khiic trong bang. Khi luu vio
bang, ngudi str dung chi ra hé s ndy véi modifier b. Vidu:

S tar cvfb /dev/tape 20 fusr

L&nh nay tao mot &p luu mdi trén /devitape c6 hé s8 khéi 20 va chifa 14t ca
cdc tep cla /usr (ndi chung moi bang déu hoat dong véi he s6 khéi 20). Chd ¥ ring
cdc tham s6 modifier phai diing thit tw véi kidu modifier di chi ra, nhu & day £
trude b do d6 t¢n thiét by phid duge chi ra trude hé s6 khoi.

Mot vin dé khdc 1a bang 6 thé khong di chia toan bo hé théng ©p, do dé
phai diing nhicu bing. Tuy chon k duge st dung d€ bdo cho far bit kich thudc cla
bing, nd s¢ trong ding vai tham s¢ 14 dung lugng ciia bang theo kilobyte, Vi du :

$ tar cvbfk 20 /dev/tape 122880 /usr

Nhu vay tar diing hé st khoi 1a 20 cho thi€t bj lwu /devitape, dung lugng
hitng la 122880KB.

Néu diing dia mém dé luu, ta khong diing tham s& khai

$ tar cnfk /dev/fd0 1200 /usr/tiennc

trong d6 thact bi bwu ba /devifd, dung lugng 1200KB. Tham 56 n bao cho tar biét
day khong phai a bang.

6. Sao luu ting tién dung dump

Chuong trinh dump va restore it hay duge dung dé thuc hi¢n sao hwu. Tuy
valy mot vai phién ban ATT clia UNIX ciing khong ¢6 cde Iénh nay. Lénh dump
cho phép ngudti quan tr h¢ thong luu toan bo hé thong tép hodc bit ki phin nao cla
h¢ thdng tép.
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6.1, Lénh dump

Lénh dump xay dung mot dank sich fuong (U nhir mdt cay thu muc cic &p
14 bi thay déi k& tir 1an thue hién ienh dump trude va dong géi nhimg tép nay vao
MmOt tep 16n 16i lru vao mot thiét bi tuu trit ngod.

DE ¢6 thé thue hién sao huu chi nhimg tép bi thay ddi ur lin thue hién dusp
tnrde (va do d6 1am cho vige sao luu tréf nén hidu qua hon), dump st dung sG mi,
dd la mdt con s tir O dén 9 d€ xdc dinh cdc tep ndo cén duge sao luu. Thuc hicn
drmp & e 0 ¢6 nghia 1a thue hién dwmp toan bd hé thong tép . dump & miic » cé
nghia ti thue hién luu céc tile da bi thay déi tir 14n dump gan nhdt véi mitc dump
nhé hon hoje bing n. Cic thai didm thue hien duwmp trede duge v trong
fetefdumpdates.

Héu het cdce phicn bin cha divnp khong cap nhat leteldumpdate i khi duge
yéu cdu. Trong khi dé, néu khong ¢6 cap nhat nay thi khong c6 thé thue hién sao
li tang tién bing dump mot céch ding dén duge vi khong thé xdc dinh duge thai
di¢m 1dn cudi cling thue hien dump mic n. Cor u s€ khién [énh dump thue hign cap
nhat fetcldunmpdates. TEp letc/dumpdates 132 mot t@p van ban nén ¢6 thé sir déi
dugc. Néu ten clia mot hé théng t¢p bi thay ddi, /etc/dumpdates phai duge sir ddi
dé phan dnh su thay di nay nhim tranh dump bi nhim lin

dump sE g dau va ra mot s& thiét bi luu trir mac dinh thong thudng 1a &
biing tir ddu ticn trong hé thong 1én vaa 6 dia mém ddu tién trong hé théng nhé. Néu
mudn dumyp sao Iuu ra mot thiél bi ddu ra khéc thi phai diing cd £,

Ngoii ra khi ding dump ching ta c6 thé chi ra mot s6 tay chon khéc nhu
kicu ciia bang tir duge s dung d€ lwu trit, do dai ciia bang, mat do cla bang. Vi du
thye hi¢n sao lru & midc 5 cho hé thong t&p duge gin két vao the mue Avork vao
mat bang dai 1700 tfoot, mat do 1000bpi biang nay tuong (ng véi teép /devirstt), ta
thure hi¢n lénh :

dump 5usdf 1700 1000 /dev/rst0/work
6.3. Chuoi dump Thdp Ia Noi

Ta ¢0 the thye hién dump theo nhiéu thi ty khdc nhau, mot trong 56 do thuc
hi¢n dua trén b todn Thap Ha Noi. Thit ty nay 1a két qué cia sy thod higp gilta
mong mudn luu duge cing nhi¢u théng tin cang t6t va cang lau cang tot va han ché
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ve thoi gian clia ngudi quan tri, CPU d€ (huc hién sao luu va s& Iuong bang (i co
han. Chudi thuc hién dump thco mo hinh Thap Ha Noi nhu sau

»®+®7

Hinh 2.1. Chudi dump thip Ha Noi

Khi chudi nay két thiic nd lai lap lai, tuy vay véi mdi miic 0 lai slr dung mot
bang mdi. Ct sau 9 14n thuc hi¢n dump cic bang (hodc céc bﬁ biang nfu nhu s3
bang cho méi 1an thuc nhi¢n dump 14 16n hon 1} cho mic 2 va 9 duge st dung lai,
trong khi dé cic bang mitc 1 (A,B,C,D) chi duge st dung lai sau 45 ldn thuc hién
dump. C4 4 bo bang mitc | cho méi hé théng tép, duge ddn nhan 1A, 1B, 1C, 1D.
Mitc | duge thue hién trén méi bo bang nay va chi s6 A, B, C, D chi dé phan biét
giita cdc bo bing. Mdi hé théng 1€p cdn c6 mot bo bang cho céc mic tir ] d&n 9.

6.3. Khéi phuc tic edc sao hiew bdng dump

C6 nhiéu bién thé clia chuong trinh khoi phuc sao I tir dumyp, mot s6 phién

ban goi la restore mot sa khac lai goi la restor.

£E khoi phuc mot tép, viee ddu tién 1a phai gin k&t bang ¢o chita t¢p do vac
hé thdng 16i chuyén dén thu muc ma ta mudn khoi phuc t¢p vao dé. Sau dé la thuc
hicn lénh restore -x dé khoi phuc tép. Vi du dé khoi phuc t€p /usr/ching/lostfile vao
thir muc /tmp:
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[2dn két bang]
5 ed /tmp

srestore x /usr/ching/lostfile

Slz /tmp/usr/ching

loatfile

$ 1s /uzr/ching

afile bfile cfile

scp /tmp/usr/ching/lostfile /usr/ching/lostfile
$chown ching /usr/ching/lostfile

vochgroup svtt /usr/ching/lestfile

bé khoi phuc toan bo hé thdng tép, viec ddu tien la phai gin két mot he
thong 1¢p mdi lam dich cho cdc ép duge khoi phuc, chuyén dén thu muc gdc cla
h¢ thong €p do. Ti€p theo ta gan két bang lru pédn nhat cb mike 0 (e 12 mae sao
luu toan hd) viv ding Iénh restore -r, 1gnh restore s¢ nhic ta viée dua vao cdc bang.
Sau khi thue hién xong viée khoi phye tir bing mie 0, ta c4n phai uép tuc thue hién
khoi phue v cac bang ¢d mite dump cao hon cho dén mige dump cudi cting thuc
hien duge. Vi du, lan dump gln nhat ¢6 mic 5 theo so d6 dump Thap Ha noi, khoi
phuc lu hé thong (€p /usr nam teén /devirkptly

$ /etc/newfs /dev/rhpOg eagle (newfs 1a phién ban than

thién hon cta mkfs)

5 /etc/mount /dev/hpQOg /usr

5 ed /usr

[ gan k&t bang mic 0 ddu tién vao /usr]

5 restore -r

[ g&n két cac biang ti&p theo theo y&u clu cta lénh

restore]

[ g&n k&t bang dAu tién cla bang dump mtc 1 gén

nhdt cla /usr n&u bang nay mé&i hon bing mic 0]

$ restore -r
#
[ g&dn ké&t céc bang tiép theo theo yé&u cdu cua 1énh

restore]

{ gan két bang mic 3 ecia /usr)
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% restore —-r
{ g&n k&t bang mirc 2 cla /usr)
5 restore -r
[ g&n két bang mic 5 cha /usr)

$ restore —r

6.4. Kho6i phuc co twong tdc voi ngudi stk dung

DE thye hign khoi phuc ¢ twong tac vii ngudi sir dung, ta ding 1&énh restore
véi ¢ -1. Tuy chon nay hién thi céc 1ép trén bang va cho phép duyét qua hé théing
t1¢p nhur cac cay thir muc binh thudng bang cdc 1énh Is, od, pwd. Céc tép mudn khoi
phuc duge dua viao mdt danh sdch bing 1énh add, vi khi dd chon xong céc tép
mudn khoi phue, 1énh extract s& cho phép trich cdc tép nay ra tr bang luu. Sir dung
Iénh restore v&i tuy chon -1 rét tién vi the€ hdy st dung chiing khi ciin khoi phuc
cac tép.

7. Lénh cpio

Lénh nay hoat dong cling gidng nhu tfer. Tal ci cde phién bin ATT cla
UNIX déu ¢6 trong khi mot sG bin lai khong ¢6 1énh tar Vi the diing cpio 1a gidl
phap t6t d¢ sao leu phuc vy cho vige chuyén giita cdc hé théng diing phién béan
ATT. ¢pio e thé diing dé chuyén cac cy thu muce, vi duy, 1énh :

find adir -depth ~print | cpioc -pd /tmp

s chép cay thu mue adir vao /mp. Giong nhy tar, cpio khong cho phép
ding nhiéu bing luu. Mot vai phién han cia cpie cdn khong thare hién 16t vdi cach
noi 1énh theo Kidu dng murde ( diing cdc gach ding nh trén), va chi ¢6 root méi cé
yuyén sao cdce tép dac biet.

2. Lénh dd

dd 13 chuong trinh sao chép va chuyén doéi. Trir phi yéu ciu dd thue hién
chuyén dai, ded chi thuc hién sao chép tir t¢p ddu vio ra 1&p dau ra. dd thudng dugc
diing d& doc cac bang khong duge ghi dudi khuon dang UNIX, ngoai ra dd duge

ditng dé tao hin sao cla toan ho hé thdng tép mat cach dé dang. dd ciing duge
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ding dé tao ban sao cac biang tr mot cich nhanh chéng. Vi du :

Néu ban ¢6 2 6 bang tir (/devirme8 va /devirmi9) va thuc hién sao tir 6 nay sang 6
Kia::

%dd if=/dev/rmt8§ of=/dev/rmt9 cbs=16b

Niru ban chi ¢é mot & bang i (fdev/rme8) thi viéc tao bin sao clia bang phii thue
hi¢n gém 2 cong doan, tha nhit 13 sao ndi dung cla bang vao dia ciéng, sau dé sao
noi dung di ghi trén dia cing ra bang. T4t nhien 1a khi dé phai dam bo ring ban
¢6 di khong gian dia dé luu tam ndi dung chia bang.

%dd if =/dev/rmt8 of=tfile cbs=16b
[do1 bang |

dd if=tfile of=/dev/rmt8 cbs=16b

trm file

V. THUC HIEN TU PONG CHUONG TRINH

Chuong trinh cron va at Ia cée chuong trinh cho phép ngudi sir dung thuc
hign tu dong cdc chuong trinh céin thiét tai mot thei diém xéc dinh.

1. Chuong trinh cron

Chuomg trinh cron (vi€t tét clha chronograph 1a ) duge thigt k€ dé cho phép
thue hién céc 1énh tai mot thdi diém xac dinh ma khong cdn phii tnrc tiép kich
hoat ching. Linux chay cron dudi dang mot daemon dong hd khi bat hé thang.
Thong thutng, 1@nh chay cron duge chi ra trong t@¢p rc. Khi hoat dong cron doc
ngdy va thoi gian duge dat dé thue hién mot 1énh trong tép crontab. Mbi dong
trong t1¢p nay chi ra khi nao va tam the ndo dé thye hién Iénh tuong dng. Khi nhan
ra ngay, gi¥ cua hé thong tring vdi ngdy gid clia mot 1énh trong t8p crontub,
daemon cron thyc hién 1énh d6. Lénh d6 khong chi duge thue hién m6t 14n ma ci
mai 14n cé s phid hop vé ngay gidy lenh d6 tai duge thue hien. Chinh nhiy tinh chét
thye hign ty dong ndy ma cron trd nén 1i tudng d6i véi ngudi quan tr he ‘Long dé
thire hién cdc cong vige nhnr sao luu he thong, t6 chiic lai co sd dir licu...

Trong hdu hét cic hé théng, truy nhap cron chi gidi han déi véi ngudi quan



i1 h¢ thong, tuy vay ciing c6 thé trao quyén sir dung né cho mot vai hodc tdt ci
ngudt dung cia he thong. Ngudi quan tri he thong didu khién viéc ai ¢6 thd gl cac
tign trinh s& duge cron thyc hién thong qua chi mot trong hai tép la
fusrilibleron/cron.allow hay Jusriliblcron/cron.deny (nhidu hé théng Linux ding
cac én fetc/cron.divron.allow va lete/cron.dicron.deny). Trong céc 1ép nay ligt k¢
cac 1én npudi diing, mbi 1én mot dong,.

Tep lusriliblcronicron.altow (hay fetc/cron dicron.allow) chifa danh sich t4t
cit 18n ngudi diing dwge phép ding cron , vi du:

tiennc

ching

nvviet

chi cho cdc dang nhap tiennc, ching, va nvviet ( (dt nhién la ca siéu
ngudi ding) ¢6 the chuyén it cit cong viée nao cho cron.

"T&p fusrilibleronferon.deny chita danh séch tén ngudi ding khong duoe phép
diung cron. Vidu :

sonnt

andt

cho phép moi ngudi trif sonnt va andt ding cron.

Néu khong ¢6 18p ndo trong hai tép trén t6n tai thi chi ¢6 root méi c6 thé

chuyén cdc tién trinh cho eron. DE cho phép moi ngudi diing diing cron, hiy tao ra
mot €p cron.deny tdng,

1.1. Tép crontab

Tién ich crontub duge sit dung dé ra Iénh cho cron thuc hién mot 1énh tai
mot thii diém nhat dinh. Chuang trinh crontab doc mot tép trong dé ghi 13 nhimg
gl nguon dung mudn cron thue hién theo khudn dang crontab. Chuong trinh
crontab con thue hiégn mot sG nhiém vu quan tri khic nhur hién thi danh sich cdc
cong vige hién tai clia cron , Xod danh sdch, thém cong viéc méi vao danh sdch.

Tep chita dir ligu duge chuong trinh crontab doc dé xac dinh nhing cong
vicc ma cron phai thue hi¢n thudng ¢6 tén [ crontab. Tién ich crontab ¢6 mot tuy
chon cho phép ngudi str dung xdc dinh tén t&p chira dir liéu nay nhung tén 1ép mac
dinh s& la crontub.
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Cau triic 1€p crontab 12 cic dong, mbi dong gbm cdc thong tin v& thei diém
va cong vige phéi thuc hién rai thoi diém dé.

phut gio ngay-trong-thang thang-trong-nam ngay-trong~tuan lenh

Cac truomg trong tép ngin cdch b didu céc.h va 6 ¥ nghia sau ;

- Phit trong gity (0-59)

- Givtrong ngay (0-23)

- Ngay trong thang (1-31)

- Thang (1112)

- Ngay trong tuin (Sun=0, Mon=1, ... Sat=6)

Chuong trinh s€ duge thye hién tai thdi diém da chi ra. C6 thé mot lénh hoic
la dudng dan ddy di chi dén mot chuong trinh script (ké ca khi dutng din da c6

trong PATH vi cron khong (hita k€ cdc bi€n méi trudmg do d6 n6 khéng biél tim

chwong trinh cdn thuc hi¢n & dau). Tat nhién, ngudi ding phai ¢6 quyén thuc thi
I¢nh hay script nay.

Cac cOt thdi gian va ngay trong €p crontab cd thé chita mot s6 duy nhat
hoae mot khoang (duge bidu dién bing mot ddu - giita haj s6 chi gid tri ddu va
cudi, vi du 1-5 chi mot khoang tir | dén 5), hoac mot danh sich cac gia tri phan
cdch bai ddu phay, hoac dau “*” dé chi gid tri bat ki,

Vi du, mét vai dong trong tép crontab

2001 * * * Jusr/bin/calendar -

0 21* 0 /bin/organize data

10,30,50 9-18 * * * /bin/setperms

Vi du nay chi ra 3 tién trinh khdc nhau. Dong ddu chi ra lénh
/usr/bin/calendar - (ddu trir la mot phén cla 1énh), phai dugc thuc hién vao
1h20 sdng hang ngay trong tudn va hang ngay trong nam.

Dong thi hai chi, vao 2h00 vao ngay ddu tién clia moi thang vi moi ngay
chl nhat tep script /binforganize_data phai duge thye hien. T4t nhién ndu hai ngay
nay tring nhau thi script cling chi duge thue higén mot tan.

Thir ty cac dong trong tép crontab khong quan trong. Néu ¢6 161 trong tep
crontab, chuong trinh cron s& gl cho ngudi ding mot thong diép chi ra 181 ma né
£dp phdi khi thuc hién Iénh.
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1.2. Chuyén va qudn Ii céc tép crontab

Sau khi di a0 €p crontab cla riéng minh, nguoi ding ¢6 thé dwa né cho
crost thue hign. Khi chuyén né cho cron, tep nay duge sao vio thu muc cron,
thuong 12 trong thu muc /usrispoolicrondc rontabs, 1€p s€ ¢6 tén cla ngudi ding da
chuyén no cho cron. Vi du ngudi ding cd tén ching thi tép s& dé trong thu muc

tusrispoollcronlcrontabsiching, moi tep crontab cha siéu ngudi diing thudng c6 tén
root.

bé chuyén tép crontab cho cron, ngudi stt dung ding Iénh crontab véi ci
phap nhu sau:

5 crontab tep crontab

VOI 1ép crontab 1 (8n €p ma ngudi sit dung muén crontub s& doc. Néu
khong chi ra tn ép_crontab thi mac dinh tén tép sé la cron_tab. Néu ngudi sir
dung di chuyén mot wp crontab cho cron 16i thi tep cii s¢ bi thay the bing (&p
mai.

Bat cti thay d6i nao d6i véi cron déu phii thuc hién thong qua viée chuyén
©€p crontab mdi cho cron. Ngudi diing khéng bao 10 duge sira tnre 1i€p tép trong

thu muc fusrispool/cron/crontabs, cron st khong thé doc duge cdc thay ddi nay.

Vi tuy chon -1 cia lénh crontab ta ¢6 thé thiy tdt ca céc nhiém vu ma ngudi
dua ra 1énh nay di chuyén cho cron, cling ¢é nghia 1a cho thdy ndi dung tep
crontub cua ngudi dé.

5 crontab -1

Bé x0d t&p crontub chia minh, ngudi st dung ding tuy chon -r (remove). Tuy
chon nity xéa 1ép vdi tén clia ngudi diing trong thu muc Jusrispool/vronicrontabs.
€1 phép cua 1énh nay 1a:

S crontab -r

DE stra tép crontab hién (i clia minh ngudi st dung ¢6 thé diing lva chon -
(editor), no s& kich hoat ludn trinh soan thao mac dinh cha hé théng.

$ crontab -e
Sau khi da ducc sir va ghi lai, t&p cronfab cla ta lai dugc chuyén cho cron.

Cron doc ngi dung thu muc fusrispoolicronicrontab it nhat § phiit mot 14n
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(v hiu het h¢ thong Linux 14 dge mdi phit mot 14n). Vi vay moi thay déi trong
tép crontab ¢6 thé ¢6 chi ¢6 tdc dung sau vai phit, néu h¢ théng cang phai hoat
dong ning thi thai gian 1ré cang 16n.

1.3, Dang cdc lénh cron phirc tap

Céc Iénh trong t€p crontab ¢6 thé 1a cdc 1énh bit ki hay c4c script, mién fa
domg lénh phéi ding, tiic 1a ching ¢6 thé thue hien duoe tir ddu nhéc cia shell.

Boi khi cdc [@nh hay céc script trong €p crontab ¢6 thé sinh ra cdc thong tin

déu ra hodc cdc thong bao 161, DE tranh cdc thong bdo 16i nay, ta c¢é thé dinh hudng
dau ra vao /devinudl. Vi du

Q* * *» % date > /tmp/testl 2>/dev/null

chuyén diu ra vao @p /tmp/test] va thong bio 16i vio /devinull (tic 1a bd cdc
thong bao 161).

Hay

30 1 * * * cat /usr/tiennc/chapt* >
fusr/tiennc/archive/backup

Ghép cic 12p biat ddu bing chapt trong /usrftiennc vao mot ©€p lén Ia

fusritiennclurchivel/backup.

Ngudi ditng cling ¢6 thé ding cd che ndi tiép (pipeline) cdc 12nh trong tép
crontub. Vi du, ta ¢ danh sdch nguti ding di dang nhap hé théng trong ngay
trong t&p /umpluserdist, sip x€p ching va gui cho root.

0 1* * * sort -u /tmp/userlist | mail -s"users for today" roct

Mot diém quan trong ciia cron 1a tdt ¢ cdc 1¢nh dugk thue hién trén Bourne
shell (hoac bash) nhung khong thue hién ding vai C shell.

2. Chuong trinh at

Chuong trinh at ciing tuong (o nha cron, trir mot diém 14 né thuc hign 1énh
chi mot 1dn tai thoi diém da chi ra chit khong phai thuc hign mai nhu cron. Khuon
dang cua lénh «t :

at time date < file

Trong d6 time va date 14n lugt chi thdi gian va ngay thuc hién I¢nh, tép la
tén 1ep diu vao Iénh ar.
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C6 thé truyén tham s6 cho lénh ar theo nhicu cdch khic nhau, 46 1a diém
linh hoat cua [énh w. VI du o6 (hé dva ra gidy theo kidu 18:40 (dé chi \§ pidy 40
phiit}, hay 10 (€ chi 10 gitr sdng) hay 10pm (d€ chi 10 giy chidu), chirong trinh
déu hiéu ding. Npoai ra n6 con chdp nhin mot sd tr dic biet thay vi phdi chi ra
217, vi du noon, midnight, now, next hay zuzu.

Tham s0 date co thé ¢6 hodc khong, thudmg duoc diing khi time khong
cye chi di 10, Néu khong dua ra date thi 1énh s& duoc thuc hién ngay 1an o g4p
thoi diém nhu chi ra trong time. Date cling ©6 thé duge dua ra theo nhiéu céch, ¢6
the 1a thang réi dén ngay (May 15) hay mdt ngay trong tuin (theo dang day du nhu
Monday hay viét tit 3 ki tu nhw Mon), ngudi ding ciing <6 thé chi ra nim, nhung
rdt hiem khi ding. Lénh af ciing nhan ra duge mot 56 tir dde biét cho date nhu
today hay tomorow.

Tép ddu vao clia 1¢nh gz ¢6 thé 1a &p bal ki véi céc lenh trong né.

Vidu ta cd €p reory.data véi cac Iénh hén trong :

/usr/tiennc/setperms

/usr/tiennc/sort database

fusr/tiennc/index database

/usr/tiennc/clean up

Ta mudn nd duoc thue hien vao 8h30 séng, c6 thé dua ra mot trong cic lénh

sau :

at 20:30 < reorg.data

at 8:30 pm < reorg/data

at 20:30 today < reorg.data
hay

at 0900 Monday next week < reorg.data

thue hién 1énh vao (bt hai tudn sau.

Khi chuyén mot chuong trinh cho a2, s& nhan lai dige mot s6 hiéu cong viée
(job ID} xéc dinh duy nhal 1énh o vira dua ra. Vi dy

$ at 6 < do_it

job 827362.a at Wed Aug 31 06:00:00 EDT 1995
{r dy, s6 hicu cong viée la 827362.a, ngurddi sit dung o6 thé ding né dé thay doi
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cong viée tuomg Ung.

Ta ¢é the 1igt ke tit cd cac cong viee da x&p vio at bing tuy chon -1. Diu ra
s& 12 thovi diém cong vige duge thye hign nhung khong néi 1a thue hién lénh gi.

$ at -l

uzer — tiennc job 827362.a at Wed Aug 31 06:00:00 EDT 1995

user = tiennc job 828283.a at Wed Rug 31 09:30:00 EDT 1995

BHE bd mot comg viée clia at khoi hé thong, ta ding tuy chon -r (remove) v
50 higu cong viée. Vi du :

5 at -r 2892732.a

Ngudi ding chi ¢6 thé bd di mot cong viée cha chinh ho d3 gii cho af,
nhirng root thi ¢d thé bo bit ki cong viée nao.

Mol cong vice duge x€p vio «w déu duge lhwu trong  the muc
lusrispoolicron/atjobs vl s6 hiéu cong viée 14 t@n tép. Ciing nhu cron mot trong
hai t&p «t.allow hodc at.deny trong tha muc /usr/lob/cron holc fetcicron.d diéu
khién viéc ai duge phép diing at.

Khi mat cong viée clia af duge thue hién, tat ¢d ddu ra (ddu ra chudn va cdc
thong bao 181} duge g lai cho ngudi diing da giri cOng viée ndy cho «f (tdt nhién
12 khong ké khi diu ra duge dinh hudng lai). Lénh «f nhd (at ca cic Mén moi
truomg va cdc thiét lap the mue cia nguti ding. Nhin vao danh séch cac cong viée
trong /usrispoolicronfatjobs sé thily tat ¢a cdc bién duge dinh nghia trude khi 1énh
duge thue hién.
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Chuong III

QUAN LY CAU HiNH MANG

e e = P —

I. MANG TCP/IP

Trong chuong nay céc van dé khi thigt 1ap mot mang cic mdy tinh Linux sir
dung ho giao thitle TCP/IP s& duge Xem xét, bao gdm dia chi IP, hé théng tén mién,
chon dutmg... Bay 1a céc vén dé co ban cdn thiét dé hiéu duge nhimg gi ma cong
vige cai dat va quan tri mang yéu ciu,

1. Giao dién mang

DE che ddu tinh phic tap vii da dang cha cdc thiét bj mang, TCP/IP dinh
nghia khai ni¢m giao dién (interface) dé truy cap vao phin cimg. Giao dién niy
cung cdp tap hyp cdc thao tic nhu nhaw cho tédt cac cdc dang thiét bi, dua trén cic
thao tdc gin va nhan dit ligw.

M&i thi¢t bi mang twong tng vai it nhat mot giao dién cai dat trong hat nhén
cia h¢ di¢u hanh. Vi du trong Linux giao di¢n Ethemnet 1a eth(), ethi ..., giao dién
SLIP la sf0, stf... Tén cla céc giao dién trén duge sir dung cho muc dich thict 1ap
céu hinh khi chi ra cho hat nhin thi¢t bi phén cimg nrong tmg.

bé hoat dong trong mang TCP/IP, mdi giao dién mang phii duge gan mot
dia chi IP d€ dinh vi khi truyén thong véi cac thue thé ben ngoi.

Mobi mot giao dién ¢6 rét nhiéu tham s§ khéc nhau cin duge thist lap. Mot
tham sG quan trong cta giao dién mang |a kich thudc cyc dai cha géi tin ma thiét
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bi phin cimg c6 thé xir ly (MTU -Maximum Transfer Unit). Céc thudc tinh cha
giao dign s€ duge trinh bay din trong céc phan sau.

2. DiachiiP

Giao thic 1ign mang IP sit dung loaj dia chi 32 bit. M&i mdy tram phai duce
gan mot dia chi trong lién mang. Khi sir dung mang cuc bo khong k&t n6i véi cac
mang khéc, ngudi str dung ¢6 thé tu gdn dia chi 1P tuy ¥ cho céc may tram. Tuy
nhién, doi vai cdc site Internet thi dia chi IP phdi duge cung cdp tr trung (Am phu
trich dia chi IP trén the gidi NIC - Network Information Center.

MGéi dia chi IP duoc chia lam 4 phédn, m8i phdn 1 byte. Vi du may chi Web
coa truemg dai hoe Bach Khoa Ha Noi www.hut.edu.vn cé dia chi 1a OxCOARTF] |
hay 192.168.127.17. Dang sau dugc goi 1a k¥ phédp thap phin ¢ chim (dotted
quad notation).

bia chi IP duge chia thanh 2 viing: dia chi mang (network address) va dia chi
tram (host address). Khi dé nghi NIC cung cap dia chi IP thi ta s& khong nhan duoc
dia chi trong dng cGa mdi may tram. Thay vao ¢6 1a dia chi mang va ta cd quyén
gén dia chi cho céc mdy tram clia mang trong pham vi dia chi da duge cung cép.

Tuy thude vao kich ¢@ ciia mang ma kich thudc c4c phin dia chi 1a 1dn hay
nho. Khong gian dia chi I[P duge chia thanh 5 16p A, B, C, D, E.

Lap A Bao gdm cée dia chi1ir 1.0.0.0 dén 127.0.0.0. Dia chi mang duoc
chia trong byte dau tién. Nhu vidy mang loai nay ¢ 24 bit cho dia
chi host tuong duong v&i 1.6 triéu may tram.

Ldp B Bao gdém cédc dia chi tir 128.0.0.0 dén 191.255.0.0. bia chi mang
la 2 byte dau tién. Ldp nay cung cip 16320 mang, mbi mang c6
thé ¢d 65024 may tram.

Lap C Bao gém céc dia chi tir 192.0.0.0 dén 223.255.0.0. Dia chi mang
fa 3 byte ddu tién. Ldp dia chi nay cung cip gin 2 triéu mang vdi
254 may tram mdi mang.

Lép DL E Bao gom cde dia chi tir 224.0.0.0 dén 254.0.0.0 duge dung dé du
phong trong tuong lai,

Trong vi du trén, gia sir dia chi 192.168.127.17 thudc 1dp C thi dia chi mang
coa no b 192.168.127.0 va dia chi tram 1a 17.
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Trong danh sich dia chi liét ke & trén, khang phai moi dia chi déu duoc g4n
cho cédc tram. Cdc thanh phin 0 va 255 duce ding cho céc muc dich dac biét, dia
chi véi phin tram ¢ céc bit bing O duge diing dé chi ra mang tuomg (ng. Con dia
chi ¢6 thianh phin tram a cdc bit hang 1 14 dia chi quing bd, Ia dinh vi cho tar cdc
cdc tram trén mang dé. Nhir vay dia chi 192.168.127.255 khong ¢6 nghia cho mét
tram ma ¢4 nghia la t4t cdc cdc may tram trong mang 192.168.127.0.

Dia chr 0.0.0.0 duoc ding cho dia chi chon dutmg mic dinh (default route)
diing trong viée chon duimg cho cic gd1 tn [P. Con 127.0.0.0 goi 12 dia chi quay
nguge {loopback address). Tit ca cdc géi tin gii dén dia chi 127.0.0.0 s& duge gin
nguec (1Y lai mdy tinh. Thong thuong dia chi nay duge gin cho mot giao dién riéng
trén may tinh got 1a giao dién loopback. Chc g0i tin IP mang dia chi nay cho di
cua giao thitc TCP hay UDP déu bi quay tr¥ vé gidng nhv ching dén tir mot tram
nao d6 tren mang. Co ché nay cho phép sir dung may tinh don 1é d€ kiém tra céc
hoat dong cha cidc chuong trinh tmg dung trén mang hay sir dung céc dng dung nay
rén mot may tinh ¢4 nhan riéng biét.

3. Anh xa dia chi vit ly

Trong thye &€ méi bo giao tidp mang duge gdn mot dia chi goi 14 dia chi
MAC d¢€ truyén thong trén mang. N6 ¢6 cdu tric khdc véi cdu tric cia dia chi 1P.
bia chi nity la mot s& 6 bytes (48 bits). Van dé dat ra la 1am thé nao dé chuyén déi
tir dia chi IP sang dia chi MAC.

Giao thite duge thiét k& d¢ 1am nhiém vu trén 13 giao thic ARP - Address
Resolution Protocol. Giao thite niy khong chi sir dung trong cdc mang Ethernet
ma con duge sif dung trong céc mang khdc dé chuyén déi tir dia chi IP sang dia chi
var 1y clia bo giao ti€p mang. Giao thic nay sir dung phuong phdp quing ba. Y
tuong co bin cia né lakhi c¢dn tim 6ng X trong 100 nguri thi ta chi Vige goi to tén
Ong ta kén va 6ng X s& tra [on néu dng a cd & do.

Khi ARP mudn tim mot dia chi MAC wong fimg vdi dia chi IP, n6 s& sir
dung mot géi tin ARP va quing ba (&1 tAt ca cdc may tinh khéc trén mang. Trén
£4i tin nay ¢6 chifa dia chi [P cdn chuyén ddi. Cic médy khdc 8 so sénh dia chi nay
vOi dia chi IP clia ching, néu tring nhau né sé gl dia chi MAC cla né tr&f lai cho
tram ¢ yéu cdu.

Tuy nhi¢n dé truyén 1hong trong lién mang 1hi khong thé ding giao thitc trén
dé 4nh xa dia chi. Thye t€ ARP chi ding trong mot mang con, con dé truyén thong
trong licn mang véi hing trigu may tram thi gidi phap ducc dung 1a ¢o ch& chon
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dudmg (IP routing) s& duge dé cap dén & sau.

Méi khi mot tram Gim duge mot 4nh xa dia chi, n6 s& liu lai trong ARP
cache d€ diing trong céc 14n sau, Tuy vdy, cting khong nén luu trir dia chi nay mai
vi b giao ti¢p mang clla may tram & xa c6 thé bi thay ddi vi 1y do nao dé. Do vay,
anh xa trén chi duge luu trir trong tho gian nhat dinh, sau dé phdi duge cap nhat.

Trong mot s6 trudmg hop nguddi ta lai cdn tim 4nh xa nguroc: tim mot dia chi
[P tuong tmg véi mot dia chi MAC. Ching han trong truimg hop khdi dong may
tinh qua mang. May tinh cdn khéi dong chi c6 thong tin vé dia chi MAC, né s& gl
cdc goi tin quang hd vi mot boot server s& tim dia chi IP tuong tmg cho né. Giao
thite nay goi la RARP - Reverse Address Resolution Protocol. Ciing vai giao thac
BOOTP, RAPP duge sir dung rong rdi trong viéc khdi dong mot méy tinh khong
¢ O cimg thong qua mang.

4, Chon dudng
J.1. Gidi thiéu mang IP

Trong thuyc €, dia chi cia mot t6 chdc hay ¢4 nhan nao dé déu duge 18 chic
theo kiéu phan cfip: nudc, tinh, thinh phd, quan, phudng ... Lam nhu vay rdt cd logi
cho cdc nha buu dién khi mudn chuyén thir tin: Vige chuyén thu & méi cdp chi viec
quan tam dén dutmg di cua thu trong pham vi ¢lia minh.

Cac mang IP ciing dige (0 chiie theo cof ché dia chi phan c&p nhu vay. Mang
IP. hay con goi la Internct bao g6m rét nhi€u cdc mang riéng, mdi mang riéng lai
duge chia Iaim cdc mang con nhd hon, m8i mang riéng thuc hién cac cong viée vé
dija chi trong nodi bd mang d6. Sy phan cép ndy cho phép gidm lugng cong vide
chyn duomg cho cac goi tin 1P trong toan lién mang.

4.2. Mang con (subnetwork)

Dia chi IP dugce chia lam 2 phin nhy di gidi thigu & trude: Dia chi mang va
dia chi tram. Diéu niy cho phép chia cac mang 1P thanh cdc mang con. Theo mic
dinh thi mang con duge dic trung bdi phin dia chi mang trong dia chi [P. Do vay,
cdc may tram trong cling mot mang con s€ c¢é,chung dia chi mang va ngugc lai cdc
mdy tram c6 cung dia chi mang s& nim trén cling mot mang con.

- L ” £ N PP
Mol mang con chiu trich nhiém cho viée chon dudmg cho cdc goi tin TP
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trong mang cua minh, cac géi tin ndy duge nhan ra nhiy phin dia chi mang cila n6.
Trong cde mang lowi A, B, C thi phdn dia chi nay ¢ do dai cd dinh. Tuy nhién dé
tao su linh hoat trong viéc phan chia mang con thi dia chi mang c6 thé ma ong
sang cdc bit cua dia chi tram. D6 1a k¥ (huat sir dung mat na mang con (subnet
mask hay netmask). Mat na [a mot s6 32 bit trong 46 cdc bit trong tng vdi phén
dia chi mang bing |, cac bit con i bing 0.

Vi du: Gia sir truomg dai hoe Béch Khoa Ha Noi ¢ mot mang loai B vii dia
chi mang 13 192.169.127.0 vi mit na 1a 255.255.255.0 (dia chi mang dai 24 bit).

Truong c6 4 khoa ¢6 nhu cdu st dung mang cyc b riéng, do d6 mang (rén
s¢ dugc phan 1a 4 mang con bing viéc ldy thém 2 bit cho dia chi mang (26 bhit).
Nhu vay dia chi mang ctia khoa Tin hoc 13 192.169.50.0, ciia khoa bign tir 1a
192.169.50. 64, cha khoa Vat 1y 14 192.169.50.128, cha khoa Nang lugng Ia
192.169.50.192. Mt na cia cdc mang con nay 1a 255.255.255.192.

192 169 50 0

Bach Khoa ‘ 1 FQOO000 10100000 00011010 00000000
192 169 50 128

Khoa Vat Ly ’ 1 1000000 FON0D000 00011010 LOOGD000
192 169 50 1oK

Khioa Nang lucmg ‘ 11000000 | 10100000 00011010 11000000

Hinh 3.1.

Sur phan chia mang riéng thanh c4c mang con chi ¢6 ¥ nghia bén trong mang
rigng dd, né 1a trong sudt dGi véi the gidi bén ngodi. Viée chia mang duge tién
banh bai nguth quin tri h¢ théng va thudmg dua trén sy phan chia khéc nhu ranh
g% vat Iy giifra cac nhdnh mang, phan chia hinh chinh giita cde phong ban hay vi
muc tiéu an toan bao mat thong tin trén mang.
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4.3. Gateway

Cac mdy tinh trong mQt mang chi ¢6 thé lién lac tryc ti€p v6i nhing méy
tinh trong mang dé. Viéc trao d6i thong tin véi nhimg mdy tinh trén céc mang
khdc duge thue hién thong qua mot tram trung gian - gateway. Day I3 mot méy
tinh hoac thigt bi chuyén dung ndi giita hai hay nhiéu mang vat 1y va dugc thiét lap
c&u hinh dé chuyén cdc géi tin gifa cac mang dé.

C6 thé xdc dinh dé dang mot tram cé thudc mot mang hay khong nhir vao
dia chi IP cha tram d6. Mdi mang duge dic trung bdi mot dia chi IP va cic mang
Khdc nhau ¢é cdc dia chi [P khéc nhau. Trong vi du dudi day mang LLAN clia khoa
Todn 6 dia chi mang 149.76.4.0. Tram edos mu6n glii mot géi tin cho tram
quark ¢6 dia chi 149.76.12.4 s& biét duge tram ndy & trén mang khéc va sé gl géi

tin nay dén gateway mic dinh clia mang : sophus.

Dudi day la vi du mot phian hinh trang mang cla trutmg dai hoc Groucho
Maxk:

Khoa Vit ly 4.0

gauss I [ erdos |

423 | 4.17

4.1

sophus

Mung xuong song

12 1.]

s | geel ‘
12,1 2.1

12.4 12.2 2.2
| guark ‘ l | l

Khoa Toan  12.0 Trung tAm tinh todn 2.0

Hinh 3.2 . Mot phidn hinh trang mang caa GMU

11



Tram sophus la mot mdy tinh néi véi ca 2 mang: mang LAN ciia khoa {odn
Lt mEINg Xuong, song cla trudng dai hoc. N6 sé c6 2 glao dién mang 13 eth(} va
fddi0). Tuomg (ng véi cdc giao dién d6 né s& 6 2 dia chi IP 1a 149.76. 4.1 va
149.76.1.4. Nhu vay céc gateway thudmg c6 it nhét 2 dia chi IP va khi truy cap vao
mang nio nd sé ding dia chi TP (wong Gng.

Bdng 3.1. Cic giao dién mang ciia gateway

' Interface Address Netmark
eth 149.76.4.1 255.255.255.0 B
fFddi0 149.76.1.4 255.255.255.0
lo 127.0.0.1 255.0.0.0

Cing cin phan biét su khac nhau giita dia chi IP clia mot may tram v dia

e IP cia mot giao dién. Thong thudmg trong mang LAN, céc tram chi c6 mol

tao dicn thi hai dia chi trén trén la tring nhav. Tuy nhién doi véi cdc gateway c6

e it plao dien mang thi ching 1a khéc nhau, vi méi tram sé ¢é nhidu dia chi IP
dng vai mén giao dign.

4.+4. Bdng chon duing

Phin nily s& trinh bay viéc stt dung dia chi IP khi mat tram chon mot
cateway d¢ gl cde g6i tin cho mot tram & xa.

Trong vii du & phin trude, khi tram erdos mudn gii - mot géi tin cho tram
quark. nd xem xét dia chi cia quark va nhan thdy tram dich khong thudéc mang
S bos Do dé erdos s€ gl géi tin nay dén gateway mic dinh, sophus. Hén lua
tinh sophus s¢ tim dudng cho géi tin va nhan thdy cdn phdi giri né dén gateway
nicls ¢lia khoa vat 1y, D€ lam duge nhu vay sophus phai cd nhing thong tin vé dia
vhi tram dich vi cdc gateway tuong tmg: thong tin d6 duge 6 chiic trong bing
chon dirimg.

Bing chon dudmg ditng trong giao thifc IP 13 mdt bang cho biét lien Le giira
raleway va nhimg mang ma né ndi vao. Bing chon dudmg cla tram sophus nhu

Sdll?
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Bdng 3.2. Hinh anh clia mot bing chon duong

) Network Gateway Interface
149.76.1.0 - fddio
149.76.2.0 149.76.1.2 ~ fddio
149.76.3.0 149.76.1.3 fddi0
149.76.4.0 - eth0
149.76.5.(4 149.70.1.5 fddi0

i_ 0.0.0.0 149.76.1.2 fddi0

Thinh phiin 0.0.0.0 got 13 thanh phin mac dinh, t4t ca cac g6i tin ¢d dia chi
dich thuoc mang khong duge chi ra trong bang chon dudmg s& duge glti dén
gateway mic dinh.

Vige chon duong (3 cdc tram 1rén mang ma sophus ndi trye 161 hi se
khong cin gateway. Do dd trén bang chon dudng taky hiéu laky e " -,

(6 nhiéu céch khdc nhau dé xay dung bang chon dutng. D6 véi céc mang
nhd nhtr mang cue bo thi ta c6 thé lam thit cong bang cdch thém timg thanh phéin
vao trong bang chon dutmg. Dai vdi cdc mang ¢& 1dn thi viéc xay dung bang chon
duomg duge thye hién nhd cac chuong trinh goi 1a rowting daemon. Cu che hoat
ding ctia chuong trinh niy phu thude vao cde chi€n luge chon dudmg duge thict ke
cho mang nhw chon duimg tap trung hay phan tan, thich nghi hay khong thich
nghi...

Tuy thudc vao kich ¢ clia mang ma cdc giao thite chon dudng khdc nhau sé
duoe sir dung. B6; v3i viee chon dudng trong cde hé tuy tri (autonomous system) thi
st dung cdc giao thifc internal routing protocol. Giao thite thong dung trong loui
giao thite trén 1a RIP - Routing Information Protocol, giao thite nay duge cai dan
trong chuang trinh BSD routed. Vige chon dudmg gitta cdc hé ty i si dung cic
giao thitc nhu EGP (External Gateway Protocol) va BGP (Border Gateway
Protocol). Cdc giao thitc nay duge cii dat trong gaefed, 1a mot churong trinh phat
(ri¢n b truedme dai hoe Comel.
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+ 5, Hé théng tén mién DNS

5.1 Anh xa dia chi -

Vige dinh danh cdc phén tir trong lién mang bing c4c con s& nhar dia chi IP
rd rang 1 lam ngudi diing khé nhd va d& nhdm l4n. Chinh vi vay, trong thuc t&€ cic
mdy tram thudng duge dinh danh bang tén va ta xay dung ting dung dé chuyén déi
tr ten may sang dia chi 1P tuong (ng. Qua trinh d6 goi 1a 4nh xa dia chi (hostname
resolution),

Cac ham cho qud trinh chuyén déi trén duge xay dung sén va dé trong thur
vién. Mot ing dung mudn tim dia chi [P tuong (g cla mot tram lam viée khong
nhit thiet phii xay ding cac ham ricng ma s¢ sit dung cac thur vién nay. Cdc ham
thong dung la gethosthyname( } va gethostbyaddr( ). Nhu vay, qué trinh chuyén déi
1&n la trong su6t doi v6i nhiimg chuong trinh (ng dung.

Trong cdc mang LAN Ethernet ¢ nhd, viée 4nh xa giita tén mdy tram va dia
chi TP dugc thue hién rdt don gian. Céc thong tin nay duge luw trong tép fetcthosts
theo cdu tric tén may-dia chi IP trén t4l cd cdc tram. Khi mot may tinh dugce theém
vao hay loai bo khdi mang, cdc tép nay phai duce sira d6i trén tat ca céc tram cén
lai. Cong vige nay s€ trd nén bét tién khi mang ¢6 nhiéu may tinh.

Mot gidi phdp cho vin dé nay 1a sir dung dich vu thoéng tin mang NIS -
Network Information System. NIS con goi 1a YP - Yellow Page duge phét trién hés
Sun Microsystem. NIS luu trir thong tin vé tén va dia chi clla cdc mdy tram (va
nhiéu thong (in khdc nira nhur tai khoan...) vao trong mot ¢o sd dif lieu va dat trong
mat tram trung tam. Cac tram khac sé truy cap t6i co sd dir ligu nay d€ Idy thong
tin. Giai phép niy duge diing cho cdc mang ¢@ vira nhu mang LAN vi tram trung
tam s€ trf nén qud tai do tat cd cdic tram khac s¢ lién tuc truy clp (6 co s& dir licu
trung 1am nay.

Trong mang tean ciu Internet, ban diu mot o s dit lidu dia chi nhu trén
ciing duge xdy dung trong mot t&p HOSTS.TXT. Tép nay duge dit tai Trung tam
thong tin mang NIC. Tét ca cac thanh vién tham gia Internet déu phdi truy cap vao
¢ 8¢ dit liéu nay. Khi mang Internet m& rOng ra thi gidl phdp nay tr& nén Khong
thich hgp nira. Ngoai viéc phai chi phf rdt I6n cho viée quén tri tai NIC, mdy chi

phuc vy dir lidw nay da trd nén qud tai,

Vi nhimg 1§ do d6 ma mot gidi phdp khdc di ra ddi. DNS - heé théng tén
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mién dugc phat trién tir nam 1984 b&i  Paul Mockapetris. H¢ nay da gidi quyét
duge hai vin dé dat ra la gidm chi phi quan 1y tap trung va m&i méy tram duoc dinh
danh duy nhat.

5.2. Hé thong tén mién

DNS 16 chifc vige dinh danh bing 1én theo he théng phan c4p cdc mién. Mbi
hé thdng trong mot cip duge goi 12 mot mién. Mién 1a tap hop céc site c6 quan he
v&i nhau theo mot nghia nao do. Céc site nay tao nén mot mang riéng cho hé théng
dé, ching han cdc may tinh clia mot trudng dai hoc, mot t6 chic ciia chinh pha...
Vi du cdc trudmg dai hoc duge tap trung vao mot mién £oi 1a mién edu, mbi mién
duge chia lam céc mién con (subdomain) va it the di xubng. Trutmg dai hoc GMU
dugc gin ten mién groucho.edu, khoa Todn cia trudng 1 mién
maths.groucho.echo. Cdc may tram tai khoa Todn dugc dinh danh 14 ten may va
t¢n mién, vi du erﬂos.maths.groucho.edu, hay con goi 1a tén mién ddy di (FQDN
- fully qualified domain namej. Tén mién ddy i cho phép dinh danh duy nh#t mot
mdy tram trong mang toan cu,

(o ) (@)

Hinh 3.3. Té chiic tén mién cia GMU



Tuy thudce vao vi trf clia mién trong hé thng phan cdp md nd c6 thé Ia mién
cip 1, cdp 2 hay cp 3. Thong thudng h¢ théng nay chi phan dén cép 3, it khi phan
dCn ¢ap nho hon. CAc 1én mién thudmg gap dcip ! la:

edu {Chu y&u d M$) céc trudmg dai hoc

com TG chire thuong mai, cong ty kinh doanh

org Cic 0 chie phi thuong mai

net Cac gateway, hoje cdc may tram quan tri mang
mil T6 chic quan sy My

gov. Chinh phit My

Thong thuting bn mién ddu thudc vé c4c site clia MY, song vin co thé ¢é
mot 8¢ site khong thuge My nim trong c4c mién nity, ching han nhi mién net. Cac
mién mil va gov chi sit dung cho céc site cia M.

bBoi vai cde site cla cde nude khdc thi mién cfp cao nhit duge dinh danh
bang ma 2 chir cdi ddc timg cla tén nude d6, mi ndy duge quy dinh trong tiéu
chufn [SO-3166. Vi du vn -Viét Nam, fr - Phdp, fi - Phdn Lan ... Cic mién c4p 2
cua Viét Nam duge dinh danh giéng nhi cdc mién cdp 1| cita qudc 1€ nhu edu.vn,
com.vn, ... Tuy nhién mdt sd nude lai khong st dung quy wde trén cho cdc mién
cdp dudi clia minh ma sir dung luon ten dii dac trimg cho t8 chifc s3 hitu né, chang
han t&n cia mét site & Piac-1a fip.infomatik.uni-erlangen.de

Tén mién cia mdy tram mang mi cta mot quoc gia khong cho ta biét tram
nay duge dinh vi tai nude d6. Tén mién chi ¢6 ¥ nghia ring méy tram d6 duge ding
k¥ dinh danh tai trung 1am NIC cita nude d6.Vi du, mot cong ty clia Phap c6 chi
nhanh dat tai Viet Nam nhung may tram cla chi nhanh dé ¢d tén mién cdp cao
nhat 1a fr,

R rang vdi he thdng (6 chic phan cdp nhu trén thi mdi mdy tram sé duge
dinh danh duy phal trén the gidi va khong thé ¢ tinh trang hai may trén mang toan
cu o cling ien duge. Ngodi ra viée chia thinh cdc mién con cho phép ching ta
nhd tén may trum mot cach dé dang hon, Khong nhimg th€ DNS con cho phép uy
nhiém quyén qudn tri mang ctia mién con cho ngudn quan tri mang dé. Vi du nguot
quan {¥ mang cla trutmg dai hoc Groucho mudn chia mang cla truong thanh céc
mién can cho mdi khoa trong d6 ¢ khoa VAt [y va khoa Todn. Ho nhén thdy khoa
Vit 1y ¢ qud nhiéu may tram va it kheé ¢ thé thye hién cong viéc quén tri tir bén
ngodi, do dé quyén quan tri mién physies.groucho.edu duoe giao cho ngudi quan

116



tri clia mang nay. Khi dé viec dat tén cho cdc mdy tram trong mién con nay ciing
nhu cdch thic gan dia chi IP cho chiing 14 tuy ¥ va khéng phu thudc vao cac yéu to
bén ngodi khic.

Khong gian tén con duge chia thanh céc vi‘mg {zone). Ving )a tap hop it ca
cac mdy tram dugc quan 1y tnge tiép béi mot mién con. Cin phan biét s khic nhay
glita viing va mién. Vi du mién groucho.edu bao g6m tat ca cdc may tram thuoc
trudmg dai hoc Groucho Mark, con ving groucho.edu bao gbm 4t ca cac miy
tram duge quin 1y truc tiép b trwdng, con cic mdy tinh thude khoa vat Iy thuoc
mot ving khéc tén 1a physics.groucho.edu. Trén hinh 3.3 bit ddu cia mot vimg
dugc dénh ddu bdi vong tron bén canh tén mién.

5.3. Anh xa dia chi trong DNS

Thuc t€, DNS [a mot co s dir ligu phan tdn khéng 16, n6 duoc cai dit trén cac
mdy chil goi 1a Name Server trén d6 ¢6 chifa céic thong tin cha mot hay nhidu mién.
M3i viing phai ¢4 it nhat hai Name Server Iuu gilf cdc thong tin vé nhimg may tram
thugc ving d6. Vi du dé 6im dia chi IP cla mdy tram erdos thujc ving
groucho.edo, chi cdn gin yéu cdu dén Name Server ciia vilng nay.

Khi mot mdy tram muSn tim dia chi IP chia mot tram khic, ching han
erdus.maths.groucho.edu, tnudc tién né sé gli yéu cu 161 miy chét Name Server
cuc b trong viing cila minh. Néu méy chir may khong bigt thong tin vé erdos, nG
s& giri yéu ciu 4nh xa dia chi dén miy chi & mién g6c. Mdy chit nay nhan ra
erdos.maths.grouch.edu khéng thuoc ving quén 1Y cia minh nhung thudc micén
con edu, né s& glri trd lai danh sich cdc Name Server ciia viing edu. May cha cyc
b $& gui mOt yéu cdu dnh xa dia chi dén mot may chi trong danh sdch trén, vi dy
a.asi.edu. Tram ndy o6 thong tin vé Name Server ciia groucho.edu va g dia chi
IP cita mdy chil nay vé mdy chii cuc bo. Cudi cung Name Server cuc bo s gifi yvéu
cdu t6i Name Server clia trwmg dai hoc Groucho dé ly d&a chi IP cia
erdos.maths.groucho.edu.

DE gidm thdi gian fim ki¢m 1e8a mang, cic Name Server déu t6 chic hwu fai
thong tin da tim ki€m trude d6 vio trong cache. M khi ¢6 yéu cdu tim kiém dia
chi cha mot tram trong mién groucho.edu, Name Server cuc b s& khong phai tich
hanh tim ki€m trén mang nhy trudc ma sé truy vin tnue tiép d8n Name Server ciia
mién nay nhd dia chi ciia né di Iuu trong cache.

Tuy nhién Name Server s& khong duy tri ma thong tin trén. Sau méi khoang
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thori gian nhat dinh thong tin d6 s& bj loai bd khéi cache. Khong thdi gian d6 goi
la thoi gian sOng (TTL - Time To Live). M&i thanh phén trong co s& dir liéu cha
DNS s& duge ngudi qudn tri mang gdn cho mot gi4 tri TTL nhét dinh.

5.4. Domain Name Servers

Trong nd1 b0 mot viing ludn cé mOt s6 mdy chii nhit dinh d€ luu trir cac
thong tin vé tén mdy - dia chi IP cla tdt ca cdc mdy tram trong ving do. Cdc may
chli ndy goi la master server. Tét ca cdc yéu cu tim ki€m dnh xa dia chi v& cac
tram trong viing cudi cling phai dén duge cdc may chii nay.

D¢ cac thong tin do cdc Name Server cung cap 1a chinh xdc va nhat quén thi
ching phii duge dong bo hod. Mot trong chiing ddng vai trd mdy chi sg cap
(primary server), cdc mdy con lai 1a mdy chd thir cdp (secondary server). M4y chi
so cdp ¢ nhiém vu nap cdc thong tin trong viing tir cac tep dir liéu, cdn méy chi
thif cdp s€ nhén cdc thong tin trén tir mdy chi so cip trong nhimg khoang thos gian
nhit dinh.

Viée t0 chife nhiéu Name Server nhur vay trong mot viing cé tic dung phén
t4n tai, d6ng thod ting mifc du cho mang. Khi mot may ¢6 sy 6 thi cc mdy khdc
& ¢& nhigm vu duy tri hoat ddng ddp dng dich vu.

Trong mot s3 truomg hop ching ta ¢6 the 16 chitc mét Name Server cho riéng
mot mang cue bo. Cac mdy chi ndy khong c6 tdc dung ddp tmg cdc yéu cdu DNS
cling nhu tim ki€ém thong tin DNS tir Internet ma chi dédp tmg cdc yéu cdu DNS ciia
céc img dung trong mang noi bo. Khi d6 nd chi cidn lwu trir cac thong tin trong
mang cuc bd ma thoi {cache-only name server).

5.5. Coso dit liéu DNS

DNS khong chi ¢6 nhigm vu thye hién dnh xa tén tyam - dia chi ma con thye
hién trao d6i thong tin gitta cdc Name Server. Trong thue t& co s& dit ligu clia DNS
¢6 14t nhiéu thanh phin véi cfu tric khdc nhau.

Thanh phin co bdn cta co s& dit licu DNS 13 ban ghi ngudn RR (Resource
Record). M&i bin ghi ¢6 mot kigu dit litu (dang ban ghi) vA tuong tng véi mot loai
mang (I6p ban ghi). Lép ban ghi dac tnmg cho dang dia chi m3 mang tuong (mg
v 16p do st dung nhu dia chi IP (16p IN), dia chi mang Hesiod (dung tai MIT)...
Dang ban ghi thong dung 1a ban ghi loai A, ¥a mot cdp ten mién dinh danh ddy da
(FQDN}) - dia chi IP.
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Trong lién mang, mot tram c6 thé c6 nhiu hon mot tén. Trong d6 c6 m
én phai dugc khai bdo 1a chinh thic (official hay canonical host name), cdc tén
con lai chi 12 cdc bi danh ctia né (aliases). C4c tén chinh thirc duge khai bdo trong
cac ban ghi loai A, con cde tén bi danh duge khai bdo trong cdc ban ghi loai
CNAME 110 131 ban ghi loai A tuong ing.

Trong phin nay ching ta chi xem xét mot s& vi du vé c4c loai ban ghi, cbe
lowt khéc s€ duge nghién ciru k¥ hon trong phdn cii dat dich vu DNS. Dudi day 1a
vi du v& mot phin cla co sd dir lieu DNS chifa trén Name Server cBa  mién
physics.groucho.edu.

; Cac théng tin chung cila physics.groucho.edu
@ IN SOA {

niels.physics.groucho.edu.

hostmaster.niels.physics.groucho.edu.

1034 ; serial no
360000 ¢ refresh
3600 i retry
3600000 ; expire

3600 ; default ttl

; Name servers

IN NS niels

IN N3 gauss.maths.groucho.edu.
gauss.maths.grouchoc.edu. IN A 149.76.4.23

!

; Mang cia khoa Vat 1y {(subpet 12)

niels IN A 149.76.12.1
IN A 149.76.1.12

nameserver IN CNAME niels

otto IN A 14%.76.12.2
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quark IN A 149.76.12.14
down IN A 149.76.12.5
strange IN A 149.76.12.¢6

/ Mang con Collider (subnet 14)

boson N A 149.,76.24.1
muon IN A 149.76¢.14.7
bogon IN A 14%.76.14.12

Ngoai cdc ban ghi loai A vi CNAME, trong vi dy trén con ¢ ban ghi loai
SOA (Start of Authority). Bin ghi nay chifa céc thong tin chung vé vilng ma Name
Server c6 thdm quyén. Trong ban ghi nay c6 chita thoi glan ton tai mic dinh TTL
cho il ci céc ban ghi.

Cac tén khong c¢d diu chdm () & cu6i ten trong vi du trén 1a cic én tuong
doi trong mién groucho.edu. Ky tu dic bigt @ cho bit dy 1a ban ghi nay ty trd
dén chinh tén clia mién dé.

Trong mién groucho.edu ¢6 mdt mién con cho khoa Vat 1y l1a
physics.groucho.edn. D€ Name Server cliz mién groucho.edu c6 thé bict ducc
thong tin vé Name Server clia mién con ciia n6, DNS t8 chifc mot cap ban ghi loai
A va loi NS. Bin ghi loai NS chifa thong tin vé tén mién ddy d FQDN ciia Name
Server, con ban ghi loai A chita thong tin v& tén va dia chi I cia mdy chu d6. Cap
ban ghi nay goi 12 c4c ban ghi lién két (glue record), chiing chi duge ding khi mot
ving muln chifa c4c thong tin vé Name Server ciia viing con cia né. Cip ban ghi
lién két cia Name Server cho viing con physics.groucho.edu nhy sau:

; Vung dit 1iéu cua groucho.edu zone.
@ IN SOA {
vail2.gce.groucho.edu.

hostmaster.vaxl2.gcc.grouche. edu.

233 ; serial no
. 360000 i refresh
3600 : retry
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3600000 ; expire
3600

}

; default ttl

.
!

; Ban ghi lién k&t cua vung physics.groucho.edu

physics IN NS niels.physics.grouche.edu,
IN NS gauss.maths.groucho.edu.

niels.physics IN A 149.76.12.1

gauss.maths IN A 149.76.4.23

5.6. Anh xa dia chi nguoc

Anh xa dia chi nguge chuyén déi tir dia chi IP sang tén chinh thic clia mot
mdy tram. Khi sir dung mot tep /etc/hosts thi viéc 4nh xa nguge chi don gidn la
tim ki€m tép cho dén khi tim ra dia chi IP tuong tmg. DNS khong ti€n hianh tim
ki€m vét can khong gian n nhu trén. Thay vao d6 né t6 chifc mot mién dac biet
goi 12 in-addr.arpa, mién nay chia dia chi IP cua tdt ca cdic mady tram theo ky phap
thap phan ¢6 chim ddo nguge (reverted dotted-quad notation). Vi du dia chi
149.76.12.4 tuong dng vdi tén 4.12.76.149.in-addr.arpa. Ban ghi nguén lién két
tén dang trén vai 1én chinh thitc cia m4y tram 12 ban ghi loai PTR.

Khi t20 ra mot ving cé thim quyén riéng, ngudh quan tri mang & viing d6 ¢6
quyén chia viing clia minh ra nhiu mang con. Vi du khoa Vit Iy duge chia ra
thanh cdc mang con véi dia chi mang twong ing 13 149.76.8.0, 149.76.12.0 va
149.76.14.0. V& mbi mang con cin tao ra mot ving in-addr.arpa, d6 la :
8.76.149.in-addr.arpa, 12.76.149.in-addr.arpa, 14.76.149.in-addr.arpa. Mbi
ving sé chifa cdc ban ghi PTR ddi v6h céc tram trong mang con. Sau day 1a vi du
vé viing in-addr.arpa cha mang con 149.76.12:

; Midn 12.76.149.in-addr.arpa
@ IN SOA {
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niels.physics.groucho.edu.
hostmaster.niels.physics.qgroucho.edu.
233 360000 3600 3600000 3600

}

2 IN PTR otto.physics.groucho.edu.

4 IN PTR quark.physics.groucho. edu.

3 IN PTR down.physics.groucho.edu.

6 IN PTR strange.physics.groucho.eduy.

Tép tin co sd di ligu trén mdy chi DNS & viing cha 149.76 cé dang nhu sau:
; Mién 76.149.in-addr.arpa
@ IN S0R {
vaxrl2.gce.groucho.edu.
hostmaster.vaxl2.gcc.groucho.edu.
233 360000 3600 3600000 3600
}

; subnet 4: Khoa Toan

1.4 IN PTR sophus.maths.groucho.edu.
17.4 IN PTR erdos.maths.groucho. edu.
23.4 IN PTR gauss.maths.groucho.edu,

; subnet 12: Khoa VAt ly
12 IN N3 niels.physics.groucho.edu.
IN N3 gauss.maths.groucho. edu.
niels.physics.groucho.edu. IN A 149.76.12.1
gauss.maths.groucho.edu. IN & 149.76.4.23

Mot h¢ qua cua viéc sit dung mién in-addr.arpa trong phép dnh xa dia hi
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nguge la: Chi ¢4 thé tao ra mot viing tmg véi mot mang con véi s6 bit mit na [a
bdi cua 8 (byte boundary). Trong vi du trén céc mang con cla triomg dai hoc
Groucho Marx déu ¢ mat na ja 255.255.255.0, do d6 ving in-addr.arpa méi ¢6 thé
duge tao ra cho mai mang con. Néu mat na la 255.255.255.128 ching han thi viée
tao viing cho mang con 149.76.12.128 1a khong thé duoc vi khong ¢6 c4ch nao
bdo cho DNS biét duge ving 12.76.149.in-addr.arpa 3 duoc chia lam 2 mién
con, vii cdc mdy tram o6 khodn dia chi ir I dén 127 va tir 128 dén 255.

II. THIET LAP CAU HINH PHAN CUNG

1. Thiét bj, trinh diéu khién va giao dién

Trong phin trude chiing (a di néi qua mot s8 khii niém vé giao dién mang
cling nhu mét s6 vin dé co bin cla giao thitc TCP/P, nhung chua gidi thich lam
th¢ ndo dé céc chuong trinh ctia hat nhan truy cop vio thiét bi phin citng. Bidu nay
lién quan tryc tiép dén céc khai niem vé giao dien va trinh diéu khién.

Trude t1én 12 khéi niém v& thiét bi phin cing, vi dy card mang Ethemet. D6
la mot tap hop cdc thiét bi dién tlr, c4c chip didu khién... dat trén mot vi hiing nhua
tdng hop va cdm vio may tinh qua mot khe cim.

DE c6 thé st dung duge card mang Ethemet, mot s6 cdc ham didc bigt pha
duge cai dat trong hat nhan cba Linux d€ hat nhan c6 thé biét duge cich thire truy
cdp vao thi€l bi phan ciing, d6 1a trinh diéu khién. Chéng han d6i véi céc thist bi
thube ho Ethemnet, Linux ¢6 mit s cdc trinh diéu khién twong ty nhau. Ching
duge xEp vio hg cdce trinh diéu khién Becker (Becker Series Drivers). Trinh diéu
khién thi¢t bi céng song song ¢6 tén 13 D-Link, duge viét b (4c gid 1a Donald
Becker.

Céc trinh diéu khién hoat déng bing cdch gl 1énh vi dif lieu dén thist bi,
dong thoi nhan cde dit ligu 14 két qua hoat dong cia thiét bi. Trén cfc mdy tinh
PC, vige truyén thong giira trinh diéu khién va thigt bi duge thue hién qua mot viing
nhd vao ra (I/0). Ving nhd ndy thudmg duge dnh xa dia chi lén cdc thanh ghi vio
ra. Cc lénh cling nhu dir li¢u trao ddi giita chiing déu duge truyén qua céc thanh
ghi trén. bia chi clia viing nhd vao ra thudng duge bt ddu bdi dia chi co sé, thong
thutmg dia chi o s&r ctia vi mach Ethernet 13 0x300 hodc 0x360.



Kemel Networking code

———— e —— —

Giao dién
mang

Trinh  diéu SMC Driver 3Com Driver
khién

Networking Hardware

Hinh 3. 4. Giao dién, trinh diéu khién vi thiét bi

Vige xde dinh dia chi co s& duge hat nhén thue hién trong qua trinh khéi
dong. Qui trinh nay duoe goi Ia tv dong tham do (autoprobing). Tuy nhién mft s&
vi mach thude thé hé mdéi hodc khong duge hat nhan hé trg thi hat nhan khong 1thé
phal hién ra durye. Mot so phign hin cla Linux ciing khong hé trg viéc tu dong
phdt hién hat card mang Ethemet ciing htic. Do d6 néu ¢6 hai card Ethernet thi ta
phai tir khat hio thist bi thit hat.

Mé&i mot thiét bi ngoai vi cd mot tham sG quan trong 12 8 hieu ngdt (IRQ -
Interrupt Request Number). Thiét bi phin cimg thudng st dung ngit trong trudng
hop chiing cdn dugce diéu khién nhu c6 dif ligu td, 16i phdn cing... Tuy thudc vao
ting thé hé may PC ma mdi s6 hiéu ngdt duoe gan cho cdc thigt bi hay cong viéc
khdc nhau.

Nhur di mo 14 trong chiong tnrée, hat nhan truy cép vao cdc trinh diéu khién
thiét bi thong qua céc giao dién. Cdc giao dién cung ¢4p cdc ham vao ra gidng nhau
cho tat ca cdc dang thiét bi phan cting nao d6, ching han ham nhan hay ham truyén
mdn gdi tin.

Ciac giao di¢n duge dinh danh bdi tén. Cic tén nay duge dinh nghia bén
trong hat nhan. Giao dién Ethernet ¢6 tén 1a eth0, ethl, ... Viée gén tén cho giao
dién tuy thudc vao thir ty ma giao dién dé duge thit 1ap cfu hinh, ching han vi
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Ethernet thit nhit duge cai dar vai giao dién eth0, vi tiép theo véi giao dién eth ...

Ngoai 1& cha quy tic nay 13 giao dién SLIP, né duge gan tén dong. Mé&i khi ¢6 mot

két n&i SLIP ducc thist lap thi mgt giao di¢n trong dmg sé duge gin cho cong noi
ti&p.

Khi khéi dong, hat nhan sé thong béo cédc thiét bi ma no phét hién ra dugc,
cing vdi tén giao dién ma né cai dat. Vi du:

This processor honours the WP bit even when in supervisor
mode. Good.

Floppy drive({s}: fd0 is 1.44M

Swansea University Computer Society NET3.010
IF Protocols: ICMP,UDP, TCP

PPP: version 0.2.1(4 channels) OPTIMTIZE FLAGS

TCP compresion code copyright 1989 Regents of University of
California

PPP line discipline registered
SL1P: vercion 0.7.5 (4 channels)

CSLIP: code copyright 198% Regents of University of
California

dl0: D-link DE-600 pocket adapter, Ethernet Address:
00:80:08:71:76:95

3e59 x.c:v0.99H 11/17/98 Donald Becker

eth(: ICom 3ch9s Vortex 100baseTx at
0x1020, 00:60:97:ac:25:b3,IRQ 11

64K word-wide RAM 3:1 Rx:Tx split, l0baseT interface.

eth0: Overriding PCI latency timer (CFLT) setting of &4,
new value i1g 248,

Trong vi dy trén, hat nhan dugc bién dich véi tuy chon hé trg TCP/IP, bao
g06m trinh didu khién cho SLIP, CSLIP, PPP. Dong cudi ciing cho bidt hat nhan
phat hien ra mot bo diéu hgp D-Link Do d6 né cai giao dién dl0. Néu co mor vi
mach Ethernet thi hat nhan s& cho hién thi dong bt du bing ezh0 va dang thist bi
phat hién duge. Trong trumg hop ¢6 mot thiét bi Ethernet ma khéng ¢6 théng bdo
trén ching 6 hat nhan khong c6 kha nang phat hién né.
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2. Cau hinh cho hat nhan

N6i chung, céc nha cung cfp hé diéu hanh Linux déu dua ra hat nhan hd trg
hdu heét céc loai thiét bi PC thong dung. €6 nghia 13 hat nhan da cé tirong d6i ddy
di c4c trinh diéu khién cdn thiét. Song diéu nay s& 1am lang phi bo nhé vi céc tdt ca
cdc thanh phin clia hat nhan duge nap mot 1dn ldc khdi dong, chiing khong thé sir
dung trong b nhd hodn d6i. Vi viy nén cfu hinh hat nhan véi vira di cdc trinh
diéu khién cin thiét d¢ tang (Gc do 1am viéc.

Xéay dumg Ll hat nhén 14 cong vigc rdt hay lam v&i hé diéu hanh Linux. Cic
thao tdc co ban cd thé tham khdo chi tiét tai tai lieu "Installation and Getting

Started” clia Matt Welsh. Trong phdn nay chi dua ra mot s@ tham s8 ¢6 lign quan
dén cdu hinh hat nhan dnh hudmg t6i hoat dong mang.

Khi ching ta sir dung 1énh muke config dé c¢fu hinh cho hat nhan, trude tién
ta s& duge hdi vé céc tuy chon chung. Sau khi lira chon cic tuy chon chung, ta s&
duge hoi vé cic tuy chon cu thé. V@i cac phién ban khic nhau clia hat nhén thi cic
tuy chon ¢6 thé khic nhau mot chit song v8 co ban thi khéng khic nhau. Sau day
la cdc tuy chon dé hat nhan hé (rg hoat dong mang ddi véi hat nhan phién bin
[.1.14 vi cdc phién bian sau nay.

*

* Network options - //Cac tuy chon cho mang

*

TCP/IP networking (CONFIG INET) [y)

bé sir dung mang TCP/IP, ta phdi chon Y. Néu chon N thi ta s& khong (hé
st dung mang véi giao thitc TCPAP duge. Tuy vay ta van c6 thé sir dung mang
hing giao thic IPX.

1P forrwarding/gatewaying (CONFIG IP FORWARD) [ n]

Tuy chon nay trd 10 1 Y néu méy tinh hoat dong nhur mot gateway giira hai
mang, hoic ¢6 hd trg két ndi cho tram khéc bing lién két SLIP... D¢ thiét lap mot
may tram hoat dong nhu mt bic tudmg lia (firewall), ta nén chon N. Bifc tudng
Itra 13 mot miy tram k&t ndi gitta hai hay nhiéu mang nhung khong lam nhiém cu
chon dutmg cho cdc géi tin gitra ching. Chéing thutmg duge sir dung d€ nhiing
ngudi diing trong mot mang riéng clla mot cong ty hay mot (8 chic (ruy cip vao
Internet va dim bao an toan thong tin cao nhit cho mang ndi b, Ngudi ding durge
cung cdp quyén truy cap Intemet thong qua biic tudng lira nhung khong mot tram
nio bén ngoai duge quyén truy ¢ap vio mang noi bo.
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*

* it is safe to leave these untouche //Cé thé bd qua tuy chon
nay

+

EC/TCP compatibility mode (CONFIG__INE‘.T_PCTCP} { n]

Tuy chon trén cho phép khic phuc mot s6 diém khong trong thich gifta mot
vai phién ban ctia PC/TCP, mot phién ban thuong mai ctia TCP cho céc may tinh c4
nhan dung he diéu hanh MS-DOS. Néu chiing ta chon Y thi mdy tinh vin cé kha
nang hoat dong cling véi cdc may Linux khac song hi¢u néng cia h¢ théing bi giam
doi vai cdc lien két 18¢ do cham.

Reversze ARP [CONFIG_INET_RARP} [ n]

Tuy chon trén cho phép hé trg  giao thic dnh xa dia chi ngugc RARP -
Reverse Address Resolution Protocol). RARP duge st dung dé cde may tram
khong ¢6 6 dia va cac X terminal yéu céu dia chi TP trong qué trinh khéi dong. Néu
mang ¢6 nhitmg mdy tram nhu trén thi ta nén lra chon Y. Phién ban mdéi nhat cia
cdc tign ich mang (net-032d) ¢é chita mot tién ich rarp cho phép thém (hong tin cta
cdc hé thong vao trong cache clia RARP.

Assume subnets are local {CONFIG_INET_SNARL) fy]

Thong thuomg, mot don vi dir ligu clhia TCP s& duoce chia ra Fam nhiéu phin
nho hon tai tang 1P (géi tin 1P}, Khi gifi cho céc tram trong mang cuc bd thi kich
thude géi tin TP 1y twong d6i 1on. D6 vidi cdc tram & xa kich thudc géi tin s8 nho
hon d¢ tranh su phan manh dit licu do mot s6 lien k&t & xa cé kich thude gdi tin
cuc dai Ia nhd. Néu chon N ddi vdi SNARL, hat nhan chi xem mot mang con 1a
cuc bo khi nd o lién ket tnge (i€p v né. Con néu chon Y cho SNARL thi hat nhan
s€ xem tdt ca cdc mang con 1a cuc bo va st dung géi tin ¢6 kich thude 16n Khi
truyén tin véi cdc tram trong mang doé.

Dizable NAGLE algorithm (normally enable) (CONFIG TCP_NAGLE OFF} [ n

Thuat todn Nagle 1a mot thuat todn heuristic duge sir dung d€ trinh viée phai
gui cde goi tin TP ¢6 kich thude nhd (Tinygram). Tinygram duge ding trong cdc
tng dung tuong tac chi chuyén dit licu vé mdt phim bdm nhir telnet hay rsh.
Tinygram s¢ lam gidm hiéu suft hoat dong ctia mang doi vdi cédc lién k&t ¢d bang
thong nho nhu SLIP. Thuat todn Nagle s& ngan chan viée giri dit licu TCP trong
mét & tfinh hudng nhit dinh. Nén chon loai ho thuat todn trén khi gap ¢ khd
nhiu go1 tin bi mat.

The IPX protocol (CONFIG IPX) [ n)
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IPX 1a giao thic ting giao van duge st dung trong mang Novell Nctware.
Giao thite nay viin dang duge phat trién va sir dung rong rdi. N6 cho phép trao déi
dir licu v6i cdc tién ich cla DOS sir dung IPX va truyén thong véi cdc tram trong
mang Novell thong qua lién két PPP.

Dummy net driver support (CONFIG DUMMY) [ v

Bt ddu tir phi¢n bin 1.1.16, Linux hd trg mat trinh diéu khién dic bist, do
la dummy interface. Giao dign nay mac di it duge sit dung song né rat cd ich cho
cdc mdy tram riéng I¢ hay két n6i véi mang qua lién két SLIP. N6 duge xay ding
dua trén giao dién loopback. Khi mot may tram ¢6 st dung lién két SLIP nhimg
khong ¢6 bo giao ti€p mang Ethernet, ta cin sif dung giao dien dummy dé tram
luon ¢6 mot dia chi IP. Chi tiét vé giao dién trén s8 duge trinh bay k¥ hon trong
phin "Giao di¢n dummy" & chuong sau.

3. Mot s6 giao dién mang trong Linux

Hut nhan h¢ diéu hinh Linux hd tro nhiéu loai trinh di¢u khién cho cdc thiét
bi phan cing khic nhau. Trong phén niy sé liét k& mot sd trinh diéu khién thudng
£ap va cdc giao dién tuong tmg vii chiing.

Cé nhicu 1én chuiin cho cdc giao dién trong Linux. Hiu hét céc trinh diéu
khién déu hé trg nhiéu giao dién, vi du erh), ethi ..

lo Giao dién loopback. Giao dién niay sir dung cho cde muc dich thir
nhigm. NG hoat déng hing cdch giri tra vé ting mang bat ki mot
£0i1 tin nao gin qua né. Trong hat nhin luon ludn ¢d mat trinh dién
khién cho giao di¢n nay.

ethi La giacr dién cho card mang Ethernet thit n-1. Pay la tén chung cho
tit ca cac card mang Ethernet.

din Giao dién cho bd diéu hop D-Link DE-600, mot dang khéc cia
thiét bi Ethemetl. Su khic nhau duy nhit la DE-600 duge diéu
khién thong qua cfing song song chit khong phdi qua cdc khe ¢im
trén khe I1SA hay PCI clia mdy tinh.

xtn Giao dién SLIP, giao dién nay dugc lién két véi mot cong néi 1iép,
vi du s}, s{/... hat nhan Linux hé trg téi 4 giao dién SLIP.
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pppn Giao di¢n PPP. Gidng nhu giao dign SLIP, mét giao dién PPP duoe
licn ket vai mot cOong noi ti€p khi clng nay chuyén sang ché do
PPP. Hi¢n tai ¢6 4 giao dién PPP duogce hé tro.

plipn Giao dién PLIP. Giao di¢n nay thye hién truyén cic 241 lin 1P gua
cong song song. Hat nhan Linux hd tr¢ 2 giao dién PLIP. Giao
dign trén duge cai dit nho trinh diéu khién PLIP khi khdi dong vi
duge dnh xa vio mdt cHng song song.

4. Cai dat cac thiét bi mang Ethernet

Hi¢n tui Linux ho trgnhiéu ching loai ba giao tigp mang Ethernet. Hin hél
cde frinh dicu khién cho ching déu duge vidt bhdi Donald  Becker
(becker@eesdis.gsfe.nasa.gov). Ong [ tdc gid cla ho cdc trinh diéu Khién cho cic
hO grao 1Ep dira trén National Semiconductor 8390 chip, ching dirge biél dén vin
t€n Becker Series Drivers. Ngodi ra con o6 cde tinh diéu khién khde cho cac sin
phiam clia D-Link, trong dd bo diéu hop D-Link ding dé truy cap Internet qua céng
song  song.  Cdc trinh didu  khién ndy duge vist bdi Bjom  Ekwall
(bjOrrn@bloxe.se). Cdc trinh diéu khién DEPCA duge viét héi David C. Davis

(davies@watonlkg.dec.com)}.

4.1. Cdc loai bo giao tiép mang duoc ho tro

Danh sdch cdc phin ¢img duge Linux hd trg duge dé tai hitpi/www.
linux.org. Mot danh sach day du cdc bo giao 1i8p mang duge hd trs duge phat
hinh hing thing tai nhom tin comp.os.linux.announce trong muc Ethernet
HOWTO do Paul Gortmarker phét hinh (gpgl109@rsphysse.anu.edu.au).

Dudn day 14 danh sdch tom luge ciae card mang thong dung duge hd trg boi
Linux. Danh sach day du phai tham khao trong HOWTO. Ngay cé trong trudmg
hop card mang durge 181 Ke ra ¢ day, 1a ciing nén kiém tra lai HOWTO dé bigt mot
50 chi et dac bidt trong hoeat dong cha card. Trudmg hop dac bict 1a mot s6 vi
mach Ethernet ¢o ché do vio ra kidu DMA (vio ra bing céch truy cap truc 1iép bo
nhd) sir dung ciing kénh DMA v bo diéu khién Adaptec 1542 SCSI. Néu khong
thay doi sang mét kénh DMA khac, Ethernet sé ghi dit ligu nhan duge 1én mol
viing bit Ky ciia 0 cing, gy ra 16i hé thing.
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3Com EtherLink

Cac loai 3¢503, 3¢503/16, 3c¢507, 3¢509, 3¢c59x déu dugc hd trg. Loai
3¢501 cting duge hé trg, nhumg tc do cha né cham khi hoat dong
trong Linux.

Novell Eagle
NE1000, NE2000, va mot s& loai thuoe ho niay. NE1500 va NE2100
cing duge hé tro.

Weslern Digital/SMC

WDR003, WD8013 ciing nhe SMC Elite, SMC Elite Plus va SMC
Elite 16 Ultra déu duge hd tro.

Hewlett Packard
HP 27252, HP 272478, va HF J2405A.

D-Link
Bo diéu hgp DE-600, DE-100, DE-200, va DE-220-T. Ciing ¢6 mot
cong cu b6 xung cho DE-650-T (11 mot loai bo giao tigp PCMCILA).
DEC
DE200 (32K/64K), DE202, DE100, vii DEPCA rev E.
Alhed Teliesis

ATI500 va ATI700.

Pé sir dung mot trong nhitmg thiét bi trén, ta ¢6 thé ding cdc hat nhan di
duge dich sin clia cic nha cung cp Linux. T4t ¢a c4c trinh diu khién cho céc thiét
bi trén da duge xay dung sin. Tuy nhién, khi dd quen véi cOng viée bién dich hat
nhan , ta nén xay dung lai hat nhan cing véi cic trinh diéu khién cn thiét dé dam
bio hiéu quan hoat dong cua Linux.

4.2. Tu dong phdt hién bi giao tiép mang Ethernet

Khi khéi dong, Linux s& c6 géng phdt hién loai card Ethernet trén mdy va
dinh vi cho né (dinh vi ¢6 nghia ta 4nh xa cho thiét bi ngoat vi mot viing nhd vio
ra I/O). Thi tu do tim va dia chi vio ra tuong (mg vdi cac loai card nhar sau:
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Bdng 3.3. MOt s6 bo giao ti€p mang dugc hd trey

Vimach Bia chi dd tim

WD/SMC 0x300, 0x280, 0x380, 0x240

SMC 16 Ulra 0x300, 0x280

30501 0x280

3¢503 0x300, 0x310, 0x330, Ox350, 0x250, (x280,
Ox2a0), Ox2e0

NExO0) (0x300, 0x280, 0x320, 0x340, 0x360

P 0x300, 0x320, 0x340, 0x280, 0x2C0, 0x200,
Ox240

DEPCA (X300, 0x320, 0x340, 0x360

Vige tu dong do tim c6 hai nhuoe diém. Tht nhét 13 Linux c6 thé khong
nhdn ding cdc tham s6 doi v&i mot s§ card mang. Nhém nay bao gfim céc thict bi
dang "nhdi", tham chi cdc thi€t bj loai "xin" nhu WD80x3. Thit hai 1a hat nhan
Khong ty dong nhin ra duge nhiéu hon hai bo giao (i€p mang. Pay [4 mot dac tinh
cua Linux cho phép ta duge quyén gan giao di¢n tuong (ing cho bo giao ti€p mang.

Khi vigc dd fim card mang khong thanh cong, ta cdn chi 15 cho hat nhan higt

tén coa né va dia chi co sd twong ing. O trong Net-3, ¢ hai c4ch kh4c nhau dé
thue hién.

Cach thif nhat 1a sia d6i ma nguén cia hat nhan va bién dich lai né. Tdt ci
cdc thong tin vé trinh diéu khién thigt bi mang duoc dat trong tép
driver/net/Space.c. Cdch nay ddi hdi ngudi thuc hign phdj c6 kinh nghiém v&i ma
ngudn hat nhan ctia hé théng,

Cach thit hai [a sir dung cic tham s6 hat nhan (kernel parameters). Day la cdc
thong tin dua thém cho hat nhan lic khéi dong. Néu st dung lilo d€ khdi dong thi
cdc tham s0 s€ dugc dua vaio qua muc append trong tép tetctlilo.conf. D€ dua cho
hat nhan cic thong tin mot thigt bi Ethernet, ta ding c4c tham sd sau:

ether=irq,base addr,paraml,param?, name

Bon tham s6 dau tién 1a dang s6. Tham s6 cudi clng 12 tén thiét bi. Tt ci
cdc tham s0 dang s§ 14 tuy chon. Néu ching bi bd qua thi hat nhan s& wr dong do
tim, néu chiing duge dat 13 O thi hat nhan s¢ sit dung gid tri mac dinh. Y nghia cta
chidng nhu sau:
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iy

base_addr

83 hiu ngit cha thict bi. Theo mac dinh thi hat nhan s& w dong do
fim JRQ cua thiét bi. Lol card 3¢503 ¢6 tinh chat dac biét 14 s& chon
tr do IRQ trong danh sich 5,93 4.

Bia chi vo ra co sé& cta thiét bi. Néu duge dat vé 0 thi hat nhan s tr
dong do tfim dia chi nay.

param |, param?2

Céc tham sd nay duge st dung khéc nhan doi véi cde trinh diéu khicn
khdc nhau. Vi thi€t bi st dung bo nhe chung nhu WDE0OX3, day la
dia chi bat diu va két thic clia ving nhd chung. Mot sd thigl bi khic
str dung param1 dé chi mitc do g r6i thong tin. Parami = 8 thi b ché&
do g0 161, Param1 = () 13 ch€ 30 mac dinh. Cic gid tri tir | dén 7 chi
mirc do g réh tang din. Loai card 3¢503 diing param?2 dé chon bo thu
phat trong (mac dinh) hay b thu phét ngoai {(param = 1).

Néu ¢co 2 card mang, ta cé thé dé€ cho Linux tuy dong phdt hiégn mat trong

chiing, dong thii dua cdc tham S8 cla céi ¢on lai trong lilo. Tuy vay phai chic
chiin ring Linux phai phat hién card thi nhdt trude!. Piéu nay duge thye hign bang
cach dua tham s6 reserve trong lilo, tham s0 nay chi dan hat nhan khong do tim

khong gian nhé vao ra da duge ngudi diing gianh cho card Ethernet thit hai.

Vi du: B¢ Linux cai dat mot bo giao tiép mang Ethernet thit hai, cdn thém
¢dc tham s6 hal nhan san vao ©€p /etcififo.conf:

resarve=0x300, 32 ether=0,0x300,ethl

Tuy chon reserve dam bio khong mot trinh diéu khién nao <6 thé truy cap

vao khong gian nhdf vao/ra khi do tim thiét bi. Ta cling ¢6 thé sit dung tham s6 hat
nhan dé ghi 4t 1én cau hinh cha ethO:

reserve=0x340,32 ether=0,0x340,ethl

PE 14t ché do dd tim ddi vdi cth0, ta gdn gid tri -1 cho dia chi cu séx:

ether=0,-1,eth0
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5. Trinh diéu khién PLIP

PLIP - Parallel Line 1P, la mot giao thifc don gian dé ¢6 mot mang vai 2 miy
tinh. N6 sir dung lién két mang giita hai may tinh qua cOng song song va cép dit
li¢u dac bict, cho phép dat toc do truyén tir 10kBps dén 20kBps.

PLIP duce phét trién b&i Crynwr. Thiét k&€ PLIP ciia ong mang nhidu tinh
“thit thuat” hon la k¥ thudt: thudmg cdng song song dugc thigt k& vdi 8 dau ra dir
licu d¢ g dir Jicu ra thict bi ngoai vi ma khong ¢6 chiéu nguge lai. PLIP d3 sir
dung § diu vao trang thai dé truyén dir licu theo chiéu ngudc lai, va thyc hién
truy¢n dir ligu voi 4 bit (1/2 byte) viao mot thoi di€m. Che d¢ hoat dong nhu trén la
ch¢ d6 0. Ngily nay nguti ta da md rong PLW sang che do 1, tie la thye hién
truyén dir li¢u hai chiéu véi giao dién ddy di 8 bit.

Hi¢n nay Linux ¢6 hé trg giao thite PLIP & ché do 0. Dé két ndi hai mdy
tinh dung PLIP ta cdn ¢ cdp néi ching thong qua c6ng song song. CAc loai cap
thuong diing Ia "Null Printer” hay "Turbo Laplink”. Ta ciing c6 thé d& dang u lam
1y mt cdi cdp nhu vay vdi dyng cu 1a mot méd han, vat ligu la day din bing dong
v 2 ddu cim.

Trinh diéu khi¢n cia PLIP duge thyc hién béi rdt nhidu tdc gia. Phién ban
hién nay thuong ding 1a cla Niibe Yutaka. Khi bién dich vio irong hat nhan, né sé
thiét 1ap mot giao dién mang img véi méi cdng may in trén may, vi du giao dién
plipl cho cOng Ipl, plip2 cho cOng Ip2,... Anh xa giao dién t6i cong nhur sau:

Bdng 3.4. Cic giao dién plip

Giao dién Cdng vio/ra IRQ
¢ Plipl Ox3BC 7
) Plip] 378 7
Plip2 0x278 5

Néu mudn ¢é mot ciu hinh khédc cho cong may in thi ta cé thé thay déi cdc
gid tri niy trong 1&p ma ngudn /drivers/net/Space.c va bién dich lai hat nhan.

Maéc do da thiét 13p giao dién PLIP cho cdc ¢ng song song nhumg ta vin
duoc phép sir dung céc cong nay binh thudng cho céc cong viéc khic. Chiing chi
duge trung dung cho giao di¢n PLIP khi ta thiét lap ¢ UP cho giao dién nay.



6. Thiét 1ap cau hinh cho ¢dng néi tiép

Céc gtao thite SLIP (Serial Line IP) va PPP (Point-to-Point Protocol) ducre sir
dung rong rii @€ truyén cac g6i tin IP qua céng ndi ti€p. Rat nhidu cac nha cung
cdp dich vu cho phép thye hign quay s6 qua modem va sit dung c4c giao thic trén
d€ truy cap dich vu Internet va lién két IP cho méi ¢4 nhan. DE sit dung SLIP hoac
PPP trudc tién ta cin cau hinh cho céc cdng néi tiép.

B-1. Cdc chuong trinh ding cho Modem

C6 rat nhiéu chuong (rinh ddu cu6i (terminal} dé phue vu viée két ndi bang
cach quay s¢ qua modem trong Linux. Mot chuong trinh dugc sir dung truyén
thong 1a kermir. Hién nay ¢6 nhiéu chuung trinh cung cp nhiéu tinh nang hon nhu
hd trgr danh ba dién thoai, hé trg cdc script ¢ quay s6 va truy cap vao tram & xa...,
minicom la mot chuemg trinh nhu vAy. Ngoai ra ¢dn cé cde chuong trinh véi giao
dién do hoa trong moi truemg X-Window nhur sevon.

Ngoar cac chuong trinh dau cudi nhi trén con ¢6 cdc phdn mém sl dung
cOng ndi tiép d€ truyén dir ligu gilra c4c tram. Mot trong nhimg phdn mém nhu vy
la c¢éc chuong trinh truyén théng st dung giao thite UUCP. Ching duge sir dung
nhiéu trong cac tng dung truyén 1¢p, thuc hign goi thi tuc & xa (RPO), trao déi thu
dién 07 trong mang ndi ho.

SLIP 1 giao thifc lién mang sir dung dutmg truyén qua céng néi tiép. Giao
thitc nay cho phép hoat dong & ca ché do twomg 1Ac vi khong taong tic. C6 thé
dung SLIP d€ thyc hi¢n quay s6 viio mang & xa hoac ding trong céc dich vu truyén
t¢p FTP. Ngoii ra né ciing duge sir dung dé thuc hién mat két néi ¢6 dinh hoic ban
6 dinh giita hai mang LAN, st dung trong mang ISDN..,

6.2. Cdc thiél bi truyén tin noi liép

Céc chuong trinh ma Linux ding d€ quan 1y thiél bi ndi ti&p cé tén 1a rtys.
Pay 1a chir viét tat clia Teletype™, mot trong nhimg nhi sdn xuft thidt bi ddu cudi
noi ti€ng thai by gidn. Ngiy nay tén ny duoge dung cho tit ca cdc thist bi ddu cudi
thure hién trao déi div licu kidu hudng kv tur.

Trong Linux c6 3 loai thi€t bi ttys khdc nhau: man hinh 4o (virtual console),
thict bi ddu cudi gia (pseudo-terminal), hoat dong gén gidng nhy mot Gng dan hai
chiéu (two way pipe) va thiét bi ndi ti€p. Cac thiét bi néi i&p cling duoe xem nhu
la ttys, bdi vi ching cho phép thuc hién cac phicn tam viée twong tdc thong qua
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mot lien két vai mot thiel bi ddu cudi hodc véi mot tram khéc & xa qua dudng dién
thouat. .

Cac tham s6 quan trong cua mot lien két ndi tiép 12 16c do dudng truyén va
hit chan 1€ (parity). Khi nhic t¢i t6c df dudng truyén cln quan tam téi cdc khéi
mém Bit rate viv Baud rate. Bit rate 1a t6c d6 dutmg truyén tin hiéu duge tinh bing
dom vi bit/s (bps). Baud rate thue chit 1a (3¢ d6 thay déi tin hiéu tai ngudn phat tin
hi¢u- & day 1a thict bi ndi ti€p. Thye chét Bit rate cho ta bigt mot cdch truc quan
hon (e 4o truyén dir licu gitra hai diém cha lién k& nSi ti&p. Céc gia tri cha Baud
rale va Bit rate la khdc nhau mac dit chiing déu duge ding d€ chi thong liong trén
dudmg truyén tin hicu,

6.3. Truay cdp vao cdc thiét bi néi tiép

Cuing gidng nhur tdt cd céc h¢ thong Unix khéc, cdc thiét bi ndi tiép dugc
truy cap thong qua t¢p thiét bi trong thu muc /dev. C6 hai dang ép thiét bi tirong
fmg véi mot cong ndi 1idp, tuy thude vio 1ép thict bi ma hoat dong clia cong sé
duge didu khién twong (ng.

Dang t¢p thi nhét duge sit dung khi ¢Ong ndi tiép phuc vu cho viéc quay s&
vao (dial-in). Tén coa chiing 1a ttyS0, ttyS1, ..., Dang tép thit hai duoe st dung khi
cOng ndi tiép phuc vy cho viée quay s6 ra (dial-out) vdi cc tén cual), cual,...

Nhu chiing ta da bict, cdc (€p thié€t bi trong /dev ¢6 hai tham s6 quan trong 1a
sO higu chinh {major number) va s& hi¢u phu {minor number). S& hiéu chinh dic
tnmg cho dang t&p thi€t bi, con s6 hi¢u phu dé phan biét cdc 1@p khac nhau cla
cling mot dang thiét bi dé. S hi¢u chinh cta /devicua 1a 5, con s6 hiéu chinh cla
fdevittyS la 4. S0 hiéu phu clia hai dang tép trén 1 nhu nhau va bat ddu tir gia tri
64

$ 1z -1 /dev/cua*

/dev/cual crw-rw-rw- 1 root root 5, 64 Nov 30 19:31
/dev/cual crw-rw-rw- 1 root root 5, 65 Nov 30 19%9:31
/dev/cua? crw=rw=rw- 1 root root 5, 66 Nov 30 19:31
/dev/cual crw-rw~rw~ 1 root root 5, &7 Nov 30 19:31

§ 1l -1 /dev/ttys*
/dev/ttySs0 crw-rw-rw- 1 root root 4, 64 Nev 30 19:31



/dev/ttysSl crw-rw-rw- 1 root root 4, 65 Nov 30 19:3]
fdev/ttys2 crw-rw-rw- 1 root root 4, 66 Nov 30 19:3]

/dev/ttyS3  crw-rw-rw- 1 root root 4, 67 Nov 30 19%:31

Neéu chua ¢6 1€p thigt bi nio nhue trén thi ta o6 thé tao ra mot t¢p nhu vay. Khj
dang nhap vdi tur cach 1a root:

¥ mknod ~m 666 /dev/cual c 5 65

# chown root.root /dev/cual

Mot s ing dung 6 st dung (8p lién Két /devimodem 16 devicual &8 Ltang
thém tinh trire quan. Tuy nhién, (a khong thé sit dung ca hai tép trong hai chiromg
trinh khdc nhau ciing mot tic duoe do thue chit ching déu chi dén mot thict bi.
Khi mt chitong trinh sir dung t¢ép thiét bi, né sé sir dung mat t&p khoa (lock file)
dé bdo cho cée chuong trinh khéc hiét rang thi¢t bi dang duge dung. Khi d6 néu
hai chuong trinh ciing sir dung mot thiet bi s& Xdy ra tinh trang doc t¢p khod cla
nhau, 1am cho khong chuong trinh nio hoat déng dugc.

II. THIET LAP CAU HINH MANG TCP/IP

Trong phin nay ta s& timg bude thidl lap cdu hinh cho mang cdc mdy tinh
Linux st dung giao thitc TCP/IP. Cac vén dé bao gém gan dia chi TP, ciu hinh
hoat dong cho giao thite TCP/IP va cudi ciing 13 mot s6 cong cu cdn thigt duge sir
dung dé gidi quy&l cic vin dé gip phai trong qud trinh cai dar.

Hiu hét cdc cong viée lam trong phin nay chi phéai lam mot 1dn trong qua
trinh thi¢t 1ap céu hinh mang. Chiing chi duge 1am lai khi thém maot tram mdi vao
mang hofic cdu hinh mang lai 1r ddu. Mot s& 1¢nh ding dé ciiu hinh giao thic
TCP/IP phai duge thye hi¢n khi be thng khéi dong bing cdch dit chiing vao trong
cie seripts khdai dong ciia hé théng trong thu muc /ete/re.

Cac scrpts lign quan dén cdu hinh mung thuong 13 re.net hodce re.inet, mdl
O truomg hap co thé 6 them re.net! va re.net2. Trong do re.netl chita cdc lénh
khéfi tao hal nhan hé thong dé€ lam viée véi mang mdy tinh, re.ner2 khai tao céc
dich vy va mot s6 img dyng co ban wrén mang. Trong phan nay s& dé cap dén cdc
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cong vice litn quan dén re.netl. Céc dich vu va (g dung s& duge dé cap trong
chuong sau.

1. Thiét 1ap hé théng tép proc

M{t s6 cong cu trong vige thiét 1ap cdu hinh mang dua vao proc dé giao tiép
vdi hat nhan hé di¢u hanh. Proc 1A mor giao dién cho phép truy cip vao hat nhan
frong thet gran chay theo co ché chia mét he thang 1¢p. Khi duge tao dung, cdc t&p
cia né ca thé duce 1igt ké hodic xem noi dung nhu moi hé thong tép binh thudmg
khéc. Vi dy t¢p loadavg cho hiét do nap trung binh clia h¢ thdng, meminfo cho bist
thong tin vé bo nhd trong va bo nhd hodn déi.

Céc doan mi lién quan (& mang duge dé trong thu muc net. Thu muc nay
chia cdce tep tin fién quan dén bang ARP cia hat nhan, trang thai cia cdc Jién két
TCP/IP va thong tin vé bang chon dudng. Hiu hél cdc cong cu quin tri mang déu
{ay thong tin e cac 1€p Lin nay,

Hé thong tep proc dude tao dimg trén thu muce /proc trong qua trinh khisi
dong. Cach 61 nhit dé tao dung wr dong mot hé thong tép va thém nd vio trong tép
feteifstab vis cho thue hién 1enh “mount proc” trong seript khéi dong Jetcire

#procis mount point:

none /proc proc defaults

Ngiay nay hé thong (&p proc duge hat nhan cta he diéu hanh Linux hd trg ty
dong. Qué trinh tao dung duge thue hién tu dong mi khong can cd su can thiép cla
ngudi quan tri hé thong. Tuy nhién trong trudng hgp hat nhan khong tr dong ho
tres, thong bao 16 sau s€ xudt hién:

"mount: fs type procfs not supported by kernel"

Khi d6 cén phai dich lui hat nhan he diéu hanh véi tuy chon hd trg hé thong
t&] prow.

2. Cai dat cac tép nhi phan

Linux li mot hé diéu hanh ¢6 ma nguon md, chinh vi vy ma ta ¢6 thé nhan
duge cde Ung dung trén Linux & dang md ngudn (source), mi nhi phan hay ma
neudn da duge bién dich (binaries) hodic tng dung déng g6i hoan chinh (Package).

Vi cac phién ban duge cung ciip dudi dang déng g6i hodn chinh, né di chira
hiu nhu diy di cdc tng dung, tién ich va c¢ic 1ép tin phuc vu cho mang may tinh.

137



Khi can cai dit mot phién ban mdi cia hat nhan va céc tign ich lién quan, do cic
phin mém déng g6i chua thay déi theo tuong g nén ta cdn phii cai c4c tién ich
dé (r mé ngudn hodc cdc €p nhi phan méi nhat. Chiing thudng dwge cung cdp kém
theo hat nhan dudi dang net-XXX tar. gz trong dé XXX 14 s@ higu phién ban.

Néu mudn bién dich va ci dat cdc tng dung TCP/IP chudn cho mang may
tinh, ©6 thé Iy ma ngudn tir cic dia chi truyén (8p cha Linux. Dia chi FTP chinh
- thitc cia Ner-3 i3 sunacm.swan.ac.uk, dia chi mirror tuong ung [a
sunsite.unc.edu & trong th muyc system/Network/sunacm. Phién bian mdi nhat
cua Net-2e ¢6 thé tai vé tir ftp.aris.com. Ma chuong trinh va g dung mang cta
Mathias Urlichs' BSD c6 thé ldy r dia chi ftp.ira.kade trong thu muc
/pub/system/linux/netbsd.

3. Thiétlap tén may tram

Tt ca cdc img dung trén mang tai mot tram déu cé st dung tén clia tram d6.
Ten méy tram dwgc thi¢t 1ap trong qua trinh khi dong bing lénh:

5 hostname name

Mot méy tram thutmg sir dung ten ma khong 6 tén mién tuong Ung véi né.
Vi du, moét mdy tram tai mién vhrew.com clia mang Virtual Brewery c6 tén dinh
danh day du la vale.vbrew.com thi tén cuc b thudmg sir dung Ja vale. Tuy nhién,
dé dam bio 6 thé thyc hién tim Kiém dia chi IP cho tram nay thi tén cuc bo do
phai duge dura vao trong t&p tin /etc/hosts (S dé cap dudi day).

Mot cach d€ them phan ten mién vao teén tram dé 6 duge dinh danh ddy di
FQDN la st dung i¢nh domainname. Tuy nhi¢n, trong tredng hop mdy tram cé s
dung dich vu thong tin mang NIS thi 1énh domainname duge diing d€ thit lap ten
cho mién NIS (s& gii thich sau), do d6 xung dot ¢6 thé xdy ra vi tén mién NIS va
tén mién DNS cd thé khdc nhau. Chinh vi vy, cdch nay khong nén st dung khi
ding dong 1thdi hai dich vu trén.

4. Gan dia chi IP

Né&u chi mudn thiét 18p cdu hinh mdy tinh dé chay cdc tmg dung mang trén
mot may duy nhét thi (a ¢é thé bd qua phdn nay. M4y tinh chi cén c6 giao dien
loopback véi dia chi TP 127.0.00.1 1a du.

Trong trudmg hop mdy tinh 1am viéc trong moi trrtdng mang thue sy thi né
phai duge cdp mot dia chi IP. Khi mudn két ndi mdy tinh vao mang c6 sén, phai dé

138



nghi nguti quan tri mang cdp cho mot dja chi TP, Truomg hop ty thigt 14p mot mang
ri¢ng thi qua trinh gédn dia chi IP duoc tigh hanh theo cic bude mo ta dudi day.

Cac tram trong mot mang cuc bd phii ¢o cung phén dia chi mang. Do d6
tnuede tién cln phai chon cho mang mot dja chi IP. Néu mang duge chia 1am céc
mang con thi phai ding k§ thuat chia mang (subnetting) dé phan chia dia chi IP
cho timg mang con tuong tng.

VGi nhing mang khong két ndi vao mang Internet, vice chon dia chi IP 1a
tuy y. Tuy vay mang phai thugc mot trong 3 1ép A, B, C vi néu khong mang s&
khong hoat dong diing. Néu ¢6 ¥ dinh két néi vao Internet thi mang phai dirge cung

cilp dia chi IP mét cch chinh thite, cdch 6t nhat 1a dé nghi cac nha cung cip dich
vu ISP giip di.

Viée chia mang chi phii tién hanh khi chiing ta cd nhiéu hon mot mang
quang bd. V6i nhiéu mang diém -diém thi khong nhat thist phéi chia mang. Vi du,
n¢u chi cd mot mang LAN Ethemel v ¢6 mot hay nhiéu lien két SLIP, viéc chia
mang la khong cin thiél.

Vi du: Nha quéan tri mang Brewery dé nghi trung tam NIC cho mot mang
low B va dugc cdp dia chi mang 191.72.0.0. DE chia thanh hai mang con, 8 bits clia
phiin dia chi tram dugc thém vao cho cdc mang con. Mang con thif nhat dugc 2dn
dia chi mang 1, mang kia la 2. Nhe vay mai mang con ¢é thé ¢6 8i da 256 may
tram va dia chi mang clia chiing 1a 190.72.1.0 va 190.72.2.0 véi mat na tuong tng
la 255.255.255.0.,

o0 T F

Brewery subnet Gateway Winery subnet

Hinh 3.5. Chia mang thanh 2 mang con



D¢ két noi hai mang trén ta sit dung mot tram lam gateway. Tram naydugc
gdn hai dia chi 1P 192.72.1.1 va 192.72.2.1 tuong (ng v&i cic giao dién k&t ndi vao
mdi mang con {hinh 3.5).

5. Gac tép cau hinh hosts va networks

Sau khi di chia mang 16n thanh cic mang con, cin phii chuin bi mét sd dnh
xa dia chi dom gidn frong tép ciu hinh /etc/hosts. Néu mang khong sir dung hé
thong tén mién DNS hodce hé thong tin mang NIS thi tat ca cdc 4nh xa dia chi phai
duge dé trong (&p trén.

Ngay ci trong trutmg hop ¢ sir dung hai dich va néi trén thi mot s6 anh X4
dia chi cling nén dua vao tp tren. Thong tin ndy cho phép sir dung 1¢n mdy tram
trong cde seripts khii dong re.inet thay vi dia chi IP. Khi sira déi dia chi [P clia mot
fram nao d6 hoje sir dung dich vy DHCP (cdp phét dia chi IP dong), khong cdn
phiii sira kai toin b cde seripts trén & tat ¢i cdc mdy tram ma chi cdn sita d6i phin
dia chi IP trong 18p /ete/hosts v sao chép sang (@l cd cdc mdy tram,

Trong qua irinh thir nghiém, nén dam bao viée dnh xa dia chi  duoc thyc
hicn thong qua &p fetc/hosts. Mot s6 phin mém DNS hay NIS ban ddu chura hoat
dang on dinh ¢6 thé gay sy o0 trong mang. Bé cic img dung chi tham chidu dén
fetethosts ta sita 41 8 fetc/hosts.conf biing cach them dong sau:

order host

Tep Jete/hosts ¢ clu tric nhu sau: Mai dong 1a mdt dnh xq dia chi, bao gdm
dia chi 1P, t&n cue bo |, dinh danh tén mién ddy dii. Mai phin ciach nhau béi ddu
trang hode tab, dé bo gua mot dong |, hay dilng ky ty #. Sau day la vi du vé
fetclfosts cla moOt may tram trong mang Brewery, trong d6 tram vlager duge dung
v hat (¢én ogic khac la viager-if| va vlager-it2:

’

¥ Tép Hosts cua Virtual Brewery/Virtual Winery

# 1P local fuily qualified domain name
127.0.0.1 localhost
191.72.1.1 vlager vlager.vbrew.com
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191.72.1.1 vlager-ifl vstout.vbrew.com
181.72.1.3 vale vale.vbrew.com

¥

181.72.2.1 vlager-if2

isl.7z2.2.2 vbeaujolais vbeaujolais.vbrew.com
191.72.2.3 vbardolino vbardolino.vbrew.com
191.72.2.4 vchianti vchianti.vbrew. com

Tuong ty nhu dia chi IP cia maiy tram, 1a c6 thé sir dung tén bidu (ugng cho
dia chi mang. Tép ciu hinh /etc/networks cho phép (e hién chuyén déi ten biéu
tuong sang dia chi mang vi ngugc lai. Tép nay & mang Virtual Brewery nhu sau:

4

* Tép tin /etc/networks cla mang Virtual Brewery
brew-net 191.72.1.¢C

wine-net 191.72.2.0

6. Cau hinh giao dién cho IP

Sau khi da thiet 14p cfu hinh phdn cimg. cdn phai chi ra cho céc thiét bi nay
bict duge phin mém mang ndo cha hat nhan duge sir dung. Cic 1énh duge st dung
dé 1ap cfiu hinh giao dién mang v khdi tao bang chon dudng la ifconfig va route.
Cong viée trén thuding duge thyc hién tir re.inet] khi khoi dong hé thong.

{fconfig duge sit dung dé tao mot giao dicn truy cap duge (61 cla ting mang.
[&énh nay thuc hi¢n gén dia chi [P vi cdc tham s6 khédc cho ting mang, kich hoat
glao dign (activate). MOt giao dién duge kich hoat ¢6 nghia 13 né di sdn sang cho
vige pin va nhan cic gdi tin. Lénh nay ¢6 ¢ phip dom gian nhy sau:

5 ifconfig interface ip-address
Lénh teen thye hién gan dia chi ip-address cho giao dién interface dong thoi

kich hoat no, cdc tham s0 khéc s€ duge gén miéc dinh. Ching han mat na mang
duge gén cho mang loai B 255.255.0.0. Lénh ifconfig s& duge dé cap k¥ hon trong
phin sau.

Route cho phép thém hodce bat thanh phan trong bang chon dudmg, st dung
nhu sau (trong do6 add hay de! cho biél thém vao hay xod di mdt thanh phda trong
hing chon duimg):

§ route [ add | del] target
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6.1. Giao dién Loopback

Giao dién ddu tién duge khdi tao trén hiu hét céc mdy tram la giao dién
loopback:

$ ifconfig lo 127.0.0.1
Hoic
$ ifconfig le localhost
Thong thudmg ta st dung tén médy cuc b localhost thay cho 127.0.0.1. Khi
dé trong t&p /etc/hosts phii ¢6 dong dnh xa dia chi nhu sau:
¥ Sample /etc/hosts entry for localhost
localhost 127.0.0.1
DE ki€m tra cau hinh hién tai cia mot giao dién, sir dung lenh ifconfig va tén
clia giao dién:
$ ifconfig lo
lo Link encap Local Loopback
inet addr 127.0.0.1 Bcast [ NONE SET] Maszk 255.0.0.0
UP BROADCAST LOOPBACK RUNNING MTU 2000 Metric 1
RX packets 0 errors 0 dropped 0 overrun 0
TX packets 0 errors 0 dropped 0 overrun 0
Giao dién loopback dugc gdn mit na 255.0.0.0 vi 127.0.0.1 thuoc 16p dia chi
loat A. Theo mac dinh giao dign loopback khong st dung thiét 1ap dia chi quéing b4
vi diéu d6 khong cin thiét cho giao dién nay. Tuy nhién, Khi sir dung chuong trinh
rwhod trén may cin phai thigt lap dia chi quang bd cho giao dién loopback dé
rwhod ¢6 thé hoat dong ding. Viéc thict 1ap dia chi quang ba s& duoc dé cap trong
phin ifconfig.
Sau khi thém vao giao dién loopback, can thém dia chi nay vao trong bang
chon dutmg. Bidu nay cho phép IP biét ¢6 thé sit dung giao dién nay khi mudn g
cdc gdi tin dén dia chi 127.0.0.1:
$ route add 127.0.0.1
Tiép theo, kiém tra xem giao dién ndy hoat dong 6t hay chura bing lenh
ping. Lénh nay cho phép kiém tra xem mdt dia chi cho trudc ¢ thé truy cap 1t

dugc hay khong, dong thdi cho phép do thdi gian di va vé (Round Trip Time) cla
moe gdi tin tai tram do.
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$ ping localhost

PING localhost (127.0.0.1): 56 data bytes

64 bytes from 127.0.0.1: icmp seq=0 tt1=32 time=! ms
64 bytes from 127.0.0.1: icmp seg=l ttl=32 time=0 ms

64 bytec from 127.0.0.1: icmp seq=2 ttl=32 time=0 ms
e

--- localhost ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss

round-trip min/avg/max = 0/0/1 ms

Lénh ping s& gin lién tue cdc goi tin d€ ki€m tra dia chi dich cho dén khi ta
2016 hgp phim Ctrl-C. Vi dy trén cho thdy géi tin 131 giao dién loopback s& duge
tra vé ngay [ap tirc (RTT = Oms), chiing 16 giao dién ndy di hoat dong to.

Trong tnromg hop [¢nh ping khong hoat dong (0t nhu da chi ra & trén, ¢6 thé
¢ mot s3 161 xdy ra. Trude tién kiém tra xem hat nhan da dugc cai dit ¢6 hé trg
mung hay khong (kiém tra sy t0n i cla /prociner). NEu nhian duge thong bdo
"Network is unreachable”, cé thé bing chon dudng bi sai, hiy kiém tra ring dia chi
loophack trong route v chi ra trong ifconfig 1 nhu nhau. L&i cdn ¢6 thé xdiy ra khi
1énh ronte vivifconfig khong tuong thich vai phién ban cia hat nhan hé dié¢u himh.

Céc bude mo ta & trén ta A0 dé ¢6 thé sir dung cac (ng dung mang trén mady
tinh riéng 1&. Sau khi thém cdc 1énh trén vao re.net] va bao dim scripts ndy duoe
thure hién (i /efe/re, hily khéi dong lai mdy tinh. Khi d6 ta ¢6 thé thit cdc tng dung
mang khac nhau trén may niy, chiing han "relnet  locathost”

Giao dién loopback khong chi ¢o tic dung khi thir cdc hoat dong clia mang
mdy tinh hay thir nghiém cac img Jung dang xay dung, ma con duge st dung bdi
mat s tmg dung trén mang thue (€ trong qua trinh hoat dong binh thutng. Do vay,
nén luon ludn cdu hinh giao dién nay cho du mdy tinh ¢ duge ndi mang hay
khong.

6.2. Gino dién Ethernet

Thigl lap giao dién Ethemet duge thye hign gidng nhu do1 vdi giao dién
loopback, chi mot s¢ tham s0 kKhic duge yéu cdu khi ¢6 str dung mang con.

Hay [y vi du trong trudmg hop mang Virtual Brewery. Day 1a mdt mang loa
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B duge chia ra 1am 2 mang loai C. D& thém cdc giao dién cth0 cho tram vstout
trong mang, thuc hién Iénh sau:

v ifconfig eth0 vstout netmask 255.255.255.0

Lénh trén s¢ gan cho giao dién et40 dia chi IP clia vstout (191.72.1.2), N&u
khong thém vao tham s6 netmask thi ifconfig s€ g dong them tham s6 mac dinh
cho mit na la 255.255.0L0. Pé kiém (ra cdn thue hién 1énh:

$ lfconfig etho
eth0 Link encap 10Mps Ethernet HWaddr 00:00:70:90:B3:42
inet addr 191.72.1.2 Bcast 191.72.1.255 Mask 255.255.255.0
UP BROADCAST RUNNING MTU 1500 Metrie |
RX packets 0 errors 0 dropped 0 overrun ¢
TX packets 0 errors 0 dropped 0 overrun

Lénh ifeonfig s& tu dong théem vao dia chi quing ba (truomg
Beast = 191.72.1.255) va thiét lap gié tri MTU - Message Transfer Unit, 1a gid tri
Lon nhét chia don vi dit liéu téng vat 1y ma giao di¢n 6 thé tao ra. T4t cd cdc gid tr
nay 6 thé duge sira déi bing 1énh ifconfig.

Giong nhu giao di¢n loopback, cén sira hang chon dudng dé€ hat nhan bidt ¢6
thé truy cap muang qua giao dién cth(}. Ti€p tuc vi du trén ta co:

5 route add -net 191.72.1.0

Ca ché€ dé hat nhan bigt duge phii dua £01 tin qua giao dién nao nhu sau: Hat
nhan kiém tra tat ¢a cac giao dién di duye thi€t 1ap, thue hién so sdnh phin mang
cia dia chi dich véi phdn mang clia dja chi giao dién (bing cach sir dung mat na
tmg v giao dién d6). Néu tring nhau thi gif g6t tin qua giao dién dé. Trén (ram
vtous, khi dia chi dich 1a 191.72.1.10 thi g6i tin d6 s& duoe eifi qua giao dién eth(.

Tham s6 -nes cho bict 191.72.1.0 12 dia chi dich ciia mot mang. Giao dién cd
the din dudimg cho ¢4 mang hay cho mot tram rieng 18, Néu dia chi TP dich c6 phin
dia chi tram (host part) bang O thi dich 1 ¢i mot mang, (rai lai dich chi 1a mot may
tram. V&I dia chi 192.72.1.0, hat nhan s¢ nhan ra day 1a mot tram do khong biét
vice chia mang con. Pd 1a 1y do d€ phai ding tham 6 -net.

Ta cling <6 thé sir dung tén biéu tugng cla mang trong t&p /etc/networks thay
vi phii nhap gid tn s& cha dia chi IP. Khi d6 khong cdn chi ra tham s& -net trong
1&nh route:

5 route add brew-net
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Nhur vay, ta di thuc hién xong cac thao tac 1ap c&u hinh co bhdn cho giao dién
etht). DE kiém tra giao dién hoat dong 6t hay khong ta sit dung 1énh ping t& mol

may tram trong mang, vi du:

5 ping vlager

PING wvlager: 64 byte packets

64 bytes from 191.72.1.1: icmp seqg=0. time=1l. ms
64 bytes from 191.7Z.1.1: icmp seqg=1. time=7. ms

64 bytes from 121.72.1.1: icmp seq=2. time=1Z. ms
64 bytez from 191.72.1.1: icmp zeq=3. time=3. ms

e

=--~vatout.vbrew.com PING Statistics----
4 packetc transmitted, 4 packets received, 0% packet loss

round-trip (ms) minfavg/max = 3/8/12

Néu giao dién erht) khong hoat dong diing thi ¢é nhiéu kha nang xidy ra. Néu
chi 86 g6i tin mat (package loss) khédc O thi ¢6 thé do 161 dudmg truyén. Néu khong
nhan duoc bl ky g6i tin ndo, nén thuc hién kiém tra giao dién vdi lénh netstar.
Thong ké cac gai tin cua ifconfig cho higt cé géi tin nao duge git qua giao dién
nay hay khong. Néu ¢6 quyén truy cap viio tram § xa, hdly kiém tra cac théng ke vé
giuo dién trén tram d6, bang cdch nay ta s¢ x4c dinh duge chinh xac noi cde géi tin
hi mat. Thém nira hiy hién thi céc thong tin vé bang chon dudmg dé kiém tra $ai nd:

% route -n

¥ernel reuting table

Degtination Gateway Genmask Flags Metric Ref Use
127.0.0.1 * 255.255.255.255 UH 1 0
pg1.dizol.o * 255.255.255.0 U i g

Chi tigt vé cdc treomg trong bang hién thi & trén s€ duge gidi thich can ké
trong phan Netstat. Truomg Flag cho biét mot s6 c&s duge thict 13p cho giao dign, cor
U cho bidt giao dién dd duge kich hoat, ¢ H cho biét dich la mot may tram.
Trudmg Used cho biét sd 1dn sit dung giao dién niy cia hat nhan.
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6.3. Chon duong qua gateway

Trong phin tntée, chiing ta mdi thigt 14p cfu hinh cho tram lam viéc trong
ming cuc bd ricng le. Khi thire hién két nsi véi mot mang khéac hoic ndi véi mang
toan cdu Intemet, thudmg phii sir dung gateway. BE sir dung céc dich vy do

gateway cung ciip, cin ¢6 thém mat s6 thong tin chon duimg cho ting mang cla hé
thong.

Tiép tuc vi du trén khi mang Virtual Brewery via mang Virtual Winery lién
ket véi nhau qua gateway tén |3 vlager. Gid sit vlager duge cdu hinh d€ hoat dong
10t trong hai mang. Ta chi ¢dn thém céc thong tin chon dutmg cho mot tram cha
Brewery [l vstout dé no o6 1hé truy cap duge vao mang Winery thong qua vlager.
biéu nay duge thie hién nhy sau:

5 route add wine-pet gw vlager

Dong thai cdc miy tram trén mang Winery ciing phai chi 1o vlager la
gateway nhu trén, néu khong s¢ chi ¢6 thé gl goi tin tir vstout sang mang Winery
ma khong nhin duge cdc goi tin tra 1o,

Vi du tién chi m6 1 qud trinh 14p cdu hinh khi  hai mang LAN duge ndi
thong qua mor gateway. Gia sir vlager di k&t n6i véi mang Internet (vi du nhu gua
mot két no1 SLIP).  Néu ta mudn bt ¢t géi tin nao 6 dich khong thudc mang
LAN déu duge giri qua viager dé di ra ngoid thi ra 1am nhur sau:

% route add default gw vlager

Ten mang defaulr ta tén biéu tugng cha 0.0.0.0, c6 y nghia I chon dudmg
mic dinh. Defuudt khong cdn chi ra trong fete/networks vi né duoe xfly dung sin
cho lénth rowte.

Khi sir dung 1¢nh ping véi cdc tram bén ngodi mang ma chi s& cac 2di tin bhj
mit fa khd lén chig t6 mang dang bi tic nghén tai gateway. Thire (& c4c g6i tin hi
miit do 161 dudng truyén vat 1y it hon vt nhidu so vdi cdc g6i tin bi mat do tinh
trang iy nghén trén mang.

6.4. Thiét ldp cdu hink cho gateway

Viée Lap cin hinh cho mdt mdy tinh déng vai trd mot chyén mach giita hai
mang Ethemet dirgre thye hi¢n dé ding. Giad sir ¢in cdu hinh cho viager v&i 2 bo
giao i€p mang Ethernet, mbi bd ndi véi mot mang. Nhimg gi cdn 1am I3 thiét 1ap 2
giao dign tuong g vai hai bo giao tiép mang trén mot cich doe lap, gan cho méi
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giao dién mot dia chi [P wong tng.
Trude tien thém vao feto/hosts cde thong tin sau:

191.72.1.1 wvlager vlager.vbrew.com
191.72.1.1 wvlager-ifl
191.72.1.1 vlager-if?

Sau do thiét lap hai giao dién trén bing céc lenh sau day:
% ifconfig eth0 vlager-ifl
3 ifconfig ethl vlager-if?2
5 route add brew-net

5 route add wine-net

6.5. Giao dién PLIP

Lién ket PLIP dung dé ket ngi 2 tram 1am viéc qua cing song song. bay la

lién két diém néi diém, khac véi lien ket mang qua b giao tigp Ethernet 1a lién két
kiéu quang b4.

Gid sir mOt may tinh xdch tay th vlite cdn truy ¢dp vao mdt mang LAN
thong qua mgt lién k&t PLIP vdi tram tén la vlager. Khi khéi dOng hé thong vlite,
cOng song song ¢é ©¢n Ia plipt). BE Kich hoat lién két nay trén tram vlite ta dang
1énh:

S 1fconfig plip0 vlite pointopoeint vlager

$ route add default gw vlager

Lénh thit nhat s& cau hinh cho giao dién plip0 tén 1a vlite bing cach chi ra
day 1a mot lien két di€m noi diém 61 tram & xa la vlager. Lénh thir hai thiét iap
chon dudng mic dinh cho vlite 1a duemg di qua gateway vlager. Tuong tu nhu vay
ta can phii cdu hinh cho giao dign trén viager. Tuy nhién ta khong cdn sira ddi
bang chon dudng trén tram nay:

5 ifconfig plipl vlager pointopoint vlite

Ghao dién plip0 1rén vlager khong cén sit dung mot dia chi [P khac, n6 cé
thé stir dung ngay dia chi IP clia né trong mang cuc bd 191.72.1.1.

Trén day ta mdi chi thi® 1ap dudmg di tr tram vlite t&i céc may tinh khdic
trong mang. D¢ thict 1ap mot duimg di nguoc [ai ta cdn thém mot dudng di tir cdc
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tram dén vlite bing cdch thém muc chon dubng trén cc tram nhu sau:

o

% route add vlite gw vlager

Vién d¢ chon dudng di cho c4c tram tam thoi duge gidi quyét bang k¢ thuat
chon dudmg dong. Ta khong thé dén tat cd cde tram dé thue hién lénh trén duge.
Mot trong nhitng gidl phdp chon dudng dong (4 sir dung chuong trinh gated 1rén
cdc tram. Khi thong tin chen dudmg ¢d s thay doi, vi du trén tram vlager, gated
tren tram nay s¢ lan truyén thong tin nay dén (it cd cde tram d¢ gared (rén cac tram
ey cap nhat thong tin chon dutmg.

Mt cdch khdce don gian hon 1 sir dung proxy ARP. Ta s& thict 1ap vlager la
proxy ARP cua tram vlite. Bat cit yéu cdu ARP nao tdi vlite s& duge vlager tra [,
k&1 qui La cde goi tin gui cho vlite s€ duge gl 161 vlager trude khi chuyén tidp cho
no. Proxy ARP s€ duge cip 16 trong phdn lien k&t PPP .

6.6. Giao dién Dummy

Giae dicn Durnmy duge xay dung dua trén co s& giao dién loopback. N6
duoe diing cho cde tram dom 1¢ khong duge k&t ndi vao mang nhung van st dung
mat s0 img dung mang that su.

Thutmg trén mot may tram ludn cd mot giao dién duge kich hoat, d6 1a giao
dién loopback vén dia cha IP 1a 127.0.0.]1. Trong mét s6 trudng hop, mot s6 (ng
dung mang ciin phili gl cdc goi tin dén mot dia chi [P thue su ma khong phai la
dia chi loopback. Ly vi dy tram vlite két ndi tam thod vio mang va st dung dia
chi TP 191.72.1.65. Trén tram ¢é mot ing dung mang tién hanh gin dir licu dén céc
tmg dung khidc cfing trén tram nay qua glao dién piip) duge kich hoat. Khi ta
khong st dung lién k&t plip() nita, cdc img dung d6 khi mudn giri thong tin cho
nhau sé tim trong /etc/Mosts va thdy dia chi 191.72.1.65 va s& gifi thong tin dén dia
chi nay. Két quéa la img dung bi 16i mac di chuong trinh cdn giri dif li¢u ndm ngay
trén may cia minh.

o 1a 1y do dé c6 mot giao dién dummiy. Hoat ¢Ang ciia giao dign ciing nhu
giav dién loopback: moi gdi tin ¢ dia chi 191.72.1.65 di ra tir tram vlite s¢ duge
gilt qua giao dién dummy va quay rd lai tram do. bé cdu hinh cho giao dién niy ta
thue luén cac 1énh:

o

5 ifconfig dummy0 wvlite

$ route add vlite
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Phién bdn hat nhan Linux 2.12-20 hién thoi hé tro hai giao dign dummy trén
cling mot may tram.

7. Lénh ifconfig

Trong phin nay ta s& mo (A cdc tham s ctta tenh ifconfig. Lénh nay rdt hay
ducge st dung khi thigt [ap cau hinh mang. Cd phép cua f¢nh la:
ifeconfig interface [[ -net|-host] address [ parameters] ]
bterfuce 14 1én cia giao dién, address 1a dia chi IP gan cho giao dién do.
Brachi 1P cé thé viet dudi dang ky phap thap phan ¢6 chfm hoac 1a mot tén chi ra
trong letethosts va lete/networks. Tuy chon net vi host cho bigt dia chi dua ra 1 dja
chi ctia mot tram hay dia chi mot mang.
Khi g& 1¢nh ifeonfiy ma khong ¢ thain s, 1énh trén sg hién thi thong tin vé
(dt cd cdc giao dign mang dang duge kich hoat. N&u ¢6 tham s6 -a, 1¢nh s& hién thi
1@l cd cde giao dign 6 trén he thong. Vidu :
§ ifconfig etho
eth0 Link encap l0Mbps Ethernet HWaddr 00:00:€0:90:B3:42
inet addr 191.72.1.2 Beast 191.72.1.255 Mask 255.255.255.0
UP BROADCAST RUNNING MTU 1500 Metric 0O
RX packets 3136 errors 217 dropped 7 overrun 26
TX packets 1752 errors 25 dropped 0 overrun 0
Cic trudng MTU va Metric cho biét gi tri hién thdi cia MTU va don vi do
coa giao dien. Don vi do Metric duge sit dung bdi mot s6 hé diéu hanh dé do chi
phi cta mdt dudmg di. Trong phién ban hién thévi Linux khong hd trg dai lugng nay
nhung vin dinh nghia né d€ bao dam tinh tuong thich.
Cdc trueimg RX va TX cho bi€l bao nhiéu géi tin ¢ nhan va gin di. S6 lugng
261 1n giri, nhan bi 180, bi loai bo...
Céac cv ifeonfig hién thi twong tng v6i cdc trang thdi cia giao dién. Cic ci¥
nay duce thiét 1ap nhd cac tay chon sau:

up La tuy chon dé cho phép giao dién ¢6 thé duge truy cap tir ting
mang. Tuy chon nay duge sir dung ciing v6i mot dia chi IP tai ddng
Iénh. N6 con duge ding dé kich hoat lai mét giao di¢n bi
dimg tam thdi bdi tuy chon down.
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down

netmask mask

Tuy chon nay ngan khong co giao dign ¢6 thé truy cap dudgc tir ting
mang. N6 duge diing dé ngan cdc g6i tin [P di qua giao dién ndy.
Tuy nhién, tuy chon trén khong xod cdc thanh phdn tuong ing
trong bing chon dudng. Do d6 ta phéi sira d6i bang chon dutmg va
thay th¢ cic dutmg di tuong Gng.

Gan mot mit na cho giao dién. Mit na ¢6 thé 13 mot s6 nhi phan
31 bit vict dudi dung s6 Hexa (v du OxAFFO4FF(O) hoidc ky phap
thap phan cd cham.

pointtopoint address

Tuy chon niy duge st dung cho céc lien két diém n6i diém nhu
PLIP, PPP, SLIP. Khi tuy chon nay duce thigt 14p, ifronfig sé hién
thi ¢&¥ POINTTOPOINT.

Broadceast address

metric number

amp
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Thong thutmg dia chi quang b4 duge tao ra bing cich dat cdc bit
trong phin dia chi tram bang 1. Mot s@ phién ban cta 1P lai st
dung céch khac. Tuy chon niy duge st dung dé tuang thich vai cdc
moi truomg nay. Khi tuy chon nay duge thiét lap, ifconfig s& hién
thi ciy BROADCAST.

Tuy chon nay duge st dung dé gan gid tn cua don vi do duge sir
dung trong hang chon dudmg. Pon vi nay dude st dung boi giao
thirc RIP - Rouling Infomation Protocol dé xay ding cdc bang
chon dutmg cho mang. Pan vi mic dinh cta ifeonfig Ia 0. Néu
khong s dung mot RIP daemon, ta khong c¢dn sir dung tuy chon
nay.

Pay 1a mot fuy chon dac biét trong céc mang quang ba nhu mang
Ethernet hay mang radio. Tuy chon nay dugc sir dung dé kich hoat
giao thitc ARP -Address Resolution Protocol dé tim dia chi vat ly
img vai mot dia chi IP. D6i véi cde mang quing ba thi day 1a tuy



-arp

promisc

-promisc

allmulii

-alkbmulti

chon mic dinh. Khi tuy chon nay khong duge thiét lap, ifconfig s&
hién thi ¢y NOARP.

Khong st dung ARP cho giao dién nay.

Kich hoat ch€ do promisc, trong dé giao dién sé nhan tat ¢i cc 2ai
tin dén ma khong quan tam t&i dia chi dich cia né. Tuy chon nay
thumg duge dung khi mudn phan tich dutmg di cla cdc géi tin
trong mang bang bo loc géi tin (Ethernet snooping).

Loai bd ché do promics

Kich hoat ché d¢ multicast: 13 mdt dang cha broadcast nhimg cic
dha chi multicast Khong nhit thigt phii ¢6 chung dia chi mang con.

Tuy chgn niy tmg vai o ALLMULTILL

Loai bd che do multicast.

8. Kiém tra mang biing lénh netstat

8.1. Bdng chon duing

Khi thyc hién 1énh netstat vai tham s -1, nd s€ in ra bang chon dudmg ma he
thong s dung, vi du:

% netstat -nr

Kernel routing table

Destination Gateway Genmask Flags Metric Ref
Uze

127.0.0.1 * 255.255.255.255 UH 1 0
191.72.1.0 * 255.255.255.0 U 1 0
191.72.2.0 191.72.1.1 255.255.255.0 UGN 1 0

Vi tuy chon -n, netstar s8 in ra dia chi IP theo k¥ phédp thap phéin cé chim
thay vi tén mién cla tram. V&i tham s6 nay ta tranh duge viéc sir dung dich vu dnh
xa dia chi bing DNS hay NIS khi hién thi bang chon dudng.

Dong thit hai trong diu ra cha retstat chi gateway ma thanh phén tuong dng
trong bang chon dudng chi té. Néu khong cd gateway nao thi ta ding ddu sao (%),
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Khi tim dudng cho mot géi tin IP, hat nhan s& lam mot phép AND céc bit dia chi

IP cha g6i tin v&i mit na genmask tnide khi dem so sénh vdi phin Destination cia
hing chon duromg,

Cot tha nr cia bang chon dudmg a cde ¢ ¢ ¥ nghia nhu sau:

G Chon dudmg qua mot gateway
u Giao di¢n str dung dang duce kich hoat
H Chi ¢6 ca¢ tram rieéng 1¢ mdi duoe sir dyng duomg di nay. Vi du dia

chi loopback 127.0.0.1

D Thanh phén néy trong bang chon dudmg duoe thist lap tir thong bao
ICMP redirect.
M Thinh phin nay trong bang chon dikmg duoc sira tir thong bio

ICMP redirect.

Cot Ref trong bang chon dudmg cho biét so 1an s6 tham chidu dén dudmg di
niy, ¢ nghia li ¢6 bao nhi¢u dudmg di khic dua trén dutmg di d6. Cot cudi cing 1a
s 1an ma dudmg di duge sir dung tén giao dién ma céc £6i tin di qua,

8.2. Thong ké vé giao dién mang

Khi dung tuy chon -i, netstar s€ hicn thi cdc thong tin vé giao dién da duge
sU dung. Vi tham sa -a, (4t cé cde giao dién trong hat nhan s& duge hién thi.
5 netstat -1
Kernel Interface table
Iface MIU Met RX-OK RX-ERR RX-DRP RX-OVR TX-OK TX-ERR TX-DRP TX-OVR
ia 0 0 3185 o 0 0 3185 G 0
eth0 1500 0 972633 17 20 120 628711 217 0
Trudng MTU va Met cho biét gid 1rf MTU va don vi do hién thdi cla glao
di¢n. RX va TX cho biél ¢6 hao nhiéu géi tin di duge nhan va gl qua giao dién,
OK la khong 16, con ERR 1a ¢6 18i. DRP 13 bi loai bd con OVR Ia bi loai hd do
quad tai.

Cot cudi ciing chi ra cde co da duge thiét 13p cho giao dién nay. Cac cir ndy
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[3 ten it gon cla cde odr chi ra trong 1énh ifconfig.

B Pa thiét 1ap dia chi quang bd.

L Bay Ta dia chi loopback

M T4t ci céc gdi tin déu duge nhan (Khong phan bigt 18i hay khong)
N Tranh ghi lai v8t cho géi tin

O ARP Kkhong duge kich hoat cho giao dién nay.

P Bay 1a mot lién két diém noi didm

R Giao dién dang duge chay

U Giao dién duoe kich hoat

8.3. Thong tin vé lién két mang

Netstat hd trg mot tap hop céc tuy chon dé hién thi thong tin vé cdce socket
duge Kich hoat hay khong.. Cic tuy chon B -t -u -w -x hién thi cdc socket TCP,
UDP, RAW vi UNIX dang kich hoat. Tuy chon -a hién thi 14t ca céc socket dang
chdy y&u cdu lign két, t¥e la (8t ci cdc server dang chay trén hé thong.

# netstat -ta

Active Internet connections

Proto Recv-0Q Send-Q Leocal Address Forelgn Address (State;)

top i 0 *:domain o LISTEN

top 0 0 *:time o LISTEN

tep 0 0 *:smtp o LISTEN

top 0 0 wlager:smtp vstout:1040 STABLISHED

top 0 0 *:telnet * oo LISTEN

rep o 0 localhost:1046 vbardelino:telnet ESTABLISHED
tep 0 0 *:chargen o LISTEN

top 0 0 *:daytime * ok LISTEN



tep 0 0 *:discard ko LISTEN
tep o 0 *:echo *o LISTEN
tep a 0 *:shell o LISTEN
top 0 7 *:login Fax LISTEN

Trong vi du trén dong thit 4 cho bigt mot lién két SMTP tir tram vtous, dong
thit 6 chi mot phién 1am viéc relner tir tram vbardolino. Céc dong khic cho biét
cdc server dang nghe yéu cdu dich vu trén socket fuong (ng voi nd.

9. Kiém tra bang ARP

Vi Iy do nio d6 mi ta c6 the phai xem lai noi dung hay stra déi bing ARP
clta hat nhan. Cong cu arp cho phép thue hién diéu dé. Céc luy chon cua lénh arp
la:

arp [ -vl [ -t hwtype] -a [ hostname]

arp [ -v] [ -t hwtype] -5 hostname hwaddr

arp [ -v} -d hostname [ hostname. . .]

Tham s6 fhostnume ¢6 thé viét dudi dang tén méy tram hodc dia chi IP.
Dong 1¢nh thit nhat hién thi thanh phan ARP clia mot mdy tram khi chi ra tén may
hodc dia chi [P. Néu khong ¢d tén mdy thi tdt ci cac thanh phén s& duogce dua ra:

5 arp -a

IP address HW type HW address
191.72.1.3 10Mbps Ethernet 00:00:C0:5A4:42:C1
181.72.1.2 10Mbps Ethernet 00:00:00:90:R3:42
191.72.2.4 10Mbps Ethernet 00:00:00:04:69: AR

Sir dung tham s& + dé han ché vi¢e hién thi cdc thanh phin wong g vdi
nhitng dang phin cimg nhit dinh. Cac dang ¢é (hé la ether, ax25, pronet trong, (tng
vdi 10Mbps Ethernet, AMPR AX.25 va thi¢t bi dang token ring IEEES02.5.

Tham s& -s duge ding d€ thém mot thanh phin vio bang ARP. Tham s
hwaddr 1a dia chi phin ciing cla thiét bi, mac dinh 13 dia chi Ethernet v 48 bit.
Ca thé dua vilo cac dang phin cing khéc bing tham sa .
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Ly do d¢ sita d6i bang ARP bing fay Ja trong mot s6 truomg hop, yeu ciu
ARP dén mét tram khdc bi 161, vi 1§ do trinh diéu khién ARP bi 15t hay mot tram
khdc nira tr gdn cho né dja chi P tring v tram (a cdn lién loc. Khi d6 viée lien
két cing gilta dia chi IP va dja chi vat Iy trong bing ARP 12 mot bién phép dé khic
phuc van d¢ nay.

Lénh arp -d s& xod mot thinh phén trong hang ARP clia mot tram chi ra.
Lénh niy duge ding khi ta bt hat nhan phai thir tim lai 4nh xa gitta dia chi P va
dia chi vat Iy cha trum d6. Piéu nay I can thi€t khi mat tram cdu hinh saj lai thyc
hi¢n quing ba cic thong tin khong ding vé ARP ciia né.

Tham s6 -5 diing d¢ cai dat mot proxy ARP. Day 1a mot ky thuat ddc biet khi
mat tram lam mot gateway cho mot tram khéc. Vi du tram gale duge uy quyén la
galeway cho tram mayl. Khi do tram gate s& phit ra mot thong diép ARP trong dd
dia chi IP clia may| g vdi dia chi vat 1y clia gate. Khi mot tram nao dé giri mot
yéu ciiu ARP dén mayl, gate s8 nhén duge yéu cau dé va tra 10 13 dia chi v [y
cta nd. Nhu vy il i cée g6i tin gui cho mayli sé dén gate va s& duge chuyén tiép
dén mayl,

K¥ thuat proxy ARP duge diing khi mot tram MS-DOS két ndi vao mang ma
khong quan tam nhiéu dén thong tin chon duong. N6 cling duoce fimg dung réng rii
khi mot tram K¢t nét vio muang gua cong song song PLIP, lién ket quay sO nhu
PPP, SLIP. D¢ cii mot proxy ta thue hién Ignh tren gate:

I

» arp -3 mayl 00:00:¢0:al:42:20 pub
"Thanh phiin proxy ARP duge xod bang iénh:

$ arp -d mayi

IV. LIEN KET MANG IP QUA PUGNG TRUYEN NOI TIEP

Cac giao thite SLIP - Serial Line [P va PPP - Point to Point Protocol duge sir
dung d€ mot tram k&t néi vao Internct qua dudmg dién thoai. B¢ lam viéc v ~de
giao thic trén. méy tinh chi cin trang bi mat modem va mot cang ndi tidp. Do tinh
don gidn va tign 104, ngay ciing ¢6 nhiéu ISP cung ¢dp dich vu két ndi Internet hiing
cich quay s6 niy.
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1. Giao thuirc SLIP

1.1, Cdc yéu cdu chung

bé st dung SLIP hay PPP. ta cdn thi¢t 1ap mot s6  tinh ning co ban cla
mang nhu TCP/IP, giac dién loopback va gidt phap dnh xa dia chi. Khi két ndi véi
Internet, ta nén st dung dich vu 1&n mién DNS. M0t cdch don gidn 13 sir dung
Nume Server cua nhi cung cdp dich vu, server nay s& duge st dung méi khi SLIP
hoat dong. Nén chon Name Server cang gin véi noi quay sd vao cang 161,

Gial phip trén Ii Khong 61 wu vi moi yéu cdu DNS déu phai di qua lién k&t
SLIP/PPP. D¢ khoi tang phi bang thong cila cdc lién Két nay, ta nén su dung mot
caching-only Name Server cho dich vu DNS. Mdy chi nay khong cung cép dich vu
cho mOt mién nao, mi chi chuyén tiép cde yéu cdu DNS cho tram s&¢ dung SLIP va
I bai k€t qua tim Kiém. Uu diém cla n6 13 hiu hét cdac yéu cdu DNS chi duge gui
qua lién k&t SLIP mot 1an. Mdy chu nay cd tép named.boot nhu sau:

; named.boot tép for caching-only server

directory /var/named

primary 0.0.127.in-addr .arpa db.127.0.0 ; loopback
net

cache db.cache ; root
Servers

bé ¢6 dire tép db.cache chita dia chi cdc Name Server gdc, ta diing 1én ich
nslookup nhu da mé ta trong chuong trude.

1.2. Hoat ding ciia SLIP

Cac mdy chi ¢6 dich vu quay s6 vao thudmg cho phép két ndi bang SLIP qua
cdu account clia ngudi ding. Khi diing nhap vao, ta khong ding nhap vao mot shell
nhu thatmg 18, thay vio d6 12 mdt chuong trinh hay mot shell script duge thue hién
dé kich hoat trinh didu khién SLIP trén mdy chd va dit cdu hinh cho giao dign
mang tuong imng.

Trong mot s6 hé diéu hanh, trinh dién khién SLIP la chuong trinh cia nguoi
st dung. Trong Linux, né 13 mot phéin cGa hat nhan, do d6 8¢ d¢ cba né nhanh
hem. Dé st dung SLIP thi ¢ong néi tiép phai duge chuyén sang ¢hé do SLIP. Trong
ché do thudng, cAc tly st trao ddi dir litu binh thudng véi chuong trinh cua ngudi
st dung. Trong ch& do SLIP, mo1 yéu ciu doc va ghi cong cua céc tién trinh cla
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nguol ding sé hi chan lui, it ci dir liéu dén céng nai tidp déu duge gt qua trinh
di¢u khién SLIP,

Trinh diéu khién SLIP ¢6 mot sG cde bien thé tuong thich vai nd, nhu CSLIP,
mol trinh diéu khién cdng néi 1iép ¢6 hd trg header nén khi giri cac g6i tin 1P,
Trinh diéu khicn nay lam tang thong lugng cho cdc phién lam viée tuomg tac. Mai
trinh dicu khicn ctta SLIP déu o6 phién bin 6 bi di liéu.

Mot cich dé chuyén céng noi ti€p sang che d6 SLIP 1 sir dung cong cy
stattach. Gid sit chiing ta co mot modem duge ndi vii cong ndi tigp ldevicuu3, a
thire hién 1énh:

5 slattach /dev/cua3 &

L¢nh trén se chuyén cuas sang che¢ do SLIP va gan cho no mat giao dién
mang SLIP trong img. Néu day 1a giao di¢n SLIP diu tién, tén cha né sé 13 510, tiép
theo [a giao dién s//... Hat shan Linux hién héd trg § giao dien SLIP.

Ch& do mac dinh cla slattach 1a cslip. DE chuyén sang cic ch& d6 khac ta
dung tham s -p, vi du dé kich hoat SLIP (khong header nén):

% slattach -p slip /dev/cua3s

Cac ch& do khde 1a eslip, slip6, eslip (cdc phién ban 6 bit cua SLIP) va
adaptive, Che d0 udaptive cho phép hat nhan cla hé diéu hanh tim ché do clia SLIP
ma tram & xa sit dung. Chii y ring cic tram & hai dau lien k&t SLIP phai sir dung
chung mot ché do, vay (6t hon 1a sir dung tir khod adaptive.

Cong cu SLIP khong nhimg cho phép kich hoat trinh diéu khién SLIP ma con
duge st dung cho cic giao thite khae nhy PPP hay KISS. D€ bi¢t thém chi tist hiy
tham khio tai ligu gitip dif clia slattach bing 1enh man.

Sau khi quay s6 va kich hoat trinh diéu khién SLIP, ta cén phai cflu hinh cho
g1ao ditn mang twomg g vii né bang céc 1énh ifconfig va route. Gia sl ta cdn
thi€t 14p lien ket tir tram vlager dén mot may chu tén la cowslip:

S ifconfig 510 vlager pointopoint cowslip

5 route add cowslip

5 route add default gw cowslip

Dong I¢nh dau tién cdu hinh giao dién 1a mot len k&t diém ndi didm 160
cowslip, cdc 1¢nh sau thém cdc duong di téi cowslip va sir dung cowslip nhu mot
galeway chon dutmg mic dinh.
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Khi loai bd mot lién két SLIP, trude tién ta phin bd hét cdc muc chon dutmg
qua cowslip bang [&énh route del. Dimg giao dién lai va gt tin hidu /sangup dén
slattach va sau ciing 1a t&t modem di.

S route del cowslip

$ ifconfig =10 down

$ kill -HUP 5146

1.3. Su dung trinh thiong dich lénh dip

Ciéc thao tdac dé (hiét 1ap mot lien két SLIP nhu trén ¢6 thé duge thuc hién
nhdr mot tign ich 13 dip. Day 1a mot trinh thong dich ngdn ngit kich ban don gidn
cho céc 1énh quan 1y modem, chuyén dutmg ruyén sang che& do SLIP va ciu hinh
giaw dién mang.

dip dd1 hoi mae dice quyén cao nhit trong viée ¢du hinh cho giao dién SLIP.
Ta ¢6 thé d€ cho dip tr dong thiét 1ap mic dic quyén cia root bang 1énh setuid.
Phuong phdp nay khong an toan vi cdc 1énh cha dip ¢6 thé lam hdng bang chon
dutmg khi no sita d6i chon dutmg méc dinh. Hon nita, viée ndy cho phép nguti st
dung ¢ thé kél ndi d¢n bt ¢ mot SLIP server nao trén mang, 1am cho mang khé
duye bdo vé an toan. Do d3, néu mudn ngudi dung sit dung mot lién két SLIP dén
mot mdy chi nio d6, ta nén viét mot chucmg trinh riéng tng véi mdy chil d6,
chitong trinh nay s& poi cic iénh dip d€ thiét 1ap lien két. Khi 46 viée sir dung SLIP
s& an toan hon.,
130 Mot vi du vé chuong trinh dip

Dudi day 1 mot vi du don gidn cla mot chuong trinh script dé kél n6i véi
miiy chil cowslip:

4 Vi dy mdt dip seript dé quay s8 vao tram cowslip
# GAn tén cdc tram cho cac bién local va remote

get 5local vlager

get Sremote cowslip

port cual ¢ Chon céng néi tiép sd 3
speed 38400 # Thiét lap téc dd cuc dai
modem HAYES ¥ Thidt 1ap kiéu modem
recet # Khdi tao modem
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flush # Lam sach ving dém cua modem
# Chuén bi quay =6

send ATQOVIE1X1\r

wait QK 2

if Serrlvl '= 0 goto error
dial 0123456789

if Serrlvl != 0 goto error
wailt CONNECT €0

if Serrlvl != 0 goto error
# Pad két ndi xong

sleep 3

send \rinirin

walt ogin: 10

if Serrlvl !'= 0 goto error
send Cvlagerir

wait ssword: 5

if Serrlvl !'= 0 goto error
¥ Nhap mat khiu

password

walt running 30

if Serrlvl != 0 goto error
4 Hién thi théng tin vé 2 diu lién két
get Sremote remote

print remcte = Sremote

if Serrlvl != 0 goto error
wait to 3

get $local remote

print local = $local

if Serrivl != 0 goto error
# ba dang nhaph thanh cong.

print Connected to Sremote with address $rmtip
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default ¥ Ché dd chon dudng mic dinh
mede CSL1P ¥ Dung ch& a6 CSLIP
# Trong trudng hgp cod 161
orror:
print CSLIF to Sremote failed.
Ta ¢ thé K&l ndi dén tram cowslip bing cdch g0 1énh dip vdi tham s6 1a
chiong trinh serpit:
# dip cowslip.dip
BIP: Dialup IP Preotocol Driver version 3.3.7 {12/13/93)
Written by Fred N. van Kempen, MicroWalt Corporation.

connected to cowslip.moo.com with addr 193.174.7.129

Sau Khi k€t nai vii cowslip va kich hoat giao dign CSLIP, dip s& thodt khai
terminal vie chay nhu mot tien trinh mat sau. Ta dii ¢6 thé sir dung cac dich vu
mang thong thudng qua lién két CSLIP. B¢ loai b Két ndi, ta chi viée go dip -k,
Itnh nay s& K& thic lién K& hing cach ldy & hicu tién trinh cia dip trong
fercidip pid,

¢ dip -k

Trong ngon ngir cia dip, tir khod bit dau bing dau $ 1a mot bicn. Dip c6 mot
tp cdc bitn duge dinh nghia triude sé duoe Gict ke o dudi day. Sremote and $local
I cdce bién chita 160 clia tram cuc bo va tram & Xa trong lién K&t SLIP.

Trong hal Iénh diu (ien cia seript, cdc bicn $local va Sremote duge gan cac
gia tri trong (g bing 1énh ger.

Nam 1¢nh (i€p theo thiét [ap kenh truyén vi modem. Lénh reser gl mot xau
161 modem d¢ kich howt né . Héi vdi cae modem thuoe ho Hayes hodc tueng thich,
i¢nh reser 1y ATZ. Lénh flush 0@ tim sach bo dém trd 18 ctia modem cho 1an lam
VICe 1iep theo. Sau da, chuong trinh s& quay s6 vio cowslip bing Iénh dial 41988
viil Ll khoan 1 Viager va mat khau 1a hey-jude. Lénh wair ssword: 5 lam cho
modem chef Xdu ssword trong vong 5 gidy trude khi dua ra mot timeout. Néu nhin
durce X rd 1o diing, licn ket dd duge thigt [ap thanh cong,

Lénh cudn ciing dat che dé chon duomg miie dinh, chuyén edng ndi tigp sang
che dd SLIP vis cdu hinh giao dign mang cho h¢ thang,
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1. 3.2 M1 sé6'lénh cria dip

Trong phin nay ta s& xem xét mot s6 Iénh cha dip. BE biet dip cé nhimmg
lénh ndo ta g8 selfp tai ddu nhac 1énh. Mudh bigt cdch st dung mot lénh, ta g5 I¢nh
do ma khong ¢6 tham s6. Tuy nhién cich nay khong thuce hién duge d6i vai cdc
[énh khéng nhan tham sé nio.

5 dip -t

BIP: Dialup IP Protoceol Driver version 3.3.7 (12/13/93)

written by Fred N. van Kempen, MicroWalt Corporation.

DIP> help

DIP knews about the following commands:
databitz default dial echo flush
get goto help if init
mode modem parity  print port
reset send sleep speed stopbits
term wait

LIP> echo

Jsage: echo onjoff
LIF>
a. Céc [énh modem

Cac lénh madem ding dé hiét lap cdc tham s§ cho dudmg truyén vi
modem. Mot s3 1¢nh hay ¢ap 1a 1énh port ding d€ lua chon cong ndi tiép, cdc i¢nh
speed, databits, stopbits, parity ding dé thigt [ap tham s6 dudng truyén.

Lénh modem dimg d€ fya chon kiéu modem ta dung. Hién tai, Linux hé trg
modem kiéu HAYES. Ta phdi thyc hién lénh nay &€ dip bigt duge dang clia modem
. n¢u khong no s€ khong thue hién duce cde 1énh dial va reser. Lénh reser thiét lap
modem bing cich g mdt xAu dén modem, xiu nay tuy thude vao loai cla
modem, vai cice modem ho HAYES, xdu nay 1a ATZ.

Lénh flush diing d¢ loal hét cde tin hiéu (rd 103 ma modem nhian duge trude

di. Néu khong daing [2nh nay thi mot & ing dung sau do khong hoat dong duroc,
Vi du chat phai nhan duyge tin hiéu OK trurde khi thye hién.

[.énh {ni: chon mdt xau khai tao dé gl cho modem trude khi quay s6, xiu

mac dinh cia HAYES b "ATE QO V1 X 1", xau nay ¢6 tdc dung kich hoat ¢hé dé
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phén hdi 1¢nh, lwa chon ché do guay s,

Lenh diai s€ thyc hién gii 1énh khdi tao t6i modem va tién hanh quay s6 dén
tram & xa. Lénh quay s6 mac dinh cla c4c modem ho HAYES 1a STD.

b. Lénh echo

Lénh echo 1a mot cong cu g8 181, V6t echo on, dip s& gini tra v& man hinh tdt

ca cdc 1énh ma né giri di. DE thodt khoi ché do nay, ta gd 1enh echo off.

dip cho phép tam thoi thoat khoi ch€ do thong dich 1énh va trd vé€ man hinh
terminal. Trong ch¢ d6 nay ta c6 thé sir dung dip nhu mét (tng dung thong thudmg

diing d€ giri va nhan dir liéu tir céng nol tiép. DE thodt khoi ché do nay ta gd phim
"Ctrl-)".

c. Lénh get

Lénh ger dung d€ dat gi4 tri cho mot bign. Ta thudng gdn cho bién mot gid
irj hang va sir dung trong su6t chuong trinh. C6 thé nhap gi4 tri clia bién tir dong
lenh bang cich ding tir khod ask:

DIP> get $local ask

_Enter the value for $local:

Cach thu ba [a nhén gid tri cia bién tir tram & xa. MOt s6 mdy chi SLIP
khong cho phép ta sit dung dia chi IP riéng trong lién két SLIP, nhung cho phép ta
nhan mot dia chi 1P khi bat ddu két ndi vao. Néu nhan duge thong bdo ™ Your
address: 193.174.7.202", ta dung cdc 1énh dip sau d€ nhan dia chi IP:

walt address: 10

get $locip remote

c. Lénh print

Lénh ndy ding d€ in ra man hinh cdc ddong thong bdo, gid tri c4c bién ra
man hinh khi thuc hién, vi du:

DIP> print Using port $port at speed Sspeed

Using port cual at speed 38400

d. Tén bién

dip chi c6 thé higu duge cde biga duge dinh nghia sdn. Tén bién duge bat
dau vdi ddu $ va phii duge viét bing chit thudmg:.
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Bien $local va $locip chira tén va dia chi IP. Khi thidt 1ap tén may, dip s& hnu
tn chinh thitc cda tram cye b6 trong $local va gén dia chi IP tuomg dng cho $locip.
‘Tuong tu nhir vay khi ta gén dia chi IP cho bién Slocip.

Bién $remote va $rmtip giong nhu hai bién trén ahung cho tram & xa. $mru
chita gi4 tri MTU cho két n6i. (MTU -Maximum Transfer Unit).

Nam bién trén la cdc bién duy nhét duce gan gi4 tri thong qua lénh ger. Cac
bién khéc phii duge gén qua céc lénh dic biet nhu $modem, $port, $speed.

$errivl 1a bién nhan két qua trang thai lam viéc cua lénh trude d6. Gid tri O
tng vdi khong cé 1i nao, gid tri | twong tng véi mot 15i.

e. Lénh if va goto.

{f 1a mot kénh ré nhanh c6 diéu kién. Ci phép ciia lenh nay nhu sau;

if var op number goto label

Biéu thifc so sénh phai 12 sy so sanh don gidn gilra cdc bién Serrivi, Siocip,
$rmtip, todn hang thit hai 12 m6t s6 nguyen. Todn tir 13 mot trong ==, I=, <, >, <=
va >=,

Lénh goto s& thuc hién céc lenh bit ddu 6y nhin label. Mot nhin phai duge
vi€l trén mot dong va két thiic bang ddu hai chém.

f. Lénh send, wait va steep

Cac Ignh nay duge dung d€ viét mot tng dung chatting don gian trong dip.
Lénh send giti mot xau lén dudng truyén, né khong hd trg cic bién nhimg hiéu
duge cde ky tu dac bigt ctia C nhu \n, \b. K 1 (~) dugc ding thay cho cdc k¥ tu
CRLF.

Lénh wuit word timeour ding dé duyét t4t ca cdc ddu vao cia modem cho
dén khi nhan dugc tir word trong khodng thi gian timeout (s). T d6 khoéng duge
chia ddu cdch. Néu sau thoi gian timeout né kh6ng nhan duge tit mong mudn thi
s& trd vé 161 trong Serrivi.

Lénh sleep diing d€ chd mot khoang tho giaﬁ cho chuong trinh hoan thanh
mot cong viéc nao d6. Don vi thei gian 1a giay.

g. Lénh mode va default
Céc lénh nay diing d€ chuyén ché do cia SLIP vi cfiu hinh giao dien. Mode
Ia 1enh cudi cing ma dip thyc hién tru6e khi chuyén sang hoat dong clia mot
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dacmon. Néu khong ¢6 161 xdy ra thi 1énh nay khong tra vé két qua thuc hicn.

Lénh mode ¢6 tham 0 12 tén giao thic tin ty. Céc giao thife ma dip hé tro
li SLIP va CSLIP. Sau khi kich hoat ch€ d6 cha céng néi 1iép, mode s& goi 1énh
fconfig d€ thi¢l 1ap giao dién mang nhir mot lien k&t diém néi diém, cudi ciing no
€oi 1¢nh route d€ thiét 1ap bang chon dudng t6i tram & xa.

Néu trude khi thie hién iénh mode, dip da thuc hién iénh defauds thi né sé
thict lap chon dutmg mac dinh tdi lién két SLIP nay.

1.4. Mdy chu SLIP

Vice thiét 1ap céu hinh cho mat may chil SLIP phuc vu cho quay s& (diat-in)
vao don gian hon nhiéu so vdi thist 1ap mot tram kKhach dé quay s& ra (dial-out).

be sir dung SLIP & ché d) mdy chil, ta diing chuong trinh diplogin. Tép céu
hinh cua chuong tinh nay la fetc/diphosts, trong d6 chi ra tén diang nhap va dia chi
tram quay sG. Ngodi ra ta ¢o thé sir dung chuong triinh  stiplogin, mot cong cu ¢é
nhtmg tinh nang linh hoa, cho phép thuc hién céc shell script mdi khi ding nhap
vit thoat khot hé thong.

Ca hai chuong trinh (rén déu ddi hoi c6 mot tai khodn cho mdi ngudi diing
muon quay s vao. Vi du ta mudn cip mot tai khoan cho Le Van Anh tai tram
htit-hut-it.edu.vn quay sG vio, 1a tao mét ngudi st dung mdi v cdc thude tinh
nhir sau:

anhlv:*:501:500:Le Van Anh SLIP account:/tmp:/usr/sbin/diplogin

Khi anhlv mudn dang nhap vao hé thong, dip s¢ khai dong & ché d§ server.
B¢ ki¢m tra xem anhlv ¢é duge quyén sir dung SLIP hay khong, dip s€ kiém tra 18p
(in fefcidiphosts. Tép cdu hinh nay cho biét cdc chi 1iél vé quyén truy cap va cdce
tham s@ ctia lién két cho mdi ngudd it dung. Mot thanh phin trong t@p trén cho
anhlv ¢ dang:

anhlv::httt.hut-it.edu.vn:Le Van Anh:SLIP,296

Tham s trude dau hai chdm thd nhit 1a tén dang nhap, tham s6 thi hai cé
thé 1a mit khidu bo sung (s& gidi thich sau). Tiép theo 1a dia chi [P cia tram mudn
quay s, Muc cudi cling 1a cdc tham s clia lién k&, trong vi du trén la tén giao
thire v gd tri cta MTU.

Khi anhlv quay s0 dé dang nhap vao hé thong, diplogin sé nhén cac thong
1in 1ir fete/diphosts. Néu trudng mat khau khong r8ng, anhlv s& duge hdi thém mot
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mét khiw d€ tang tinh an toan, day goi la mat khiu ngoai. Néu ma khiu dua ra
khong triing vai gid tri chi ra trong fetc/hosts, anhly s@ khdng duwe ding nhap. Néu
dung, diplogin s¢ chuyén sang ché do SLIP hodc CSLIP, 1hidt Iap giao dién mang
va bang chon dutmg. Két noi nay duge duy tri khi ¢6 yeu cdu két thdc tir phia
ngudi dung. Khi dé diplogin & dit cong ndi tidp & ché do binh thudmg va dimg
chuong trinh.

2. Giao thuc PPP

2.1. Gidgi thiéu giao thivc PPP

Ciing nhu SLIP, PPP i giao thifc cho phép trao ddi dir ligu qua céng noi nep.
Vi phicu tinh niang hon, giao thic nay cho phép ngudi sit dung chon cdc tham sd
khi két noi nhu dia chi [P, kich thudc géi tin, quyén cia ngudi ding. V& méi chie
nang, PPP ¢6 mot giao thie twong tng. Dudi day ching ta s¢ im hiéu so luge cac
thanh phan cua giao thite PPP.

Giao thic bén dudi ciing clia PPP 1a giao thue lien két dir licu High-level
Data Link Control Protocol hay HDLC, 1a giao thic dong g6i cde khung tin cua
PPP va cung ¢ilp rod sita 16i checksum 16 bit. So v6i SLIP chj hoat dong véi giao
thitc lién mang IP, PPP ¢6 khi nang wrong thich véi céc giao thife ting mang khic
nhu Novell's IPX, Apple Talk. PPP thém vao trong c¢éc khung tin HDLC mot
tretme 56 higu giao thife d€ xéc dinh giao thic ting mang.

Phia trén HDLC 1a giao thitc LCP - Link Control Protocol, duge st dung dé
thuong lugng cic tuy chon cho vide lien két dir liéw nhir MRU - Maximum Receive
Unit, la kich thude géi tin ma mdi ben cla lien két déng ¥ nhan.

Mot trong nhitng bude quan trong khi cdu hinh cho mot fién k&t PPP |3
quycn han ngudfi diing. Thong thuimg khi quay s6 vao mot may chil, tram khich s&
phai tra 10i mot vai Khod bi mat nao d6, néu sai thi k&t ndi sa bi huy bd. Vi PPP,
viin d¢ chimg thue s& duge 1ién banh ca hai chiéu, ¢6 nghia la ngudi dung ciing 6
tht d¢ nghi mdy chi xdc nhan chinh né. Cic thil tuc ching thye Fa doc tap d6i vdi
moi bén. Co hai giao thitc khic nhau cho vin dé chimg thie, dG 1a PAP - Pasword
Authentication Protocol vii CHAP - Challenge Handshake Authentication Protocol.

Khi cdc giav thite 1ang mang nhu IP, Apple Talk i cc géi tin qua cong ndi
tiép, chiing s¢ duge cdu hinh dong bang giao thic Network Control Protocol - NCP.,
Vi du khi cédc thue thé PPP truyén dit licu qua lién két ndi ticp, chiing phai thirong



lugng dé biét dia chi IP ciia mdi ben. Giao thitc NCP trong trudng hop nay 1a IPCP
- Intemet Protocol Control Protocol.

Ngoai viéc gifi cdc géi tin IP chudn qua lién két n6i tiép, PPP con hé trg cac
261 tin IP ¢é header nén (Van Jacobson IP header). Day 14 k¥ thuét cho phép thu
nho kich thude header cia géi tin TCP xudng con 3 bytes. Ky thuat nay con dugc
sir dung trong CSLIP vdi tén 14 header nén VI . PPP cho phép luya chon Ky thuiit nén
nay ¢6 duge dung hay khong khi két ndi thong qua giao thic TPCP.

2.2. PPP trong Linux

Trong Linux, cdc chidc nang cta PPP duge chia lam hai phdn chinh, phin
thif nhat 12 trinh diéu khién HDLC & mic thdp duge cai dit trong hat nhan. Phdn
chuong trinh ngudi ding la daemon pppd dé quan 1y cdc giao thic didu khién.
Phién ban hién (hoi coa Linux ¢6 modul PPP cia hat nhan, pppd va chuong trinh
chat diing d€ quay sG dén tram Khéc.

Ciing nhu SLIP, dé sir dung PPP ta thiét 1ap mot lién k&t qua modem \\:?a
chuyén c6ng ndi 1i€p sang ch& 46 PPP. Trong ch€ do nay, 14t ci d ligu dén déu
duge chuyén cho trinh diéu khién PPP d8 kiém tra checksum, md géi tin dé nhin
dir ligu va giri 1én trén. Chuong trinh ndy ¢6 khé ning quan 1y céc gdéi tin TP, hé trg
tuy chon V] header va c6 thé md rong dé quan 1y céc géi tin IPX.

Trinh diéu khién cla PPP trong hat nhan dwgc hé trg bdi pppd hay PPP
daemon. pppd thyc hién viéc khdi tao va cdc qud trinh ching thuc triée khi dir liéu
duge giri qua lién két nay. PPP 1a mot giao thic phic tap va cé rdt nhiéu cdc tuy
chon d€ hoat dong, trong céc phén ti€p theo ta chi gidi thich m6t s6 tuy chon co

ban. DE bi&t them chi tiét vé PPP hdy tham khéo tai liéu man va READMESs ciia
né.

2.3. Thuc hién chuong trinh pppd

DE ket ndi vao Internet qua lién két PPP, trudc tién ta cdn thist lap mot s6
tinh néng co ban nhu TCP/AIP, giao dién loopback , gidi phap anh xa dia chi. Phdn
nay duoc ti€n hanh gidng nhu d6i véi lién két SLIP.

Gid sif ta 4 ¢6 mot may chi 1a p3server cho phép thidt lap lien két PPP t6i
né bang cdch quay s6. Sau khi diing céc chuong trinh quay s6 dé két néi t6i mdy
chi nay, ta tao mot lién két ppp bing iénh:

S pppd /dev/cua3 38400 crtscts defaultroute
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Lénh trén s& chuyén c6ng ndi ti€p cua3 sang ch€ do PPP va thiét 1ap mot két
ndi IP v&i mdy chu p3server. Toc d6 truyén sir dung 1a 38400kpbs. Véi t6c do
truyén 16n hon 9600 bps, cin thiél 1ap ché do ¢4 tin higu bit tay tai cic céng bing
tuy chon crisces.

Sau kiu khai dong, viée ddu tién la pppd 1i€n hanh thuong lugng  céc tham
sG coa lien ket véi tram & Xa bing giao thirc LCP. Thong thudng cdc tuy chon mac
dinh s& duge pppd thuong lugng. Chi i€t vé LCP s& duge dé cap chi (i€t trong phén
saul.

Tiép theo, pppd s x4c dinh dia chi IP cba hai ddu lién két bing giao thic
IPCP. Giao thifc nay s& tim cdc dia chi [P thong qua cdc resolver trén tram cuc
bo. Sau d6, mdi bén sé giri dia chi [P cha minh cho phia bén kia. Cho dit mdy tram
la thinh vién cla mot mang LAN, (a vin c6 thé st dung mot dia chi 1P khéc ving
v(i PPP cho nd.

Sau budc thue hién IPCP, pppd sé cfu hinh cho ting mang dé st dung lién
két PPP. Trudc tién pppd s& tao mot giao dién mang cho lién két diém-ndi-diém,
1én 1a pppl cho giao dién ppp tht nhit, pppl cho giao dién thit hai... Ti€ép dén
thém cdc thanh phan cho bing chon dudng, trong 1énh trén chon dudng mic dinh
€ chi tdi p3server do ¢6 tham s@ defaultroute khi khdi dong pppd.

2.4. Sut dung cdc tép tin cdu hinh

Trude khi pppd phan tich cic tham s dong 1énh, né s€ duyél cic tép tin ciu
hinh dé nhan cdc tham s& mic dinh. Tép tin nay cd thé chita bit k¥ mot tham s6
nao trong cdc tham s dong 1énh cha pppd.

Tép cau hinh thit nhit 1a /etc/ppploptions. Sit dung t€p tin nay cho phép
ngudi ding khong méic phai cdc sai sét thi€u tinh an toin, ching han d€ pppd thyc
hién mot s& dang chimg thue (PAP hay CHAP), ta nén thém tham s6 auth vao tép
niay. Tuy chon nay khong bi cdc tham s6 dong lénh 1am thay déi.

Tép cdu hinh duge doc tiép 1a  pppre trong  thu muc home cla ngudi st
dung. Tép nay chita c4c tuy chon mic dinh riéng cla ngudi sir dung.

Vi du vé t&p céu hinh /etc/ppploptions:

# Global options for pppd running on vlager.vbrew.com

auth # require authentication

usehostname ¥ use local hostname for CHAP
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POCKR # use UUCP-style device locking

domain vbrew.com # our domain name

Hai tuy chon diw tién danh cho vige ching thue sé duge gidi thich sau. Véi
T khod lock, pppd s& tuan theo vide khod cac thict bi st dung theo chuan UUCP
bang cdch tao ©&p tin LOK . cu adrong thu muc spool ¢ia UUCP dé bido cho cac
chuong trinh khic higt cong cua 1 dil duge st dung.

MOt 86 tuy chon trong tep tin Jetc/ppploptions khong b ghi de b ngudi sir
dung nhur wy chon auth, do dd né bdo ¢im mot mire an toin nhat dinh.

2.5. Quay s0 tixi mdy chii PPP bdng chat

B¢ ¢6 1hd tao mat lign ket PPP, ta céin phai quay s vao PPP server trudc khi
thue hién pppd. Khéng gicing nhu dip, pppd khong cé cée seript dé thire hién quay
80, ta phai ding cdc chuong trinh hoae cde shell script dé quay sd. Cac chuong
trinh quay s 6 thé duge chi ra trong tham s6 dong 1énh cha pppd bang tuy chon
connect. pppd s hudng cae diu vao, ra cla chuong trinh nay dén céng ndi tiep.
Dudi didy ching ta s€ dung chuong trinh char dé quay s6.

Chat Ta mot chuong trinh ding d€ gifi va nhan cdc xau t& mot tram & xa.
Chuing ta goi & cdc xdu doi v cde xau gii, cde xau ddi, vi du:

login: anhlv passwd: vbgnhll

Trong chudi ky wr & trén, chat doi théng bdo "login” i tram & xa, sau d6 gi
en diing nhép, tiégp theo nd doi thong hdo nhip mat khiu "password"vh glri mat
khilu di.

D¢ quay sG thi ching 1a phdi ¢6 cac lénh modem. Gid st modem cia ta
thuge hoy HAYES viv s6 di¢n thoai 1a 8203154, ta ¢6 1énh d€ quay sé viio mdy chil
ppp nhur sau:

fchat ' ATZ Ok ATDT82013154 CONNECT '’ login: ppp

password: helllwer

Theo dinh nghia, xdu ddu tién 1a xau doi. Nhung ta chua kich hoat modem
nén né chira thé trd 164, do dé chat bd gua xau nay bang cdch dra vio xau réng.
Ticp theo gt lénh khéi dong modem ATZ va doi trd 10 OK. Thue higén quay s6
bang ATDT va dgi thong bao tra 108 CONNECT. Tiép theo 1a xau rdng vi ta khong
muon gt mot xiu nao di ma doi thong bdo "togin:™ va gl di tén ding nhap ciing
vai mét khiw ctia minh.
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Néu khong mudn chi ra cde xau dei trong ddng lénh, ta ¢6 thé dé dong k¥
lrén vao mot tep tin va chi ra 1¢p tin d6 bing tham sd -f. K&l hap v tuy chon
option ta ¢ 1¢nh thict Iip mot lien K&t ppypred nhu sau:

-

5 pppd conrect “chiat -f dial-c3ps" Jdev/cuald 38400 -detach
crtscts modem defaultroute
Ngoii tuy chon connect dé chi ra chuong trinh quay s, pppd con b tuy
chon detach d& (i thanh 1ién trinh mat sau, tuy chon modem & popd nhin hict
cac hoat dong cua modem nhu ngdt dusmg truyén, tram & xa huy bd cude £01...
Ngodt e thao tdc co ban trén | chat ¢dn o6 cde tham s6 nang cao khéc,
ching hun ta muon dimg ngay Iénh quay s6 khi nhin duge cde thong bdo ban
BUSY hay khéng cé tin hi¢u NO CARRIER trudc khi hét timeout:

5 chat -v ABORT BUSY ABORT 'NO rAZRRIER® '' ATZ GF
2.6. Gdroi cho pppd

Theo mae dinh, cic thong bao 161 v canh bdo cla pppd s€ duge gir th
daemon svsfog. Ta cin sita d6i 1ep letcisysiog.conf d¢ daemon nity ghi cic thong
bdo nay ra mot t¢p tin, n¢u khong nd s& huy bo cde thong biao do. DE cac thong
bao duge ghi ra fvarffagippp-loyg, 1a them dong sau:

daemon . * fvar/log/ppp-log

Neu thict [ap PPP khong thanh eodng, ta ¢6 the xem néi dung tep nay a8 hidt
duge cdc 161 o6 the xdy ra. Néu khong 6 nhimg théng tin bo ich ta ¢é thé ding
ppped val ay chon debug. Tuy chon niy liam cho pppd s€ gui tat cd noi dung cla
cde gdi tin dic¢u khién ma nd gl hay nhan dén syslog.

Cudi ching, ta o6 hé sir dung g& rdi & mic do hat nhan bang tuy chon
kdebug. Ca 3 muie do o0 roi & cdp hat nhan theo gid (i cla kdebug. Gid tei 1, pppd
sé& hién cdc thong bio chung. Gia tn 2, pppd s€ in tuy ndi dung clia cdc khung tin
HDLC nhin dwge. Gid tn 3 sé in noi dung cic khung tin HDLC gin di.

2.7. Cdc tuy chon cho dia chi IP

2.7 0 Lua chon dia chi IP

Trong vi du & phin trude, ta da thye hién quay s6 vao trong p3server vi 1hiét
lap mét lién két IP. Trong vi du nay khong cd cdc tuy chon choe dia chi 1P, vi vay
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céc ddu cia lién két sé sir dung dja chi IP mic dinh ctta méi tram. D€ lya chon dia
chi IP cho lién két nay |, ta dua va tuy chon:

local addr:remote addr

Ci hai tuy chon dia chi ¢6 thé vigt dudi dang ky phép thap phan cé cham
hodc ten may tram. local_addr 1a dia chi ctia tram cyc bd, remote-addr 1a dia chi
cua tram & xa. Néu tram & xa khong chdp nhan dia chi IP trong qud trinh thuong
lugng TPCP, lién két IP s& khong duge thiét Iap.

N&u chi ¢6 tham s6 thir nhat thi IPCP s& dé cho tram & xa tur chon dia chi IP,
tuong tw ta cd thé chon dia chi cho tram & xa, con tram cuc bo sir dung dia chi ting
vl tén tram nay.

D61 véi cdc mdy chd PPP cung cdp dich vu quay s6 vio cho nhiéu tram, qué
trinh gén dia chi IP dugc thire hién wr dong khi quay sd vao. Khi dé ta khong duge
yeu cdu mdy chi nay chdp nhan dia chi IP ty dua ra ma phai nhan dia chi TP tr may -
chi. Trong trudmg hop nay ta khong duoc dé tuy chon local_addr va phai diing
pppd vOi wy chon noipdefault.

2.7.2. Chon duwomg qua lién két PPP

Sau khi cai dat mot giao digén mang, pppd chi thiét 1ap viec chon dudng dé&n
tram & xa. N&u tram & xa la thinh vién ciia mot mang LAN va ta muth céc may
khdc trong d6 ¢6 thé truyén thong duge véi mdy clia minh, ta cin thist lap thém
mot s6 thanh phan trong bang chon dudmg.

Khi PPP server hoat dong nhir mot gateway clia Internet, ta thigt 1ap né thanh
di¢m chon dudng mac dinh bang cédch thém tuy chon defaultroute trong énh pppd.
Nguoe lai, khi muén céc tram khéc ¢6 thé truy cgp duoc vao mdy clia minh qua
PPP server, ta dung tuy chon proxyarp cho pppd dé thist 1ap mot thanh phdn ARP
cho may clia minh trén may chi.

Mo viée tr nén phic tap hon khi ding lién két PPP dé két n6i 2 mang
LAN. Trong trutmg hop nay ta cdn thém céc thanh phin cu thé cho céc bang chon
dudng vi mbi mang da ¢6 chon dudng mac dinh. Néu chon lién két PPP Ia chon
dudng mic dinh s& din dén tinh trang mot g6i tin khong 1 dia chi quanh quén
trong lién két nay.

Ta hay xét mot vi du sau: Mang comnet cia cong ty X cé dia chi mang
192.168.0.0. Cong ty ¢6 mot chi nhdnh & xa c¢6 mdt mang con subcom
192.168.3.0 cin két nGi v6i mang l6n comnet qua dudng dién thoai. PPP server trén
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comnet 1a p3server, PPP client trén mang con la p3client ¢6 dia chi IP 1
192.168.3.1,

Khi p3client quay s6 dén p3server, né s& chon p3server cho chon dwong
mic dinh. Trén tram p3server ta cin thi¢t 1ap muc chon dudng téi cic dia chi
192.168.3.x ]a téi gateway p3client. C6 thé slra bang chon dudmg bing céch thong
thudng (xem phin cdu hinh mang TCP/IP) hodc ding tién ich ip-up trong /etc/ppp:

ip-up iface device spédd local addr remote addr

iface la en giao dién mang, device 13 thigt bi n6i ti€p (/dev/cuax), speed 1a
t6c d6 truyén, local _addr va remote_addr 1a dia chi clia tram goi va tram dugc goi.
ip up cd dang nhu sau:

#!/bin/sh

case 55 in

181.72.3.1) # this is p3lient

route add -net 191.72.3.0 gw 191.72.3.1;;

esac
exit 0

Tuong tu, tién ich ip-down duge ding dé loai bod cdc thanh phin clia bang
chon dudmg da thém vao & trén.

Tuy nhién viéc chon dudng van chua hoan thanh, Néu nhu p3client va
pserver ba cde tram chon dudng mac dinh cho méi mang thi ta khong phai 1am gi
nira. Néu khong, d€ tat ca cdc tram trén hai mang cé (hé lign lac duge véi nhau, ta
¢dn stra doi bang chon dudmg trén tdt ca cdc tram. Viée ndy c6 thé thuc hién bing
cach sit dung chuong trinh gated trén mdi tram. Sau khi stra d6i bing chon duemg
trén p3server, gated s& lan truyén thong tin chon duémg dén cdc tram khé: trong
mang.

2.8. Cdc tuy chon diéu khién lién két

Nhur di gidi thigu G trude, giao thitc LCP ditng d€ thuong Iugng céc tinh chét
ctia lién K&t va kiém tra lién ket PPP.

Tap ky tw diéu khién di bo - Asynchronous Control Chasracter Map hay
async map, duge diing trong céac lién két khong déng bo nhu dudmg dién thoai dé
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xde dinh cide ky tr diéu khién dac biét cdn phai thay the biing hai k¥ ty khac, Vi du
MmOt s& modem & bi 161 khi nhan duoe ky e XON hay XOFF, {4 cic ky ty didu

khicn cua PPP. Cic ky ur chi ra trong asynce map s¢ khong duge st dung riéng 1¢
trong PPP.

Tap ky tu dieu khicn di b duge xéde dinh bang mot s& 32 bit, mdi bit tmg
vt 32 ky otr ) déh 31 cha bang ma  ASCIL Khi khii 120, s0 nay la
ONFFFFFEEF. co nghia 1a tdp nay bao gém 32 ky tr do.

Necw mudon chi ra rang ta chi viée tranh st dung cic ky wr A8 vit AQ (¢6 ma
ASCH F 17 vac 19y, ta dung tuy chon sau:

asynemap 0x030A0000

Tuy chon MRU - Maximum Receive Unit cho hiét kich thude Khung tin
HDLC cue dat ma ta muon nhan. Can phan bigt vii MTU - Maximum Transler
Vit La kich thude gai tin cue dai mi giao dién mang 6 thé quin ly dwoe. MRU
diing ¢ thong bio cho tram & xa hict 1a khong duge gin mdt khung tin c6 kich
thiGe Ton hem pid tri nay. Gid (1 cue dai cha MRU c6 thé 1en dén 1500 byte.

Bor vai cde ting dung trong tdc, a nén lua chon MRU nhd. B¢ dat gia t
MRU hing 250, ta ding ¥ chon mru 256. Gig tri MRU nhé biao dim tmg dung
cua ta khong bi gidn doan néu ¢6 cie img dung khic ciing s1r dung dutmg truyén.
Vi cde tmg dung can tian dung thong lugng dudmg truyén, ta nén siy dung gid tn
MR LU 1o,

e Kicm tra hoat dong dudmg truyén PPP dinh nghia hai thong bdo phin héi
la Echo Request viy Echo Response. NEu sau mat thivi gian khong nhan dugc khung
tin nao (W tram & xa, ppped s phit mot Echo Request v doi Echo Response. Néu
Khdng nhan duoe thong bio phin hét, pppd sé 13p Tai vice gl Reguest mot sé lan
e Khi huy bo hien ket Tuy chon lep-echo-interval dung dé gan gid i cho
Khoanp thisi gian rude khi gl Reqiest, Wy chon lep-ccho-failure dé xde dinh so
Lan lap Tui. Theo mic dinh cae ty chon nity khong duge kich hoat.

2.9 May chu Prr

B thiel lap mot mady chi PPP, ta chi viée chay chuong trinh ppped vai cic
(uy chon twong img. Sau d6 thém mdt tai khodan d¢ cho phép ngudi ding quay s&
vao. Tot nhit [ ta thém mdt tai khodn ¢6 €n ding nhap ppp, cd shell mic dinh
thay bing mdt seript d¢ thue hién ppp. Ta thém tai khoan nay vio fetc/passwe nhit
sau (gid tri wid v gid c6 thé kKhac):
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PPp:*:500:200:Public PPP Account:/tmp:/fete/ppp/ppplogin
Chuemg trinh shell seript ¢6 dang nhu san:

#!/bin/zh

¥ ppplegin - script to fire up pepd on legin
mesg n

sttty -zcho

exec pppd -detach silent modem crtoets

Lénh mresy ngan khong cho cac ngirs sir dung khéc ghi viio terminal dang sir
dung. Lénh sty echo tét ché do phan héi ky nyr, lenh nay la cin thict vi néu khong,
i li¢u dén tir tram goi ¢6 thé bi phan hoi tr lal. Tuy chon -detuch cha ppped ngan
khong cho chuung trinh nay chay ¢ mat sau. Khi pppd chay & mat sau, shell script
s¢ thodt ra va licn K&t s bi treo. Tuy chon silen lam cho popd chiv cho dén khi
nhin duge mot goi tin (I tram goi trrde khi no bil ddu guri. Bicu nay cho phép
khong xiy ra timeout khi tram goi chua kip khii dong PPP client. Tuy chon
maodem cho phép pppd theo ddi thanh ghi DTR d€ theo doi xem lien Két o6 bi dimg
tir phia cliens hay khong. Tuy chon cresets Kich hoat ¢h& do hit 1ay khi truyén di
Ligu.

Ngoai cic tuy chon trén, ppped con c6 nhi¢u tuy chon khic ¢6 (thé dé trong
dong 1¢nh hay cdc (¢p ciau hinh. ¢ hict them chi 176 hday xem (& licu man cha
pipd.
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Chuong IV

QUAN LY CAC DICH VU MANG

I. DICH VU ANH XA PIA CHI

Mang mdy tinh sit dung giao thitc TCP/IP c6 nhidu céch khdc nhau dé thuc
hién 4nh xa tir 1én may sang dia chi TP va ngugce lai. Mot cdch don gidn nhét 1a luu
tét cd cdc thong tin vé dia chi P cla cde tram vho trong tép /etc/hosts. Giai phap
nay 14 thich hop cho cdc mang LAN ¢d nho va chi ¢6 mit ngudi quén iri mang,
dong (hdi khong thyc hién truyén thong véi cdc mang khéc bén ngoai. Cau tric clia
tép /etc/hosts di duge nhic dén trong chuong 2.

Mot gial phap khdc Ia sir dung dich vu BIND - Berkeley Internet Name
Domain Service. Thiét 1ap cdu hinh cho BIND la mét cong viéc phic tap va kho
khan. Tuy nhién né thich hgp véi viéc mé rong v thay déi hinh trang mang. Trong
Linux va c4c hé thong Unix khéc, dich vu d4nh xa dia chi duge cung cdp bdi chuong
ttinh #amed. Khi khéi dong, named s€ nap mot s6 (&p dir 1iéu chi y&u vao trong
cache ctia nd vi chd cde yéu cdu dnh xa tir cde tram khéc.

Trong chuong nay ra s¢ xem xét mt s8 van dé coit 161 trong qud trinh cai dat
vit quén 1y hoat dong clia mot Name Server. Néu mudn sit dung BIND trong mat
moi trromg ¢ nhiéu mang LAN hodc tham gia vao mang toin cdu, ta cin phai
tham khdo thém nhiéu thong tin chi 1€ hon.
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1. Thu vién anh xa dia chi

Thir vi¢n dnh xa dia chi 12 mot (ap hgp cdc ham thu vién chudn cla C ¢6 lign
quan dén viec chuyén doi giira tén mdy - dia chi IP. Cic ham thudmg ding 12
gethosthvname() va gethosthyaddr(), ding d€ Gim 14t ¢ cic dia chi [P clla mot may
tfram va nguge lai. Cac ham trén hoat dong tuy thuGe cdu hinh hoat dong cla thu
vien. Ching ¢ thé tra clhu trong t&p /etc/host, hoidc gii cde yéu cdu téi he thong tin
mang NIS, hodc tGi hé thong én mién DNS.

1.1. Tép tin host.conf

bay 1a r¢p diéu khién hoat dong clia Resolver, né quy dinh cie dich vu sit
dung ctia resolver vi thi tu sir dung chiing.

Cac tuy chon trong /fete/host.conf duge dé trén clc dong cach biét. Cac
truding duge cach nhau bai ddu tring hay déu Tab, ky tu "#" dung dé chi mot 153
chil thich.

Sau day lit cde tuy chon cila 18p cilu hinh trén:

arder Cho biét thit tu cdc dich vy duge st dung. Céc gid tri co thé [
bind dé truy van Name server, hosts d¢ tra cifu trong /etc/hosts vi
nix dé st dung dich vu hé¢ thong tin mang. Thu af cla ching cho
hict dich vu nao s€ duge thir ding e, néu khong tim thiy thi n6
sé dung dich vu tiép theo.

mudti Nhan gia tri 1a on hodc off. Cho phép mot mdy tram ¢ nhiéu dia
chi [P khi sir dung fetc/hosts. Tuy chon nay khong ¢é v nghia khi
str dung NIS hoiic DNS.

nospoof Nhu déa gidi thich trong phéan trude, DNS cho phép 4nh xa ngue tir
tén mdy sang dia chi [P bing mién in-addr.arpa. Dé trdnh viéc
nhan duge mot én may sai, Resolver ¢6 thé dugce thigt 1ap dé kiém
tra lai xem cé diing dia chi IP nay la ctia may ¢6 tén nhu viy
khong, ndu sai né s& thong bao 161 (spoofing). Tuy chon nay nhin
cdc gid tri on hodc off.

alert Nhan cdc gid tn on hodc off. Néu dat on, bat k¥ mot thao tdc spoof
nao ciing s& duge ghi lai trong tép sysfog clia he théng.
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trim Nhan gid tri 1a mot tén midn. Resolver s& loai bo gid td d6 nay
trong tén may tram khi trrde khi thuce hién. Tuy chon nay thich
hep cho viée dnh xa dia chi cia céc fram trong mang noi ba. N&u
ta khong muon thém vao tén clia mién ndi bo vio trong trén mdy
trong &p /etc/hosts, khi d6 phai ¢6 luy chon niy thi cdc 4nh xqa dia
chi cBa cdc tram noi bo mdi thue hién duge,
Vi du vé &p fetthost.conf cla tram vlager trong mang cha truromg dai hoc
Groucho Marx nhur sau:
¥ /etc/host.conf
# S0 dung dich vy DNS, sau dé dén anh xa truc tiép
order bind hosts
# Cho phép mbt tram cé nhidu dia chi Ip
multli  on
# Thidt lap tuy chon nospoof
nospoof on
# Thiét lap tham s8 cho tuy chon trim

trim vbrew,com.

1.2. Cdc bién méi truémg ciia thu vign dnh xa dia chi
Céc thiét 1ap trong (&p Jetc/hosts o6 thé duge thire hién thong qua céc bign
mol trudmg. Chii § ring cdc bign mdi tndmg s& duck wu tién hon,
RESOLV_HOST CONF
Chi ra mdt 1ép cdu hinh khdc thay vi t&p mac dinh /etc/host .conf.
RESOLV_SERV ORDER

Xdc dinh thit ty sir dung cdc dich vu thay vi tuy chyn order. Cdc tham
sd duge 1a host, bind, nis cach nhau bdi dau tring, ddu phiy hodc diu
lab,

RESOLV_SPOOF CHECK
C6 y nghia gidng nhu nospoof nhimg céc gid tri wy chon 6 khac
nhau. Gid Iri off nghia Ia khong ding bién phép spoofing.  warn va
warn off cho st dung nhung khong ghi lai két qua, con 2id i * sé cho
ghi lai két qua vao syslog.
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RESOLV_MULTI

Nhin gid tri on va off, ¢ ¥ nghia gidng nhu tuy chon multr cla
letelhost .conf.

RESOLV OVERRIDE TRIM DOMATHNS

Nhan gia tri 1a mét danh sach céc tén mién, thay thé hoan toan hoat
dong cha tuy chon trim trong tép /etclhost.conf

RESOLV_ADD TRIM DOMAINS

Nhan gid tri 1h mot danh sdch c4e tén mién, b6 xung thém cho tuy
chan trin trong &p /etethost .conf

1.3. Tép cdu hinh ctia Name Server - /etci/resolv.conf

Khi thu vién d4nh xa dia chi sit dung dich vu BIND d€ anh xa dia chi, ta ¢én
chi 15 tén ciia Name Server duge st dung. Tép cdu hinh chifa thong tin do la
tetciresolv.conf. Néu khong ¢4 18p nay hodc ndi dung clia nd rbng thi thu vién sg
xem mdy tram hién tht chinh ki Name Server.

Khi st dung Name Server trén cing mdy tram thi viéc dat cdu hinh s€ ¢6
nhimg diém khac so vdi viéc dit cdu hinh dé sir dung dich vu do mdt Name Server
<6 sadn trén mang cung cap.

Sau day 1h mot s& wy chon quan trong:

namescrver Chi ra dia chi IP clia Name Server duge st dung. Ta c6 thé chi ra
nhiéu may chit mot liic va cdc ham thu vién s& thir 1an lugt cac mdy
chil nay theo thit tr dua ra. Hién thdi Linux hé trg ba Name Server.
Néu khong dira ra tuy chon nay thi gid trj méc dinh 13 dia chi [P
cua tram cuc bd.

domain bua ra (&n mién s& duge ndi thém vao tén mdy tram néu nhu lin
truy vin ddu tién cia BIND bi 161,

scarch Cing v&i domain, tuy chon nay dua ra danh sach céc tén mién sC
duge thir dé thém vao tén méy tram khi khong fim ra dnh xa dia
chi. Néu khong ¢¢ tuy chon nay thi danh sdch cdc tén mién mic
dinh s& duoe sit dung, ddu tién |2 tén mién cuc bo, sau d6 d&n mién
cha clta p-',... cho dén mién goc. Tén mién cuc b duge dua vao
qua lénh domain, néu khong Resolver s€ sit dung ham he thong
getdomainnamef ).
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Vi du vé t¢p resolve.conf cia mang Virtual Brewery:
¥ /etc/resolv.conf

¥ tén mién 14 vbrew.com
#

# S dung NameServer 1a vlarger:

nameserver 191.72.1.1

Trong t&p trén khong 6 tuy chon search, vi vay khi tim dia chi cia vale,
Resolver s& tim tén tram vale va bj 18i, né s tim i€p vale.vbrew.com va
vale.com.

1.4. Anh xa dia chi trong cdc mang lon

N¢u ta sir dung mot mang LAN trong mot mang 16n thi ta nén st dung ngay

dich vy cla Name Server clia mang I6n d6 néu c6 thé. Uu didm cia phuong phdp

<1y 13 cdc Name Server nhur viy 6 thong tin trong cache khd 16n vi cdc yéu ciu

truy van dia chi déu di qua ng. Tuy nhién, nhuge diém cGa né 1a néu cé 16i dutmg

truyén t6i mdy chil niy hoic méy chi bi hong thi cdc tram trong mang cuc ho sé
khong thé lién lac dugc vdi nhau nira.

Mac di kha ning xdy ra 16i 1a nhé song ta vin nén ¢6 nhimg bién phéap dé
phong. Céch thit nhét 1a st dung mot Name Server cuc bg dé thue hién cdc 4nh xa
dia chi cho cdc mdy trong mang cyc bo. Tuy nhién, cach ndy chi ding duge khi ta
dugc quyén sir dyng mot mién con riéng.

Céch thif hai 1a tao mot bang céc dia chi IP ca cac tram clhia mang cuc bo tai
tep /etc/hosts. Trong tép cdu hinh /etc/host.conf, 1a d€ tuy chon order 12 "bind host”
dé Resolver sit dung fetclhosts trong fruong hop cic Name Server khong hoat dong.

2. S dung chuong trinh named

Named la chuong trinh cung cdp dich vu chuyén déi dia chi trong hdu hét
cdc h¢ thong Unix. Pay la mot chuong trinh server, duge phét trién b BSD nhiam
cung ¢dp dich vu cho céc tram khéch va cac Name Server khéc. Phién ban hién thé
cua chuong trinh nay (a BIND-4.9.3.

B¢ sir dung duge chuong trinh named, ta cdn hiu duge co ché hoat dong clia
h¢ thdng ten mién DNS. C6 thé xem i c4c kién thic co ban cda DNS trong phin
trrde hoac cde tai ligu cd lign quan.
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Named thutmg durge kich hoat khi khai dong ha th6ng va hoat dong cho dén
khi h¢ théng ngimg lam viéc. Chuong trinh nay nhan thong tin trong tép
fetc/named va cic tép dit licu chida 4nh xa dia chi - t&n mién va nguoc lai (hay con
duge goi la t&p thong tin viing (zones files). Cau tric cu thé cha c4c teép nay s& diroc
trinh bay & phan sau.

Dé chay named, ta chi c4n g& 1énh sau tai ddu nhéc:

5 /ucr/sbin/named

Khi d6 named s¢ khoi dong, doc tép named.boot va céc tep thong tin viing.
NG s¢ ghi cdc tién trinh cha né vao tep Ivar/run/named.pid dudi dang ma ASCCI,
nap cac tép viing cén thigt tir Name Server chii vi bat ddu nghe yéu cdu DNS taj
cong 53.

2.1. Tép named.boot

Teép named.hoot tép chita cdc thong tin chi dén cc tep théng tin ving va céc
Nume Scrver khdc. Vi du sau la tép named.boot ciia tram vlager:

; Tép /etc/named.boot cla tram vlager.vbrew.com

f

directory /var/named

; domain tép

cache named.ca
primary vbrew.com named.hosts
primary 0.0.127.in~addr.arpa named, local
primary 72.191.in-addr.arpa named. rev

Céc 1énh cache va primary chi ra céc thong tin cdn nap cha named. Céc
thong tin trén duge chita trong cdc tép chi ra trong tham s6 thy hai. Chiing chita c4c
thong tin dudi dang van ban vé cic ban ghi ngudmrcia DNS.

Trong vi du trén, (a cfu hinh named 13 Name Server chll clia 3 mién bing
cach sir dung 3 1énh primary nhu trén, Lénh cache dé cho phép sir dung co ch&
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cache trong Name Server vit chi ra tén tép chita (hong tin da dugc ghi lai.

Sau day 1a céc wy chon cb thé sit dung trong numed.boot:

dircctory

primary

secondary

cache

[RO

Thu myc chia céc ¢p thong tin viing. Tén cha t&p ¢6 thé chida dudmg
din ruong d6i dén thy muc niy. C6 thé chi ra nhiéu thir muc bing tham
s& ndy. DAi véi h¢ thdng tép Linux chudn thi they muc nay nén la
fvarfnamed,

Nhan hai tham s l1a t8n mién va tén ¢p. Lénh nay nhim khai bdo
Name Server ¢ thim quyén d6i vai mién d6 va nap cdc thong tin viing
tir tép da chi ra.

Thuong ludn ¢d mdt [¢nh primary trong tép named.boot tuong img vdi
4nh xu dia chi nguge cia dia chi loopback 127.0.0.1

Lénh nay ¢ 3 tham sd 1a tén mién, danh sdch dia chi IP va tén tgp,
nham khai bdo cdc Name Server phu cho mién duge chi ra.

Cac Name Server phu ciing nap cdc thong tin ving song né khong nhan
1ir cde tép viang ma nhan né tir Name Server chinh. Dia chi IP cla céc
Name Server chinh phai dugce dua ra trong danh séch dia chi 1P. Named
s& thit cho dén khi nap duce mot cg sd dit lidu tr mot trong nhitng may
chi duge chi ra va ghi lai vao t&p (tham s thit 3). Néu khong cé Name
Server ndo tra 104, named s¢ 1ay dit ligu tir cac (€p nay.

Named s¢ cap nhat thong tin viing trong nhimg khoang thén gian nhat
dinh. Biéu nay cho phép déng bd hod thong tin viing gilta cdc Name
Server.

Lénh nay cG hai tham s& 1 tén mién va 1én 18p. Tép chi ra chifa cac
ban ghi loai A va NS trd téi Name Server gfc. Mién thudmg 12 mién
gdc duge ky higu 1a "

N¢u khong ¢6 tuy chon cache, Name Server sé€ khing ¢ sdn cdc thong
tin v& 4nh xa dia chi IP ¢lia cdc tram bén ngoai, ddn dén n6 s phdi
thue hién rdt nhiéu ln tim %i#m. lam gidm hi¢u ning hoat dong cla



mang. Hon nita do khong ¢6 dia chi cia Name Server géc nén cdc 4nh
Xa dia chi cia cdc tram wén mang Internet s€ khong thye hign duge.
Trir khi ta str dung tuy chon forwarders duéi day,

forwarder
Tuy chon nay nhan gi4 tri [x mot danh sach dia chi IP. Named s& truy
vin cdc Name Server theo danh sich nay néu tim ki€m trong cache
Khong thanh cong. Viéc tim ki€ém duce tign hanh theo thit ty cho dén
khi mot Name Scrver tra 16v.

slave

Tuy chon nay cho bi¢t day 1a mot Name Server phu (slave), téc 1a né
khong truy vin chinh nd ma chi giti yeu cdu 14 cic server trong danh
sdch cua tuy chon forwarders.

2.2. Cdc tép tin co so dit liéu DNS

Cac 1&p tin co sér dit licu sir dung bm named déu cé mot 1én mién firong mg.
Tén micn nay duge chi ra trong I¢.-. cache va I¢énh primary va goi la tén g&c. Trong
CAC 1¢p tin nay ta duge quyén sir dung tén mién va 1&n mAay tisong doi. CAc tén mién
vdi du ™" & cusi duge xem nhu 1a @n tuvét doi, trai Iai né duge xem Ia twong d6i
0 VOl tén gcic. Tén gdc ¢d (hé ky hicu la @.

Dir ticu bén trong mot 18p tin duge chia thanh c4c ban ghi nguén RR, 14 don

vi nhd nhit clia co sé dir ligw DNS. M3i ban ghi ngudn ¢6 mot dang tuong img.
Dang chung coa ban ghi nguén la:

[ domain] [ ttl] [ class] type rdata

Cie trutmg duge phan téch bdi ddu trdng hoac ddu tab. M3i thanh phdn 6
thé bao gém nhiéu dong vi duge dé trong df ngodc 6m | ).

domain Tén ciia mién ma phin d6 4p dung. Néu khong ¢6 phin 1én mién
thi RR s€ ap dung tén mién cua ban ghi trude do.

1l DE loai bo thong tin sau mot thoi gian, m&i ban ghi duoc gdn mot
thi gian sOng - time to live. Day Ia thoi gian mot ban ghi ¢6 gid
tr1 i khi nd duge 1dy ve tir server. Néu ttl khong dude chi ra,
named sC sir dung gid tri ttl nhd nhit cia cdc ban ghi SOA tnrde
dao.
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cless Ldp dia chi, IN cho c4c dia chi 1P, HS cho céc dia chi trong iop
Hesood. B6i v6i mang TCP/IP, 1a luon sir dung 16p dia chi IN.

pe Dang cia bin ghi nguén. Cic dang thong dung nhit 1a A, SOA,
PTR via NS,
rdata Dit liéu cha ban ghi. M8i mot loai ban ghi nguén c6 mot kicu dir

lidu rieng tuomg dng vai né.

Sau day (2 mot sd cdc ban ghi thuimg gap trong 1¢p tin DNS:

SOA La ban ghi m6 t4 cho mot viing (Start of Authority). Céac ban ghi
khdc ti€p theo ban ghi ndy trong tép co s& dit ligu s& chira cac
thong tin cho cdc tram cha mot ving. T4t ca cdc ¢p chi ra trong
Iénh primary déu phdi chia it nhat mét bin ghi SOA. Dit ligu cha
néG chita nhitng trudmg sau:

origin

cOntaet

serial

refresh

retry
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Tén chinh thifc clia Name Server chinh trong mién.
Ten nay luén & dang tén mién wyet doi.

bia chi email cia nha quén tri mang, trong dé6 thay
@ bang dfu chim, vi du myname.it hut.vn

Phién ban cia t¢p tin viing, dudi dang s3 thap phan.
Khi dit li¢u trong tép thay doi thi s6 nay phai duge
ting lén.

S6 hi¢u trén duge cdc Name Server phu nhan bigt
xem co s0 dif ligu ¢6 bi thay d6i hay khong. Vige so
sénth s0 hi¢u duge ti€n hanh trong nhimg khoang thii
gian nhat dinh.

La khodng thoi gian tinh bang gidy ma Name Server
chinh quy dinh d€ cic Name Server phu cap nhit
théng tin. Do hinh trang mang it thay ddi nén thii
gian ndty thuémg 12 mot hay nhiéu ngay,

La khoang thii gian ma mot Name Server phu lién he
lar véi Name Server chinh khi mot yéu cdu truy van



NS

CNAME

MX

hay cap nhat thong tin bi 16i. Thii gian nay khong
nén dé qua nhd vi mot 16i tam thdi trén server chinh
cé the gy ra viée sit dyung lang phi tai nguyén mang.
Gi4 tri duge chon 14 mot hojc nira gid,

expire Thai gian dé mot server foai bo thong tin vé dir lieu
trong ving néu nhu nd khong lién hé duge vai Name
Server chinh. Thoi gian nay thudng lon, theo Craig
Hunt khuyén, gid tri d6 nén 1a 42 ngay.

minin La thot glan sdng mac dinh cho cde ban ghi khong
chi ra gid tri ndy. minimum nén nhan gi4 tri 16n, nhat
la trong cac mang LAN ma hinh trang mang gin nhur
khong thay ddi, ¢4 thé la moOt tudn hoac mot thang.
Khi ¢6 mot ban ghi hay thay d6i, ta ¢ thé gén cho né
mét ttl réng.

La ban ghi lién k&t mdt dia chi IP'vé mot tén mién. Dir liéu ngutn
chira dia chi & ky phap thap phan ¢6 chdm.

V@i mdi tram, né phai ¢ mot v chi mot bin ghi loai A. Tén tram
chi ra trong béin ghi loai A Ia tén chinh thic clia tram d6. Cac tén
khéc clia tram 14 cdc bi danh va phai duoce anh xa sang tén chinh
thite trong cde ban ghi CNAME.

La ban ghi trd té cc Name Server clia cde viing con. Trutmg dit
liéu cia nd chita tén mién cua Name Server, mot bin ghi loai A
duge diing dé chita dia chi IP clia né. Ban ghi nay goi 1a ban ghi
lién két.

Lién k&t mot bi danh vdi tén chinh thic cla may tram.

Lién két mat tén mién in-addr.arpa vdi mor tén may tram. Bén
ghi nay diung d¢ 4nh xa dic chi TP nguge. Tén tram phai 14 tén
chinh thite.

La ban ghi Khai bdo mot mail exchanger cho mot mién. Ci phédp
cira ban ghi MX 1a

[domain} [ttl] {class] MX preference host
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HINFO

host [4 tén cia mail server trong mién, m&i mail server déu c6 mot
sO tham chiu preference 16t né. Chc tram chuyén ticp thu khi
muon chuyén thi cho mot mién sé thir chuyén cho céc tram c6 ban
ghi cho nay dén khi thanh cong. Server nao ¢6 s& tham chiéu nho
hon s& ducre thir trude.

Ban ghi ndy cung cip cdc thong tin vé phan cimg va phan mém coa
he¢ théng. Ci phép clia né nhu sau:
{ domain] [ ttl] [ class] HINFO hardware software

Céc gid tri cua insomg hardware va software dinh danh cho phéan
cltng va phin mém cita hé thong. Tén dinh danh nay duge quy dinh
frong RFCI340 "Assigned Numbers”,

2.3. Viduvé co sa di liéu DNS

DE dé hicu, ching 1a hay 1dy vi du vC .7 & dU ligu cila mot Name Sorver
trong mung Virtual Brewery nhue dd mo i frong cdc chuong trude: vliager, Vi dy
nay twomg doi dé hicu cho vige thict lap DNS cho mdt mang LAN. B¢ c6 (hé =
dung DNS (rong didu ki¢én phic tap hon, c6 thé tham khao 1aj ligu "DNS and
BIND" cia tdc gia Cricket Liu va Paui* Alhitz.

Dudi day ta mot phin cfia (ep dit licu cache: name.ca. Tep nay chida cic bin
ghi vé cic Name Server gde. C6 rit nhidu cde server nhur vay, ta ¢6 thé sir dung
cong cu astookup A€ 1igt ke cac Name Server goc d6.

r

’

r

r

f

’

r

/var/named/named.ca Tép Cache clia mién brewery.

89595999 IN NS NS.NIC.DDN.MIL

; NS.NIC.DDN.MIL 93999999 IN A 26.3.0.103

99999999 IN NS NS.NASA.GOV

NS .NASA .GOV 99599959 IN A 128.102.16.10

Céc vi du sau La cde tép tin duge chi trong i¢nh primary:

Tép tin nrned i

f
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; /var/named/named.hoats

@

Mién géc 14 vbrew.com

IN SOR

janet .vbrew.com.

16
86400
3600
3600000
604800

!

!

;

vlager.vbrew.com. {

minimum: 1 week

IN NS vlager.vbrew.com.
; Mail server

IN MX 10 vlager
; Bia chi quay ngugc
localhozt, IN A 127.0.0.1
; brewery Ethernet
vlager IN & 181.72.1.1
viager-ifl IN CHAME vlager
; news server
news IN CNAME vlager
vstout IN A 181.72.1.2
vale IN A 181.72.1.3
; winery Ethernet
vlager-if2 IN A 191.72.2.1
vbhardaline IN & 191.72.2.2
vchianti IN A 191.72.2.3
vbeaujolais IN A 181.72.2.4

Cac may tram cuc bd cla brewery

serial
refresh: once per day
retry: one hour

; expire: 42 days
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Tep tin named local:

; /var/named/named.local

anh xa dfai chi nquoc cda 127.0.0

Origin ig 0.0.127.in-addr.arpa.

a IN S0A  vlager.vbrew.com. |
joe.vbrew,com.
1 i serial
360000 i refresh: 100 hrs
3600 ; retry: one hour
3600000 i expire: 42 days
360000 ; minimum: 100 hrs
| .
IN N5 vlager.vbrew.com.
1 IN PTR localhost,
Tép tin named.rev:
; /var/named/named.rev anh xa dia chi nguge
; Origin is 72.191.in-addr.arpa.

f IN 5SoA

vlager .vbrew.

joe.vbrew.com.

}
IN NS
; brewery

1.1 IN PTR

com. |

16 ; serial

86400 ; refresh: once per day
3600 ;o retry: one hour
3600000 ; expire: 42 days
604800 ; minimum: 1 week

vlager.vbrew.

vlager.vbrew,

com.

com.



a2
—

IN FPFTR vatout.vbrew.com.

3.1 IN PTR  vale.vbrew.com.

; winery

1.2 IN PTR  vlager-ifl.vbrew.com.
2.2 IN PTR  vbardelino.vbrew.com.
3.2 IN PTR  vchianti.vbrew.com.
4.2 IN PTR  vbeaujolaiz.vbrew.com.

2.4. Kiém tra cdu hinh Name Server

Nstookup 1 mot tién ich cho phép ta d& dang kiém tra cfu hinh cia mot
Name Server. Tién ich niy ¢6 thé hoat dong & ché do tuong téc hoige ché do dong
lénh:

$ nslookup hostname

Lénh trén sC truy vin server chi ra trong tép resolv.conf va tim dia chi cia
hostname. NEu 18p trén ¢6 chita nhiéu server thi nstookup s& chon ngdu nhién mot
trong 30 do.

Trong ch& d¢ tuang tic, bén canh fruy van cho mot tram, ta c6 thé truy vin
bat ¢t ban ghi DNS ndo, ¢é thé hién thi toan b6 thong tin viing cia mot mién bat
k¥.

Khi thue hién 1&nh #sfookup ma khong c6 tham s6, né s hién thi thong tin
vé Name Server mi né sir dung. Theo mac dinh nslookup s¢ tim ki€m cdc ban ghi
lodi A. Ta ¢6 thé thay d8i dang ban ghi duoe truy vn bang lénh "set type = Srype”
trong d& Srype 1a mot trong nhitng dang ban ghi ngudn, vi du:

% nslookup

Default Name Server: rsl10.hrz.th-darmstadt .de

Address: 130.83.56.60

> sunsite.unc.edu

Name Server: rzl0.hrz.th-darmstadt.de

Address:  130.83.558.40

Non-authoritative angswer:

Name : cunsite.unc.edu

Addrezz: 152.2.22.81
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Néu ta (hir truy vin mort t&n ma khong <o dia chi IP twomg tng, song lai ¢é
mét bian ghi Khie trong co s¢ dit ligu DNS thi € nhan duirge thong bdo: "No type A
records found”. D& truy viln cdc bin ghi loai khéc (a diing Ignh "ser type”, vi du biin
ghi SOA cho unc.edu:

> unc.edu

*** No addrezz (&) recerds avallable for unc.edu
Name Server: rsl0.hrz.th-darmstadt.de
Addresz: 130.83.96.60
> set type=S0A
> unc.edu

Name Server: rsl0.hrz.th-darmstadt.de

hddress: 130.83.54.40

Non-authoritative ancwer:
unc.edu

origin = ns.unc.edun

mail addr = shava.ns.unc.edu

serial = 930408

refresh = 28800 (8 houra)
retry = 3600 (1 hour)
axpire = 1209600 (14 days)

minimum ttl = 84400 {1 day)

Authoritative answers can be found from:

UN . EDU nameserver = SAMBA . ACS.UNC.EDU

SAMBA ACS  UNC . EDU internet address = 128.109.157.30

Tuvmg (f ta 6 thé truy vin cde ban ghi foai MX. Néu dang type = ANY thi
[&nh niy s& hicn thi tat ci cde ban ghi nguon lién KEL vdi 1én tram.

> get type=MX
» unc.edu

Non-authoritative ancwer:

s



unc.edu preference = 10, mail exchanger = lambada.oit.unc.edy
lambada.ocit.unc.edu internet address = 152.2.22.80
Authoritative answers can be found from:

UNC,EDU nameserver = SAMBAACS ., UNC.EDU -

SAMBA L ACS, UNC . EDU internet address = 128.109.157.30

Mot trong nhimg (ng dung cia nstookup 13 fdy (hong tin hién thti vé céc
Name Server gaie cho @€p tin named.ca. Khi do 1a truy van vdi dang ban ghi 13 NS
Licn k&t vai mién goc:

> zet typ=NS
>

Mame Server: fb0430 . mathematik.th-darmstadt.de
Addreczsz:  130.83.2.30
Non-authoritative answer:

root) namecerver = NS.INTERNIC . NET

it

{root} nameserver AOS ARL.ERMY .MIL

C.NYSER.NET

{root) nameserver

1]

{root} nameserver TERP .UMD.EDU

fl

{rooct) nameserver NS5, NASA.GOV

(root} nameserver = NIC.NORDU.NET

1

{root} nameserver N5.NIC.DDN.MIL
Authoritative answers can be found from:
{root) nameserver = NS.INTERNIC.NET

(root) nameserver = BOS.ARL.ARMY.MIL

{root} namenerver = ' _NYSER.NET

(root) nameserver = TERP.UMD.EDU

{root) nameserver = NS.MNASA.GOV

{root) nameserver = NIC.NORDU.NET

(root] nameserver = NS.NIC.DDN.MIL

NS INTERNIC.NET internet address = 198.41.0.4
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AQS.ARL.ARMY .MIL internet address = 128.63.4.82
AQS  ARL.ARMY . MIL internet address = 192.5,25.82
205 .ARL.ARMY .MIL internet address = 26,3.0.29
C.NYSER.NET internet address = 192.33.4,12

TERP.UMD.EDU internet address = 128.8.10.90

N5 .NASA . GOV internet address = 12§8.102.16.10
NS . NASA.GOV internet address = 192.52.185.10
NS . NASA . GOV internet address = 45.13.10.121

NIC.NORDU.NET internet address = 192.36.148.17
NS . NIC.DDN.MIL internet addresz = 192.112.36.4

be bict them chi 1iét v& cich sir dung va céc tham s6 clia 1enh nsfookup, hiy
& help taj ddu nhic cla 1enh.

1. MOT SO TIEN ICH CO BAN

Sau khi da cai dat phan co sé vé giao thifc mang  IP va (ng dung chuyén doi
dia chi, ching ta s€ cii dil cac dich vu ¢ bin trén mang. Trong phin nay s& dé cap
viée thi€l 1ap viv quan tri cdc (ng dung co ban nhu inetd server, cc dich va dang
nhap tr xa rlogin. Giao dién cho viée goi thi tuc tir xa (Remote Procedure Call) -
cor 80 clia he thong tép mang NFS va hé thong tin mang NIS.

1. Inetd super-server

Cdc dng dung thudmg duae cung cdp béi cde chuong trinh chay lién tuc goi
la dacmon. Mt chuong triinh dacmon thudmg md mot ¢dng vd nghe lién tuc cic
yéu cdu dich vy dén tir eiic tram trén mang. Khi ¢6 mat yéu ciu dich vu, né s€ tao
mot tién trinh con dé chilp nhan k&t noi va dap tng yéu cau, trong Khi tién trinh cha
viin GEp tuc duy tri vige ling nghe trén mang. Do phii chay lign tuc nhu vy ma
chng vide cha ciae daemon thutmg chiém nhiéu tai nguyén cia hé thong.

Trong Unix, d€ quin |y chung cdc yéu cdu truy cap dich vu, hé diéu hanh s&
str dung mo1 superserver dé "nghe” tat ¢a cde yéu cdu dich vy déng thoi bing ma
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h¢ thong cung cap. Khi cé mét yéu ciu dich vu dén, superscrver s& nhan dang yéu
cdu va goi mot server tuong tng dé ddp g dich vu.

Superserver thutmg sit dung ¢6 tén 1 inetd hay Internet Daemon. Inetd bit
dau thue hién khi hé thdng khési dong va nhan danh séch cac dich vu tir tép tin cdu
hinh dich vu /etc/inetd.conf. Ngoai nhi€ém vu thue hién "nghe" trén mang, nd con
quan 1y cdc dich vu ndi bo clia he thdng nhu davtime dé 14y ngay gier he thong,
chargen dé sinh cdc chudi ky ty ...

Tép cau hinh /ete/inetd.conf duge tao thanh tir cde dong rieng biét ¢o cad
thinh phin nhar sau:

Service type protocol wait user server cmdline
Mdi triimg ¢6 ¥ nghia nhu sau:

service Tén cua dich vu. Mdi dich vu tuomg (ng vdi mot cong truy cap quy
dinh trong ©€p /etciservices, Noi dung t€p nay s¢ dugc trinh bay
durchi day.

type Kiéu socket ma server chéip nhan. D6i véi giao thire hudng lien ket
nhu TCP s¢ dung kiéu sockel 1a stream. Giao thitc UDP 1a giao
thitc kKhong li¢n két thi ¢6 kidu socket 1a dgram.

protocol Teén cua giao thic tdng giao van ma dich vy st dung. Giao thic
nay phai dwge chi ra trong @p /etc/protocol.

wail Ap dung cho socket kidu dgram. C6 thé dat tuy chon 14 wair hoac
nowait. NEu dat wait, inetd chi goi dich vu khi ¢6 yéu cau, Nguoe
ka1 chuong trinh server cia dich vu s@ ngay 14p titc nghe cfng truy
nhdp ngay sau khi khéi dong.

Tuy chon wait thich hop cho cde server don tién trinh. Ching
thutmg nhén tat ca di ligu tdi tir mang réi k&t thic, ching han nhu
cdc server RPC. Cac server da ludng c6 nhidu tién trinh con chay
dong thi thudmg str dung tuy chon newait. Tuy chon nay 1a thich
hop cha socket ki¢u stream.

user La s6 hi¢u dang nhap cia ngudi sir dung thyc hi¢én chuong trinh
nay. Thong thudng 13 root, tuy vily cd mot s6 dich vu ¢é thé sir
dung 14 khodn khéc. Ta khong nén thuc hién mét chuwong trinh
dudi muc diic quyén cao nhdt trir khi chuong trinh dé ddi héi phai
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Server

cmdline

i92

nhy viy.

Dudmyg din ddy du dén chuong trinh server cha dich vu. Cic dich
vu ndi bo duge danh ddu bing tir khod internal.

Lénh v cdc tham s6 cha chuong trinh server. o1 v@ cdc dich v

ctia tram cuc bé thi tnikmg ndy dé trong.

¥

# inetd services //cac dich vy mang do inetd quan ly

ftp stream tcp nowalt root

telnet

stream tcp

in.telnetd -b/eta/izzue

nowait

#finger stream tcp nowalt bin
#tftp dgram udp wait  nobody
#efip dgram udp wait
in.tftpd /boot/diskless

login  stream tecp nowait root
shell stream tecp nowait root
exec stream tcp nowait reot

#

# inetd internal services
cua inetd

¥

daytime stream tcp nowait root
daytime dgram udp nowailt root
time stream tcp nowalt root
time dgram udp nowait root
echo ctream tep nowalt root
echo dgram udp nowait root
discard stream tcp nowait root
dizcard dgram udp nowait root
chargen  stream tcp nowalt root
chargen dgram udp nowait root

Jusr/sbin/ftpd in.ftpd -1

root /usr/sbin/telnetd

/usr/sbin/fingerd in.fingerd
/usr/sbin/tftpd  in.tftpd
nocbody /usr/shin/tftpd

/usr/obin/rlogind in.rlogind
/usr/sbin/rshd in.xshd

/usr/shin/rexecd in.rexecd

//Cac dich vu trong hé théng

internal
internal
internal
internal
internal
internal
internal
internal
internal

internal



2. Chuong trinh digu khién truy nhap

bé bdo dim an toan cho h¢ thiing cling nhu thong tin trong hoan cinh may
tinh duoce ndi vao mang, cde (ng dung trén né c¢in duce thict lap mot co ché hio
ve. Mot trong nhimg méi nguy co la céc chuong trinh {ng dung khéng phan biéi
duge cde yéu cau truy cp dich vu thue su vdi céc yéu cdu vét muc dich xdu. Vi du
finger 1la mot tng dung cung cap thong €in vé ngudi sir dung trén he théng, vdi
nhimg ke tin tic ching co thé ding vng dung nay dé |y nhitng thong tin d6 dé
diing vao muce dich xau.

Vin dé biio v¢ he thong 1a mot linh vure rat rong vai nhiéu gidi phdp ky thuat
khac nhau, trong phén niy chiing ta s& xem xét mot ¢ ché don gidn cia Linux dé
bao v¢ h¢ thong, dé 1 chuong, 1rinh tepd.

Tepd hoat dong bang cdch chuyén cde yeu cdu truy ¢dp dich vu dén daemon
syslog dé kiém tra xem yéu cdu dé 6 hap 1¢ hay khong. Néu duge chdp nhan né
mdi chuyén yéu ciu dén cdc chuong trinh server dé thue hién. Tepd khéng hoat
dong vai cde dich vu stt dung giao thie UDP.

Vi du d€ bito v¢ cho chuong trinh finger, ta them ddng tham s6 sau vio lrong
ep fetelinetd:

% wrap finger daemon

finger stream tecp nowait root /usr/sbin/tepd  in.fingerd

Vige diéu khién quyén truy cip duge thue hién bing cach sir dung cie 18p
dicu khién fetcihosts.deny Vi fetcthosts.allow. Cic tep trén cho bict mdd tram duge
¢hdp nhin hay tir chdi vige st dung dich vu. Khi tepd nhan duge mot yéu cdu dich
VUt mot tram & xa, né & lin hrot ki€m tra cde t@p nay. N&u tén fram cG trong tép
fetchosts.allow thi yéu ciu ducke chdp nhan ngay. Néu khéng né s& kiém tra ticp
1Ep Jetclhosts.deny, néu ¢6 (&én tram thi yéu cfu sé bi tir chéi, Néu tén tram khomg
cd ca trong hai t¢p thi yéu ciu duroe chap nhan.

Céc dong cia nhimg (€p diéu khién ¢6 dang sau:

servicelist: hostlist [ :zhellemd)

Trong dé servicelist 13 danh sach céc tén dich vy cdn diéu khién tir 1&p
fetclservices. C6 thé diing 1r khod ALL hodc ALL EXCEPT, vi du "ALL EXCEPT
finger, tttp™ d€ chi cic dich v, 1rr finger va tftp.

Hostlist 1a danh sach tén tram hodc dia chi 1P, hoac tir khod ALL, LOCAL.
UNKNOWN. Trong d6 ALL chi 1@t ¢d cdc tram, UNKOWN chi céc tram khong
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thue hién duge dnh xa dia chi. LOCAL chi cdc tram ma tén caa né khong chira
ddu "." (thudmg 1a cdc tram cuc bd vi tén tram cuc bd thutmg bé qua ddu chdm).
Vi tén c6 div chdm & didu s¢ tuong duong vdi tat i cdc tram ¢6 tén mién tring
vdi tén ndy, vi du .hut.vn dai dién cho entt.hut.vn, dtvt.hut.vn ...
D¢ tlr chéi truy cap dén dich vu finger vi tftp clia cdc tram bén ngoai mang
cuc bo dé tep /etc/hosts.allow téng va them dong sau vao &p /etc/hosts.deny:
in.tftpd, in.fingerd: ALL EXCEPT LOCAL, .your.domain
Trudmg tuy chon shellemd b thé chita cac 1énh cha shell duge thue hign khi
mdt yéu cdu ¢o @n tram duge chi ra trong cic tép nay. Co ché nay cho phép dat
céc by dé tim thong tin chia nhing kébi tinh nghi 14 tin tic.
in.ftpd: ALL EXCEPT LOCAL, .vbrew.com :
echo "request from $4@%h" >> /var/log/finger.log;
if [ %h != "vlager.vbrew.com" ]; then
finger -1 @%h >> /var/log/finger.log
fi
Cic tham s6 %h va %d 1a tén ciia tram truy cap vi dich vu dugc truy cap. Dé
bi&t thém chi tiét ¢é thé tham khao tii liéu cla hosts-access(S).

3. Cac tép tin services va protocols

Mdi mot loai dich vu thudmg tuong tng vdi nhimg cong truy cap nhdt dinh
va duge quy dinh tai RFC1340 "Assigned Numbers”. B¢ cdc chuong trinh server
vi client cé thé tim duge cong truy cap tir tén dich vu, danh sidch trén s& duge ligt
ké trong 18p /etc/services trén mdi mdy. Méi dich vu trong dng véi mot hoac nhiéu
déng cd dang sau:

service port/protocel [ aliases]

service 13 tén dich vu, port Ia s6 hieu cdng ma dich vu duge cung cdp,
protocol cho biét giao thitc ting giao van duge sir dung, thuing 1a tep hodc udp.
Mot dich vu ¢ thé sit dung nhiéu giao thitc. Aliases 1a cdc tén khac twong diong
ciia dich vu. N&i chung, ta khong bao gidf cdn sira d6i tép /erc/services cia he diéu
hanh Linux. Sau day 1a mot phédn vi dy cuia tép nay.

¥ Tép tin /etc/services

¥
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# well-known services

echo T/tep ¥ Echo

echo 7/udp ¥

ftp-data 20/tep # File Transfer=Protocol {Data)
frp 21/tcp # File Transfer Protocol {(Control)
#

# UNIX services

exec 512/tcp # BSD rexecd

biff 512/udp  consat # mail notification

login 513/tep # remote login

who 513/udp whod # remote who and uptime
shell 514/tep cmd # remote command, no passwd

Tuong tu nhir 1&p tin services, cc thu vién tmg dung mang cdn phéi chuyén
ddi tén giao thie sang s6 hiéu giao thide duge sit dung bdi ting TP, Vige chuyén ddi
nay ducge thue hign thong qua tép /etc/protocols. N6 chita théng tin vé tén giao thic
va 0 higu giao thife tuong dng:

¥

# Internet (IP} protocols

#

ip 0 1P # internet protocol

icmp 1 ICMP # internet control message protocol
igmp 2 IGMP # internet group multicast protocol
tep 6 TCP # transmission control protocol

udp 17 upp # user datagram protocol

raw 255 RAW # RAW IP interface

4. Goi thii tuc tu xa - RPC

Mdt trong nhimg co che thudng diing cho céc ting dung khach-chd 1 co che
goi thi tuc tir xa - Remote Procedure Call. RPC la mot tap hop c4c ham thu vién
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viL cdc tien ich duge phdt tién b Sun Microsystem phuc vu cho gei thii tuc tir xa.
Cac img dung quan trong duge xdy dimg trén nén cia RPC 1a hé théng tép mang
NFS va h¢ thong tin mang NIS.

Mot mdy chd RPC chira tap hyp cdc thi tue mi cdc may khach ¢6 (hé thuc
hicn biang cich Ui cde yéu cau RPC va cde tham s6 cho thd tue, M4y chi sé thue
hién thi tuc niy va gl (rd lai k&t qui cho mdy khdch. Dé ddm bio tinh doc lap doi
vdl he thong, dir tiéu gid di dwge dé dudi dang mé& rong XDR - Extended Data
Representation, sau d6 bén nhan s& chuyén lai vé dang dir li¢u thong thudmg.

Vi sy phat 1rién cia cde phicn bin RPC khéc nhau, sy khong tuong thich co
the xdy ra. Do vay méi chuong trinh RPC déu gdn véi mot s6 hiéu phien ban. Mai
RPC server o6 thé ddp tmg duge nhiéu phién ban khéc nhau déng thoi, néu s6 hicu
phi¢n bin coa RPC client tring véi mat trong nhimg phién ban cila server thi thi
tpe nun ducie thue hién.

Mbi mat mdy chi RPC cung cdp mét hoac nhidu tap hop cdc thi tuc. Mai
(ap duge thie hién nhey mot chuong trinh viéng véi s hiéu tuong tmg. Danh séch
cav chuor g trinh nay duge 1i¢t ke trong t8p /etc/rpe. Mot phin cla (€p niy nhur sau:

¥ /etc/rpc - Cac dich vy st dung RPC

F
L

portmapper 100000 portmap sunrpe

rstatd 1000061 rstat rstat sve rup perfmeter
ruzersd 100002 rusers

nfz 100003 nfsprog

ypserv 100004 ypprog

mountd 100005 mount showmount

Céc may chu RPC cung cip mdt cong truy cap TCP va mot cong UDP cho
maoi chuong trinh daemon. Céc img dung RPC thudmg sir dung giao thic UDP va
chi str dung, TCP khi dir lidu khong vira cho mot géi tin UDP.

Cac chuung trinh RPC khich khong sit dung tép céu hinh /etc/inetd dé tim
¢ong tray ¢ap dich vu vi RPC khong sit dung cdc ¢bng ¢d dinh. Cic céng ma RPC
sit dung ¢ the ding cho nhiéu chuong trinh khédc nhau, do vay né ¢é thé bi chitong
trinh khac chiém mat. Cdch thiic RPC sir dung c6ng 1a RPC chon mot c6ng cé thé
v ding Ky v portmapper, mot chuong trinh quan 1Y cong truy cap. Khi mudn
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truy cap dich vu, img dung RPC khéch phii truy vin portmapper ciia may chu trude
d¢ nhin cong truy ¢ip dich vu.

Cung giong nhu chuong trinh inetd, néu portmapper khong hoat dong thi
cdc 1tng dung RPC s& khong thé howt dong duce. Khi do ta can khéi dong lai
portmapper hing tay hoiic Khdi dong lai toan bd hé thang.

Trong Linux, d¢ khét dong portmapper ta cin goi 1énh rpc porimap trong
fexribin hoje goi o dong (i018p re.inet2. Chuong trinh nay khong cin cdc cau hinh
die hicl.

5. Cdu hinh dé& thyc hién lénh tir xa

C6 nhicu ténh trong Linux 6 thé thue hién trén cdc tram & xa nhv rlogin,
tsh, rep, rexec, Cac 1énh niy md mot shell trén tram & xa va cho phép nguti diing
thire hicn cac 1¢nh teén dé. Do vay ho cin cb mél tal khodn trén tram cén thuc hién
lénh, trén tram nay s& o mot e ché kiém tra, thong thutng ngudti ding dira ra tén
dang nhap va tram do s¢ hdi mat khiu dé xac nhan.

Khi mot ngutn ding thuimg xuyén st dung 1énh trén cdc may tram tir xa, ta
6 thé b qua viée x4ae nhan mat khiv. C6 hai cich d€ thue hien:

Cich thir nhat [a ngudi ding root trén mot tram cho phép mdt hay nhiéu
ngudi trén mot hay phiéu tram truy cip vio ma khong hdi mat khiu. Khi d6 ta cdn
thém cAc 1én mdy tram va tén ngudi diing vao trong t&p /ete/hosts.equiv. H¢ thong
s& xem cde npudi dung 1 xa d6 1a twomg durong voi cle nguoi diing trén tram cuc
b,

Cach thit hai 1 mot ngudi sir dung cho phép cde ngudi khac dang nhip vio
hé¢ thong bing tAi khodn cia minh. Nhimg ngudi nay duge ligt ké trong tép tin
.thosrs trong thu muc home cla hy. Dé bao dim an toan, 1&p nay phéi thude quyén
57 hitu clia ngudt d6 hoac ciia root va khong duge 1a mot lien KEt bidu tugng.

Khi mot ngudi sir dung goi mat 1énh trén tram & Xa, tén ctia ho s& duge kiém
tra trong &p /etcfhosts.equiv trude, sau dé dén 1&p .rhosts trong thu muc home cia
tai khoan ma ho mudn diang nhap.

Vi dy: huyme la ngudi ding trén tram mayl, phuongnt 1a ngudi dung trén
tram may2. huyme muon ding nhap tir tram mayl vao tram may2 bing lénh:

$ rlogin may?2
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. Khi d6 may2 sé kiém tra tgp fetc/hosts.equiv dé xdc dinh xem huyme cé
duge dang nhdp tr do hay khong, néu sai né s& kiém tra iEp t&p .rhosts trong thy
muc home cua phuongnt.

Gia s tep /etelhosts.equiv clia may?2 nhu sau:

mayl

-may3

mayd.hut-it.edu.vn hungnt

Mdi déng cha 1&p trén gém tén may tram va tén ngudi ding (tuy chon). Néy
khong chi ra tén nguwdi diing thi mac dinh [ At ¢d ngudi ding trén tram dé. Déu -
cho bi¢t ngudi diing trén tram dé khong dwoe quyén dang nhap. Trong vi du trén
huyme s& duge quyén diing nhap tr do viao may2. Trong trudmg hop mudn dang
nhap vdi tén cita phuongnt thi sé bi hoi mat khu:

[l

5 rlegin -1 phuongnt may?

Gia st t¢p .rhosts trong thu muc home cia phuongnt trén may2 c¢6 dang nhu
S

may 3

mayl  huyme

Dong thit nhit cho phép moi ngudi trén tram may3 ¢6 thé dang nhap ty do
vao tai khoan cta phuongnt. Dong thif hai chi cho minh huyme trén tram may |

duge truy nhap r do vao tai khoan nay.

Do viée trao doi dinh danh mdy duge thue hién thong qua dia chi [P, do da
méy chit RPC s& nhan duge dia chi IP clia tram khéch va sir dung dnh xa dia chi
nguoe d€ tim 18n may tram. Vi vay:

- Tén mdy tram trong cdc t&p Jetc/hosts.equiv v .thost phai 1a tén chinh

thic coa tram da.

- Néu ién tram khéch (3 tén mién ddy du (trong trrong hop sir dung DNS)
thi tén mdy tram nit got trong cdc @p trén sé duoc bd xung thém phan tén
mién cuc bo,
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I1I. HE THONG TIN MANG NIS

1. Gidi thidu vé NIS

Khi sir dung h¢ thoéng mang néi chung, muc dich cla chiing ta 1a lam cho
moi trudng mang (e nén trong sudt A vt ngudi sir dung. Mot trong nhimg diém
quan trong 1a lam cho cac dit liéu quan trong nhu thong tin vé ngudy sir dung, vé
cac tram trong mang la dong nhat trén taf ca céc tram lam viéc. DNS la mot trong
nhimg tng dung nhu vay. Tuy nhién viéc sif dung DNS la tuong doi phite tap va
trong mot mang LAN tht gidi phdp "con nha giau” nay ¢d thé giy kho khin cho
NgU™M quin fri mang.

Chinh vi vay ma Sun Microsystem di phat trién hé thong tin mang NIS -
Network Information System. NIS sung cp cdc tién ich trmy cap co s& dir lieu dé
phan phdi thong tin, chiang han nhu dit ligu trong /etc/pusswds va letc/groups cho
tit cd cde tram trong mang. Bidu niy lam cho mang 11¢ nén nhu mot hé théng duy
nhat. Tuceng tu nhir vy cho cde thong tin vé cdc tram trong 1&p Jeto/ hosts.

NIS duge xay dimg trén vige goi tha tue tir xa RPC. N6 bao gém mot thy
vin cua mdy chu, thur vién tram khéch va cdc cong cu quan tri. Ban diu NIS duoe
goi la YP -Yellow Pages. Song mét san pham khéc cling tén 1a YP ¢6 ban quyén
thuge cong ty British Telecom. Lo vay Sun khong duoc st dung tén nay nhung vin
st dung yp nhir mot tién (6 cho céc tién ich nha ypserv, yphind...

Cung vdi su phdt trién clla NIS ma xudt hién su khdc nhau trong ¢dc phién
ban. NIS “truyén thong" duge xay dung trén thu vién libe 4/5. NIS+ 13 md 1ong
ctia NIS song ¢ hd tro bio mat thong tin. NYS la mot phién ban chudn ¢6 hé tr
cit NIS va NIS+. Ca NIS via NIS+ ban ddu déu khong hd trg mat khdu &n (Shadow
Password).

Neudi diing Linux Redhat phién bin 6.0 ¢6 thé khong cin dé § dén su khéc
nhau trén. NIS hién thoi frong Linux str dung tha vién GNU C Library 2.x (aka
libe6) ¢ hd ey ca NIS, NIS+ vi mat khau dn.

2. Hoat déng cua NIS

NIS luru it co s dir ligo vé thong tin quéan i mang trong cée tep tin goi 13
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mapy. Cac 18p un nay duge dat trén mot NIS server trung tam, tir d6é cac NIS client
cé thé truy cap dén thong quan cdc thi tuc tir xa RPC. Maps thutmg i cac tép
dang, DMB, mat dang co s di ficu dom gidn dudi Linux duge quéan 1y béi chuong
trinh gdbm.

Cac tgp tin maps duge tao ra tir cdc t¢p van bdn nhw Jetc/hosts hay
fetcipaswds. MGi 1€p van biin ¢6 the ao ra nhidu 1¢p maps khac nhau wy thude vao
khod cua nd, vi du néu khod 13 &n tram thi ta c6 t&p hosts.hvname, néu khod 12 dia
chi [P thi ta ¢ t&p hosts. hvaddr. CAc 1¢p maps théng ding

Bdng 4.1. Mot s6 t&p cd s¢ dit ligu cia NIS

Tép Master Tép map wromg g

fetefhosts hosts.addr Hosts bynams:
fete/metworks network byname Network _byaddr
fete/passwdd passwd_byname Passwd . byid
fetef/groups groups. byname Groups. byid
fetefservices services.hyname Services.bynumber
fetchpe rpe.hynumber Rpc.byname
fete/protocol protacol bynaime Protocol.bynumber
Jusrflib/aliascs mail.aliases

M mot 1ep maps ¢6 mot tén ngdn hon dé€ d& nhd 36i voi ngudi str dung poi
la cdc micknamie. DE hién thi danh sdch cde nickname 1a ding cong cu ypeat:
[=4

3 ypcat -x

NIS map nickname tranzlation table:

"hozts" -> "hosts.byname”
"networks" -> "network.byaddr"
"passwd" -> " passwd.byname"
"groups" - "groups.byname"
"zervices" -> "services.byname"
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Céc chuong trinh may chu cta NIS thudmg ©6 tén k ypserv. Trong céic mang
¢3 nho va vira nén sit dung mét mdy chii NIS dé d& quan ly. Cac mang Iém thudng
c6 nhiéu mdy chi NIS, mdi médy quan Iy mot phan doan mang dé trdnh qu4 tai cho
mot mdy chi. Cac may chi nay duge dong bo dir lidu bing cdch chia Lim méy chi
chinh, mdy chit phu. Céc t¢p tin map chi duge tao ra trén cac mdy chu chinh va
phan b6 dén tdl ca cdc may chi pha.

Mot micn NIS 1a tap hop cdc may tram dwoe quén Iy bdi mot may chit NIS.
Khong c6 sir dong nhil gira mién NIS va mién DNS. Khdi niém mién NIS chi ¢6 v
nghia vé quin tri, né la trong sudt ddi véi ngudi st dung. Do vay tén mién NIS chi
¢ ¥ nghia doi voi ngudt quin tri mang. B¢ hién thi va thiet 1ap t&n mién NIS ta sir
dung énh domainnanie. Lénh ndy khi khong 6 tham s& s& hién thi tén mién, 6
tham s6 s¢ thiét ap 1én mién, vi du:

3 domainname nis-domain

Tén mién NIS s& cho bigt may chi cia mién nao cée dng dung sé truy cap dé
nhan thong tin cin thict. DE hiét duge médy chii nio trong mang 13 NIS server, cic
chuong trinh fng dung phai hdi yphind, mot chuong tinh daemon c6 nhi¢m vy
phat hi¢n NIS server trén mang.

Ypbind phét céc g6i tin quang bi dé tim mdy chit NIS. Khi nhan duoc g6 tin
tra 181 ddu tien cliia mot mdy chi NIS nao d6, wphind xem nhu dé 1a NIS server gén
né nhdt va st dyng cho cic yéu cdu NIS Idn sau. Sau mot khodng thdi gian, hoic
Khong truy cap duge vao médy chi NIS, yphind s& ti€n hanh do tim lai mdy chi
NIS.

Néu khong st dung cic géi tin quang bé, ypbind ¢6 thé tim duge mdy ch
NIS tr céc (¢p cdu hinh do ngudi quin tri mang thict iap. Viéc quing ba c6 thé
lam cho h¢ thong d€ bi tdn cOng pha hoal néu ¢6 mot mdy sit dung mot NIS server
gia dé danh 1ira vpbind.

3. Cai dat va cau hinh cho may chd NIS

Trong phin niy ta s (i€n hanh cai dat mo may chi NIS cho mét mang chira
cé mdt mdy chi NIS nao. Vi mang dd c6 mot he thong NIS, ta chi o6 thé cai uat
thém mot may chit NIS phu, néu khong todn bd cdc dich vu mang s& khong thé
hoat dong duoe.
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3.4. Cai ddt mdy chit NIS chinh

Trude ticn ta cin cai dat phin mém ypservd lén mdy tinh. Chuong trinh
server clia NIS 1a ypsery s€ duge cai vao trong tha muc /usr/bin. Chc tép dit Llieu
map s& duge dé trong thu muc varfyp/nis-domain v 2id su nis-domain 13 én
mién cha hé thdng NIS. Ngoii ra tén cGa thu muc ~var/yp/nis-domain con cho NIS
server biet tén mién né dang phuc vu. Néu phin mém ypservd chua dugc cai va
dang dé trén dia CD, ta [im nhv sau:

S rpm -1 /mnt/cdrom/Redhat /REMS/ypservd*

$ mkdir /var/yp/nis-demain

De tao cac t¢p co st dit [iéu map tir cée t&p van ban, ta st dung chuong trinh
makedbm. Do d6 pha dam bao rang chuong trinh trién dd duge cai dat wrén méy.
Vige tao cde 1€p map duge thue hién tr dong thong qua mot makefile. Trong tép
nity di chira 141 ¢a céc 1¢nh cin thiét dé tao cde tep tin map bing makedbm. Sau khi
cai dat phin mem ypservd, tép trén da ¢6 trong thy muc /varfyp. Dé tao céc tép
map ta dung 1énh "mauke”. Lénh nay nhan tham s¢ tén mién tir lénh domainname.
Tom lad ta thue hién:

$ domainname nis-domain

$ cd /var/yp

5 make

Cdc t¢p tin map khong tr dong cap nhat mdi khi ta sita d6i thong tin quan tri
mang. Do vay khi ¢ su thay déi, ta cdn thuc hién lai 1énh micke d€ cap nhat s sira
doi d6. Cin bao dim ring chuong trinh ypserv ludn duoc thuce hien mdi khi ta khoi
dong fai hé thong. Diéu nay dugc thue hién bing céch dua né vio trong /etc/re.

3.2. Cai dat mdy chit NIS phu

Trong cdc mang vdi nhiéu tram 1am vige, sit dung mot may chil NIS c6 thé
larn cho nd bi qué tai. Hoac khi cd su ¢d thi toan bo he thdng mang sé khong hoat
dong duge. Vige st dung thém cic may cha NIS phu s& 1am hé théng hoat dong
hi¢u qua hon.,

Viée ¢ai dit mdy chi NIS phuy chi khéc v&i mdy chu NIS chinh & chd tao céc
t¢p tin map. Chdng khong duge tao bing mukedbm ma duge 1dy vé tr may chi
chinh. Trudce tién thiét [ap mdy chi phu nhtr mot tram khach NIS (xem phin sau).
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Thém tén chia mdy chi phu vao tép /var/yp/servers trén may chinh va thuc hicén
1&nh sau trén tram khéach:

§ fusr/lib/yp/ypinit -s masterhost
Trong dé masterfiost 1a tén cla médy chi chinh. DE cdc mdy chl phu cap

nhét dir ligu tir mdy chu chinh nhiam bio dam sy déng bo, ta sir dung céc 1énh sau
trong 1&p crontab:

20 * * * *

fusr/lib/yp/ypxfr lperhour
0 6 L A /usr/lib/yp/ypxfr lperday
55 4,18 L /usr/lib/yp/ypxfr 2perday

4. Cai dit tram khach NIS

Trudc tién can ca dat phan mém yphind 1én mdy tram (néu ta chua cai
ypbind lic ca dat hé thong) -

5 rpm -i /mnt/cdrom/Redhat/RPMS/ypbind*

Budc t1¢p theo 1a phai chi ra tén clia mdy chi vi tén mién NIS ma tram
khich sit dung trong &p /ete/vp.conf. MOt vi du dom gian cho tép tin trén trong
mién nis-domain vd may chi 13 In-server:

¥ vp.conf -YP configuration for NYS library.

#

domainname niz-domain

server In-server

Dong 1¢nh ddu tién cho biét tram khdc thudevao mién NIS én la nis-
domain. Néu khong ¢d dong 1énh niy thi ta ¢6 thé chi ra tén mién NIS bing lénh
domainname 2 ddu nhac 1énh. Dong [2nh thif hai chi ra 1én clia may chi duge st
dung. bia chi IP cta may chi phai dugce chi ra trong tép /efc/hiosts. Hoac ta ¢6 thé
str dung true tiép dia chi IP trong dong 1énh nay.

Khi ta sir dung mdy tinh thukmyg xuyén phai thay doi mién NIS, vi du nhu
mdy tinh xach tay, ta ¢ thé chi ra nhiéu mién NIS va cdac mdy chd tuong tng véi
né bang 1énh server. Tép cdu hinh nhw vi du dudi diy cho phép thyc hi¢n didu dé:

# yp.conf =~ CAu hinh cta may Nis client

#

203



server ln-zerver1 domainnamel

server ln-server? domainname?

Khi mu6n mang may tinh dén sir dung trong mot mang tuong ng vdi mién
nao, ta s& ding 1énh domainnane ai ddu nhic ténh dé thiét lap tén mién do.

Sau khi di tao ra cdc 1ép cdu hinh co hén, ta nén kiém tra xem chuong trinh
yphind dd hoat dong t6t hay chua. Trude hét khoi dong ypbind, sau d6 ding tien

ich ypeat dé 1y thong tin quan 1y hai NIS server. BE xem lhung tin vé dia chi IP
cua cdce tram {a lim nhu sau:

§ vpbind

% ypcat hostz.byname

162.168.50.1 mayl
192.168.50.2 may2
192.168.50.3 may 3
192.168.50.20 may20
1%2.168.50.4 may4

Neéu Ienh vpeat Khong cho két qua nhu trén hodc nhan dge thong bdo "Can't
hind to scrvers domain”. ¢ nghia [4 h¢ théing NIS hoat dong chua 16 Kidm tra lai
Xem (En mien va tén cla server dal trong yp.conf co tring vaa 1én (g véi mién v
mity chil NIS hay Khong. K&t hgp vdi kiém tra lién k&t (6i may chil bing 1énh ping.
Néu may cha di hoat dong, kiém tra lai suchoat dong clia ypsery hiing 1énh rpeinfo:

$ rpcinfo -u serverhost vypscrv

program 10004 version 2 ready and waiting

Treng d6 serverfiost L en mdy cha NIS, néu nhan duge thong bao nhu trén
cd nghlu L ypsery di hoat dong 161

Cudi cling, ta nén cho chuong trinh yphind tr thue hien méi khi he théing
khdi dong biang cdch thém vao irong thu muc fetc/re.

5. Lua chon cac tép tin map

Thuce chdt, NIS cung cip céc thong tin gidng nhu trong céc (¢p cffu hinh cha
mat tram cuc hd nhar fetc/hosts, fetclpasswd.... Khi sir dung NIS ta cin lya chon
nhimg t&p ciu hinh nio cua tram cuc bo cdn duge thay the bdi NIS. Thong thudmg
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NIS duge sir dung dé tra cdc 1thong tin v& may tram va tai khoan cha ngudi ding.
Cac thong tin rilt ndy hiru dung trong trudmg hagp mang khong sir dung hé thong tén
mién DNS, déng thdi cho phép ngudi siy dung ding nhap vao bit k¥ mot tram lam
vi¢e nao trong hé thong NIS. Khi d6 ta cdn sir dung mot thu muc /home chung va
chia sé cho taf ca cdc tram bing hé thang tep mang NES. Mot tép tin map khdc la
service byname duge st dung khi ta cli dat thém cic dich vu mang cé tén khong
thude &p chuin services, khi d6 ta khong phdi sira lai cée 1ep services trén (dl ca
cde tram.

Mic dit da sit dung NIS nhu mot hé quin tri tap trung, hé théng nay vin cho
phép cac tram 1am vige dude quyén tr do fwa chon hode sit dung ciiu hinh cuc ha,
hode sir dung cdu hinh @r NIS server.... Thit v sit dung duge chi ra trong 1&p
fetcinsswiteh.conf, con duae goi td Name Service Switch.

Thit 1y st dung dich va tuy thude vao timg dang dit ligu cu thé, D vai
thong tin v¢ (én cua dich vu (services), i€p tin services.byname khong cé thianh
phin kbdc vdi (¢p tin Jete/services. N6 chi ¢6 hé chira nhidu thong tin hon khi 1a
st dung mot sd dich vu mdi ma hé théng ban ddu khong cb. Do vay thit tu sir dung
Lla1ep tin cye b tnrde 16l méi dén NIS. Trédi lai ép tin /etc/hosts chita di ligu vé
dia chi cla cdc tram la thong tin thumg thay déi, vy nén sit dung NIS hay DNS
trude, sau dG d¢n 1€p tin cuc bo phong khi NIS hay DNS khong hoat dong.

Vi du sau diy cho bict thit ty sir dung dich vu elia céc him gethostbyrame(),
gethostbyaddr( ) va getservbvname(). Cic dich vu 1iét ké trude sé duge sir dung, néu
chura thanh cong s¢ GEp tue dich vu sau do.

# Vidu /fete/msswitch.conf

#

hosis; nis dns files

services: liles nis

Duén diy b danh sdch cdc dich vu c6 thé st dung trong t¢p fin
ferclnsswitch.conf. Cac €p tin, chuong trinh cu thé duge st dung phu thude vao
timg loai dich vu:

nisxplus hay nis+

Sir dung NIS+ server cho mién NIS hién thai. Tén cha server duge chi
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ra trong &p tin /ete/nix conf.

nis
Sir dung NIS server cho domain hién thdi. Tén clia server duge chi ra
trong t€p un ferc/yp.cont. V@i thinh phan hosts, cdc t¢p map la
hosts.byname vi hosts.byaddr séduge st dung.

dns
Sir dung DNS server. Dich vu nity duge sit dung cho minh thanh phén
hosts. Tén clia server truy vin duge dat trong @p tin /etc/resolv.conf.

frles
Str dung cac tép ¢ilu hinh cue b, vi du /etc/passwd cho thanh phén
passwd.,

Jbm

Tim thong tin trong cic t&p tin ¢o s& dir liéu /var/dbm. Tén cla cic tép
tin 13 cdc 1€p tin map tvong tng cua dich vu NIS.

Cac thiinh phan ducic hd trg hién thdi clia NYS 1 hosts, networks, passwd,
group, shadow, gshadow, services, protocols, rpe, and eihers.

Néu cé tir khoa [NOTFOUND=rcturn] trong cdc thanh phin cla t¢p tin
nsswitch.conf, NIS s& thodt ra ngay ma khong st dung tié€p cac dich vu sau trong
trudng hop nd khong tim thiy thong tin & dich vi trude d6. Chi khi nao dich vu
trare bi 161, NIS mdi dung tiép dich vu sau. Trong vi du dudi NIS chi sir dung cac
tep an cuc bo khi khdi dong hoac DNS, NIS server bi hdng.

# /etc/noaswitch.cont
#

hozts: nisz dns [ NOTFOUND=return] files

network: nis [ NOTFOUND=return] files
services: files nis
protocol: files nis
rpc: filez nis
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6. SUrdung céc tép map passwd va group

Mat trong nhimg tng dung chinh cla NIS 12 déng bo théng tin vé cac ta
khodn cila ngudi sir dung trén 14t ca cac tram trong mién NIS. Khj d6 thong tin vé
nguot dung trén tram duge 1iét ké mot phin nhd trong /ete/passwd, phdn con lai
trong tép 1in map passwd.byname. Viéc chon nis trong 1ep feteinsswitch.conf chua
di dé NIS ¢6 thé howt dong ding.

Khi sir dung tai khodn clia nguti diing dwge cung cap bdi NIS, trudce tién
phai bio dim s6 hiéu clia ngudi diing trong 1ép passwd phai triing vdi s hidu cla
ngudi dung d6 trén NIS. Néu s hiéu ngudi ding, s6 hiéu nhém ciia ngudt do khac
vdi thong tin cla trén NIS, ta cdn sira lai cho tring nhau.

Trude ticn thay doi s6 hi¢u ngudi ding (uid) vh s6 hiu nhém (gid) trong tep
fetclpasswd Vi Jetcl/group trén tram cuc b sang céc gid ti mdi clia NIS. Sau dé d6i
quyén s¢ hitu clia tdt ca cdc 1ép 1in bing cdch thay sd hiéu uid va gid ci sang uid va
gid mdi. Gia st ngudi d@ing anhnv ¢6 s higu uid 14 501, thudc nhém sinhvien cé
gid 12 423, ta sta doi1 quyén sé hitu nhir sau:

¥ find / -uid 501 -print > /tmp/uid.501

 find / -gid 423 -print > /tmp/gid.423

s

cat /tmp/uid.501 | xargs chown anhnv

¥ cat /tmp/gid.423 | xargs chgrp sinhvien

Sau khi thye hign cic cong vige trén, s& higu uid va gid cha mot ngudi ding
rtn mdy tram s& déng nhdl véi NIS. Budc tiép theo la sira ddi 1ép
letcinsswiteh conf nhu sau:

% /etc/nsswitch.conf

pasaowd: nis files

group: nis files

Tep trén quy dinh 1énh login va cdc 1énh thude ho ndy s truy viin NIS server
khi mot nguti ding mudn diang nhdp, néu khong tim thiy né s& tim (i€p dén cic
1¢p cue bh. Thong thudmg  ta loai bo hdu hét ngudi ding khoi cdc €p cuc bo, chi
g dai root hode céc tai khodn chung nhu mail, news... cho mot s8 tdc vu cin
chuyén @61 s6 hi¢u uid sang ten va nguge lai. Vi du chuong trinh quan 1§ cong vice
cron sir dung 1&nh su d€ tam trds thanh news. Néu news khong c6 trong /etc/passwi,
chuong trinh trén s& khong thue hién duge.

Khi ngui ding muén thay d6i mat khdu, ho khong thé ding lénh passwd
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nhu khi chua ¢6 NIS. Lénh passwd chi c6 tac dung sira déi céc tép cdu hinh cuc bo.
NIS cung cdp mot cong cu 1a yppusswd, nd khong nhimg cho phép sira mét khau
ngudi ding trén NIS ma con thay déi cdc thude tinh khac nhu shell... Chirong trinh
ndy duoc thuc hién khi khdi dong hé thng bang cich thém rpc.yppasswdd vao
trong rc.inet?.

Vi théi quen ma ngudi st dung cé thé gd 1énh passwd khi musn d6i mat
khau. Gidi phap & day 1a thay passwd bang mot lién két dén yppasswd:

# cd /bin
# mv passwd passwd.cld
¥ 1n yppasswd passwd

IV. HE THONG TEP MANG NFS

1. Gidi thiéu vé NFS

Hé thong t¢p mang - Network File System, 1a mét dich vu mang duge diung
khi phé bign. NFS duge xay dung dua trén vige goi thu tuc tir xa, cho phép st dung
cAc 1&p tin trén cdc tram & Xa gidng nhu chiing & trén tram cuc bo. NFS bao gom
chitong trinh client trén may cdn sir dung cdc t¢ép tin va chuong trinh server cung
cdp céc tép tin. NFS ¢ thé duge sir dung trén nhicu hé thdng khac nhau, viée truy
cap c4c 1¢p tin }a trong sudt ddi vai ngudi sir dung.

NFS ¢6 cac wu diém sau:

- Dir liéu danh cho ngudi sir dung ¢6 thé dat trén mot tram tap trung, céc
tram khéc 6 thé thigt 1ap thu myc nay lic khdi dong. Mot vi du dién hinh
la khi diing NIS, it ci tai khodn cha ngudi st dung duge luu trén mdy
chii, thir muc /home trén mdy chiv duge thidt 1ap trén céc tram lic khoi
dong. Khi d6 ngudi ding ¢6 thé dang nhip vio bt k¥ tram nao nhung thu
muc home ciia ho khong thay déi.

- Dit liéu chiém nhiéu dung lugng dia ¢ thé duge giir tai moét tram va phan
phéi cho céc tram khac.

- Thong tin quin tri mang duge tép trung tai mot tram. Khong cin phdi
diing rpc dé thiét 1ap cdc ép cdu hinh gidng hét nhau trén (4t cd cédc tram.
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NFS trén Linux dwge vigt chil y&€u béi Rick Stadkey, 13 ngudi vict mi cho hat
nhan va ma ngudn server cha NFS. Chuong trinh NFS server duge k& thira tir NFS
server unfsd cua tac gid Mark Shand v hnfsd ciia tic gia Donald Becker.

2. NFS hoat ddéng nhu thé nao

Mot chirung trinh client ¢4 thé thi€t lap mot tha myc clia mot tram & xa trén
mot thu mue cua minh bang lénh mount gidng nhu d6i véi cdc thict bi leu trit. Chi
luu y cach thite d€ chi ra thu myc trén mot tram & xa 1a hostname tdirname, vi du
trén tram may | ta thue hién:

$ mount -t nfs mayZ:/home /users

Lénh mount s¢ ket not vai chuong trinh  mowuntd trén tram may2 thong qua
céc thu tue RPC. Mountd kiém tra xem thu muc /home c6 duge cho phép thict lap
tir xa hay Eh(mg, mayl c¢6 duge quyén thiét 1ap thy muc nay khong. Néu ¢6
mountd s& trd vé mot tep handle dé sit dung cho céc yéu cdu tray cap dén thu muc
fusers trén mayl.

Khi ngudi sir dung truy cap tép tin trén NFS, mot 1 goi RPC s& dugce g
td nfsd (NFS daemon) trén mdy chil. Tham s6 cla thii tue nay 1a tép handle, 1én
t&p cén truy cap, s& hiéu ngudi sir dung va s& hiéu nhém. Céc tham s6 nay duge dé
xéc dinh quyén truy cap cla ngudi ding. B¢ trdnh viée sita va doc céc tep tin trdi
phép, s0 hi¢u ngudi diing vi s6 hiéu nhém phdi trdng nhau trén cd mdy chil v may
khach.

3. Chuan bj cho NFS

Trude khi st dung NFS cho di |3 mdy ch hay mdy khéch thi hat nhan hé
thong phai hé trg NFS. B¢ kiém tra ta ¢6 thé truy cap vao hat nhan thong gua giao
digén /procifilesystent.

5 cat /proc/filesystems

minix

ext?

msdos

nodev  proc¢

nodev nfs
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Néu nfs khong ducre [ét ké trong danh sdch hé thong tép, ta can bién dich lai
hat nhan véi tuy chon 1 ¢6 hd g NFS. Xem lai phin " C4u hinh cho hat nhan" dé
hict thém chi tiét.

V@i Linux ¢ hat nhan phién ban tir 1.1, ta ¢6 thé diing mot céch khdc dé
Kiém tra xem hat nhin da hé trg NFS hay chua. Tao mét tha muc trong /imyp va thi
thiét fap trén tram cyc ho:

§ mkdir /tmp/test

5 mount localhost:/ete /tmp/test

Néu nhan duge thong bao: "fs type nfs no supported by kemel” chimg 16 hat
nhin chura hd trg NFS. Cac thang bao khdc cho bidt ta chuta cdu hinh ding cho cac
chuong trinh NFS trén hé thong.,

4. Thiét 1ap mot thu muc NFS

Mot thie muc trén NFS duge thict 14p nhu cdc h¢ thong ép binh thuong. Cd
phap 1énh mount nhue sau:

$ mount -t nfs nfs volume local dir option

nfs volume 6 dang, remote host:remote dir. Do ky phép trén chi ding
trong NFS nén ¢ thé khong cdn diing ¢at tuy chon - #fs.

C6 nhiéu tuy chon khi st dung 1enn mount d€ thi€t [ap mot thuy muc trén
NFS. Cic tuy chon ¢d theé dua trén dong 1énh bing tham sé -0, hoac trong truomg
option ctua letc/fstab. Trong ci hai trudmg hop, céc tuy chon duge vi€t cdch nhau
bing ddu phdy. Tuy chon trong dong lénh luon phi quy€t tuy chon trong fetc/fstub.

Vi du mot thinh phin cla /efelfstab nhu sau:

# volume mount point type options

news:/usr/spcol/news /usr/spool/news nfs timeo=14, intr

Khi d6 ta sir dung l¢énh sau dé thié& ap thu muc NFS:

# mount news:/usr/spaocl/news

R& rang vice str dung Zetc/fstuh cho phép ta tiét kicm duge cong sife g0 1énh
mount khi ¢6 nhiéu tuy chon. Danh sach ddy di ciia céc wy chon duge tham khao
1ai tai ligu nis. Sau day la mat sé tuy chon thutmg dung:
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rsize=n, wsize=n

Kich thude ciia gdi tin sit dung béi NFS client khi doc va ghi len thu
muc NFS. Mic dinh 14 1024 bytes, 1a £131 han clia mot géi tin UDP.

timeo=n
Thon gian tinh theo giay ma NFS client choy mdt yéu cdu hoan thanh,
Gid tr mice dinh 130, 7s.

hard
Thict 1ap cing mot thu muc NFS (hard- -mounted). DAy 1a tuy chon
mdic dinh.

soft
Thic¢t 1ap mém mot thu muc (soft-mounted).

intr

Cho phép dang tin hiéu ngat I6i goi NFS. Tuy chon nay douc sir dung
khi mdy chti NFS khong trd 1od.

Trr céc tuy chon rsize va wsize, cdc tuy chon khéc déu dung trong trudmg
hgp mdy chit tam théi khang trd 16i. Hoat ddng cia chiing nhu sau: Khi mot client
gui mél yéu ciu dén NFS server, no sé chd mot khodng thoi gian timecout. Néu
khong ¢6 tra 1é1 {minor timeout), thi gian nay s& duge nhan 1én gip doi cho dén
khi virgt qud 60s (major imeout).

Khi mat minor timeout xdy ra, client s& hién thi mot théng bao 1én man hinh
va lién hanh yéu cdu lai véi gia tri timeout tang gdp doi. Néu qué trinh cif phéi ti¢p
tuc dién ra nhir vay cho dén khi thanh cOng mdi thoi thi qué trinh nay goi Ia thigt
lap cimg. Néu qua trinh phii dimg sau major timeout thi goi la thiét 1ap mém. Khi
ghi in mot thu muc NFS, dir ligu duge dua vio viing déem dén khi ddy mdi ghi
hodc ghi & 14n goi sau (write-behind) nén cdc chuong trinh sir dung thiét 1ap mém
s& khong bi€t duge qud trinh ghi ¢ thanh cong hay khong.

Vige lya chon thict 1ap mém hay thiét lap cing 1a tuy thude vao di lidu cila
chuong trinh nio duge sir dung. Céc di ligu chuong trinh X quan trong vai nhiéu
clra 86, thue hién cham ta nén thist lap cing ¢ bao ddm tram khéch chdf cho dén
khi dit ligu dé duge thiét lap. Cic dir ligu khong quan trong ctia FTP, News ¢6 thé
thi¢t fap mém 3¢ tranh he thong bi treo khi mot s6 mdy chi dé tam thdi khong
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hoat dong. Khi k&t ndi véi may chil qua router, ta phai tang thoi gian timcout, dat
thi&t lap cing va cho phép ding ngit dé huy b yéu cdu thigt 1ap.

D¢ hién ihi thong tin hién thdi vé cac thuy muc dang duge thiét 1ap, ta cd thé
dung tién ich showmiount. Tién ich nay duge phin phdi k&m theo phin mém NFS
SEIVCT.

5, Cac chudng trinh cla dich vu NFS
DE mot tram ¢6 thé cung cdp dich vu NFS cho cdc tram khdc, ta cin chay
cac dacmon nh rmowtd va nfsd trén tram d6. Ciing nhu cac chuong trinh RPC khic,
ching khong dugc quéan 1y bdi ined. Cac daemon nay dirge khai dong khi boot he
thong vi phdil dang ky vdi portmapper. Do vay ching chi duge thye hién khi nao
rpe portmap di thuce hién. Bé khdi dong chiing tu dong ta thém chding vao re.iner2
nhu sau:
if [ -x fusr/sbhin/rpc.mountd | ; then
/usr/cbin/rpe.mountd; eche -n " mountd"
fi
if [ =x /usr/sbin/rpc.nfsd ]; then
Jusr/sbin/rpe.nfsod; echo -n " nfasd"

fi

Thong tin vé quyén sd hir (¢p ma cac NFS daemon giri cho céc client cua
né bao pém 6 higu ngudi dung va s6 hi¢u nhém. Néu may khich va may chi ¢6
cing thong tin vé nguti dung thi ching duge goi 1a chia sé cing khong gian
uid/gid. Day la trudbng hop ta ding NIS trong mot mang LAN.

Néu khong sir dung NIS, ta ¢6 thé diing chuong trinh ugidd dé chuyén d6i
khong gian uid/gid. Khi ¢6 tuy chon map_daemon (s& giai thich sau), chuong trinh
nay thue hién trén tam khach s& chuyén uid/gid clia mdy chi sang uid/gid cia médy
khach.

[7gicdd ¥a mot chuong trinh RPC, nd cling duge thue hién tir re.inet2 nhu afsd
va mountd:

tf [ -x fusr/sbin/rpc.ugidd ]; then

/usr/sbin/rpc.ugidd; echo -n ™ ugidd"
fi
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6. Tép tin exports

Cac tuy chon & trén duge dp dung cho céc tram khdch sir dung NFS, Ngoai
ra con ¢o ¢ac tuy chon khdc trén may chii dé dinh cfu hinh cho dich vu ma né cung
cdp. Cdc tuy chon nay duge dé trong - felolexports.

Mic dinh, mountd Khong cho phép thiét 1ap bat ky thr muc nao trén tram.
Bé cho phép ai d6 duoc quyén thiet Iap mot thu muc, thu muc d6 phai dugc xudt ra
(exported), ¢ nghia 13 liét ke trong 18p /etc/exports. Mot vi du clia exporty nhu
sau:

# tép tin exports cla vlager

/home vale(rwi vstout (rw) vlight (rw)
fusr/X386 - vale(ro} vstout(re) vlight{ro)
fusr/TeX vals{ro! vstout(ro) vlight(ro}
/ vale (rw,no root squash}
/home/ftp * (ro)

Méi dong dinh nghia mot thu muc vA tén cdc tram ma né cho phép thiét lap
thir muc da. Ten tram 6 thé 12 tén it gon hodc en ddy dd, o6 thé sir dung céc ky
tu thay thé nhr * . ? .. gidng nhu trong Bourne Shell. Néu mgt thu muc khong c6
ten tram kém theo thi (it ¢ céc tram déu c6 quyén thigt 1ap nd.

Khi kiém tra tén mdy tram trong tép tin exports, chuong trinh mountd & tim
ten tuong tng bing him gethostbvaddr(). V6i DNS, ham nay tra vé tén chinh thiic

clia mdy tram, do vy khong dugc sit dung tén bi danh trong exports. V& NIS va
letefhosts, ham tra v€ tén dmg véi dia chi ddu tién ma né tim thdy.

Cac ¢t trong ddu ngodc don ¢d § nghia nhy sau:

insecure
Cha phép truy cip khong cdn xac nhan.

HHEX-FPC .
Yéu ciu xdc nhan 13 goi RPC cia UNIX-domain. C6 nghia 12 13 20i
phdi st dung cong riéng (reserved port), 1a céng ¢6 s6 hiéu nhé hon
1024,

NECHYE

Yéu ciu xdc nhan an toan cho RPC.
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Kerberos
Yéu cdu chimg thuc Kerberos khi truy cap.
root Squash
Phu dinh cac quyén & mifc cao clia supcruser clia tram khéic trén thu

muc nay. Uid clia yéu cdu 14 0 s& bj chuyén sang uid 12 65534. Day Ia
uid ctia ngudn diing nobody.

no 100t squash
Khong phi quy&t quyén cia superuser. Day 1a tuy chon mac dinh.
e
Thiét tap sang mot he thong tép chi doc.Bay la 1y chon miac dinh.
ru
Thiét 1ap hé thong tép ghi—d@c.
{ink-relative
Chuyén cdc lién két logic tuyet doi sang lién k&t logic tuong d6i. Tuy
chon nay cho phép céc lién két logic van trd diing dén t¢p tin hay thu

muc ma no cin chi dén, nd duge ding khi thiét 1ap toan bd hoac mot
cay thu muc cha hé théng 18p. Tuy chon nay dude sir dung mic dinh.

{ink-absolute
bé nguyen céc lien két logic nhu cil.
mitp identify

Cho bigt mdy chi va tram khach sir dung cing mdt khong gian céc s0
hiéu uid/gid.
map daemon
Cho mdy chu biél ring né va tram khidch khong sit dung ciing khéng
gian s6 hiéu vid/gid. Nfsd s€ xdy dung mét danh sdch anh xa céc id
gita mdy chli vi mdy khach bang cdch truy vin ugidd trén tram
Khach. :
Khi cé mot 181 trong qua trinh duyét tép /etc/exports, 161 d6 s& duge chuyén
cho chuemyg trinh svslogd san khi mountd va nfsd dd khdi dong.
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V. CHIA SE TAI NGUYEN VGI WINDOWS

Samba (3 mot tap cdc tién ich dung d€ chia sé thi nguyén nhur tép tin, may in
gilta cAc mdy tinh ding he didu hanh UNIX va cdc méy tinh ditng hé diéu hanh
Window98/NT. Giao thic truyén tin sir dung trong Samba A SMB - Server

Message Block hay con duge goi 1a Session Message Block. Vi Samba chiing ta
¢ thé:

- Chia s¢ cdc t¢p tin Linux cho Windows.
- Chia s¢ mdy in Linux cho Windows.
- Chia s¢ ¢éc tép tin Windows cho Linux.
- Chia s¢ mdy in Windows =ho Linux,
Trong phin nay ching ta sé dé cap dén van dé chia sé i¢p tin gitta Linux va

Windows. Phan chia sé mdy in 6 thé tham khéo taj tai liéu Samba Howtoe di kém
theo hé didu hanh Linux.

1. Cai dat Samba

B¢ ¢6 the sir dung Samba cdn cé giao thite TCPAP trén i hai hé diéu hanh
Linux va Windows, né khaong hoat dong véi cdc giao thie khac. Ca hai hé nay déu
hd trgg TCP/IP nhu mét giao tic khd phé bicn.

Han ch€ cua Samba la chi hoat dong trong mot mang LAN, khéng ¢6 hd trg
khi ta mudn chia sé 1ai nguyén qua router. Néu mudn sir dung Samba qua router
chdng ta can thi¢t 1ap mot IP tunnel, vige ndy nidm ngoai pham vi dé cap cla tai
liéu nay.

Viée cai dit samba rit don gidn. Tuy thudc va tng dung samba 13 khéch hay
chll mi can cdi cdc phin mém twong tmg. Phién bin mdi nhat 13 samba.2.0.5a va
samba-client.2.0a. Ca client va server déu cin ¢iii cac ham thu vién chung samba-
common.2.0.5a.

Cac chuong trinh daemon can thiét dé chay samba la smbd (samba daemon)
va nmbd, mOt chuong trinh hd triy dich vu NetBiosh NameScrver cho cdc tram
khach. Céac chuong tinh trén duge d€ trong thu muc /usribin,

Chtt ¥ rang dich vy chuyén déi tén-dja chi clia nmbd ta khdc véi dich vu nay
cua DNS. Nmbd cung ¢ap dich vu gidhg nhu giao thic NetBIOS ctia Windows
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cho ung dung samba. DNS khong ¢ khd nang cung cfp mot dich vu @n-dia chi
nhir viy cho Samba.

Céc I1énh cia chuong trinh samba duogc dé trong thu muc /usr/bin bao gém:
smbclient Chuong trinh samba client trén cac mdy tram Linux
smbprint Chuomg trinh phuc vu in dn cho Samba trén tram Linux.

smbprinl.sysv Giong chuong trinh trén nhamg cho cdc tram Linux SRV4
smbrun Mot script dé khdi dong, két thic cdc chuong trinh samba.

2. Thuc hién cac chudng trinh Samba Daemon

Hai chuong trinh ciin thye hién dé cho Samba hoat dong la /usr/shin/smbd va
fusrishinlrnbd.

Cic chuong trinh ndy ¢6 thé thuc hién U trong netd hodc chay nhu céc tién
trinh doc lap. Vai kiéu chay doc lap, samba s&é hoat dong nhanh hon so vdi thue

hién no 1ir inetd.

Kiém tra lai t¢p /ete/services dé bao dam cac dich vu cia NetBIOS da sdn
sang hoat dong:

netbios-ns 137/tep nbns
netbios-ns 137 /udp nbns
nethios=dgm 138/tcp nbdgnm
netbins-dgm 138/udp nbdgm
netbios-ssn 139/tcp nbssn

Tuy thuoe vio timg phién ban clia Linux ma céc dong trén dd ¢6 san hoic ta
cén thém vao biing tay. Samba s khong thé tim thdy céng dich vu danh cho né néu
khong c¢6 nhimg dong trén trong /efc/services.

bé thuc hicn Samba tir inctd, ta thém cdc dong sau vao t¢p cdu hinh
fetclinetd.conf

# SAMBA NetBIOS services (for P7 tép and print sharing)
netbios-ssn ctream tep nowait oot /usr/sbin/smbd smbd

netbios-ns dgram udp wait root /usr/sbin/nmbd nmbd
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Sau d6 khéi dong Lai ined hing cach gini tin hieu HUP dén né:

¢ kill -HUP "ecat /var/run/inetd.pid’

Khi khdi dipng samba, néu ta nhan duoge thong bdo khong sir dung duoe cong
139, chimg td ¢é mot chuong trinh samba nio dé dang sir dung ¢Ong nay. Hiy
kiém tra lai tat i cdc tién trinh dang chay bing [¢nh "ps -aux" va dung lénh kill d¢
ket thiic tién trinh ndo dang chim céng nay.

Boi v6i phién ban Redhat Linux 6.1, da ¢6 sdn céc chuong trinh script d¢ sir
dung samba. Do vily d¢ khéi dong cdc daemon ta chi cin pé :

%5 samba start

3. Tép cau hinh /etc/smb.conf

Cédu hinh cua samba trén mot tram Linux hode trén céc may tinh Unix khdc
duge diéu khién boi 1¢p tin fetc/smb.conf. Tep tin nay x4c dinh tai nguyén nao ciia
h¢ thong duge chia sé, ddng (hoi xdc dinh cde quy tic dé truy ¢ip duge vao tii
nguyén nay.

Tep leteismb.conf duge chia lam nhiéu muc, mdi muc 1 cdc tham s6 cho
mOt {ai nguyeén duge chia sé. M&i muc duge bit ddu bing tén muc ching han
[[global], [homes], [printers] ...

Trong phan tham sd chung, ta cén chi ra tén cla server khi ding trong mang

va 1én cta nhém hay mién ma né ¢6 y dinh chia sé tai nguyén.

Muc [glebal] section dinh nghia mt s6 tham s6 toan cuc cho td#t ci cdc tai
nguyén dugc chia sé,

Muc [homes] cho phép ngui diing trén cac tram & xa (v chi ngudi da)
duage truy cap vao trong thir mue home cha ho trén may chi Linux. C6 nghia la khi
mot ngud st dyng két noi voi may Linux tir mot tram Windows, thu muc home
ctia nguti A6 s& duge chia sé ngay cho ngudi d6, vdi didu kign 1a ngudi ny phii ca
mat 1 khodn trén may Linux da.

Trong vi du dud diy, &p smh.conf cho phép ngudthi diing k&t ndi vao thar muc
home clia minh va mot thu muc tam thai ¢ thé ghi duge. Ngudi sir dung Windows
chi vigc k&l ndii vio mdy Linux ndy qua mang tir cira sé Windows File Manager
hodac Windows Explorer.
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; /etc/omb.conf

’

servername Sambaserver
group Parallel
[ global)

; Thi€t lap kuc nay néu ta mudn mét tai khodn guest
{ guest account = nobody

log file = /var/log/samba-log.%m

lock directory = /var/lock/szamba

share modes = vyecs

[ homez]

comment = Home Directories
browseable = no
read only = no
create mede = 0750
[ tmp)
comment = Temporary file space
path = /tmp
read only = no
public = vyes

Sau khi sita doi €p fetc/smb.conf, ta cin phai kifm tra lai cdc tham 8 da
duge thict 1ap ding hay chura bang tién ich testparm. Néu cac tham sé nay di duge
thi¢t 1ap ding, smbd ¢4 thé nap ciu hinh tir t¢p tin ndy dé hoat dong.

Vi nhimg may tram <6 nhiéu hon mot giao dién mang, smbd ¢6 thé khong
chgn duge giao dién mang d¢ hoat dong. Ta cin thém vao tham s6 interrfaces &
mue [global ] ena fete/smb.conf, vi du:

interfaces = 192.168.1.1/24

Tham s0 interfaces nhan gid tri 1a mot dia chi IP vi s6 higu 16p mang. 24 La
s¢ hieu cua mang loai C. Céc 56 hiéu khéc duge chi ra trong tai licu TP Masquerade
Mini Howto,
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4. Chia sé tép tin cla Linux cho Window

Nhu vi dy chi ra trong 18p smb.conf, chia sé 1€p tin tr mdy Linux sang mdy
Windows rdt don gidn. Tuy nhién, ta ¢6 thé didu khién su chia sé & cdc mire do
khéc nhau.

Pé chia sé mot thy muc cho t&t ca moi ngikd, tao mot muc [public] trong
smb.conf vii thém cac tham s6 nhue sau:

[ publie]

comment = Public Stuff
path = /home/public
public = yes

writable = yes
printable = no

DE han ché s6 ngudi duge ghi vio (hu muc trén, ching han chi cho phép
nhdm stalf 1a duge quyén ghi, ta thém tham s6 write list:

[ publie]

comment = Public Stuff
path = /home/public
public = yex

writable = yes
printable = no

write list = @staff

Saw do 1a khoi dong samba bang script khéi dong nhu dd mo ta trong phéin
truedc:

5 osamba start

Bay gidr ta d c6 1h€ sir dung mdy Windows dé tray cap vao thu myc public
dugc chia sé (rén mdy Linux. Tuy nhién vi su ¢di tién clta Microsoft nhim tang
cuimg tinh bao mit cda he théng, Windows98, WindowNT vdi service pack? trd
lén ¢ sir dung mat khiw ma hod (enerypred password) khi ding nhap. Theo mac
dinh, Samba str dung mat khiu dang van ban (plaintext password), do d6 ta khong
thé truy cap dude vao cdc thy muc cua Linux do mit khiu khong déng nhat.

Khi tir etia s0 ciia Windows Explorer, ta nhin vio bidu lugng cua may Linux
vanhan duge thong biao: “You are not anthorized 1o access that aceount Jron: this
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muchine”, 6 nghia 1a mat khiu diang nhap la khong dong nhit. C6 hai gidi phap dé
khic phuc viin ¢¢ nity: Hoac 1 cho Samba hoat dong v6i mat khdu mi hod, hoge 1a
sira ddi dé Windows sir dung mat khdu vin ban thong thudng,.
bé cho Windows 95/98 hoal dong v6i mat Khdu van ban, ta dung bd soan thdo
regixiry editor (regedit), trong muc:
HREY LOCAL MACHINE:System\CurrentControlSet)Services\VxD\VNETSUP
Ta tao MmOt hién DWORD v 18n va gia tri nhu sau:
EnablePlainTextPassword: Ox0Q1
Tuong 1 cho Windows NT, vio muc:
HKEY LOCAL MACHINE\ System\CurrentControlSet)Services\Rdr\Parameters
Thém mot hién DWORD v tén va gia i
EnablePlainTextPasoword: 0x01
Sau khi stra doi xong registry, khdi dong fai Windows vit ta dd 6 thé truy

cap dude vao Samba server vi ldc nay, cd Samba va Windows déu st dyng chung
mot dang mat khiu.

bpé ciu hinh cho Samba sir dung mat khiu mé hod, trong muc {global] cta
1ep Jete/smb.conf, ta thém dong  tham sé:

encrypt paSSWOrd: = yezl

cmb pasawd tép = /etc/smbpasawd

Mot sa chi tiét vé vice sir dung mat khfu ma hod trong Samba duge dé cép

dén trong cdce t&p ENCRYPTION.Ixt, WinNT.txt vt Win98.1xt. Trudc Khi sir dung
Samba vii mat khilu ma hod, ta nén tham khao cic tai ligu nay.

Néu nhu chiing 1a nghi ngdr dich vu NetBIOS khong hoat dong ding do dat
c&u hinh sai (¢6 thé nhan duc thong bao "host not found” khi thit truy cap), hdy st
dung dia chi IP thay vi 1¢n mdy dudi dang: \<host ip address>\<sharename>',

Trong Linux, 1&n cac t¢p 1in ¢ phan bigt chir hoa va chir thudmg (case
sensitive), trong Windows thi khong. Do do dé nhan durge chinh xdc tén t€p tin
chiing ta phai stra doi mot s tuy chon sau:

; Mangle case = yes c¢é nghia 13 cung cdp dang tén tép cho

; Win95/98/NT.

mangle case = yes
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;khong phan biét chir hoa khi tim kiém tén tép

case sensitive = no

;Tén tép moi tao ra mic dinh 1la chit thudng

default case = lower

;GLU nguyén chit hoa, chit thudng cho tédt ci cac tén tép

prezerve Case = Yes

iG1 nguyén chit hoa, chif thudng cho tén tép kidu dos (8.3)

short preserve case = no

Con ¢6 nhicu wy chon khéc nira cho cac the muc duge chia sé, Céc tuy chon
trén 14 di cho budc ddu sir dung Samba. B8 str dung dich vu nay & mdc do sau hon,
ta 6 thé tham khao tai licu cha Samba, hoic dia chi http://www.samba.org.

5. Chia sé cac tép tin Windows cho Linux

Hién c6 hai phién bin cha chuong trinh  Samba client. chuang trinh
smbclient hoat dong theo kiéu FTP. Chuong trinh nay cung cip giao dién [am vidc
giong nhu giao dién cha chuong (inh fip. Trong d6 mdy Windows ddng vai trd
nhu mat "FTP server”, va ta sir dung tien ich nay dé truyén tep gira né véi mot
tram Linux.

Mot tién khdc la samfs bao gém 2 cong cu 1a smbmount va smbumownt cho
phép thiét lap cdc thu muc chia s¢ trén cdc mdy Windows gidng nhu cdc lénh
mount va smount. BE st dung duoe céc cong cu nay ta can bién dich hat nhan c6
tuy chon hd trg smbfs.

Trong phin dudi day ta chi trinh bay céch sit dung smbclient. Dé biét duge
trén mot may Windows cé nhimg tai nguyén nao dirge chia sé ta ding lénh:
5 /usr/sbin/smbclient -1 host

Trong d6 Aost 1a tén cha mdy ma ta mudn kiém tra. N&u Samba server duge
cu hinh bdo mét, né s& hoi mat khdu, ta ¢6 (hé nhap mat khdu cia "guest” hoiic
mdt khdu clia minh trén server dé. Vi du:

5 smbclient -L zimmerman

- Két qua cua lénh trén ¢6 dang nhwr sau:

Server time is Sat Aug 10 15:58:27 1994
Timezone is UTC+10.0
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Password:
Domain={ WORKGROUP] ¢S Windows NT 3.51] Servers NT LAN Manager 3.5l]
Server= ZIMMERMAN] User=] Workgroup= WORKGROUP} Domain= ]

Sharename Type Comment

ADMING Disk Remote Admin
public Disk Public

5 Dick Default share
IPCS IBC Remote IPC
OReilly Printer OReilly

print$ Disk Printer Drivers

This machine has a browse list:

Server Comment
HOPPER Samba 1.9.15p8
KERNIGAN Samba 1.9.15p8
LOVELACE Samba 1.9.15p8
RITCHIE Samba 1.9.15p8
ZIMMERMAN

Danh sdch trén cho bict cdc Samba server khdc ¢6 tai nguyén dugc chia si
trén mang. HE sit dung Samba client, ta gé I¢nh:

$ /usr/sbin/smbclient service <password>

Trong 6 “"service™ 13 18n mdy va tén tai nguyeén duge chia sé. Vi du néu ta
mudn doc mot thu muc duge chia sé @n la public trén may zimmerman, service s¢
¢6 dang Wzimmerman\public. password la mét khdu cla ngudi ding .

S Jusr/sbin/smbclient \i\\zimmerman\\public mypasswd

Ching 1a s& nhin duge diu nhic cua smbcelient:

Server time is Sat Aug 10 15:58:44 1996

Timezone iz UTr+10.0

Doma in={ WORKGROUP] 05= Windows NT 3.5lj Server=[ NT L&N Manager 3.51]

smb: b
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G6 h ¢ xem giip d&:

smb: \> h

1s dir led
get mget put
more mask del
mel rmdir rd
tranclate lowercase print
cancel stat quit
newer archive tar
setmode help ?
smb: Y\>

cd

mput

rm
prompt
printmode
q

blocksize

1

pwd
rename
mkdir
recurse
queue
exit

tarmode

Chiing ta ¢ thé sit dung cic lénh nhu trong cdc phién lam vige chia fip dé
truyén va nhan tép. Néu chua thanh thao véi fip, cin tham khdo tai liéu cua

smbelient bing 1énh “"man smbclient”.
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Chuong V

KHAI THAC SHELL VA KERNEL

%

I. THAY POI CAU HINH HAT NHAN

Nhin chung, ta khong nén dong dén hat nhan Linux trir phi ¢dn thue hién cac
cong viée nang cdp, cdi dat mang (nhu NFS hay NIS) hodc cdc trinh diéu khién
thi€t bi méi c6 cde yéu cdu dic biét vé hat nhan, vi mot sai sAt trong viée sira mi
ngudn hat nhan c6 thé 1am anh hudng dén (oan b& h¢ thong tép. Do d6, trude khi
lim viée voi hat nhan hiy tao cdc dia khéi dong va sao luu hé thong dé trénh nhiing
sai sot dang ticc khong the phuc héi duge x3y ra.

Cac phién bin Linux ndi chung thutmg Khong hoan toan déng nhat. Vi vay,
cac lénh sau day ¢6 thé khong ding véi mot s6 phién ban Linux, nhung cdch tiép
can vén dé 1a nhur nhau, ¢é thé chi cé tén thu muc va tén tién fch 1 khéc nhau.

Hat nhin Linux duge dich bang -chuong trinh dich € (Ih mot phin cla
Linux). Trong phin nay ta cling xem xét doi chit vé trinh dich C, nhitng gi ¢6 thé
li¢n quan dén viée thay doi cfiu hinh hat nhan.

2. Nang cdp va cai dat phan mém hat nhan méi

Linux 1d mot h¢ dicu hinh linh hoat. C4c phién bdn mdi clia hat nhan hay
cac phén cta h¢ didu hanh ¢6 thé duce lién két vio hat nhan ludn san sang cho moi
ngudi ding . Ta <G thé sé phdi bien dich Jai hat nhan khi them phian mém mdi,
hoic khong chi khi phan mém dé duge nap dudi dang tién ich hodc trinh diéu
khién thiét b,
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Nén trinh thuong xuyén cip nhat h¢ théng vdi inoi phién ban mdéi, vi nhu
viy ¢0 thé xdy ra vén dé khong wong thich vai hé thong hién tai, hodc phai thuimg
xuyén ciu hinh lai h¢ thong do viée cap nhat hay xod mét cac thong tin cdu hinh.
Viéc cap nhat khién ta phai tiéu phi thdi gian vao vi¢e dich lai hat nhan, do dé nén
can nhiic xem phién bin d6 ¢6 ddng gid vai thi gian cai dat va cac vin dé c6 thé
nay sinh hay khong.

Ciing nén biét ring khi nang cdp ciing khong bit budc phdi nang cdp moi
thir. Nhiéu phién ban mdi cla Linux chi thay ddi khodng 5% so vdi hé thong ci va
chi ¢dc module chinh mdi duge nang cdp. Do vy, ciing chi nén nang cdp nhimng
phén cé anh huémg nhit dinh nhir chuong trinh dich, thif vién, cac tién ich thuimg
diing. Phuong phap niy tiét kiém (hoi gian va viée cdu hinh lai.

2. Dich lai hat nhan tir ma nguén

Moi viéc thay doi c&u hinh hat nhan : nang cép, thay thé, thém ma mdi vao
hat nhan déu duge thie hién theo cdch : 14y mi ngudn cla hat nhan, thay d6i cdu
hinh, dich lai vii dit né vao ding vi trf trong h¢ thong 1&p d€ hé théng lai chay mit
cich ding din (qud trinh nay thudng duge tr dong bing céc chuong trinh).

2.i. Tim md nguon hat nhdn

Cdc chong trinh ngudn hat nhan Linux thudng cd trén CD-ROM, trén céc
dia chi FTP, cic nhom ngudi diing,... Hau hét cdc phién bian hat nhan duge danh so
bang tén phién bin vii mit mie patch. Vi du mot hat nhan tén 13 1.12,123, trong do
1 14 0 phién ban chinh, 12 14 s6 phién ban phu, 122 12 s6 patch. Hdu hét cdc nai ¢d
cdc chuomg trinh ngudn hat nhan déu chia vai phién ban mot ldc.

ba s0 cdc chuong trinh ngudn hat nhan déu duge dat dud mot t&p nén. Hay
(o tép vao mot thy muc con clia /usrisrc, day cling 1a thu muc chia hau hél cic
chuang trinh ngudn cia Linux.

2.2. Dang cdc chuong trinh nguon hat nhdn moi

V@i chuong trinh ngudn hat nhian mdi, nhiém vy cba ta 14 t&i chuong trinh
nay, sau dd dich vi cdu hinh lai.

Dé i chuong trinh nay vio the muc /usr/sre, cdn phadi tao thu muc
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Jusrisrelinex, n6 sé d& 1én chu‘img trinh nguén hat nhin cii. D an toan, trude tién
t2 nén luu lai chuong (rinh hat nhan cii nay dé 6 mot ban sao luu phdng bt chic.

Sau d6 tao 2 lign két hifu twgng dén tha muc Jusr/include nha sau
in =sf /usr/src/linux/include/linux fusr/include/linux

In -sf /usr/src/linux/include/asm /usr/include/asm

Neéu khong ¢6 2 lien két ny qud trinh nang cdp s& khong thuc hi¢n duce.

Sau Khi da 101 chiong trinh nguén va dat cdc lign ket bidu tuong, ta o6 thd
bat ddu qud trinh dich. D€ dich ta ding gec hay g++ (chuemg trinh dich GNU C va

C++) hode cac chuong trinh twong thich khdc, nén xem xem chuong trinh ngusén
mdi ¢ duge hé trg bai gee hay g+ + khong.

Tim t&p Makefile (thutmg trong thu muc /Jusrisre/linux), tép niay thudmg cb
mot dong dinh nghia ROOT_DEV chi ra hé théng tép g6c khi Linux khdi dong.
hudmg 1a
ROOT_DEV = CURRENT
Néu ta ¢6 cdc gia tri khéc, cdn ddm bdo la né ding v6i cdu hinh hé théng
1&p. N&u Makefile khong ¢6 gi tri, hiy dat cho né nhu dong trén.

Qué trinh dich bat ddu bing viée chuyén dén thu muc /usr/sre/linu v dua
ra lénh :

$ make config

nd goi tién ich make cha chuong trinh dich C viv dua ra mot loat cde cau hoi
cdu hinh yéu cdu ta tra 13 tnede khi dich, d6 12 cdc cau hoi vé kidu dia dang ding,
CPU, cdc phidn viing, hay céc thiét bi khac nhu CD-ROM. Néu ta khong biét chéc
cdc thong tin nay hay ding gia tri miac dinh.

Ticp theo la dat cée phu thude nguén (source dependencics). Ding 1énh sau :

5 make dep

Néu phiin mém dang cai dit khong c6 tép dep, kiém tra lai hudng din cai dat
Xem cde phu thude ¢6 phai duge dat trong cde bude khdc hay khong.
Cudi ciing ta dich hat nhan md&i. Dung lénh :

$ make Image
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Lénh ndy s& dich hat mé nguén nhan mdi va dat tép anh hat nhan trong thu
muc hién tal (nhe & day 14 /usr/srottinax). Néu muén cé mot anh nén hat nhan, ta
dung Iénh :

5 make zimage
Tuy viy khong phai phi¢n ban nao ciing: hd trg dich anh nén.

Bude cudi cling, sao (ép dnh hat nhan méi vao dia khéi dong hay dia mém
khai dong. DE dat vao dia mém khéi dong diing lenh ;

% cp Image /dev/fdo
Bang cdch khic, néu mudn diing LILO d€ khéi dong he didu hanh, ta cai dat

hat nhin méi bing cdch chay chirong trinh cai dat hoac /usr/liloflilo. Nhung dimg
chép de hat nhin mdi 1én hat nhan cii cla dia khai dong.

Sau d6, chi cdn khéi dong tai he thong. Néu ¢6 van dé gl, hdy kh&i dong lai
hing dia mém va khoi phuc lai hat nhan cii,

3. Thém cac trinh diéu khién thiét bj vao hat nhan

boi kKhi ta muodn lién két mot trinh diéu khién thist bi mdi (ching han Khi
thém mot & dia quang vao hé théng) hay mot phin mém nao dé vao hat nhian ma
khong phai thue hién qua trinh nang cdp hat nhan. Cic phan mém ghép hat nhan
(add-in kemnel} thudmg ¢ cde hudng din cai dit, nhung qua trinh ndi chung 14 :

- bat mi ngudn vio trong thu muc ma tién trinh dich lai hat nhan c6 thé
ttm dwoe (tha muc Jusrisre).

= Sira tep Makefile d€ y&u cdu make thém ma mdi vao hat nhan. Viéc nay
dugc thue hién boi script cai dat hoic ta ty lam 14y. Mot s6 phdn mém c6
t&p Makefile rieng phuc vu viéc nay.

Sau d6 ta bat dau dich lai hat nhan, twong tr nhu da chi ra trong phn trén.

4. Nang cap thu vién

Pa s6 cdc phin mém trén he théng Linux déu diing céc thu vién chia sf. Doi
khi sau khi nang ¢dp hé thng chiing ta gap phai thong bio

Incompatible library version
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biéu do ¢6 nghia la thr vien da duge nang cip nhing chua duge dich lai.
Noi chung cdc thu vién déu twong thich nguoc, vi vy cdc phin mém hién tai sg
lam viée tot sau khi nang cap thar vién,

Thur vign it khi duge nang cdp hon 13 hat nhan. Cdc chuong trinh thu vien
nang, cap ciing hay dat cting chd véi cdc chuong trinh hat nhan ning cdp. Thutmg
thi ¢6 cde tai licu hudng dén chi ra dau 1a thu vién mdi nhét, hodc cc thu vién nao
la cén thict cho phien ban m&t chia hat nhan. Céc ban nang cfp thu vign ciing 1 cédc
1&p nén, qua trinh 31 chiing ciing gidng nhu tof chuong trinh nguén hat nhan, chi
Khac thy muc dich 1a /lib, lusrilib, va Jusriinclude. Thutmg cic t8p .« hay .aa s&
vao thu muc /usr/lib, cAc 18p libe.so.version vao /lib.

Cén phéi chuyén céc Hén két biéu tugng cla he thong @p dé trd dén phién
bin m¢i nhat coa thu vién, vi du ta dang chay phién ban thu vién libe.so4.4.1 va
nang cap lén libe.so4.4.2, ta phii thay lién két bidu trgng dat trong /lib dén tep
niy.

5 1n -3f /lib/libe/s0/4/4/2 /1ib/libc.zo. 4

Trong d6 tham sd cudi ciing cla Iénh trén la tén (&p thu vién hién tai trong
/lib.

Ta cling phai déi lién kél biéu tugng dén ©p libm.so.version theo cdch do.
Luu ¥ 14 khong duge xod cbe lign két biéu tugng, néu khong tat cd cdc chiong
trinh phu thudc vao thar vién (g6m cé Is) s€ khong hoat dong duce.

5. S dung chuong trinh dich G

Pé dich hat nhan v hidu hét cic tién ich, Linux ding chwong trinh dich C.
Chuong trinh dich C ¢6 sdn ddi véi moi phién ban clia Linux 14 trinh dich GNU C
gol tat 12 gee, nG twong thich hoan (oan véi ANSI C. Néu di quen vdi mdt (rinh
dich C trén mot hé diéu hianh khac réi, ban s€ hoc gee rit nhanh.

Cd phép co bian clta gee nhu sau

5 gee [ cac-lua=chon] [ cac-ten-tep ]

Trong d6 cac-ten-tep la tén cdc t¢p cdn dich, cac-lva-chon 14 cac tuy
chon cua lénh gee s& duge dp dung trén moi tép can dich.
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5.4. Cdc la chon cda chuong trinh dich

Nhiéu tuy chon cla gee o6 nhidu hon mot ki wy, do d6 céc tuy chon nay nhat
thiét phii dat sau ddu “-", va cling vi viy 1a khéng thé gop céc iy chon nhir vin
lam véi cac 1¢nh Linux khdc. Vi du sau day 1a 2 lenh ¢6 ¥ nghia khéc nhau:

5 geo -p -g test.c

[~

i gee -pg test.c

Khi dich mét chuong trinh bing gec ma khong ¢é tuy chon nao trén dong
I¢nh, ta s€ thu duge mot ép thue thi @n 1a v.ouz. BE dat cho tép thuc thi ién khic
phai dung tuy chon -o. Tén tép thue thi duge dat ngay sau tuy chon -o. Vi du dich
t€p count.c thanh tép thue thi count :

$ goc -o count count.c

Céc tuy chon khéc cho phép chi ra mitc d6 dich ma ta muén. Tuy chon -c
yéu ciu gee dich ma ngudn dén dang ohject ma khong dén giai doan dich sang mi
asembler vi gial doan Lien két. Tuy chon nay thudng duge dung vi né 1am cho qua
trinh dich cdc chuong trinh C gém nhiéu tép nhanh hon va dé quan 1i. Tep object
¢é dudi mic dinh 1a 0.

Tuy chon -5 yéu ciu geoe ngimg dich sau khi dd sinh ra t¢p asembler (mic
dinh dudi tép asembler la .x).

Tuy chon -E yéu ciu chuong trinh dich hién thi céc giai doan tién x@ If dich
trén tép ddu vio. Khi dat ty chon nay ddu ra cua tién xit If duge chuyén ra ddu ra
chudn (mic dinh 12 man hinh} chit khong duge luu trong tep.

Khi dich bang goe, gee s& ¢6 ging dich mé ngudn trong thoi gian ngén nhat,
dé @ roi nhat (tie i ma sau dich ¢6 thit tr nhr ma nguén) ma khéng thyc hién
mot 16i vu hod ndo cd. Chuong trinh gee ciing cung ¢ip nhidu tuy chon dé yéu ¢du
dich ra céic chuong trinh thue thi nhd hon, nhanh hon, d6 1a cédc tuy chon -0 va -
0Z.

Tuy chon -0 yéu cdu gee thue hién cdc t6i vu co béan trén ma nguén lam cho
chuong trinh chay nhanh hon trong da s6 céc truimg hop. Tuy chon -02 yéu cdu
tan ra mi nho nhdt va chay nhanh nhat ¢6 thé. Tuy chon =02 lam cho tdc do dich
cham hon tuy chen -0 nhumg két qua 12 mé dich duge chay nhanh hon.
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5.2. Cdc tuy chon gd roi va profile

gee cung cdp mot s6 tuy chon g& réi va profile. Hai trong s& cac iuy chon
nay thuomg dugc diing nhét 13 : -g va -pg.

Tuy chon -g yéu ciiu gec sinh ra cdc thong tin g3 16i dé trinh g@ r6i cia GNU
(gdb) ding gitp ta gd 161 chuong trinh. Véi gee ¢6 thé ket hop ca hai tuy chon -0
vit =g, khi d6 vira 6 the sinh ra ma t6i wu, vira o6 thé thue hién g& r6i ma gan nhit
vdi ma duge sinh ra cudi cing. Khi ding hai tuy chon nay két hop véi nhau, ¢6 thé
gee sé thay d6i mot chit ma chuong trinh da viét.

Tuy chon -pg yéu ciu gee thém mia md rong vao chuong trinh, khi da thue
thi ca¢ mé md rong nay sé sinh ra cac thong tin so luge ma chuong trinh gprof
diing d€ hién thi thong tin vé chuong trinh.

5.3. Chuong trinh g roi gdb

Linux ¢6 chuong tinh g6 rdi ctia GNU goi 1a gdb, duge ding dé g& 16i mot
chuong trinh C hay C++. Chuong trinh nily cho phép thdy dugce c4u tric bén trong
hay bg nh& ma mot churong trinh diing khi dang thye thi.

C6 thé dung gdb vdéi mot s6 céc tuy chon trén dong 1énh. Dang thudmg diing
cla gdb nhu sau :

$ gdb ten-tep

Trong d6 ten-tep la tén tép cdn thyc hién gd rfi. Ngoai ra gdb con cung
cdp mot 56 tuy chon khéc. Chi tiét cic tuy chon cd thé duge xem nay bing lénh

man goe,

DE gdb lam viée ding, cdn dich chuong trinh theo cich ma chuong trinh
dich s€ sinh ra cic thong tin g& réi, tic 1a diing tuy chon -g khi dich. Thong tin g&
rS1 duge sinh ra bao gém ki€u méi bign rong chuong trinh, anh xa giita cdc dia chi
trong chuong trinh thue thi vii cac s6 dong trong mé ngudn. Chuong trinh gdb sé
dung c4c thong tin ndy dé lién he ma thuc thi véi mi ngudn.
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1. LAP TRINH VOI SHELL

Lap trinh shell 1a mot cong cu die lye cho cac ngudi quin tri hé thong. Kha
ning viél cdc chuemg trinh ngan nhung lai thye hién duge cdc cong viée 16n thdi
gian duge ngudi quan tri coi 1a mgnh hon han cac cong cu khdc. Phin nay sé& néi vé
mot & khal niém co bin nhung hitu ich cho cong viée quan trn hang ngay.

1. Shell va cac loai shell

1.1, Shellla gi

Vai trd cua shell 13 thue hién chuyén déi cdc lenh duge ngudi ding g6 vao
thiinh céc 1énh d6i véi hé diéu hinh vi du ding lénh sau :

5 sort -n phonelist » phonelist.inorder
o6 nghia 1a sdp x&p cdc dung trong &p phonelist theo thit tyr sd va dat két qua trong
t&p phonelist.inorder.
Hoat dong cta shell v 12nh nhian duoe nhu sau -

- Cat dong I1énh nhin duge thanh cde doan nhé, nhe & day 1a: sort, n,
phonelist, >, phonelist.inorder. M&i phdn nhd nay duge goi la
mat fir.

- Xé&c dinh vai ird cGa méi iy, vi du sort la tén lénh, n va phonelist Ia
cac tham s0 ...

- Xéc dinh ddu vio va ra thong qua cdac diu hiéu dinh hudng. Vi du, cin ci
viio >phonelist.inorder thi ddu ra la tép co tén phonelist.inorder

- Tim I¢nh, vi du sort trong cac tép nhi phén vi thye hién n6 vai tuy chon
-n

1.2. Cdc loai shell

Do thi truomg UNEX hoan toan tg do ma ¢6 rét nhiéu chuong tinh ciing kiéu
duoc viét ra nhu cac shell, cic trinh soan thao, cdc cong cu cho ngudi quin tr.
Nhitng phién ban 6t dugc pho bién rong rdi con nhimg phién ban khic dan dan e
biéh mat. Shell cing chiu anh hudng cba tinh trang d6, do dé ma cling ¢6 khd
nhiéu ban shell khdc nhau. Tuy vay sir khic nhao clia cdc ban shell nay cing
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Ahong Ion 1dm, sy khdc biet o6 thé thily 15 nhét & cie cdu trie didu khién nhu vong
lap, if ... then...

Hi¢n 1ui o6 mét s shell chinh chay dudi Linux nhu sau -
Bourne Again shell (bash)

Hign nay duge diung nhidu nhdt gin day dudi UNTX, na tremg thich vei
Boume shell vahon nita Lui thita cie diém hay nhat ctia Kom v C shell déng thid
¢G nhimg diém manh ri¢ng clia né.

Truede hét phii k& dén mot diém ma bash hdp din moi ngudi diing 1a ché do
soan thao cdc dong 1énh clia nd. Khi nang nay cho phép ngudi diing dé dang sira
chifa cdc 101 khi gd 1¢nh hoac goi lai cdc 1énh (ude d6. Cof ché goi lai 1énh tnude
cua C shell Khé st dung ¢on Boumeshell 1hi khong cho phép cac xir i nay.

Mot wu diém nira ca bash 13 né cho pheq: ‘huc hign dong thid cac 1énh chi
trong mot ctra 8O rerminal, diy la mat chifc nang thita k€ clia C shell .

B vt ngudi lap trinh v ngudd thich tuo ra moi tritmg lam viée riéng clia
minh thi phai k& dén vige hash cung cilp nhicu tuy chon cdu hinh vi khd nang lap
trinh duce mé rong dang k& bao gém dinh nghia cdc ham, céc cdu tric diéu khién,
tinh fodn 36 hoc trén s& nguyén, vao ra ...

Bourne shell (sh)

Bourne shell durge coi nhu trinh dich 1énh chudn, né (4 shell goc. N khang
cung ¢ap kha nang stra doi trén dong lénh nhu hash.

C shell {¢sh)

C shell duge phat trién tai trudmg dai hoe Berkeley., N6 tuong thich véi ca
Boume shell cho sit dung tuong téc, nhung lai ¢6 giao dién lap tinh rdt khic. NG
khong cho phép soan thao (thue hién st d6i) trén dong ienh nhung bu lai tai cho
phép thao tac vdi cac 1¢nh di thye hién trude nhdt co ché lue lai cdc lénh da the
hicn.

Korn shell (ksh)

Diy c6 18 i loat shell phé bién nhdt trong cde he thdng UNLX, Korn shell 1a
shell ddu ti¢n dura ra cdc ki thuét hién dai (mdt s6 trong d6 muon ctia C shell) trong
Bourne shell (nG tuong thich véi ca lowi shell nay). N6 cho phép soan thao trén
dong lénh.
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tesh

‘La Cshell da duoe cid tién. Cho phép soan thao trén dong 1énh, ngoii ra con
phdt trién mot sd tinh chdl khac. Nhitg tinh chat ma bash ¢6 duoe cha Bourne
shell thi € shell cling co.

zsh

Z shell | fa loai mdi nhat, nhd. N6 tuong thich véi Boumne shell | cung cdp
kha nang soan thao trén dong énh.

pdksh (Public Domain Korn shell)

Li loai Kom shell dirge phé bign rong rdi trén Internet (mién phi). N6 ¢6 tit
ca cdc tinh chat clia Bourne shell them mot s6 md rong cha POSIX shell (POSIX :
Portable Operating System Interface) via mot s tinh chilt riéng cia né. Diém manh
ndi bar ciia pdksh 1a mi thye thi cBa né chi nhd o bang 1/3 cba bash vi thue hién
nhanh hon ddang ké. Nhamg ngudc lai né khong tuan theo POSIX do dé it co ing
dung dugc phat trién rén né, vi nd khong bi diéu khién khét khe nhy bash.

Cudi cing thi pdksh 1 sir lua chon 6t cho nhimg ai Khong mudn ding bash
mi lai khong thé ¢6 duge Korn shell .

Cac phan sau s€ trinh bay vé 1ap trinh shell v cde vi du dua ra trén 3 loai
shell @ bash, tesh, pdksh.

1.3. Viét va chay cdc chuong trinh shell

( mirc don gian nhil, chuong trinh shell chi 1a mot &p chita mot 36 shell
hay 1cnh Linux. Ngudi quan tri diing chuong trinh nay dé don gidn hod cdc cong
vice lap di lap lai, d& thay cdc lénh thudng duge thire hién cling nhau biang mot
I¢nh duy nhit, hay dé ty dong hoa viée cai dat mot chuong trinh, hodce dé viét cdc
(tng dung tuong tic don gidn.

Pé tuo mot chuemg trinh shell, trude hét phii (a0 mot 1€p va ding mot trinh
soan thao vin ban (text) dé viét cac 1¢nh Linux hay céc shell mi ta mudn thue hién

vao dé. Sau day ta s& xem mot vi du mot chuong trinh shell don gién.

Chéng han 1a ¢6 & CD-ROM duge thict lap véi hé thong 1€p Linux ngay khi
he thong khai dong. Néu sau dé mudn déi dia CD trong 6, d€ h¢ thong doc noi
dung dia C1) mdi, ta phdi b) dia CD mdi vao 6, thue hién bo néi dia CD (biing lénh
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urmount) roi lai néi lai & CD (bang lénh mount). bidu d6 duge thire hien bing céc
1¢nh sau :
5 umount /dew/cdrem

5 mount /dev/cdrem /cdrom

bé thay cho comg viée nham chan 14 thue hién hai léenh nay méi khi muen
doi dia CD, ta s& tao mat chuong trinh shell d¢ né thuc hi¢n hai lenh nay cho ta.
Chuong trinh shell s& chi gém 2 dong lénh viét diing nhu trén va duge ghi vao tép
¢o ten Ia remount. Nhu vay d€ thye hign cong viee mong mudn ta chi viéc thue

hi¢n chuong trinh remonnt vira viét, C6 vai cich dé thue hién chirong trinh nay.

Cach tht nhdl, chay remount tir dong lénh. Trudc hét phai lam cho ¢p
remourt ¢6 1hé thuc thi duge bang Iénh :

S chmod +x remount

bé chay chuong trinh, ta chi viéc gb remount trén dong lénh. Luu ¢ 1a tép
remount phii duge dit trong cde thu muc da chi ra trong bién mdi truomg PATH,
néu khong shell s¢ khong tim thay né dé thue thi.

Céch thit hai, chay chuong trinh shell di viét bing céch chuyén né cho shell
nhur mot tham s6. Néu ta ding chuong trinh tesh thi:

5 tesh remount

Lénh nay s€ kich hoat mot shell méi va yéu cdu né thue hién cic ténh trong
tep remount. Nhimg néu diing fesh, ta phai dit dfu chuwong trinh shell ma ta vidt
mot diu # dé tesh nhan ra ddy 1a mot chuong tinh cda né. Thye & nén dira dong
chi chirong trinh dich shell (vi du #1/bin/sh v&i Bourne shell } vio déu chwong trinh
shell dé chi chinh xédc shell nao duge diing dé dich, trdnh tinh trang C shell lai dich
churong trinh Bourmne shell.

Cach thit ba d¢ thye hién chuong trinh shell 1a diing 1énhs. {chim) voi cd
pdksh va bash, hofic 1énh source trong tcsh. Céce lenh ndy yéu cdu shell thuc hién
t¢p duge chi ra nhu mot tham s6. Vi du yéu cdu pedksh hay bash thue hien remount.

remount
hodc v tesh

. Bource remount
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2. Diung cac bién

Nhu hdu hét cde ngon ngir, sir dung bign 1a mét khia canh quan trong trong
chuong trinh shell. C6 mot s& bicn ding chung nhi PATH hay TERM, day 1a cdc
hién trong cua shell duac shell dinh nghia. Trong phan ndy chiing ta s& xem xét
cdch tao ra cde bign shell cha rigng minh va sit dung ching trong chuong trinh.

2.1. Gdn gié tri cho bién

Vi moi shell duge cung edp ciing voi Linux (Bourne, Kom v € shell) be
gan gid tn cho céc hién, ta viét tén bicn, tiép theo la ddu biing vi gid tri ma ta
muon gan cho bién. Vi du v hash hay pdksh ta dung Iénh sau d¢ gdn cho bién
count gid tri bing 5 :

count=5

Vi resh ta go 1énh

set count = 5

Can luu y a voi bush v pdksh hai bén dédu bang khong duge ¢6 ddu cdch
con vdi resh thi khong anh huadng pi.

Vi shell [a ngon ngir dich khong dinh kiéu, do dé khong phii khai bso kidu
cia bién. Cling ¢6 thé ding mot bién dé luu mot chudi ki tir hay mot sd nguyén.
Cich gdn mdt xau ki tr cho bién ciing gidng nhu cdch g2dn mot sO nguyén cho
hi¢n, tuy nhicn chudi ki tr dé khang (hé c6 diu céch & gitfa (néu kKhong ta phai
diing céic Ki tr dac bigt d€ dn di didu cdch nay).

name=Garry { voi pdksh va bash)

set name = Garry {vd1l teshd

Gia i clia moOt bicn duge bidu din bang tén bien d6 ¢6 diu $ dimg lién
ding trude. Vi du, gid tri cda bién count duge bidu difn bing Scount. DE in ra
man hinb gid tri bién count, ta dua ra I¢nh :

5 echo Scount

Lénh echo s dira tham s8 clia né ra dong ra chudn. Néu ta quén diu ¢ dang
tnrde 1€n bién shell s& hiu count trong 1enh 1a moOt xau ki tr vaa € in ra man hinh

chit count.



2.2. Cdc tham s vi Iri va cdc bién trong cda shell

Khi chay mot chuong trinh shell ¢6 mot s6 tham s trén dong 1énh m6i tham
sO nay duge huu trong céac bién dac biét. Tham s6 ddu tién ki trong bién ¢6 tén 1a
1, tham s& thit hai luu trong bién ¢6 tén 1a 2, va o ti€p tuc nhu vay (vi thé ta ciing
khong thé dung c4c 53 nay dé dit tén bién cho minh). Do d6 khi mudn 13y gi4 tri
cha cde tham s trong cic bién ta cing thém diu § vio diu cic 1€n bién nay. Vi du
mot chuong trinh program thue hicén in ra hai tham s6 trén dong 1énh theo thit wr
ddo nguoge, tham so thit bai in tnede, réi dén tham s6 thir nhat, chiong triinh duoc
vict nhu sau :

m oA

echo " 52

echo " 51"

Né&u ta goi chuong irinh niy nhu sau -

reverse hello there

thi chuung trinh s¢ dura ra k&t qua trén man hinh:

there hello

Bang 5.1. Mdt sa bién trong quan trong cnia shell

Bicn ¥ nghia

i S6 tham <6 tran ddng 1¢nh duge chuyén cho chuoug trinh shell

$? Luu ma tra lai caa lgnh cudi cung duge thue hién

$0 Tir déu tién coa lénh dge g6, db chinh 1a @n chuong winb shell.

$* Lunt ta1 u e tham s6 trén dong 1enh duge viét ké nhau ("$1 $2 ..°
"$(_(1}‘I‘T Laru it cit e tham s6 dong 1énh trén cde xau riéng bigt (“$1” "$2" )

3. Ding cac diu

Shell diing nhiéu ddu khic nhau cho cde mue dac bigt. Diu ngode kép ("),
ddu phdy dum (¥ v diiu gach chéo (1) duge shell sir dung d¢ che giau cac Ki tu
dac biét. Dau nhiy don ¢ mdt ¥ nphia dac bigt déi v shell va khong duge dung
d¢ déng khung cée xau ki we. Méi phuong phap cho phép dn di cdce ki wr dac bigt

trong shell & ciac mife do khdc nhau.

Diu ngodic kép khi duge ding dé dong khung mot xau ki ty s& lam cho cie
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dau cdch duge dn di ddi vai shell. Tuy viy cdc ki ty dac bi¢l khac van duge dich
nhur thutmg. Diéu ndy thuimg ducoe dung khi gdn mot xau kit ¢6 nhidu hon maot tur
cho mdt bien. Vi du gan xau hello there cho biéh tén 14 greeting.

greeting="hello there" {trong bash hay pdksh)

cet greeting = "hello there" {trong tcsh)

Neu ta khong d¢ xau hello there trong ngoiic kKép thi bash hay pdish sé
khong hicu Ienh, con i tesh thi chi tir hello duge gdn cho bién grecting.

Diu nhdy don i dfu manh nhat, nd che dau (31 cd cAe ki tr dic biét cla
shell. Dau niay hay duge dung khi 1enh dua ra 1 danh cho maot chuong trinh khac
chit khong phili 12 shell (Vi nhue vay 1¢nh dua ra hodn toan khong duge shell dich).
Ta cling ¢6 thé ding né dé déng khing mot xau khi gdn cho bién nhir d lam & trén
hing didu ngoge kép. Tuy vy, d0i khi ding diu nhiy don {ai khong (6t, nhat i khi
ta mudn kem theo mot biéh vio xau kf t cdn gan. Vi de , ta mudn gdn xau gém ci
tén nguot dung cho bién greeting

greeting="hello there $LOGNAME"

khi d greeting s& chita hello there tiép theo 12 tén ngui ding dang
diing nhap h¢ théng (duroe chita trong hién LOGNAME).

Con néu

greeting=' hello there $LOGNAME'

Thi greeting sé chita diing xau hello there $SLOGNAME.

Ding ddu gach chéo 1 cich thd ba dé che dau cde ki wr dac biét, nhung
khac vén dau nhdy dem che ci mot nhém ki 1y, dau gach chéo chi che duge mot ki
tw dimg ngay sau no. Vi dy thay vi diing déu ngofic kép ta ¢6 thé ding dau gach
chéo nhur say :

greeting=hello\ there {trong bash va pdksh)

Trong d6 dau 'y di tm cho shell khong nhan ra ddu cdch gilra chit hello va
chit theve, nher d6 ma xau hello there vin duge gan cho greeting, Ddu it
hay dirge diing dé dn di mot ki tr dac bi¢t d6i vdi shell, nhdt (A khi ta ki ty d6 xual
hien trong mot xdu. Chang han, ta cdn luu gid clia mdt dia trong mot bicn
disk_price. gid nay durse tinh bang do la do d6 nd o6 didu do la & ddu, ta diing
1¢nh :

cdick price=\55.00 (vl bash va pdksh}
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Nhur viy bién disk price chira xau $5.00. N€u khong c6 diu \ & dau thi
shell s& c8 tim bién co tén 1a 5 d€ gdn gid (ri clia nd cho disk price, néu khong

thily, shell s& gan cho disk_price gid tri .00,

Dau nhay nguge () lai ¢6 chie nang khdc. Ta ding ching khi mudn ding
k&t qua ctia mot lénh cho mét fénh khdc. Vi du dé gan cho bién content danh sdch
cac tép trong thu muc hién 4, ta vidl :
contents="1s"

Nhur vay la 1énh 15 sé duge thue hién va kétl qua coa nd duge luu trong bién
content.

4. Dung lénh test

Trong bash vi pdksh, lénh test duge ding dé danh gid mot biéu thie diéu
kién. Ta thuomg dung nd dé danh gid mot diéu Kién trong mot cau lénh diéu kign
hay ddnh gia diéu kigén vio hay ra clia mot cau iénh 1ap. Lénh fext ¢ i phap nhu
saul :

test expression
hay

[ expression ]

Ta ¢o thé dilng mot s& todn tr cla shell véi 1énh test. Cac todn tr nay duge
chia fam 4 nhém: todn wr trén xau ki tu, todn tir trén s6 nguyén, todn Qr trén tép,
toan tr logic.

Ta ding cde 10dn W trén xau ki ty d¢ dénh gid cdc bidu thifc xau ki ty, sau
day fa biing todn tr trén xau ki or:

Bdng 5.2. Cac 1odn tr trén xau ki e cho 1€nh test

| Todn tit 1 Y nghia
strl = str2 11 lad true néu stel <ong nhdt {giong het) str2
strl 1= str2 Tra Yai true néu strl khong dong nhit véi sa2
sir I'ra Lad true néu str khic null
-1 $5T7 Tra L tme néu do dii cia x4u str 16m hon 0
L-z ST Tr lad true néw d6 dii xau ste bang 0
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Céc todn tir cha shell trén s6 nguyéen cling tuong tr nhy trén xau ki tr chi cé
khéc 1a ching thuc hién trén s6 nguyén.

Bdng 5.3. Céc to4n tir s6 nguyén cho Lénh test

Todn tu

Y nghia

nt] -vq int2

Tra lai rue néu intl bing int2

intl -ge ine2?

Trd lai true néu intl lén hon hoac biang int2

mtl -gt im2

Tt lai troe n@u int] 1ém hon int2

il -le int2

Trd Jai true n¢u int1 nhé hon hoac bang int2

intl -1t im2

‘Iré lai true néu intl nhd hon int2

int] -ne o2

Tra lai true néu intl khong bang int2

Ta ddng cde todn 17 trén (¢p dé kiém tra xem mot (&p ¢6 ton tai hay khong,

thude kicu ndo. Tén tép duge chuyén cho phép todn durdi dang tham s8.

Bdng 5.4. Cac (0dn 1l trén 1ép cho lénh zest

Todn ta Y nghia

-d tép Tra lai true néu &p E thu muc

-ftep Ira lai true néu 1&p 13 mot 1¢p thong thuimg

-1 Lep Tra lud true néu tp la doc ;lT::_rc d61 véi 1i¢n winh da ra phép todn nay

- t&p ‘Fra lag true néu tép ¢é kich thude khac 0

-w tép Trd Tai true néu tep la ghi duoe d6i vai tign trinh dua ra phép todn niy

-X 1&p Tra Tai true néu tep 14 thie thi dugc di véi ticn trinh dua ra phép todn
niy

Todn tir logic dé két hgp cdc phép todn trén xau ki tu, s nguyén, tép hay dé
1@y phu dinh ciia mot phép todn trén xau, s ngayen, tép.

Bdng 5.5. Céc todn 1 logic cho 1énh test

Todn i Y nghia

expr Tra lai true néu bidu thic 1a khong diing 1
exprl -a expr2 Tri lai true nfu expr] vit expr2 déu ding.

exprl -0 expr2 Tri i true néu expri hoac expr2 ding.
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Tesh shell khong v6 1énh test, nhung céc biéu thitc trong fesh thuc hién cic
chic nang twong tu. Cic phép todn trong tesh gidng nhu trong C.

Bdng 5.6. C4c to4n (1 s6 nguyén trong biéu thitc tesh

Todn tr Y nghia

intl <= int2 Tra lai true néu intl nhd hon hoac bang int2
int) >= 2 Tra lai true néu intl 1én hon hoac bang int2
intl < int2 Tra lai true néu intl nhé hon int2

mtl > int2 Trd lai true néu intl 16n hon int2

Bdng 5.7.  Cac toén tir trén xau trong biéu thic tosh

Toin tir Y nghia
strl == str2 Tra lai true nfu str} bing str2
atr] 1= str2 Tra lai true néu stri khéng bang sur2

Bdng 5.8. Céc todn tlr t¢p cho biéu thifc fesh

‘Toan tit Y nghia

-1 tép Tra lai true néu tép 13 doc duge

-w {ép Tra lai true néu &p 12 ghi duge

-x tép Tra lai true néu tép 1a thare thi duge

¢ tep Tra lai truc néu t&p ton tai

-0 tép Tra lai true néu 1¢p 12 s& hitu ctia ngudi dimg hidn tai
_A-z tép Tra kai true néu tép <6 kich thude 12 0

-ftep Ih lai true néu tép 1a 1ép thong thudng

-d tép Tra lai true néu tép la mot thar muc

Bdng 5.9. Chc toén tlt logic trong bidu thic tcsh

Toan ti Y nghia

expl Il exp2 Tra lai true néu mét trong expl hoac exp2 12 ding
_cxp] & & cxp2 [ra lai true néu ca expl va exp2 la ding
| exp Tri lai true néu exp 1a khong ding.
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5. Caulénh diéu kién

Shell ¢6 2 loai cau 1énh diéu kign, Lenh if va lénh case. Ta diing cédc c4u lénh
nay d¢ thyc hign cdc phin chuong trinh khéc nhau néu diéu kien ding. Cd phap
cla cdc Iénh nay c6 thé hoi khic nhau véi cc shell khac nhau.

5.1. Lénhif

Ca 3 loai shell hush, pdksh, tesh déu hd trg lenh if-then-else 16ng nhau.
Cau lenh nay cho phép thye hi¢n céc kiém tra diéu kién phic tap trong chuong
trinh shell cia ta. Ci phdp cia lénh vdi bash hay pdksh 1a:

if [ biéu thic 1)

then

cdce lénh

elif [ biéu thic 2 ]

cdc 1lénh

else

cac lénh

fi

N6 chung, tén vi&i ngmjc clia cdc cau lénh thuomg duge ding dé déng cau
iénh trong cdc trudmg hop 1énh phie tap. O cu 1énh trén £i duge ding dé€ déng cau
1énh 1f.

ELlif vh else déu la cdc phdn khong bit budc trong cau lénh if. E1if la
dang viét tit cla else 1f. Cu lénh nay chi thyc hién khi khong c6 mot bidu thic
di¢u kién nao cia lénh 1f trude hay cud cdc lénh elif trude 1a diing. Cac Iénh coa
cau lénh else chi thye hién khi khong mot biéu thite diéu kién nao cia lénh if
hay cia cac elif tnrde dé6 l1a ding.

Trong teshi ciu lénh 1f 6 2 dang khdc. Dang thit nhiit ¢6 chidc ning nhu
trong bash

if (bidu thic 1) then

cac lénh

else 1f {biéu_thﬁC_Z} then

cac lénh
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elif, endif cling giong nhu £i véi hash. DE chi 10 1a chuong trinh duge dich

bang tesf | dong dau clia chirong trinh nén ghi 16 churong trinh shell dich -

1ién véi mot bidu thitc dé ddnh gia vi mot cau 1énh thue hién. Néu biéu thiic ding,

nd thue hién ¢iu 1énh, ndu sai thi sé khong ¢6 chuyén gi xiy ra ¢, nd thuc hi¢n cic

elze
cac 1énh

endif

Trong do else if ciing gidng nhu elif véi hash va cling cé thé vict Ja

$#'/bin/sh

Dang thit hai 13 dang don gidn cia 1énh if, nd chi 6 mdt cau 1énh 1f dau

dong 1¢nh tuép theo. Ci phip cau lénh

if f{expression} command

Sau day i vi du 1énh if trong hash. Lénh nay kiém tra xem cé tép profile

trong thur mye hién tai hay kKhong.

it { -f .prefile ]
then

echo "€é té&p .profile trong thu muc hién tal.”
eloe

echo "Khéng tim thdy tép .profile.”

fi

Céac cau lénh taong tu quoe viét cho fosh

8

if {{ -f .profile } ) then

echo "76 tép .profile trong thu muc hién tai."
else

echo "Khéng tim thdy tép .profile.”

andif

Ditu # & dong ddu dé chi ra tép chita chuong trinh ndy la t¢p chita mdt seript

cua tesh.
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3.2. Cdu lénh case -

Cau Ienh case cho phép ta so sdnh mot mau vdi modt s¢ miu khde va thue
hién khdi chuong trinh tuomg tng véi mdu phi hop. Cau lénh case trong shell
manh hon trong cic ngon ngix 1ap trinh khéc, né cho phép ta so sdnh cdc xau o ki
tr thay the trong do (voi C hay Pascal ta chi ¢6 thé so sdnh cdc kiéu liet ke
(enumerated type) hay cdc £ia tri nguyén).

Cii phdp lénh trong bash hay pdksh ;

case stringl in

ztrl)
cac lénh;;
str2)

cac lénh; ;

£}

cac lénh;;

ezac

stringl duge so sanh vidi strl réi str?. N&u mot trong hai xaa nay phii
hop, cde lénh wong ting cho dén ddu | ; s¢ duge thuc hién. Néu strl va sty2 déy
khong phit hop véi stringl, cac lénh twong tng vdi dau * s@ dugc thue hién. Céc
lénh ing vai dau * 13 cac 1énh mac dinh vi * phi hop véi moi xau ki tu.
Trong tesh, ci phdp cau lénh case nhe sau, g16ng nhut trong C :
awiteh (atringl)
case strl:
cac cau lénh
breaksw
case str:
cdc cau lénh
breaksw
default:
cac cau lénh
breaksw

endsw
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NG thuc hién hoan toan ging nhu trong bash, cling so sdnh stringl véi
strl, str2. breaksw c6 ¥ nghia nhu diu ;; @ trén, default ¢d gid tri nhu * ¢
trén.

Sau day 1a mét vi du cau 1énh case trong bash. Poan ma sau kiém tra tuy
chon ddu tién trén dong lénh ¢6 phai 1a -1 hay -e hay khong. Néu la -1, chirong
trinh tinh s& dong trong t¢p duge chi ra trong tuy chon th hai trén dong [énh ma
cdc dong nay bt ddu bing chit 1. Néu 13 -e, chuong trinh tinh s6 dong trong 1¢p
chi ra trong tuy chon thit hai trén dong 1énh ma cdc dong nay bat ddu bing chir e.
Né&u tuy chon ddu tién trén dong 1énh khong phai 1a -1 hay -e, chuong trinh s€ dua
ra thong bao 18i trén man hinh.

case $1 in

_i}
count="grep ~i $2 | we -1°

echo "The number of lines in $2 that start with an i is
Scount"

-a)
count="grep "e $2 | wc -1’

ache "The number of lines in $2 that start with an e is
Scount"

P
)

echo "That option is not recognized"

eLac

Tuong t ta ciing c6 thé viét trong tesh.

6. Caulénh lap

Shell cung cfp mot s6 kiéu cau lénh lap khéc nhau. Ta ding céc cau lénh
nay khi phai thyc hién cdc hanh dong lap di 1ap lai, nhw khi ta xi If mot danh sich
cac tép.
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6.1, Cdu lénh for

Cau lenh for thyc hi¢n céc lénh trong né mot s6 14n dinh truée. Lenh for
trong bash v pdksh ¢6 hai loai khéc nhau :

for varl in list

do

cac¢ 1énh

done

Theo dang nay cac I¢nh bén trong cau iénh for duge thue hieén mot 14n véi
mdi phan tir trong danh sdch list. List ¢6 thé 1a mot bién hodc mot danh sdch
cde gid ui duge g6 trye ti€p vao cau lénh. M8i 14n lap bién varl duge gén cho
phdn tlr hién tai ctia 1ist cho dén khi phén tlr cu6i cing duge gdn.

Dang thir hai ¢6 ¢t phdp nhu sau -

for varl

do

cac ¢du lénh

done

Dudi dang nay céu I¢nh thue hién moét 1dn véi méi phén tir trong bién varl.
Trong d6 shell gia thét ring varl chifa toan bo cdc tham sd trén dong lénh dugc
chuyén cho chromg trinh shell. Dang nay twong duong v6i cau lénh for sau :

for varl in "3@"

do

cac 'cdu lénh

done

Tuong tr, ta ¢6 cau Ignh for cho tesh goi 13 foreach, ciing gifng nhu trong
bash va pdksh. Cii phdp nhu sau :

For each name (list)

cac lénh

end

Sau day la vi du cdu ignh for trong bash hay pdksh. Vi du nay 1dy céc tép c6
tén duge chi ra trén dong Ienh, chuyén ndi dung céc tp nay tir cdc chit thuong ra
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chir hoa 161 ghi lai vao t¢p ciing tén nhung vai dudi 1a .caps.

for file
do
tr a-z A-7 < 5tép >$tép.caps
done
Chuong trinh tuong tu viét trong fosh
&
for each file (5*)
tr a-z A-Z < S$tép >Stép.caps

end

6.2. Cdu lénh while

Mot céu 1énh lap khic cha shell la while. Ciu lénh nay 1am cho mét khai

mil ducie thye hign chimg nao difu kién dua ra con diing. Cd phdp clia né trong
hash v pdish nhu sau :

while bidu thie didu kién
do

cac <au lénh

done

Trong tesh :

while (bidu thirc didu kién)
cac cdu lénh

end

Sau day la mat vi du vé cau lénh while trong bash hay pdksh. Chuong trinh

nay liét ké cic tham s6 duge truyén cho chuong trinh ciing véi s6 cla tham s6.
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count=1

while [ =-pn "§*" ]

do
echo "Day la tham s6 thit $count $1"
shift

count="expr Scount + 1°

done



Lénh shift dich céc tham s6 trén dong Iénh sang trdi mot s6, khi d6 tham s6

$0 2 $& (10 thanh tham s6 s6 1, tham s6 s6 3 s& trd thanh tham s6 sd 2, ..

‘expr $count + 1° la xau ghi biéu thic tang count lén 1, khi Ky gid tri

clia bi€u thic ndy, né s& thye hién noi dung bidu thite tic 13 thuc hién c6ng thém [
vao count..

6.1,

Ciing churong trinh trén viét trong tesh -

*

set count = 1

while { "§*" =77

echo "Pay 14 tham 58 thi Scount $1"
shift

set count = “expr Scount + 1°

and

Cdu lénh until

Ciw lénh until cling ¢é cu phdp va chifc nang tuong tr nhir 1énh while, chi

6 khac la cau lgnh thyce hién khéi ma cho dén khi bi€u thie diéu kién sai. Ca phip
cua né trong hash va pdksh nhu sau

sail

until bidu_thuc difu kién
do

cac lénh

done

Ciing v vi du di viét vdi cau iénh while ta viét bing cau lénh until nhu

count=1

uptil [ -z "§*" )

do

echo "Pay la tham sd thir $count s1"
shift

count="expr S$count + 1°

done
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Diém khéc biét khi ta sit dung cau lénh while va until cho vi du nay la &
chd, trong cau 1gnh while ta ding diéu kién kiém tra -n, ¢6 nghia Ia do dii xau
Khéc O, trong cau lénh until ta ding diéu kién kiém tra -z nic Ja chiéu dai xau
bang 0. Cau Iénh until hoan toan cd thé viét duge nhiY cau Iénh while nén trong
thire t€'no6 it khi duge dung.

6.4. Lénh shift

Lénh shift dich cAc tham s@ vi trf trén ddng 1énh (cdc tham sG ma ta gd
irén dong ngay khi goi lénh, duoc luu trong cée bién o6 tén 1a cae so 1, 2,...) mOt vi
(rf sang tral. Vi du néu cic gid tri hién tai cha cdc tham s6 vi trf trén dong 1énh 12

3 command file0 filel file2

Sau khi ta thuye hign 1énh shift

shift

thi cac tham s6 vi tri trén dong 1énh s€ la :

51 = filel $2 = fileZ

Ta ciing c6 thé dich nhiéu hon mot vi tri bing céch chi ra s6 vi tf muén dich
sal lénh shift. Vi du dé dich hai vi tri :

shift 2

Lénh nay rat ¢d ich khi ta ¢6 mot chuong trinh shell cdn phan tich c4c tham
50 hay cac tuy chon trén dong lénh. Cac tham s6 hay cdc tuy chon nay thudmg dice
X1 If bang mot vong 1ap nao do, ta thudmg mudn bo qua mot tham sd tiép theo khi
di biél tham sd tiép theo ta tham 58 nao. Vi du, chuong trinh shell sau day chéy mot
trong hai loai tay chon trén dong 1énh, -1 va tham sd ti€p theo s€ [a 1én ép diu
viao, va tuy chon -0 vii tham sd tiép theo s& La tén ép diu ra. Chuong trinh s€ doc
1¢p diu vao, bhién cdc chit hoa thanh chit thudémg va ghi ra tép déu ra.

while [ "$1" ]

do

if [ "31" = "-i" 1 then
infile="3§2"

zhift 2

else 1if [ "&1" ="-0" ] then
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outfile="32"

shift 2

else

echo "Program $0 does not recognize option $1"
fi
done

tr a-z A-7 <$infile >Soutfile
6.5. Cdu lénh select

Cau lénh select chi o6 trong shell pdksh. Khic véi céc cau Iénh lap khac,
no Khong thuc hién mot khéi 1énh khi bidu thic diéy ki¢n ding hay sai. Muc tiéu
clia ciu Iénh nay chi dé tao thuc don dang text don gidn cho chuong trinh. Ci phép

clia cau 1énh nhu sau :
select menuitem [ in list of items]
do
cac cau lénh

done

Khi thue hién ciu 1énh select, pdksh tao mot s6 céc muc trong thuc don
cho méi phan tr cia danh sdach list_of item. list of itemc6 thé 1a mot bien
bao gém nhiéu hon mot phin tir nhu choicel choice? hay 1a danh sich cac muc
duoe gd ngay trong lénh nhie sau

celect menuitem in cheicel choice? choice3

Néu khong duara 1ist o f_item, cau Iénh select s& dung céc tham s6 vi trf
nhu cau lénh for van ding.

Khi ngudi ding chuong trinh ¢6 cau lénh select chon mot muc frong thyuc
don di tao bang cach g s& tuong g vdi muc d6, cau lénh select s& [wu gia tri cla
muc duge chon trong bién menuitem. C4c cau lénh trong khai do cé thé thuc hién
cac hanh dong tuong (ng véi muc dé trong thue don.

Sau day la vi du thyc hién cau Iénh select. Vi du nay hién thi mot thue don
goém 3 muc. Khi ngudi ding chon mot muc, chuong trinh s& héi ¢6 phdi dinh chon
muc do kKhong. Néu ngudi diing g6 v hoac Y, chuong trinh s& hién thi lai thyc don.
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select menuitem in pickl pick2 pick3
do
echo "6 phai ban mudn chon muc Smenuitem”
read re:z
if { Sres ="y" -0 Srez ="Y" ]
then
break
fi
done
Trong nay c6 mét s6 lénh mdi, 1énh read dé dgc ddu vao ma ngudi dimg g6
vao va luu vao bién ma 1énh read chi ra. Lénh break dé€ thoat khdi cc cau lénh
while, for hay select.

6.6. Cdu lénh repeat

Tesh shell ¢6 cau 1énh lip ma bash va pdksh khong ¢6 cdu 1énh tuong tu
{nhung 1a hoan toan cé thé vi€t dugc nd 1r cau lénh while), d6 14 1énh repeat. Cau
[&nh repear thire hién mot 1énh duy nhit mot s6 1dn. CaG phap cia né :

repeat sé_lén l&nh

Vi du sau day doc cac mot tap chc s6 tir cac tham s6 trén dong 1énh va in ra
s0 cdc chiim bing s6 d6 trén min hinh (gidng nhu mot chuong trinh d6 hoa).

¥

foreach num ($*)

repeat $num echo -n " ."

echo

end

7. Sirdung chuong trinh con

Shell cho phép ta dinh nghia cic ham ciia riéng minh, cdc ham ndy cling
duge d6i xit nhu cde ham trong C v cac ngon ngit 1ap trinh khéce, cling nhy trong
cAc ngon ngll nay cdc ham lam cho chirong trinh shell trd nén sang slia hon va
ciing tranh phai viét di viét lai cdc doan ma lap lai.

Cu phdp dé tao mot ham trong bash va pdksh :

250



Tén_hém[){

Cac cdu 1énh shell

}

Ngodi ra ¢dn c§ thé viét (¥ nghia hoan toan nhu nhau) :

function tén ham {

Cac cau lénh shell

}

Sau khi di tao ta goi cac ham nhu sau :

fname [ parml parm2 parm3 ...]

Khi cdc tham s@ duge chuyén cho ham, ham coi chiing 1a cic tham s6 vi trf
nhu cic chuong trinh shell vin chuyén tham s6 cba chiing trén dong Ienh. Vi du
sau ddy chita mot vai ham, mdi ham thuc hién m¢t nhiém vu riéng lién quan 16i
mat tham s6 trén dong 1énh ciia chuong trinh. Chuomg trinh doc (4t ca cac tép duge
chi ra trén dong lénh, tuy vio tham s6 duge chon ma chuang trinh s& viét ra t&p noi

dung vai cac ki tr duge vict dudi dang chit hoa hay chit thudmg hay in ra n6i dung
clia tép.

upper () {

shift

for 1 #thuc hién 14n lugt vdi ting tép duoc chi ra trén
dong lénh

do

#doc tép cd tén trong $1 d6i chit hoa thanh chi thudng, ghi
ra tép $l.out

tr a-z A-Z <31 >»$l.out

rm 51 % xod tép 51
mv $1.out 51 #chuyén tép $1.out thanh tép $1
shift

done; |}

lower {) {

shift

for i # thyc hién lan lugt véi tung tép duge chi ra trén
déng lénh

do

#doc tép $1 d61 chit hoa thanh chit thuong, ghi ra tép $1.cut
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tr A-7 a-z <31 >$51.out
rm $1 ¥ xod tép $1
mv $1.out $1 fchuyén tép $1.out thanh tép $1
shift
done; }
prinz i)
shift
for 2
e
inr $1
chify

done; )

seage_orror ()
ecne "S1osyntax is $1 <options <input {iles>»"
W

eehi

echo “where aptior is one of the following"

eha "n -- Lo prirt frame fileg®
erho " o-- ta zave ag uppercase”
echo "1 -- o szve as Lowercase®: )

caze 51

in
rlop) prins $@;;
2ol o-uy uppatr S4;;
20 =1 lower $4; .

*)oumadge erroar Sl
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M6t s6 script hivu ich trong quan tri hé théng

Trong phén cudi, ching toi glm thiéu véi ban doc mot sé script tién ich thudng
dugce diing trong viée quan tri hé théng. Dy 1a cac seript khéi tao céce dich vu phé bién
cho mt may tinh cfing nhu cdc méy chi. Cac dich vy nay bao gbm ca dich vy ngui
dung nhy dich vy may chi Web, may chg luu trit FTP va dich vy hé thdng nhu dich vu
syslog dé ghi nhat ky hoat dong clia hé théng.

#!/bin/bash
/ete/ro.d/init.d/functions

if [ -f /etc/sysconfig/httpd ]; then
/etc/sysconfig/httpd
fi

INITLOG ARGS=""

Bat HTTPD=/usr/sbin/httpd.worker trong
/etc/sysconfig/httpd dé cd khéi tac daemon véi mét
tuyén (thread) co s& 1la worker MPM. Luu ¥ cé mét sb
medule cla apache server kadng lam viéc tdt khi chay &
ché dd nay

H @k S e

# Pudng dan trd tdi script apchectl
apachectl=/usr/shin/apachectl
httpd=$[{HTTPD~/usr/sbhin/httpd}
prog=httpd

RETVAL=0

# Kidm tra ciu hinh theo khudn dang phién ban 1.3
checkld () |
CONFFILE=/etc/httpd/conf/httpd.conf
GONE=" (ServerType |BindAddress|Port | AddMedule | ClearModulelist|

GONE="${GCNE}AgentLog|Refererlog| RefererIgnore | FancyIndexing}

GONE="3{GONE} AccessConfig|ResourceConfig) ™
1f grep -Eiq "*([[:space:]]*($GONE]" SCONFFILE: then
echo
echo 1>»&2 " Apache 1.3 configuration directives found"
echo 1>&2 " please read /usr/share/doc/httpd-
2.0.47/migration.html™
failure "Apache 1.3 config directives test™
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echo
exit 1
fi

# Luu ¢ hai apachectrl quy dinh rdng, viéc kich hoat dich
# vy trong khi dich vy 93 duoc kich hoat ti trudc sé gay
# 18i. Twong tiy, viéc téit dich vy khi dich vy khéng hoat
# ddng cing duge xem la 18i. Do vay, cac viéc khdi tao
# chng nhu t&t dich vy s& khéng gel trye
# tiép apachectrl ma théng gqua cidc ham sau.
start{) {
ccho -n $"Starting $prog: *
checkl3 || exit 1
daemon $httpd SCPTIONS
RETVAL=57?
echo
[ SRETVAL = 0 ] && touch /var/lock/subsys/httpd
return $RETVAL
1
stop () |

echo ~-n $"Stopping Sprog: "
killproc Shttpd
RETVAL=S"?
echo
[ BRETVAL = 0 ] && rm —-f /var/lock/subsys/httpd
/var/run/httpd.pid
}
reload{) ({
echo -n $"Reloading $prog: ™
checkll || exit 1
killprec Shttpd -HUP
RETVAL=5"7
echo

}

4 Kilm tra yéu cdu cla ngudi diung. Kich hoat ({start}, tdt
# (stop)hofic khoi déng lai server.
case "$i" in

start}

start

stop)

stop

status)

status $httpd

RETVAL=57

restart)

stop
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start

condrestart)

if [ -f /var/run/httpd.pid } ; then
stap
start

fi
reload)
reload

graceful |[help|lconfigtest|fullstatus)

Sapachectl 5@

RETVAL=57

g

eche $"Usage: $prog
{start|stop|restarticondrestart|releoadlstatus|fullstatus|gracef
ul |helplconfigtest}"

exit 1
esac

exit SRETVAL

Script killall

#! /bin/bash

4 Tét t&t cA cac dich vy dang chay nhung khéng can thiét.
# Trude khi tét, céc dich vy déu duge kidm thu. Do vay
# khdéng phai bdt ca dich nidc ciing bi tit.

case "8$1" in
*start)
'!*}
echo $"Usage: $0 {start}"
exit 1
esac
for 1 in /var/lock/subsys/* ; do
# Kiém tra xem cac script trong cé&c djch vy cé6 tdn tai
# hay khéng
[ -£ "$i" ] || continue

# Lay tén djch vy
subsys=${i#/var/lock/subsys/}

# Kiém tra xem mang cé& hoat ddng hay khéng
[ Ssubsys = network ] && continue
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4 T4t dich wy

if [ -f /etc/init.d/S$subsys.init }; then
fetc/init.d/$subsys.init stop

elif [ -f /etc/init.d/$subsys 1; then
fetc/init.d/$subsys stop

else
rm ~f "Sin

fi

done

Script ghi nhét ky hé théng

#1
#
#
#
#
# chkconfig: 2345 12 88
#
#
#
#
#
#

/bin/bash

syslog Kich hoat syslogd/klogd.

M& ta: DAy 1a dich vy givp cdc dich vy kh&c cé thé ghi
lai nhit ky hoat ddng. Nhat ky hoat déng duge luu tri

du&i dang tép tin nhit ky hé théng. Day 1a mdt dich wu
rdt hou ich, gidp ngudi guan tri mang cé thé tim duge

151 khi hé& théng cé vin d& cfing nhu

giip h& théng hoat déng hiéu qua hon.

#4#4 BEGIN INIT INFO

#

Provides: $syslog

### END INIT INFO

#

[
(

#

pudng din trd téi thu vién c&c ham co ban
/etc/init.d/functions

~f /sbin/syslogd ] || exit 0
-f /sbin/klogd 1 || exit 0

fudng ddn chi téi tép tin luu chu hinh

if [ -f /etc/sysconfig/sysleog | ; then

/etc/sysconfig/syslog

else

SYSLOGD OPTICNS="-m 0"
KLOGD OPTIONS="-2"

fi

RETVAL=D

umask 077

start{} {
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echo -n $"Starting system logger: "
daemon syslogd $SYSLOGD_OPTIONS
RETVAL=357
echo
echo -n $"Starting kernel logger: "
daemon klogd $KLOGD OPTIQNS
acho
[ SRETVAL ~eq 0 ] && touch /var/lock/subsys/syslog
return $RETVAL

}

stop{) {
echo -n $"Shutting down kernel logger: ™
killproc klogd
echo
eche -n $"sShutting down system logger: "
killproc syslogd
RETVAL=57?
echo
{ SRETVAL -eq 0 ) && rm -f /var/lock/subsys/syslog
return SRETVAL

}

rhstatus{} {
status syslogd
status klogd

}

restart () {
stop
start

case "51" in
start)
start
stop}
stop
status)
rhstatus
restart|reload)
restart
condrestart}
[ -f /var/lock/subsys/syslog 1 && restart |
:;
echo $"Usage: $0 {startl|stop|statusl|restart|condrestart}”
exit 1
esac

exit $7
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Script khéi tao cac dich vu mang

#!/bin/bash

#

# xinetd Kich hoat va tdt xinetd.

#

# chkconfig: 345 56 50

# M5 ta: sinetd dugc su dyng thay thé cho inetd trong cac
4 hé thbng trudc kia

# xinetd:

# - c6 co ché diédu khidn truy nhap,

# - Gugec md rdng khd ndng ghi nhat ky

# - Cho phép cac dich vy dugc kich hoat dga trén thdi gian
# - C5 kha ning han ché sd lugng dich vy dugce kich hoat

# - Va4 nhidu uu diém khéac

#

# Tén tién trinh: /usr/sbin/xinetd

# Cac tép tin cdu hinh:

# /etc/sysconfig/network

# /etc/xinetd.conf

# Tép tin ghi Ainh danh tién trinh: /var/run/zinetd.pid

# PATH=/sbin:/bin:/usr/bin:/usr/sbin

Pudng din tré téi thu vién chila céc ham co ban
Jetc/init.d/functions

3= Heo

# Poc ciu hinh v& mang
test -f /etc/sysconfig/network && . /etc/sysconfig/network

4 Boc ciu hinh v& cdc dich vy

test -f /etc/sysconfig/xinetd && . /etc/sysconfig/xinetd
4 Kiém tra ngudi yéu cdu kich hoat cé phai 13 root

% Néu sai, script dung tai day.

[ "id -u” = 0 ] || exit 1

# Kidm tra hé théng mang cé hoat ddng hay khdng.

{ "S{NETWORKING}" = "yes” ] 1| exit 0
[ -f /usr/sbin/xinetd ] || exit 1
[ ~f /etc/xinetd.conf ] |} exit 1

RETVAL=0
prog="xinetd"

start () {

echo -n $"Starting Sprog: "
4 Thém cac théng tin v& mii gid, dic tad vé khuén dang hién thi
# trong /etc/synconfig/xinetd
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}

if [ -z "S$XINETD_LANG" -o "$XINETD LANG" = "none" -o
"SXINETD LANG" = "NONE" j; then
unset LANG LC TIME LC_ALL LC MESSAGES LC NUMERIC
LC MONETARY LC COLLATE

else

LANG="S53XINETD LANG"
LCWTIME="$XINETD_LRNG"
LCﬁALL="$XINETD_LANG"
LC_MESSAGES="SXINETD_ LANG"
LC NUMERIC="SXINETD LANG"
LC_MONETARY:"$XINETD_LANG"
LC_COLLATE="SXINETD_LANG"

export LANG LC_TIME LC ALL LC MESSAGES LC NUMERIC
LC_MONETARY LC COLLATE

fi
unset HCOME MAIL USER USERNAME

daemen $prog -stayalive —-pidfile /var/run/xinetd.pid
"SEXTRAOPTICNS"

RETVAL=5?

echo

touch /var/lock/subsys/zinetd
return SRETVAL

stopi{}{

}

echo -n $"Stopping $prog: "
killproc Sprog

RETVAL=$7?

echo

rm -f /var/lock/subsys/xinetd

return $RETVAL

reload ()

}

echo -n $"Reloading configuration:

killpreoc $prog ~HUP
RETVAL=57?

aecho

return $RETVAL

restart {}{

}

stop
start

condrestart {){
[ -e /var/lock/subsys/xinetd ] && restart

return 0

259




# Kidm tra yéu cdu ngudi dang.
case "31" in
start)
start
stop)
stop
status)
status 3Sprog
restart)
restart
reload)
relaad
condrestart)
condrestart
rr . )
echo $"Usage: 3$0
{start|stop|status|restart|condrestart|relcad}™
RETVAL=1
esac

exit SRETVAL

Luu y ring, chiing t&i dua ra cac scrlpt ra d@y khong chi don thun mang tinh
chat minh hoa cho nhitng cau 1énh dugce gioi thidu trong cac phén trén. Chang ti mudn
nhén manh téi kha nang vuot tri clia seript trong ¢dng viée quan trj hé théng. Ban doc

c6 thé tham khao thém cac script khdc trong thu mye /ete/init.d.
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