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Chuong 1
Mang IP trong Linux

1. Téng quan vé truyén thong thong diép

Muc ndy sé& trinh bay téng quan vé toan bo hé théng truyén tin mang trong
Linux. N6 cung cap mot s6 thao luan vé cac cdch cau hinh, cac cau tric dit liéu va

mo ta cic co sd cua viec dan duong IP.

1.1 Puong dan truyén thong mang
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Hinh 1: Truyén thong diép qua Linux kernel



Internet Protocol (IP) duoc coi 1a trai tim cta hé thong thong tin mang trong
Linux. Trong khi Linux dugc gan chat v6i khéi niém cdc tidng (nhu transport,
network, ... diéu nay gidp cho né c6 thé st dung mot giao thitc khac nhu ATM) thi
IP luon di kem véi khdi niém vé cdac goi tin. Hoat dong cua IP trong tdng mang
bing cich routing (ddn duong) va forwarding (chuyén ti€p) ciling nhu
encapsulating (boc dit liéu), hinh trén day gitp cho ban hiéu dugc cich Linux
kernel chuyén céc géi tin qua.

Khi mot ting dung cén truyén thong, né guri cdc gdi tin thong qua cac socket
t6i tang Giao van (transport) (TCP hoac UDP) va sau d6 goéi tin dugc gui téi tang
mang (Network layer-IP). Trong tang mang, nhan ti€n hanh tim ki€m tuyén (duong
dan) t6i may tinh dich thong qua bang dinh tuyén (routing cache) hoac tlr thong tin
chuyén géi ctia n6 (FIB - Forwarding Information Base). Néu géi tin duoc chuyén
cho mot may tinh khdc, kernel danh dia chi cho géi va gui n6 téi giao dién truyén
di tang lién két (link layer output interface) (thuong la thié€t bi Ethernet), noi cudi
cung thuc hién viéc giri gobi tin ra thiét bi vat ly.

Khi géi tin duoc truyén qua thiét bi vat 1y, giao dién ti€p nhan nhan dugc né
va kiém tra xem g6i tin ndy c6 thuc su guri cho minh hay khong. Néu ding, n6 s&
gui gobi tin nay 1én tang IP, tang nay s€ thuc hién tim duong di dén dich cta goi.
Néu géi duge chuyén t6i mot mdy tinh khédc, tAng IP gli nd tra lai cho giao dién
truyén di (output interface). Néu géi tin dugc gui cho chuong trinh Gng dung, ting
IP chuyén né lén ting giao van va socket clia chuong trinh tng dung s& doc goi khi
nd san sang.

Theo cdch nay, mdi socket va giao thdc thuc hién cic ham dinh dang va
kiém tra khdc nhau. Tat ca qua trinh duoc thuc hién cing vé6i cdc tham chiéu va
bang va cdc bang diéu khién (jump table) dé phan tich céac tha tuc va phan 1én
trong ching duoc khdi tao trong qué trinh khéi dong cua mdy tinh. Muc sau s€
trinh bay chi ti€t qua trinh khdi tao nay.

1.2 Chong giao thitc (Protocol Stack)

Protocol Stack 1a mot phan trong kernel code. Vi cu tric giao thic mang
theo cdch nay lam cho né c6 thé hd tro rat nhiéu giao thifc trong ciing mot thoi
diém. Trong phin nay ching ta chi luu y chli yéu dén TCP/IP protocol stack va né
s€ dugc phan tich va mo phdng & phan dudi day.
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Hinh 2: C4u tric protocol stack ctia Linux

Hinh trén 1a c4u tric Protocol Stack ctia Linux. Cu tric nay lam cho né c6

thé hd trg nhiéu giao thiic mang trong Linux kernel. Giao thiic TCP/IP dugc thiét
lap bai 5 tang:

SOCKET layer: La giao dién giita cadc chuong trinh tng dung va cic ting
thap hon, n6 bao gom tét ca cac giao thitc mang khac nhau cho cac chuong
trinh tng dung. Cac socket BSD la cac cdu tric triru tugng hon ma né chia
céc socket INET. Ung dung doc tir hodc ghi ra cdc sockets BSD. Céc sockets
BSD chuyén cic thao tac thanh céc thao tdc cuia socket INET. Céc tng dung
duoc chay trong khong gian ngudi dung, 1a mic trén cling ctia chong giao
thic; ching giéng nhu mot giao ti€p két noi 2 chi€u hoac phic tap nhu Giao
thic Thong tin dinh tuyén (Routing Information Protocol - RIP).

INET layer: 1P Specific INET Socket 1a cac thanh phan dit liéu va cai dat cu
thé clia cic socket néi chung. Chiing dugc gin véi cdc hang doi va ma thi
hanh c4c thao tic clia socket, chang han nhu doc, ghi va tao két noi. Thuc t&



ching la thanh phan trung gian giita socket chung ctia tng dung va giao
thic tang Giao van.

e TCP (UDP) layer: TCP va UDP la cic giao thtc thong dung nhat trong ting
Giao van. UDP don gian chi cung cap mot co cdu dé chi cac goéi t6i cac
cong trong mdy tinh. Trong khi TCP cho phép cac két néi phiic tap hon dua
trén cac thao tic, bao gom cédc k¥ thuat khoi phuc cdc géi bi mat va quan ly
truyén thong. Ca hai déu sao chép phan payload cta géi gitta nguoi dung va
nhan. Du sao, ca hai giao thitc nay déu 1a mot phan tang trung gian gitta cac
ung dung va Mang.

e IP layer: TP 1a mot giao thitc ting Mang chuén. N6 kiém tra cdc géi tin dén,
xem chiing duogc gii cho chinh mdy tinh clia minh hay cin phai chuyén
(forward) chidng. N6 phan nho cac géi tin néu thdy can thiét va phan phoi
ching cho cac giao thic tang Giao van. Ching duy tri mot co sa dit liéu
dinh tuyén cho cac goéi dit liéu ra; danh dia chi va chia nho cac géi (néu can)
trude khi gui ching xudng tang lién két.

o Network device layer: Day la tang cudi trong protocol stack; ching st dung
thli tuc cua tang lién két (thong thuong 1a Ethernet) dé truyén thong véi cac
thié€t bi khdc trong viéc chuyén hay nhan dit liu. C4c giao dién ti€p nhan
(input interface) copy cac géi dit liéu tir moi truong truyén dan (medium),
thuc hién mot vai phép kiém tra, sau d6 chuyén ti€p né lén ting mang. Giao
dién truyén di nhan géi tir ting mang, thuc hién mot vai phép kiém tra va
chuyén n6 ra moi trudong truyén dan.

C4c tng dung & tang trén cung c6 thé don gian 1a viéc chating 2 chiéu, hoac phic
tap nhu RIP.

1.3 Cdu tric cua goi

Phuong phép dé bao vé tdng cac giao thic nghiém ngat ma khong lang phi
thoi gian copy cdc tham s6 va payload 1a t6 chic cau tric dit liéu géi chung (mot
bd dém socket sk_buff). Thong qua tét ca cic con tro ham khac nhau, dit liéu dugc
truyén qua cdc giao thic, phan dit liéu payload chi dugc copy 2 1an; mot tir ting
dung nguoi dung vao khong gian nhan va mot tr khong gian nhan téi thiét bi ra
(cho céc goi ra ngoai).

CAu tridc nay chita cdc con tro tdi tit ca cdac thong tin vé mot goi - socket,
thiét bi, tuyén, vi tri dit liéu, vv... Cac giao thic cta tang Giao van tao cac cau tric
g6i ndy tir bo dém dAu ra, va ngugc lai cdc trinh diéu khién thiét bi tao ra ching tir
dit lieu dén. M6i mot tAng sau do s& dién thém thong tin cin thiét cia n6é dé phuc
vu cho viéc xur ly géi. Tat ca cdac giao thic - tang Giao van (TCP/UDP), ting
Internet (IP), Lién két (Ethernet) - sir dung cung mdt socket buffer.
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Dé hi€u vé hé thong mang trong Linux, thi mot diéu quan trong nhat 12 viéc
stt dung cau tric dir liéu trong Linux thong qua cau tric sk_buff. Cu tric nay
duoc dinh nghia trong include/linux/skbuff.h (trong kernel source). Cac sk_buff
dugc st dung dé quan ly truyén thong cdc géi. Mdi mot sk_buff 12 mot cau tric
diéu khién dugc chia cho mot khoi bo nhé. Cau triic diéu khién chita cdc con tro t6i
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Hinh 3: Cau tric goi (sk_buff)

thong tin header trong c4u tric dit liéu duoc gan.



C4u tric sk_buff rat 16n, nhung mot s6 thanh phan cau tric dit liéu (quan

trong) duoc mo ta chi ti€t dudi day:

struct sk buff {

/* pointers in doubly linked list
previous buffer in list)

struct sk buff

/* List we are on */

* next,

(next and
*/

* prev;

struct sk buff head * list;

/* Socket which owns this sk buff */

struct sock *sk;

/* Time we arrived */
struct timeval

stamp;

/* Device we arrived on/are leaving by */

struct device *dev;

/* Transport layer header */

union

{
struct tcphdr *th;
struct udphdr *uh;
struct icmphdr *icmph;
struct igmphdr *igmph;
struct iphdr *ipiph;
struct spxhdr *spxh;
unsigned char *raw;

} h;

/* Network layer header */

union

{
struct iphdr *iph;
struct ipvehdr *ipvéh;
struct arphdr *arph;
struct ipxhdr *ipxh;
unsigned char *raw;

} nh;

/* Link layer header */

union

{
struct ethhdr *ethernet;
unsigned char *raw;

} mac;

Linux str dung lién két gitta 2 danh sach sk_buff (next va prev) nhu Ia tuyén
cac buffer (linear buffers). Diéu nay c6 su khac nhau gitta BSD va Unix (st dung
mot chudi cic buffer nhd - mbufs). Linear buffers sir dung ton bo nhé hon mbufs,



nhung lai st ly rat nhanh nén né dugc st dung trén network buffer (vi du nhu néi
thém vao sau hoac xod bo khi khai dong).

*th
*eth
*iph

*raw
seq

Data

Hinh 4: sk_buff chia cac con tro t6i thong tin header.

Nhin vao dinh nghia céu tric dit liéu & trén thi sk_buff bao gom céc con tro
tGi thong tin header tai cac tang lién két (link layer), ting mang (network layer), va
tang giao van (transport layer), do vay day la van dé chinh giai quyét viéc quan ly
bd nhé cua cac goi trong Linux kernel.

Linux kernel bao géom cac ham tién ich phuc vu cho viéc quan ly danh sach
cdc sk_buff. Diéu nay thuan loi khi giai quyét viéc 2 tuyén ciing hoat dong dong
thoi trén ciing mot khoi bo nhd. Nhitng hoat dong nay c¢6 thé mo ta nhu sau:
skb_dequeue(), 1ay buffer dau tién trong danh sach.
skb_queue_head(), dat mot buffer vao ddu mot danh sach.
skb_queue_tail(), dat mot buffer vao cudi cia mot danh sach.
skb_unlink(), xod boé mot buffer trong danh siach chia n6 (buffer khong
rong, phai dugc xod trong danh sich).

e skb_insert(), dat mot buffer tru6c mot buffer da chi ra trong danh sach
(thudng st dung cho cdc giao thic nhu TCP, phuc vu cho viéc thay déi lai
tht tu cac buffer cho dung thu tu g6i).

e skb_append(), dat mot buffer vao sau mot buffer da chi ra trong danh sach
(TCP).

e alloc_skb(), tao mot sk_buff méi va thiét 1ap cac gia tri ban dau cho né.



o kfree_skb(), giai phong khoi buffer (giai phong bo nhd).

Duéi day dua ra mot doan ma don gian dé quan ly mot danh sich cac
buffers (tham khao trong tai liéu Network Buffers and Memory Management).

void append frame (char *buf, int len)
{
/* Cap phat mot sk_buff */
struct sk buff *skb = alloc skb(len, GFP ATOMIC);

if (skb == NULL) {
/* Khong thé cap phat sk_buff, géi tin bi huy */
my dropped++;

}

else {

/* Danh len bytes dit liéu trong sk_buffs */
skb_put (skb, len);

/* Copy bo dém vao sk_buff*/
memcpy (skb->data, dat, len);

/* K&t noi danh sach sk_buff */
skb append(&my list, skb);
}
}
void process queue (void)

{

struct sk buff *skb;
/* Pua ra sk_buff dau tién trong danh sach két noi */
while ((skb = skb_dequeue (&my list)) != NULL) {

process data (skb);
/* Giai phong sk_buff sau khi da str 1y data */
kfree skb(skb, FREE READ);

}

Gidi thich: & trén dua ra cach st dung ham quan 1y bo nhé cua sk_buff, v6i ham
append_frame() 12 mot doan ma trong trinh diéu khién thi€t bi mang, tuong ting
v6i ham netif_rx() c6 trong tép net/core/dev.c, ham nay nhan mot goi tin tu trinh
diéu khién thiét bi va dua ra hang doi cho mic giao thic cao hon. Ham
process_queue() tuong ung vGi ham net_bh() c6 trong tép net/core/dev.c, dua
sk_buff ra hang doi dé xir Iy & mic cao hon.

1.4 Dinh tuyén Internet (Internet Routing)

Tang IP diéu khién dinh tuyén giita cac mdy tinh. N6 giit 2 cu tric dit liéu;
mot 12 Bang thong tin chuyén géi (Forwarding Information Base - FIB) chia tap
hop céc thong tin chi tiét vé cdc tuyén da biét, va mot bo dém dinh tuyén nhanh
hon cho céc dia chi dich hién dang st dung. (Ciing c6 mot ciu tric thit ba -
neighbor table - gilt tap hgp cac mdy tinh duoc két noi vat 1y t6i may).



Bang FIB la bang tham chi€u dinh tuyén goc; né chia t6i 32 ving (moi
vling ung véi mot bit trong dia chi IP) va cdc entry cho tét ca cac dia chi dich da
biét. Méi ving chita céc entry cho mang va may ma c6 thé duoc dinh danh duy
nhat boi so bit xdc dinh - mot mang véi netmask 255.0.0.0 c¢6 8 bit c¢6 nghia nén
nam trong vung 8, hodc mot mang vGi netmask 255.255.255.0 ¢6 24 ¢6 nghia nén
nam trong vung 24. Khi IP can tim mot dudng, nd bat diu véi cdc viing dac biét
nhat va tim kiém toan bo bang cho dén khi tim thay (c6 it nhiat mot entry ngam
dinh). File /proc/net/route chita noi dung cta FIB.

B0 dém dinh tuyén (routing cache) la mot bang hash ma IP sir dung route
céc goi trong thuc t€. N6 ¢6 thé chita t6i 256 chudi entry dinh tuyén hién hanh, véi
moi vi tri cia entry duoc quyét dinh bdi mot ham hash. Khi mot may can glri mot
g6i, IP tim mot entry trong bo dém dinh tuyén. Néu khong c6, né tim mot tuyén
phu hop trong FIB va chén entry méi nay vao bo dém. (Entry nay dé giao thiic st
dung viéc dinh tuyén, khong phai entry cua FIB). Cac entry con lai trong bo dém
dén chimg nao chiing con duge st dung; néu khong c¢6 truyén thong téi dia chi
dich, entry khong c¢6 hiéu luc va IP x6a n6 khoi bo dém. File /proc/net/rt_cache
luu trit ndi dung cia bo dém dinh tuyén nay.

Céac bang nay cho phép tat ca cac tuyén trén hé thong thong thuong. Tham
chi céc giao thiic khdc (chang han RIP) stt dung cling ciu tric; chiing chi sira cic
bang ton tai trong nhan st dung ham ioctl() (dugc dé cap & phan sau).

2. Khoi tao mang

Phan nay trinh bay téng quat vé qué trinh khoi tao mang khi hé diéu hanh
mang khoi dong, sit dung chuong trinh ifconfig va route dé thiét lap lién két
mang. Cudi cung, d€ tién cho nhitng doc gia quan tam dén viéc lap trinh, ching toi
dua ra céc thu tuc ham lién quan dén cac chuong trinh ifconfig va route.

2.1 Tong quan

Linux s& chi khéi tao bang dinh tuyén khi khai dong néu may tinh da duoc
cdu hinh mang (hau hét cac mdy Linux lam viéc v6i mang, tham chi mdy stand-
alone, néu chi s dung loopback). Khi nhan da duoc nap xong, né chay mot tap cac
chuong trinh tién ich dac biét - ma thuc hién doc cac file cau hinh, thiét lap cac
tinh nang mang ctia mdy tinh. Cic cong viéc nay bao gom viéc quyét dinh dia chi
clia mdy, khdi tao cdc giao dién clia né (ching han c4c card Ethernet), va thém cic
dinh tuyén tinh da bi€t hoac quan trong (vi du dinh tuyén t6i mot router dugc két
noi véi Internet). Néu ban than may tinh 12 mot router, né ¢6 thé thi hanh mot
chuong trinh ma cho phép cép nhat bang dinh tuyén cua né.

Toan b qua trinh c4u hinh c6 thé 1a tinh hodc dong. Néu cic dia chi va tén
khong bao gio (hodc khong thuong xuyén) thay doi, ngudi quan tri hé thong phai
dinh nghia cac tuy chon va cac bién trong cac file khi thi€t 1ap hé thong. Trong
moi trudng hay bién déi hon, c¢6 thé st dung mot giao thitc DHCP (Dynamic



Hardware Configuration Protocol) dé hoi cdc thong tin vé dia chi, router, va DNS
Server dé cau hinh khi n6 khoi dong.

2.2 Khoi dong

Khi Linux khéi dong nhu mot hé diéu hanh, né nap anh ctia né tir dia vao
trong bo nhd, giai nén, va tu thiét 1ap bang cach cai dat hé thong file va quan 1y bo
nhG va cac hé thong khac. Nhiém vu sau cung cua nhan khi khoi dong 1a né thuc
hién trinh init. Trinh nay doc mot file cau hinh (/etc/inittab) va thi hanh céc script
khoi dong (duge tim trong /ete/re.d trong cdc ban phan phoi chia RedHat). C6 thé
c6 rat nhiéu cdc file script dugc thi hanh, trong d6 ¢6 file kich ban khdi dong mang
(/etc/re.d/init.d/network).

Kich ban khdi dong mang

Kich ban khdi dong mang thiét 1ap cdc bi€én moi trudng dé€ dinh danh tén
may tinh va thiét 1ap hoac khong thiét 1ap mang cho may tinh. Phu thudc vao cac
gid tri duwoc dua ra, script network bat (hodc tit) IP forwarding va IP
fragmentation. N¢ ciing thiét 1ap dinh tuyén ngam dinh cho tit ca cac giao dich
mang va thiét bi sit dung dé gtii giao dich d6. Cudi cling, né danh thitc céc thiét bi
mang st dung cac chuong trinh ifconfig va route. (Trong moi truong dong, néd cé
thé truy van DHCP server dé 14y thong tin mang thay vi doc céc file cua no).

Céc kich ban dugc thi hanh khi thiét lap mang c6 thé khong phc tap 1dm;
hoan toan c6 thé chuyén thanh mot file script 16n, thi hanh day cac lénh dé thiét lap
ding cho mot may tinh don 1€. Tuy nhién, hau hét cdc nha phan phdi Linux déu
dua ra mot s6 16n céac kich ban mang tinh chat chung, lam viéc v6i nhi€u dang
mdy. Diéu nay dé lai mot s6 hanh dong gian ti€p va viéc thi hanh ¢6 diéu kién,
song thuc su lam cho viéc cai dat dugc dé hon. Vi du: trong ban phan phdi Red
Hat, kich ban /etc/rc.d/init.d/network chay mot vai kich ban khac va thiét 1ap cac
bi€én nhu interfaces boot dé Iuu ddu vét xem da chay kich ban
/etc/sysconfig/metwork-scripts/ifup nao. Viéc theo doi ti€n trinh nay mot céch
thi cong ciing kha phiic tap, nhung mot so stta doi don gian trén 2 file cau hinh
(dua ding tén va dia chi IP vao trong file /etc/sysconfig/network va
/etc/sysconfig/metwork-script/ifcfg-eth0) sé thiét dat ca hé thong hoat dong ding.

Khi kich ban khai dong mang két thic, FIB chita cac dinh tuyén dac biét
cho cdc mdy hoidc cdc mang da biét, con bo dém dinh tuyén va bang neighbor déu
rong. Khi truyén thong bit ddu truyén, nhan sé cap nhat bang neighbor va bo dém
dinh tuyén nhu mot phan ctia qua trinh hoat dong mang thong thuong.

ifconfig (interface configuration)

Chuong trinh nay phuc vu cho viéc cau hinh céc giao dién thiét bi mang dé
c6 thé str dung. Pay 1a mot chuong trinh dugc st dung rat nhiéu, va né khong phai
la mot phan ctia nhan. N6 ciing cap mdi thiét bi cac thong tin dia chi, netmask, va
dia chi phat tan (broadcast address). Thiét bi lan luot chay cac ham khéi tao ctia né
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(d€ thiét 1ap cdc bién finh) va dang ky céc ngat cia nd va céc thu tuc dich vu véi
nhan. Lénh ifconfig trong kich ban mang c6 dang nhu sau:

ifconfig ${DEVICE} ${IPADDR} netmask ${NMASK]} broadcast ${BCAST}
(ma cac bién hoac duoc ghi truc ti€p trong kich ban hoac dugc dinh nghia trong
cac kich ban khac).

Chuong trinh ifconfig ciing c6 thé cung cap thong tin vé cdc thiét bi mang
da cau hinh hién hanh (khi goi chuong trinh khong c6 tham s6, n6 s& hién thi tat
céc giao dién dugc kich hoat hién hanh; goi vé6i tiy chon -a né hién thi tat ca céc
giao dién, ca kich hoat hoac khong kich hoat).

Chuong trinh nay cung cap tat ca cac thong tin kha dung vé méi giao dién
mang; dia chi, trang thdi, thong ké goéi, va cic dac trung cta hé di€u hanh. Thong
thuong s€ c6 it nhat hai giao dién - mot card mang va thiét bi loopback. Thong tin
cho moi giao dién ¢6 dang nhu sau:

$ifconfig -a

ethO Link encap:Ethernet HWaddr 00:80:AD:8D:C7:4A
inet addr:200.1.1.6 Bcast:200.1.1.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:344 errors:0 dropped:0 overruns:0 frame:0

TX packets:4 errors:6 dropped:0 overruns:0 carrier:12
collisions:102 txqueuelen:100

Interrupt:11 Base address:0x2040

Ngudi dung ¢6 diac quyén c6 thé sir dung I1énh ifconfig dé thay doi cdc thiét lap cua
giao dién tu dong 1énh, v6i ci phap nhu sau:

ifconfig interface [aftype] options | address ...

Vidu:

ifconfig ethO down : shutdown ethO

ifconfig eth1 up : kich hoat giao dién ethl

ifconfig ethO arp : bat ARP trén giao dién ethO

ifconfig ethO -arp : dong ARP trén giao dién ethl

ifconfig ethO netmask 255.255.255.0: thiét lap netmask cho ethO

ifconfig lo mtu 2000 : thiét 1ap don vi truyén 16n nhat cho giao dién
loopback.

ifconfig ethl 172.16.0.7  : thiét lap dia chi IP cho ethl.

Chu y ring thay déi cau hinh giao dién mang c6 thé thay déi bang dinh tuyén mot
cach gian ti€p. Vi du, thay d6i netmask c6 thé thay déi mot s6 tuyén.

route
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Chuong trinh route don gian thém dinh tuyén xac dinh trudc cho cac thiét bi
giao dién vao bang thong tin chuyén FIB (Forwarding Information Base). Day 1a
mot chuong trinh nguoi dung, ma cac lénh duogc st dung trong kich ban mang cé
dang:

route add -net ${{NETWORK} netmask ${NMASK} dev ${DEVICE}
hoac

route add -host ${IPADD} ${DEVICE}

(cac bién duoc chi ra hoac dinh nghia trudc trong cac kich ban khac)

Chuong trinh route ciing c6 thé x6a dinh tuyén (néu chay véi tay chon del)
hoac cung cép thong tin vé dinh tuyén ma hién hanh da dugc dinh nghia (khi goi
chuong trinh khong c6 tity chon route). N6 s& hién thi bang dinh tuyén IP clia nhan
(trong FIB, khong x6a bo dém dinh tuyén). Vi du:

Sroute -n
Kernel IP routing table

Destination Gateway Genmask Flags MetricRef Use Iface
172.16.1.4 * 255.255.255.255 UH 0 0 0 ethO
172.16.1.0 * 255.255.255.0 U 0 0 0 ethO
127.0.0.0 * 255.0.0.0 U 0 0 0 lo
default viper.u.edu0.0.0.0 UG 0 0 0 ethO

Siéu ngudi diing ¢6 thé st dung route dé€ thém va x6a cdc dinh tuyén IP tur
dong 1énh v6i cd phédp nhu sau:
route add [-net | -host] target [option arg]
route del [-net | -host] target [option arg]
Vi du:
route add -host 127.16.1.0 eth1  : thém dinh tuyén cho may.
route add -net 172.16.1.0 netmask 255.255.255.0 ethO : thém mot mang
route add default gw jeep : thiét 1ap tuyén ngam dinh dén jeep
route del -host 172.16.1.16 : x6a entry cho may 172.16.1.16

Cac chuong trinh dinh tuyén dong

Né&u may tinh ctia ban 1a mot router, kich ban mang s€ chay mot chuong
trinh dang routed hoic gated. Trong hau hét cac may tinh khong chay mot trong
cac chuong trinh nay.

2.3 Cac ham lién quan

Duéi day ching toi s€ dua ra danh sach cic ham cua Linux kernel va
chuong trinh mang quan trong (trong g6i net-tools) lién quan truc tiép dén viéc
khdi tao mang, dong thoi néu 16 chiic nang cua ching.

Ifconfig
Funtions/File Descriptions
devinet_ioctl() -tao ra cdu tric thong tin yéu cau (ifreq) va copy dit liéu tir
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cO trong tép
net/ipv4d/devinet.c

khong gian nguoi dung t6i khong gian kernel

-néu no la yéu cau hay hanh dong & mic INET thi thuc thi
no

-néu no 1a yéu ciu hay hanh dong cua thiét bi thi goi mot
ham ham dé copy ifreq tr& lai bo nhé nguodi dung

-ham nay tra vé 0 khi thanh cong.

ifconfig main ()

c6 trong
SOURCES/ifconfig.c

-md& mot socket (chi sit dung v6i ham ioctl)

-tim cac tham s6 dong 1énh

-goi if_print() néu khong c6 tham s6 hoac chi cé tham s6
chi tén giao dién

-tim theo cac tham s6 con lai, thi€t 1ap hay bd co hoac né
goi ham ioctl() dé thiét 1ap cdc bién cho giao dién.

if fetch() trong t€p
SOURCES/lib/interface.c

-dién mot cau tric giao dién véi viéc thuc hién goi cac
ham ioctl() cho cac co, dia chi phan cting, metric, MTU,
map, va céc thong tin vé€ dia chi.

if print() trong tép
SOURCES/ifconfig.c

-goi ham ife_print() cho mot (hay tat ca cac) giao dién cho
tru6e dé 14y cac giao dién, goi ham if_readlist() dé dién
danh ctia cdu tric néu can thiét va sau dé hién thi thong tin
vé timg giao dién.

if readlist()

trong t€p
SOURCES/lib/interface.c

-mo tép /pro/net/dev va phan tich dit liéu trong cac cau
tric giao dién

- goi ham add_interface() cho timg thiét bi dé dua cdc cau
tric vao trong danh sach.

inet ioctl() trong t€p
net/ipv4/af inet.c

thuc hién viéc nhay dua vao 1énh da phan tich (goi ham
devinet_ioctl()).

ioctl ()

nhay t6i ham diéu khién inet_ioctl().

route

-INET rinput ()trong t€p
SOURCES/lib/inet sr.c

-thuc hién viéc kiém tra cdc 16i (khong x6a hay chita bang
routing cache)
-va goi ham INET setroute ().

INET rprint() trong t€p
SOURCES/lib/inet gr.c

-néu co FIB duoc thiét 1ap, goi ham rprint fib () (doc,
phan tich va hién thi noi dung tép /proc/net/route)
-néu ¢ CACHE dugc thiét lap, thi goi ham
rprint_cache () (doc, phan tich va hién thi noi dung cua
tép /proc/net/rt cache).

INET setroute() cO trong
tep
SOURCE/lib/inet sr.c

-phuc vu viéc thiét 1ap tuyén tGi mot mang hoac 1a mot
may

-kiém tra xem céc dia chi ¢6 hop 1y khong?

-duyét qua cac tham s, dién vao cdu tric rtentry

-kiém tra su xung dot clia mit na mang (netmask)

-tao mdt socket tam thoi

-goi ham ioctl () Vi cdu tric rtentry trén dé€ thém hodc
la x04 tuyén da dinh

-déng socket va tra vé gid tri 0.

ioctl ()

thuc hién goi ham ip rt ioctl().
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ip_rt ioctl() trong tép -chuyén déi cdc tham s6 da qua t6i routing table entry (ciu
net/ipv4/fib_frontend.c | tric rtentry)

-néu xod mot tuyén, thi goi ham fib get table () dé tim
bang tuong ing va goi ham tb delete () dé xo0d nd

- néu thém vao mot tuyén, thi goi ham fib net table ()
dé tim ki€ém mot entry, goi hAm >tb insert () dé thém
vao entry, tra vé 0 néu thanh cong.

route main() trong tép -goi cdc thu tuc khdi dong dé thiét dit cac chic nang soan
SOURCES/route.c thao va in

-1ay va phan tich tuy chon trong dong 1énh

-kiém tra cdc tuy chon

-néu khong c6 tuy chon nao thi goi ham route info (), -
-néu c6 tuy chon add, del hay flush tuyén, thi goi ham
route edit () vGi cdc tham s6 da duoc truyén

-néu cdc tuy chon dua ra sai, thi hién thi help

-tra vé gid tri 0 khi thanh cong.

route edit () trong t&p -goi ham get aftype () dé chuyén d6i dia chi tir dang
SOURCES/1lib/setroute.c | text vé mot con tro

-kiém tra c4c 16i (khong hé tro hodc ho khong ton tai)
-goi ham rinput () v6i dia chi d6 qua ham

INET rinput().

route info () trong tép -thuc hién goi ham get aftype () dé dich dia chi tir dang
SOURCES/lib/getroute .C text Vé mot con tré

-kiém tra cdc 16i

-goi ham rinput () véi dia chi d6 qua ham

INET rinput().

3. Két noi (Connection)

Phan ndy trinh bay vé qud trinh két néi; tong quan vé qud trinh két ndi, mo
ta vé cu tric dit liéu socket, giGi thiéu vé hé thong dinh tuyén, va téng quat hda
ma bo sung trong nhan.

3.1 Téng quan

Dang mang don gian nhat 1a két n6i gita 2 mdy tinh v6i nhau. Trén moi
dau, mot tng dung tao mot socket, tao két noi tang giao van, va sau d6 gui hoac
nhan cac goi. Trong Linux, mot socket thuc bao gom 2 cau tric socket (socket nay
chita mot socket khac). Khi mot ing dung tao mot socket, né da duoc khai tao
nhung réng. Khi socket tao két noi, tang IP lua chon dudng t6i mdy cin truyén va
luu gitt thong tin d6 vao socket. Khi nay, tit ca truyén thong st dung két néi do véi
dudng (tuyén) do - cac gbi glii s& chuyén qua thi€t bi va dinh tuyén t6i ding may &
xa, va cdc go6i nhan duogc s€ xuit hién trong hang dgi cua socket.

3.2 Cdu truc cua Socket

C6 2 cdu tric socket chinh trong Linux: cac socket BSD chung va céc
socket INET riéng ctua IP. Ching c6 mdi quan hé chat ché v6i nhau; moi mot
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socket BSD ¢6 mot socket INET nhu 1a mot phan di liéu ctia né va nguge lai moi
mot socket INET c¢6 mot socket BSD nhu 1a chu cua n6.

Cic socket BSD ¢6 kiéu struct socket dugc dinh nghia trong
include/linux/socket.h. Céic bién socket BSD thudng c¢6 tén 1a sock hodc bat dau
bang tir nay. Cau tric nay chi ¢6 mot so it entry, cdc entry quan trong nhit dugc
mo ta & dudi.

e struct proto_ops *ops: ciu tric nay chita cic con tro t6i cic ham dac
trung cua giao thic cho cach doi xu cua socket. Vi du: ops->sendmsg tro tGi
ham inet_sendmsg().

e struct inode *inode: ciu tric ndy trd t6i file inode dugc gan véGi socket nay.

e struct sock *sk: day la socket ctia INET, dugc gén véi socket nay.

Cic socket INET c6 kiéu struct sock nhu di dinh nghia trong
include/net/sock.h. Céic bién socket INET thudng c¢6 tén 1a sk hodc bat dau bang
tir d6. Cau tric nay c6 nhi€u entry lién quan tGi cach sir dung khac nhau; cé nhiéu
truong phu thuoc cau hinh. Cac thanh phan dit liéu quan trong nhat duoc mo ta &
dudi:

e struct sock *next, *pprev: tit ca cac socket duoc lién két boi cac giao thiic
khac nhau, vi vay cac con tro nay cho phép cac giao thic di ngang qua
ching.

o struct dst_entry *dst _cache: day 1a con tro t6i dinh tuyén bén kia cla
socket (dia chi dich cua g6i gui).

o struct sk_buff head receive queue: diy la phan dau cta hang dgi nhan.

o struct sk_buff head write_queue: day la phan dau cta hang dgi gui.

e 132 saddr: dia chi nguon (Internet) cho socket nay.

o struct sk_buff head back log, error_queue: hang dgi md rong cho céc
g6i bi un lai (khong 16n xon véi hang doi backlog) va cac goi bi truyén sai
cho socket nay.

e struct proto *prot: cau tric nay chita cac con trd t6i cac ham dac trung cho
giao thic tdng giao van. Vi du: prot->recvmsg c6 thé trd t6i ham
tcp_v4_recvmsg().

e union struct tcp_op af _tcp; tp_pinfo: cac tuy chon TCP cho socket nay.

e struct socket *sock: socket cha BSD.

e Chd y rang c6 rat nhiéu truong trong céu tric nay; cdc truong nay khong
quan trong 1am hodc ¢6 ban than tén mang tinh giai thich (vi du: ip_ttl 1a bo
dém IP Time-To-Live).

3.3 Socket va dinh tuyén

Cac socket chi di qua tién trinh tim duong di cho moéi dia chi dich (tai thoi
diém két noi). Boi vi cac socket clia Linux c6 quan hé chit ché véi IP, ching chia
cac tuyén t6i phan két noi khac (trong bién sock->sk->dst_cache). Cac giao thic
cua tdng Giao van goi ham ip_route connect() dé xdc dinh dudng di tir mdy
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nguon t6i may dich trong qua trinh két ndi; sau d6 dinh tuyén nay dugc coi la
khong thay déi (du dudng din duoc trd boi dst_cache c6 thé thay doi thuc su).
Socket khong cén thuc hién ti€p tim ki€ém bang dinh tuyén cho mbi géi né gui hoac
nhan; né chi cé thir lai néu cé diéu gi d6 xay ra (chang han mdy tinh doi tic da bi
down). Pay 1a 1oi diém cua viéc sir dung céc két noi.

3.4 Qud trinh két noi
Thiét lap két noi

Cac chuong trinh tng dung thi€t 14p cac socket vGi diy cac 1énh goi hé
thong ma tim ki€m cac dia chi & xa, thiét 1ap socket, va sau d6 két ndi t6i may &
dau kia.

/* look up host */

server=gethostbyname(SERVER NAME);

/* get socket */

sockfd=socket(AF INET, SOCK STREAM, 0);

/* Set up addresss */

address.sin_family = AF_INET;

address.sin_port = htons(PORT NUM);

memcpy(&address.sin_addr, server->h_addr,server->h_length);

/* connect to server */

connect(sockfd, &address, sizeof(address);

Ham gethostbyname() tim ki€ém mot may (chang han viper.cs.u.edu) va tra
vé mot cdu tric chia mot dia chi Internet (IP). Di€u nay phuc vu cho viéc dinh
tuyén (vi mdy c6 thé phai truy van mang dé tim ki€m dia chi) va chuyén dia chi tir
dang text sang dang tuong thich v6i may tinh (s6 unsigned integer 4 bytes).

Lénh socket() c6 nhiéu thi vi hon: tao ra mot d6i tuong socket, véi kiéu di
liéu phu hop (mdt sock cho socket INET) va khéi tao né. Socket chita thong tin
inode va cac con tro dac trung cho giao thidc tro t6i cac ham mang khac nhau. N6
ciing thiét 1ap hang doi ngdm dinh (dén, ra, 16i, va backlog), dang thong tin header
cho socket TCP, va céac thong tin khéc.

Cu6i cung, 1énh connect() nhay téi giao thic két ndi thong thuong (vi du
tcp_v4_connect() hoac udp_connect()). UDP don gian thiét 1ap mot tuyén tGi dich
(khi khong c6 két n6i 40). TCP thiét 1ap tuyén va sau d6 bt diu tién trinh két noi
TCP, gui mot goi v6i két n6i phit hop va thiét 1ap cac co clra so.

Nhiém vu cua ham Socket()

e Kiém tra 16i trong ham goi.

e Tao (cdp phat bd nhG) doi tugng socket.

e Dua socket vao danh sach INODE.

e Thiét 1ap cac con trd téi cac ham giao thic (INET).
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e Ghi cac gia tri cho kiéu socket va ho giao thiic.
e Thiét lap trang thdi socket dé déng.
e Khoi tao hang doi goi.

Nhiém vu cua ham Connect()
e Kiém tra 16i.
e Lua chon dinh tuyén téi dia chi dich:
o Kiém tra bang dinh tuyén xem c6 entry ton tai chua (tra lail entry néu t6n
tai).
o Tim dia chi trong FIB.
o Tao mdt entry méi cho bang dinh tuyén.
o Dua entry méi vao bang dinh tuyén va tro lai.
e Ghi con tro téi entry dinh tuyén trong socket.
e Goi ham két ndi dac trung cho giao thic (vi du: gui go6i két noi TCP).
e Thiét lap trang thdi socket dé truyén.

Pong két noi

Pong socket kha don gian. Mot tng dung goi ham close() trén mot socket,
n6 sé goi ham sock_close(). Ham nay s& thay déi trang thdi socket dé huy két n6i
va goi ham giai phong ctia INET socket. INET socket lan lugt x6a hang dgi cua nd
va goi ham dong cla giao thic ciha tang Giao van, tcp v4 close() hoac
udp_close(). Ham nay thuc hién bat ky cac thao tic can thiét nao va x0a tat ca cac
céu tric dit liéu con lai. Chud y ring né khong thay déi dinh tuyén; socket hién tai
rong, song né van dugc tham chiéu téi dia chi dich va entry trong boé dém dinh
tuyén cho dén khi n6 dugc giai phong.

Nhiém vu cua ham close()
Kiém tra 16i (xem socket c6 ton tai khong?)
Thay déi trang thdi ctia socket dé huy két noi.
Thuc hién bat ky thao tac dong giao thic nao (vi du: giri mot géi TCP
véi bit FIN duge thiét 1ap).
Giai phéng bo nhé cho céu tric dit liéu (TCP/UDP va INET).
X0a socket tir danh sach INODE.

3.5 Cac ham cua Linux

Du6i day chung to1 dua ra danh sach (theo alphabet) cic ham quan trong
trong Linux kernel ma lién quan dén viéc két noi (bat dau tién hanh két noi véi 101
goi ham sock_creat(), va dong socket véi 16i goi ham sock_close()), dong thoi
phan tich ma nguon gidp cho viéc tra ctru va modify.

Functions/tép Description
destroy_sock() -thuc hién viéc xod mot s6 bd dém thoi gian
co trong t&€p

17



net/ipv4/af inet.c

-goi cac ham huy bo giao thic
-giai phong hang doi
-tu giai phdng céu tric socket.

fib lookup() cO trong tép
include/net/ip fib.h

-goi ham tb_lookup() [= fn hash lookup ()] trén cac
bang cuc bo va chinh
-tra vé tuyén hoac 12 16i khong tim thay tuyén.

fn hash lookup() ¢0

trong t&p
net/ipv4/fib hash.c

-tim ki€m va tra vé tuyén 1a mot dia chi.

inet create() co trong
tép net/ipv4/af inet.c

-goi ham sk _alloc () dé lay bo nhé cho sock
-khéi tao cau tric sock:
+thiét 1ap cau tric proto véi gid tri tuong ting cho TCP
hoac 1a UDP
+goi ham sock init data()
+thiét 1ap cac bién family, protocol, ...
-goi ham khdi tao giao thic.

inet release() cOtrong
t¢p net/ipv4/af inet.c

-thay déi trang thdi socket tr& vé khong két néi

-goi ham ip mc drop socket roi nhém multicast (néu
can)

-thiét 1ap thanh vién s& hitu dit liéu cua socket vé NULL
-goi sk->prot->close()[=TCP/UDP_close()].

ip route connect()co
trong tép
include/net/route.h

-goi hAim ip route output () dé lay mot dia chi dich
trong 101 goi

-tra v€ (néu 10i goi duoc thuc hién hoic sinh ra 16i)
-nguoc lai, xoda con trd dinh tuyén va ti€p tuc thuc hién
lai.

ip route output() co
trong t&p
net/ipv4/route.c

-thuc hién viéc tinh gi4 tri hash cho dia chi

~chay tir hash qua table dé tim c4c dia chi va TOS (Type of
Service)

-néu c6 su trung 1ap, thi ti€n hanh cap nhat stats va tra vé
route entry

-ngugc lai thi goi ham ip route output slow().

ip_route output slow()
co trong t&p
net/ipv4/route.c

-néu dia chi ngudn da biét thi tim ki€m thiét bi ra chudn
-néu dia chi dich khong biét thi thiét 1ap lookback

-goi hdm fib lookup () d€ tim tuyén trong FIB

-cap phat bo nhé cho bang routing table entry méi

-khdi tao table entry véi source, destination, TOS, thiét bi
ra chuén, co

-ti€p dén 12 goi ham rt set nexthop () dé tim dich ti€p
theo

-tra vé ham rt_intern hash () ham nay ti€n hanh cai dat
tuyén trong bang dinh tuyén.

rt_intern hash() coO

trong t&p
net/ipv4/route.c

-ti€n hanh vong 1ap tir gia tri hash tim ki€m trong

rt hash table

-néu tim dugc keys, thi dua rtable vao trude bucket
-néu khong tim thdy thi dua rtable vao trong bang hash
table tai vi tri cia gia tri hash.

sock close () cO trong tép

-thuc hién kiém tra, néu socket da ton tai (c6 thé NULL)
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net/socket.c

-goi hAim sock fasync () dé xo4 socket tir trong danh
sach async
-goi ham sock release().

sock create () cotrong
t¢p net/socket.c

-kiém tra cdc tham s6

-goi ham sock alloc () dé nhan duoc inode diing cho
socket va khoi tao no

-thiét 1ap socket->type (VOi cac gid tri SOCK STREAM,
SOCK_DGRAM. . .)

-g0l net family->create() [= inet_create()}dé
xay dung cdu tric sock

-tra vé socket da thiét lap.

sock init data() c0

trong t€p
net/core/sock.c

-khdi tao céac gid tri ban dau cho sock.

sock release ()cO trong
t€p net/socket.c

-thay déi trang thdi vé khong két noi
-g0i sock->ops->release() [= inet_release()]
-goi ham iput () dé xod socket trong danh sdch inode.

sys_socket () cO trong t€p
net/socket.c

-goi ham sock create () dé tao va thiét lap ban dau
socket

-goi ham get f£d () dé gan fd cho socket

-thiét 1ap socket->file [=fcheck ()] (d€ trd téi file)
-cudi cling 12 goi hAm sock release () néu c6 16i.

tcp close () co trong tép
net/ipv4d/tcp.c

-thuc hién viéc ki€m tra 16
-dua ra bd dém va bo tit ca cadc goi tir hang dén
-glri thong béo t6i dich dé déng két néi (néu yéu ciu).

tcp connect () cdtrong
tep
net/ipv4/tcp output.c

-hoan tat géi két noi véi cac bits va kich thuée window da
thiét 1ap

-dua géi 1én hang doi ra socket

-goi hAm tcp transmit skb () dé tién hanh gl géi tin,
thi€t 1ap khai tao két noi TCP

tcp _v4 connect() co
trong t&p
net/ipv4/tcp ipvéd.c

-kiém tra céc 16i

-goi ham ip route connect () dé tim dudng tdi dich
-tao g6i két noi

-goi ham tcp connect()dégﬁigéiﬁn.

udp close () co trong tép
net/ipv4/udp.c

-goi hAm udp v4 unhash () dé xod socket tir trong danh
sach socket
-goi ham destroy sock() .

udp_connect () c0 trong
tép net/ipvd/udp.c

-goi ham ip route connect () d€ tim tuyén tdi dich
-cap nhat socket (dia chi ngudn, dich va céc cong)
-thay déi trang thdi socket ghi tuyén dich (da thiét 1ap)
-ghi tuyén dich trong sock->dst cache.

4. Guri thong diép (Sending messages)

4.1 Tong quan

Mot thong diép di ra bat dau tir mot tng dung goi ham hé thong dé ghi dit
lieu ra socket. Socket kiém tra kiéu két n6i ctia né va goi thu tuc glti phit hop
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(thudong 1a INET). Ham giri nay kiém tra trang thai ctia socket, ki€ém tra ki€u giao
thiic clia n6, va gti dit liéu t6i thl tuc clia ting Giao van (chang han TCP hoic
UDP). Giao thitc nay tao mot bo dém méi cho goi dit liéu ra (mot bd dém socket
hodc struct sk_buff skb), sao chép dit li¢u tir bo dém ting dung, va dua thém thong
tin header ctia né vao (chang han sé cdng, tiy chon, checksum) truéc khi chuyén
bd dém méi vao tang mang (thuong 1a IP). Cac ham gtri IP dua thém céc thong tin
header giao thiic clia né (ching han dia chi IP, tlly chon, checksum). N6 ciing c¢6
thé phan manh goi né€u cén thiét. Tiép theo ting IP chuyén gbi t6i ham & tang Lién
két, dé thuc hién chuyén géi t6i hang doi xmit cta thiét bi va dam béo ring thiét bi
biét dé truyén. Cudi cling, thiét bi (chang han 12 card mang) béo cho bus dé gilii géi
tin di (xem hinh 5).

4.2 Cdc budc gui dix liéu

Ghi dir liéu vao socket

e Ghi dir liéu vao mot socket (application)

e Dua thém phan dau thong diép cho vi tri dit liéu (socket)

e Kiém tra cdc 16i co ban - socket c6 hudng vé cong? socket c6 thé glii thong
diép khong? c6 gi sai v6i socket?

e Chuyén thong diép va phin dau t6i giao thic truyén tin phu hop (INET socket).

Tao mot goi véi UDP

e Kiém tra 16i - dit liéu c6 16n qua khong? C6 phai 12 két noi UDP?

e Bdo dam c6 mot duong truyén tGi dia chi dich (goi thu tuc dinh tuyén IP néu
tuyén chua duoc thiét 1ap; 16i néu khong c6 tuyén).

e Tao phan dau UDP (cho go6i).

e Goi ham tao IP va truyén.

Tao mot goi véi TCP

Kiém tra két n6i - duogc thiét 1ap chua? da md chua? socket da 1am viéc chua?
Kiém tra t6 hop dit liéu véi tiing phan géi néu c6 thé.

Tao bo dém goi.

Sao chép phan payload tir khong gian ngudi dung.

Thém gobi vao hang doi gtri.

Tao thong tin header TCP hién hanh cho goéi (véi ACK, SYN, ...)

Goi ham truyén IP.

Boc goi trong IP

e Tao mot bo dém goéi (néu can thiét - UDP).

Tim tuyén t6i dia chi dich (néu cén thiét - TCP).

Pua thém phan header IP.

Copy phan header truyén va payload tir khong gian nguoi ding.
Gtlii g6i t6i ham chuyén t6i thiét bi clia tuyén dich.
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Truyén mot géi

Pua goi vao hang doi thiét bi ra.

Danh thic thiét bi.

Doi bo lap lich dé chay driver thiét bi.
Kiém tra thiét bi.

Gtii phan header lién két.

Béo cho bus truyén goi dit liéu qua thiét bi.

4.3 Cac ham Linux

Trong muc nay ching t61 dua ra danh sich cac ham trong Linux kernel
(theo alphabet) dugc coi 1a quan trong trong viéc truyén thong diép (bat dau tir 16
goi ham sock write()), dong thoi dua ra source code va phan tich chic nang cua
no.

Functions/Tép Description
dev_gqueue_xmit () & -goi ham start bh atomic ()
trong tép -néu thiét bi c¢6 hang dgi thi:

net/core/dev.c +goi ham enqueue () dé them g6i d6 vao hang doi

+sau d6 goi ham qdisc wakeup () [=
gdisc restart ()] dé ddnh thic thiét bi
-néu khong c6 hang dgi thi 1an lugt goi cac ham
hard start xmit()
-goi end bh atomic() .

DEVICE- -ham nay phu thudc vao thiét bi, n6 ti€n hanh kiém tra xem
>hard_start_xmit (O | phuong tién truyén dugc mé chua
trong tep -glri header

drivers/net/DEVICE.c _bio bus dé glii g6i tin
-cap nhat trang théi.

inet_sendmsg() & -thuc hién viéc tach con tro socket sock
trong tép -kiém tra socket d€ chéc chén ring né dang hoat dong
net/ipv4/af_inet.c | _kiém tra con trd t6i giao thic

-gi4 tri tra vé€ clia ham 13 sk->prot [tcp/udp] - >sendmsg().
ip build xmit & -goi ham sock_alloc send skb () dé thiét lap bo nhé cho
trong tép skb
net/ipv4/ip_output.c | khéi tao header clia skb

-goi ham getfrag() [= udp getfrag()] dé copy buffer

trong khong gian nguoi dung
-gia tri tra v€ 1a rt->u.dst.output () [=
dev queue xmit()].

ip_queue_xmit() & -thuc hién viéc tim tuyén

trong tép -tao IP header

net/ipv4/ip_output.c | _phan doan néu can thiét

-thém vao IP chechsum

-g0oi skb->dst->output() [= dev_queue_xmit()].

gqdisc_restart ()& -téng goi ra khoi hang doi
trong tép -g0l dev->hard start xmit ()
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net/sched/sch generi -cép nhat trang thai

c-c -né€u ¢6 mot 16i nao do thi dua gébi trd lai hang doi.
sock_sendmsg () & -goi ham scm_sendmsg () [socket control message]
trong tép -g0i sock->ops [inet]- >sendmsg(), va huy bo scm.
net/socket.c
sock_write() O -goi ham socki lookup () dé két hop socket véi fd/file
trong tép inode
net/socket.c -tao va dién vao header clia thong bdo véi dit liéu vé kich
thudc/dia chi
-gid tri trd vé€ 12 ham sock sendmsg ()
tcp_do_sendmsg() & -cho két ndi, néu can thiét
trong tép -g0i skb_tailroom() vathém data vao géi dang dgi néu c6
net/ipvéd/tcp.c thé
-kiém tra trang thi clia window
-goi hAim sock wmalloc () dé tao bo nhéG cho skb
-goi hAm csum and copy from user () dé copy g6i va tong
kiém tra
-cudi cung la goi ham tcp send skb() .
tcp_send skb ()& -g0i  skb queue tail () dé thém géi vao trong hang doi
trong tép -goi ham tcp transmit skb () néu c thé.

net/ipv4/tcp output.
c

tcp_transmit_skb ()& | -tao TCP header va thém vao tong kiém tra

trong tép -goi ham tcp build and update options ()

net/ipv4/tep_output. | _kidm tra cdc ACK va SYN

C . .
-g0l tp->af specific[ip]- >queue_xmit().

tcp v4_sendmsg() & | -kiém tra kiéu dia chi IP,m& két néi, céc dia chi cng
trong tép -gid tri tra vé 1a ham tcp do sendmsg ()

net/ipvéd/tcp ipvé.c

udp_getfrag() o -copy va tong kiém tra mot buffer tir khong gian ngudi dung
trong tép dén

net/ipv4/udp.c

udp_sendmsg () & -kiém tra do dai, c0, giao thiic

trong tép -thiét 1ap UDP header va thong tin dia chi

net/ipv4/udp.c -ki€ém tra multicast

-dién vao bang dinh tuyén
-dién phén con lai ctia header
—goihﬁnl ip build xmit ()
-cap nhat trang thai cia UDP
-gid tri trd vé€ cua ham 12 err.

5. Nhan thong diép
5.1 Tong quan

Mot thong diép duoc glii dén v6i mot ngat dé bao hiéu, khi hé thong dugc
thi€t bi bao 1a thong diép da san sang. Thiét bi cap phat khong gian bo nhé va bao
cho bus dua thong diép vao khong gian d6. Sau d6 né chuyén goi tin t6i tang lién
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két, dua vao hang doi backlog, va ddnh d4u c& network dé “bottom-half” tiép theo
chay.

Bottom-half 1a mot hé théng Linux ma t6i thiéu khoi lugng cong viec thuc
hién trong khi ngét. Thuc hién nhiéu tién trinh trong mot ngat 1a khong chinh xdc
vi n6 ngit mot tién trinh dang chay; thay vao d6, mot trinh diéu khién ngit c6 “top-
half” va mot “bottom-half”. Khi mot ngit dén, top-half chay va chi y t6i bat ky
thao tdc dic biét ndo, chiang han chuyén dit liéu tir hang doi clia thiét bi vio bo nhé
ctia nhan. Sau d6 né ddnh ddu mot ¢ dé bdo cho nhan ring c6 nhiéu cong viéc
phai lam (khi nhan c6 thoi gian), réi quay lai kiém soat tién trinh ctia minh. Lan
sau, khi process scheduler chay, né thay co, thuc hién thém cong viéc, va chi lap
lich trinh bat ky ti€n trinh thong thuong nao.

Khi tién trinh bo 1ap lich thdy rang ¢ cédc tdc vu mang can thuc hién, né
chay bottom-half mang. Ham nay 14y cdc géi tir hang doi backlog, dua ching téi
giao thiic da biét (thuong 1a IP), va chuyén ching t6i ham nhan cia giao thiic do.
Tang IP kiém tra g6i xem c6 16i khong va chuyén né; géi sé duoc dua ra hang doi
ra (néu goi tin cho mdy khac) hoidc ddy lén ting Giao van (TCP hoidc UDP). Tang
nay lai kiém tra 16i, tim ki€m socket duoc gan véi céng duogc chi ra trong géi, va
dua goi vao cudi hang dgi nhan cta socket.

Khi g6i nam trong hang doi clia socket, socket s& danh thiic ti€n trinh tng
dung ma str dung n6 (néu cén thiét). Tién trinh d6 c6 thé tao hodc nhan tir 16i goi
read cua hé thong ma copy dir liéu tir géi trong hang dgi vao bo dém cua né (xem
hinh 6).

5.2 Cac buoc nhdn du liéu

Doc dir liéu twr socket

e (o0 doc dit liéu tir socket (application)

e Dua thém phan header ctia thong diép véi vi tri cia bo dém (socket).

e Kiém tra cdc 16i co ban - socket c6 hudng vé cong? socket c6 thé glii thong
diép khong? c6 gi sai v6i socket?

e Chuyén thong diép va phin dau t6i giao thic truyén tin phu hgp (INET socket).

e Doi cho dén khi c6 du dit lieu dé doc tir socket (TCP/UDP)

Nhan mot goi

Danh thic thiét bi nhan (interrupt)

Kiém tra thiét bi (device)

Nhan header lién két.

Cap phat khong gian cho goi.

B4o cho bus dé dua géi vao bo dem.

Dua go6i 1én hang dgi backlog

Thiét 1ap co dé chay bottom half mang khi khi c6 thé.
Tra quyén diéu khién cho tién trinh hién hanh.

24



9 qyuiH

*sgessour SUIAIIINY

¢¢

Application

—
application reads socket reads N Wail lor dala [l neceasany socket ashks application gets
_____________________________ _':_-_
from sochet from queue -,r for payload data, continues
|
I
I
Transport . A N\
| | ! | —
I
TCP checks packet goes in | Wil for TCF copies
far errors socket queus sackel read paykad
Internet —
[ —] [m  —
IP checks route to
for errors different host
Link i ‘ (See IP Forwarding)
[m  m— [ —] [m  m—
. seheduler runs net bh pops net_bh matehes out to i Foselwais
I "bottom half" packet queus protocal {IF) send queus on queLe
:
I
] [m  m— : — Data
]
pachket ar.rives } device checks, } packet goes on i Wil or o ?—PCE;ZZ?Er
on medium stores packet backlog queus acheduler B Ethernet Header




Chay “Bottom Half” mang

e Chay bottom half mang (schedule)

e Guri cac g6i bat ky dang doi dé€ giai quyét cdc ngat.

e Lip tat ca cdc gbi trong hang doi va chuyén géi lén giao thic nhan Internet -
IP.

e Lam sach (giai phong) hang dgi gl

e Thoat khoi bottom half.

Huy phan boc mét goi trong IP

e Kiém tra cdc 16i g6i - qud ngin khong? c6 qua dai khong? phién ban khong
ding? 16i checksum?

e Ghép cac phan ctia goi lai n€u can thiét.

e Lay dinh tuyén cho géi (c6 thé cho may nay hodc c6 thé cin dé chuyén).

e Guri goi t6i tha tuc diéu khién dich (TCP hoac UDP hoic c6 thé truyén lai t6i
mot may khac).

Chap nhan mot g6i trong UDP

Kiém tra phan dau cia UDP xem c¢6 16i khong?

Kiém tra dia chi dich cho socket

Gtri mot thong bao 16i trd lai néu khong cé socket nhu vay.
Dua géi vao hang doi nhan cua socket phu hop.

Danh thuc tién trinh dang dgi tién trinh tir socket do.

Chap nhan mot géi trong TCP
Kiém tra céc cd; luu giit g6i trong khong gian ding néu c6 thé.

e Néu da nhan, gui tin hiéu ACK ngay lap tic va bd goi.
e Xdc dinh packet thudc vé géi nao.

e Dua gbi vao hang doi nhan cua socket phu hop.

e Danh thic va tién trinh dang doi dir liéu tir socket do.
Poc tir socket (phan II)

e Danh thic khi dit liéu san sang (socket)

e Goi ham nhan cta tang Giao van.

e Chuyén dit liéu tir hang doi nhan t6i bo dém nguoi dung (TCP/UDP).
e Tra lai dif liéu va diéu khién cho ting dung (socket).

5.3 Cac ham trong Linux

Trong muc nay ching t6i chi ra danh sach cac ham ctia Linux kernel dugc
coi la quan trong trong viéc nhan thong diép, dong thai phan tich cach lam viéc
cua source code. Céc 10i goi ham thiét 1ap mang bat dau tir ham DEVICE _rx(), va
céc 101 goi ham ngat ting dung bt du tir ham sock_read().
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Functions/File

Descriptions

DEVICE rx () cO trong
tep
drivers/net/DEVICE.c

-ham nay phu thuoc vao thiét bi (14y diéu khién tir ngat)
-thuc hién kiém tra trang thdi dé chéc chin 1a né dang nhan
-goi hAim dev alloc skb () dé danh ra mot khong gian nhé
cho goi tin

-1y g6i tin tir bus hé thong

-goi ham dev alloc skb () dé chira kiéu giao thiic

-goi ham netif rx()

-cap nhat trang thdi cla card, tra vé ngit.

inet recvmsg() c6

trong tép
net/ipv4/af inet.c

-trich con tro socket sock

-kiém tra socket dé chic chéin ring né da chidp nhan

-kiém tra con tro t6i giao thic

-gid tri tra vé€ ctia ham 13 sk->prot [tcp/udp] - >recvmsg().

ip rcv () c6 trong tép
net/ipv4/ip input.c

-thuc hién viéc kiém tra 16i cho géi tin:
+sai vé do dai (qud ngéan hodc qua dai)
+sai vé phién ban (khong phai ipv4)
+sai vé gia tri tong kiém tra
-goiham  skb trim() dé xo4 bo dém
-tach goi tin (defrags packet) néu can thiét
-goi hAim ip route input () dé dinh tuyén cho géi tin
-kiém tra va diéu khién cdc tuy chon IP
-gid tri tra vé cia ham 1a skb->dst->input() [=
tcp_rcv,udp_rcv()].

net bh() co trong t&p
net/core/dev.c

-ham nay thuc thi boi trinh 14p lich

-néu c6 nhiéu goi tin dang doi di ra thi goi ham

gdisc_run queues () (xem phan gui thong diép)

-trong khi hang doi backlog ma khong rong thi thuc hién:
+cho phép ntra duéi thuc thi
+gQihﬁnlskb7dequeue()délﬁygéiﬁéptheo
+néu gdi tin cho nhiéu nguoi thi dua né 1én hang doi gui

(FASTROUTED)
+lap trong cac danh sach giao thitc dén khi tim dugc

diing kiéu cuia giao thitc
+goi hAim pt prev->func() [= ip rcv ()] dé dua géi

tin t6i giao thic tuong ing

-sau d6 goi ham gdisc_run queues () dé dua t6i dau ra

(néu can).

netif rx() co trong t&p
net/core/dev.c

-dua thot gian vao trong skb->stamp
-néu hang doi backlog qua day thi nging go6i tin lai
-néu khong:
+ goi ham skb_queue tail () dé dua géi tin vao trong
hang doi backlog
+danh ddu cho 1an thuc thi sau.

sock def readable()
c6 trong t&p
net/core/sock.c

—gQihéHlwake_up_interruptible()déduacécﬁéhtﬁnh
dang doi str 1y 1én hang doi thuc thi

-goi ham sock _wake async () dé gt SIGIO tdi tién trinh
socket.
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sock queue rcv_skb ()
c6 trong t&p
include/net/sock.h

-goi hAm skb queue tail () dé ddy gbi tin vao trong hang
doi nhan socket

-cudi cung la goi ham sk->data ready() [=

sock def readable()].

sock read() c6trong
tép net/socket.c

-thiét 14p cac header cua thong bao
-gi4 tri tra vé 12 két qua doc duoc 1a ham sock recvmsg () .

sock recvmsg() c6
trong té€p net/socket.c

-doC SCm (socket management packe odc gobi tin qua loi
dc ket t ket) hoa t 16
g0i ham sock->ops [inet]- >recvmsg().

tcp_data () c6 trong tép
net/ipv4/tcp input.c

-rdt ngan hang doi nhan (néu can)
-goi hAm tcp data queue () dé dua géi ra hang doi
-g0i sk->data_ready () dé ddnh thiic socket.

tcp _data queue ()cd
trong té€p
net/ipv4/tcp input.c

-kiém tra néu gai tin & ngoai day trong hang doi thi:
+néu no da cii thi huy bo ngay lap tiic
+néu khong thi luu né vao vi tri tuong ting
-sau d6 goi ham  skb queue tail () dé dua géi tin lén
hang doi nhan ctia socket
-cudi cung né lam nhiém vu cap nhéat trang thai két noi.

tcp rcv_established(
) ¢O trong t&p
net/ipv4/tcp input.c

-ham ndy thuc hién viéc ki€ém tra néu Ia fast path thi:
+kiém tra tit cA cdc co va thong tin vé header
+gli ACK
+sau d6 goi hAm skb queue tail () dé dua goi tin vio
hang doi nhan cua socket
-néu la slow path thi:
+néu khong nam trong day hang doi thi giri ACK va bo
g6i do
+kiém tra cac tin hiéu FIN, SYN, RST, ACK
+goi ham tcp data () dé dua géi tin vao hang doi
+cudi cung la gi ACK

tcp recvmsg () co trong
tép net/ipv4/tcp.c

-ti€n hanh kiém tra cac 16i

-chd cho dén khi c6 t6i thiéu mot gai tin

-sau d6 xoa socket néu két noi da dong

-goi hAm memcpy toiovec () dé copy payload tir bo dém
socket vao trong khong gian nguoi dung

-goi ham cleanup rbuf () dé giai phong bo nhé va glii ACK
néu can thiét
-Cu6icﬁngg0ihﬁnlremoveiwaitiqueue()dédénhthﬁc
tién trinh (néu can).

udp gqueue_rcv_skb ()
c6 trong t&p
net/ipv4/udp.c

-goi ham sock queue rcv_skb()
-cép nhat trang thai UDP (xo4 skb néu hang doi bi 161).

udp rcv () co trong t&p
net/ipv4/udp.c

-1dy UDP header, loc go6i tin, kiém tra checksum (néu can)
-ki€m tra multicast

-goi hAm udp v4 lookup () dé tim ding goi tin cho socket
-néu khong tim thay socket thi giri thong bao ICMP tré lai
dong thoi giai phéng skb va ngiing

-cudi cung nd goi ham udp deliver () [=

udp queue rcv_skb ()]
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udp_recvmsg () c6trong | -goi ham skb recv datagram() dé ldy goi tin trong hang
tép net/ipvd/udp.c doi

-goi hAm skb copy datagram iovec () dé chuyén payload
tir trong bd dém cua socket vao trong khong gian ngudi dung
-cap nhat thoi gian clia socket

dién thong tin vé nguon tin vao header ctia thong diép

-viéc cudi cung la giai phong bo nhé cua goi tin.

6. IP Forwarding

Phan nay chi trinh bay vé mat dinh tuyén (boi IP forwarding) trong truyén
thong thong diép. N6 cung cdp mot céch téng quat vé tién trinh, kiém tra cic goi
dugc chuyén qua cdc tang, chi tiét vé cdc tdc dong clia timg tang, va téng quét hda
cdc ma nguodn trong nhan.

6.1 Tong quan
Hinh duéi 12 mot so d6 téng quat tién trinh forwarding, né ciing 12 su t6 hop
cta cac qua trinh gii va nhan.

Mot géi tin dugc chuyén dén s& v6i mot ngit, khi hé thong dugc bdo ring
thi€t bi c6 mot thong diép dang cho. Thiét bi cip phat khong gian luu trit va bao
cho bus dua thong diép vao khong gian d6. Sau d6 né chuyén goi t6i tang lién ket,
dua n6 lén hang doi backlog, danh didu cd network dé “bottom-half” ti€p theo
chay, va tra diéu khién cho tién trinh hién hanh.

Khi tién trinh 1ap lich ti€p theo chay, né thdy rang c6 tdc vu mang céan thuc
hién va chay “bottom-half” mang. Ham nay 14y cdc géi khoi hang doi backlog, dua
ching 1én IP va chuyén chiing t6i hAm nhan. Tang IP kiém tra géi xem c6 16i, va
dinh tuyén né; g6i sé duoc chuyén lén tang Giao van (TCP hoidc UDP néu géi tin
dugc gui cho may nay) hoac huéng ham IP forwarding. Trong ham forwarding, IP
kiém tra g6i va glri mot thong diép ICMP vé cho ngudi gui néu ¢6 gi do sai. Sau d6
no6 copy géi vao mot bd dém mdi va chia nho chiing néu cén thiét.

Cu6i cung tang IP chuyén goi xuong ham & tang lién két, ma chuyén goi

vao hang doi xmit cta thiét bi glti va ddm bao thiét bi biét rang né can truyén dit
liéu di. Cudi cung thiét bi (chang han card mang) bdo cho bus dé gtii géi dit liéu di.
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6.2 Cdc buéc chuyén IP
Nhan mot goi

Panh thic thiét bi nhan (interrupt)

Kiém tra thiét bi (device)

Nhan phan header lién két

Cap phat khong gian cho goéi

Bdo cho bus dua goi vao bo dém

Dua g6i vao hang doi backlog

Thiét 1ap cd dé chay bottom half mang khi c6 thé.
Tra diéu khién vé cho tién trinh hién hanh.

Chay “Bottom Half”’

Chay network bottom half (schedule)

Gui cdc goi dang cho giai quyét ngét (net_bh)

Lap tat ca cac goi trong hang doi backlog va chuyén géi l1én giao thic chip
nhan Internet (IP).

Lam sach hang doi gui lai mot 1an nita.

Thoat khoi bottom half.

Kiém tra géi trong IP

Kiém tra 16i trong g6i - xem c6 qud ngan khong? qud dai khong? ding phién
ban khong? checksum c¢6 16i khong?

Chia nho g6i néu can thiét.

Lay dinh tuyén cho géi (c6 thé cho mdy nay hodc ¢ thé can chuyén)

Gui g6i t6i thu tuc diéu khién dich (truyén lai t6i mot may khéc)

Chuyvén g6i trong IP

Kiém tra truong TTL (giam n6 di)

Kiém tra g6i khong ding cho dinh tuyén

Gui ICMP tré lai cho ngudi glii néu c6 16i.

Copy goi vao bd dém mdi va giai phong bo dém cil.
Thiét 1ap cac tuy chon IP.

Chia nhé g6i néu n6 qua 16n cho dich méi.

Gtri go6i t6i ham ra thiét bi.

Truyén mot goi

Dua géi 1én hang doi ra cua thiét bi.

Danh thuc thiét bi.

Doi bo 1ap lich (scheduler) chay driver cua thiét bi.
Kiém tra thiét bi.

Gtri phan dau (header) cua lién két.
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e Bio cho bus dé truyén géi lén thiét bi.

6.3 Cac ham trong Linux

Trong muc nay chung toi dua ra danh sach (theo alphabe) cdc ham trong
Linux kernel dugc coi 1a quan trong trong viéc IP forwarding, dong thoi phan tich
hoat dong cua source code. Cac 10i goi ham bét dau tir ham DEVICE_rx().

Functions/File Descriptions
dev_queue_xmit () €6 -goi ham start bh atomic()
trong tep -néu thiét bi c6 mot hang doi thi:

net/core/dev.c

+goi hAm enqueue () dé thém gai tin vao hang doi
+goi hAim gdisc wakeup () [= gdisc restart ()] dé
déanh thic thiét bi
-néu khong c6 hang doi goi ham hard start xmit ()
-goi ham end bh atomic ().

DEVICE-

>hard start xmit() co
trong tép
drivers/net/DEVICE.c

-ham nay phu thudc vao thiét bi

-n6 thuc hién kiém tra phuong tién truyén xem c6 mo
khong

-gtri header

-bao cho bus gtri gai tin

-cudi cuing nd cip nhat trang thai.

>>> DEVICE rx () cO

trong tép
drivers/net/DEVICE.c

-ham nay phu thuoc vao thiét bi (14y diéu khién tir ngit)
-n6 thuc hién kiém tra trang théi dé chéc chén 1a & trang
thai nhan

-goi ham dev alloc skb () dé du trit khong gian nhé cho
g6i tin

-18y g6i tin tir bus hé thong

-goi ham eth type trans () dé x4c dinh kiéu giao thic
-goi ham netif rx()

—-cap nhat trang thdi card (tra vé tir ngat).

ip finish output() c6
trong tép
include/net/ip.h

-thiét 1ap thiét bi nhan cta thiét bi ra chuin nhim muc dich
14y thong tin vé tuyén
-goi ham dua g6i tin cho dich[= dev queue xmit()].

ip forward() co trong
tep
net/ipv4/ip forward.c

-kiém tra router alert

-néu goi tin 1a khong clia may nao thi huy n6

-néu TTL da hét han thi bo géi tin d6 va gui thong bao
ICMP tr& lai

-néu tuyén ngan nhat khong c6 thi bd goi tin va giri thong
bao ICMP tré lai nguoi giri

-néu can thiét thi glri thong bao ICMP bao cho goéi tin da
chuyén huéng

-copy va giai phong goi tin ci

-giam TTL

-néu ¢6 mot vai tuy chon, goi ham

ip forward options () d€ thiét lap chiing

-cudi cung nd goi ham ip send ()
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ip rcv () cO trong tép
net/ipv4/ip input.c

-ham nay tién hanh kiém tra cac 15i clia géi tin:
+16i vé do dai (qua ngan hodc qua dai)
+16i vé phién ban (khong phai ipv4)
+16i vé checksum
-sau d6 goi ham  skb trim() dé xod bo dém
-ghép g6i tin néu can
-goi ham ip route input () dua goéi tin ra tuyén
-kiém tra va diéu khién cdc tuy chon ctia IP
-gi4 tri tra vé€ cia ham 12 skb->dst->input () [=
ip forward()].

ip route input() c6
trong té€p
net/ipv4/route.c

-goi ham rt hash code () dé 14y thi tu cia bang dinh
tuyén
-vong lap trong bang dinh tuyén vaéi gia tri bt ddu 1a hash
cho dén khi tim tuyén cho géi tin
-néu tim thdy thi:
+cap nhat trang thai tuyén (thoi gian va st dung)
+thiét 1ap dich cua géi tin vao trong entry ctia bang dinh
tuyén
+ tra vé€ thanh cong
-né€u khong tim thdy thi:
+kiém tra c6 phai la cic dia chi multicast
+trd vé hAm ip route input slow()

ip route output slow(
) ¢6 trong t&p
net/ipv4/route.c

-néu dia chi nguon da biét thi tim kiém thiét bi ra chuidn
-néu dia chi dich da biét thi thiét 1ap loopback

-sau d6 goi ham fib lookup () dé tim tuyén

-cdp phat bo nhé mdi cho entry bang dinh tuyén

-khdi tao entry cho bang véi dia chi nguon, dich, TOS,
thiét bi ra va céc co

-goi ham rt_set nexthop () dé€ tim dich ti€p theo

-gid tri trd vé ham rt intern hash().

ip send() c0 trong tép
include/net/ip.h

-goi ham: ip fragment () néu gai tin qua 16n so véi thiét
bi
-goi ham ip finish output ().

net bh() co trong tép
net/core/dev.c

-ham nay duogc chay bdi trinh 1ap lich
-n6 tién hanh kiém tra néu cé nhiéu géi tin dang doi & dau
ra thi goi ham gdisc run queues () (Xem phan gui thong
diép)
-trong khi hang dgi cta backlog khong rong thi:

+cho phép ntra duéi thuc thi

+goi ham skb dequeue () dé nhan géi ti€p theo

+néu la gobi tin thi cho mot s6 nguodi khac néu khong
(FASTROUTED) thi dua n6 1én hang doi gui

+tién hanh vong lap trong céc danh sich giao thitc dé
tim diing kiéu cta giao thiic

+sau d6 goi ham pt prev->func() [= ip rcv ()] dé
dua goi tin t61 giao thic tuong tng
-cudi ciing ham nay goi ham gdisc run queues () dé dua
ra ngoai.
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netif rx() cd trong tép
net/core/dev.c

-dua thoi gian vao skb->stamp
-néu hang doi clia backlog da qua day thi huy bo goi tin
-néu khong thi:

+goi ham skb queue tail () dé dua géi tin vao hang
doi backlog

+danh d4u tét ca lai cho 1an thuc thi sau.

gdisc restart() cé
trong tép

net/sched/sch generic
.C

-ddy g6i tin ra hang doi

-goi ham dev->hard start xmit ()

-cap nhat trang thai

-néu ¢6 mot 16i nao do thi dua goi tin trd lai hang doi

rt intern hash() c6

trong tép
net/ipv4/route.c

-dua tuyén méi vao trong bang dinh tuyén

7. Internet Protocol Routing

Phan nay trinh bay nhitng van dé co ban vé IP Routing: tong quan vé cich
lam viéc cta viéc dinh tuyén, ki€ém tra cich ma bang dinh tuyén (routing tables)
duoc thiét 1ap va cap nhat, cudi cung la tém luge vé ma nguoén dinh tuyén trong

kernel.

7.1 Tong quan

Linux chita 3 tap dit liéu dinh tuyén sau - mot cho cac may tinh dugc két noi
truc ti€p téi d6 1a Neighbor Table (vi du: trong mang LAN), va hai cho cac may
tinh dugc két noi gidn ti€p (qua mang IP): Forwarding Information Base va

Routing Cache.
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Network Structure: -
Internet

chrysler
172.16.0.254
u.edu network feep
network 172.16.0.0 172.16.0.1
netmask 255 255.0.0
dodge eagle plymeuth
172.16.0.7 172.16.0.34 172.16.0.128

viper
172 16.1.1 cs U.edu subnet
otho network 172.16.1.0
D_, ‘ ’ ne’tmask 255255 .25:5]['
stealth neon ram intre:pid
172.16.1.4 172.16.1.5 172.16.1.6 17216.1.16

dodge/viper Routing Tables:

Meighbor Table: FIB Table: Routing Gache:

(host (Zzone (address/protocol/device)
device/protocol) address/device)

stealth (MAC address) 255.255.255.255 172.16.1 4/IF/eth0
ethsethernet host / ethd (itself 172.16.1.5/IF/eth0

neon (MAG address) host / eth1 (itself) 172.18.0.1/1P/eth
ethQ/ethernet 255 255 0.0 207 .25.71 20/IFPfeth1

chrysler (MAC address) 172 1800/ eth1 204.71 200 245/ 1P/eth
eth1/ethernet

2852552550
172.16.1.0 / ethD

fhas not exchanged traffic 255.0.0.0 (loopback) fhas exchanged Hraffic with
with other hosts - like 127.0.0.0 /1o with stealth and neon and
ram - recently or they 0.0.0.0 (default router) sent traffic through jeep/
would also be in this table) 0/ etht chrysler to the Intemat)

Hinh 8: General routing table example.

Béang neighbor table chita thong tin dia chi cic may dugc két néi vat 1y téi
né (neighbor). Bang nay bao gébm thong tin vé thiét bi két noi téi neighbor va
nhitng giao thifc ndo st dung dé trao doi dit liéu. Linux sit dung ARP (Address
Resolution Protocol) dé duy tri va cap nhat bang nay; né dugc thay doi khi can
thi€t tham tri bién mat néu khong dugc st dung trong thoi gian do.
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Linux st dung hai bang dinh tuyén (twong doi phic tap) dé duy tri cic dia
chi IP: mot v6i muc dich FIB (Forwarding Information Base) chi téi tat ca cac dia
chi ¢6 thé va mot routing cache (bo dém dinh tuyén) nhoé hon (v6i muc dinh lam
nhanh hon) véi dit liéu dinh tuyén duge st dung. Khi mot géi IP (IP packet) can di
t6i mot may & xa, viéc ddu tién cua tang IP (IP layer) 1a kiém tra routing cache
cho entry ma tuong tng véi nguodn, dich va kiéu cua dich vu. Néu ding véi entry
thi n6 duoc st dung. Néu khong phu hgp thi IP truy van thong tin dinh tuyén trong
FIB (diéu nay s& lam cho viéc tim tuyén lau hon), va tao mot cache entry mdi véi
dit liéu vira tim duge va sau d6 st dung cache entry nay.

7.2 Bang dinh tuyén (Routing Tables)

Trong cdc bang dinh tuyén c6 cdc bién véi cac kiéu nhu u32 (host byte
order) va _u32 (network byte order). Trén kién tric cua Intel ching tuong duong
vGi unsigned int va trong con tréo ham dugc dich ra bang cach goi ham ntohl().

Neighbor Table

Nhu da dé cap 6 trén thi Neighbor Table chita thong tin vé cdc mdy duoc
két noi t6i né. Cac entry c6 thé thay doi, nén bang nay c6 thé khong c6 céc entry
(néu hién tai mdy khong dugc giao thong trén mang) hodc ¢6 thé c6 cac entry chita
thong cdc may da két noi vat 1y téi mang cua né. Entry trong bang chita thong tin
vé dia chi, thiét bi, giao thdc.

Meighbor Table Parameters
{struct neigh_tabla} {struct neigh_parms)
Neighbors 1|
| {struct nelghbour)
(]
{struct Pnreigh
neigh_table) {stryct pneigh_entry)
| ——
i 8
[struct o %
neigh_table) = 8
T
[in]

Hinh 10: Quan hé vé cau tric dir liéu trong bang Neighbor Table.

struct neigh table *neigh tables: bién toan cuc nay la mot con tro dén
danh sach cua neighbor tables; ting bang chtta tap cdc ham chung va dit liéu va
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mot bang hash table chi thong tin vé tap cic neighbor. Cau tric nay rat chi tiét voi
nhitng bang chita thong tin nhu: thoi gian truyén thong clia cic messages, kich
thuée hang doi (queue size), cac con tro thi€t bi, va cdc con trd téi ham thiét bi.

Neighbor Table Structure (struct neigh table) 1a cdu tric cic thong tin

neighbor thong thuong va bang dit liéu neighbor va di liéu pneigh (pneigh data).
Tat ca cdc mdy da két noi theo kiéu “két noi don” (mot card Ethernet) s& c6 bang
tuong tu.

Struct neigh_table *next: tro tGi bang ti€p theo cua danh sach.

Struct neigh_parms parms: cu triic bao gom thong bdo ve thoi gian song,
do 16n hang doi, va thong tin vé thong ké; (phan nay & diu ctia danh séch).
Struct neigh_parms *parms_list: tré t6i mot danh siach céc cdu tric tin.
Struct neighbour *hash buckets[]: bang hash table ctia cac neighbor da két
hop vé6i bang nay (c6 NEIGH-HASHMASK+1 (32) buckets).

Struct pneigh_entry *phash buckets[]: bang hash table cac cau tric con trd
thiét bi va cac khoa (c6 PNEIGH_HASHMASSK+1 (16) buckets).

Mot s6 cac truong khac bao gom thong tin vé diéu khién thoi gian, con tro
ham, khod va thong ké.

CAu tric dit liéu Neighbor (struct neighbour) - ciu triic ndy chita thong tin vé
ting neighbor. N6 bao gom nhiing cdu tric sau:

struct device *dev - con trd tGi thi€t bi dugc két noi téi neighbor nay.

__u8 nud_state - cdc cO trang thdip; cic gia tri : chua hoan thanh, da hoan
thanh, trang thdi, ...; cling bao gém ca thong tin khong ddi va sir dung ARP.
struct hh_cache *hh - con tr6 t6i header phan cting trong cache (hardware
header) phuc vu cho viéc truyén thong tdi neighbor nay.

struct sk_buff_head arp_queue - con tro t6i cic géi ARP cho neighbor nay.
Mot s6 truong khac gom céc con tro tGi danh séch, con tréo ham, va thong ké
mat soO thong tin khic.

Thoéng tin dinh tuyén (FIB)
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Metmask Table Metwork Zones MNetwork Information

one entry for each one zone for each routing instructions for
potential netmask known subnet mask each known netwaork
0.0.00
naoo default node
8000 Zone info
G000
EDOO tempty) split into specific
Foo0 J 10%%%9 netwark information
T zone infa {addresses, TOS, ete)
Fa00 7
: tFoon) and protocols
e | BT 1721600 {IP, ATM, e}
node
FFOO - Into
FFBO \
: 1722900
: tempty) Zone node
FFFF {FF DO} infa

Figure 11: Forwarding Information Base (FIB) conceptual organization.

Forwarding Information Base la cau tric dinh tuyén quan trong trong kernel
Linux; né 1a mdt céu tric phiic tap, bao gom thong tin dinh tuyén can thiét cho tim
ki€m dung dia chi IP thong qua mat na mang (network mask). N6 1a mot bang 16n
vGi thong tin chung cua céc dia chi & trén bang va thong tin dinh danh & sau cudi
bang. Tang IP dua vao bang dia chi dich cua g6i va so sdnh né vdi netmask dé
phan biét dich cua g6i tin. Néu khong phai, thi IP lai tim dén netmask ti€p theo va
ti€p tuc nhu vay cho dén khi ding, IP s€ copy truc ti€p mdy & xa vao trong routing
cache va giri goi tin theo dudng nay. Céc hinh 12 va 13 1a céch t6 chiic va céu tric
dit liéu dugc str dung trong FIB.

struct fib table *local table, *main table - day la cdc bién toan cuc
la cac con tro truy cap téi bang FIB; ching trd téi cau tric bang trd t6i cac hash
table, cic bang hash nay lai tré téi cac vung tuong ung. NoOi dung cua bién
main_table c6 trong variable are in /proc/net/route.

Cau tric fib table (FIB Table Structure) - include/net/ip fib.h - cic cau
trdc nay gom cdc bang nhay ham (function jump) va ting bang nay trd t6i mot
bang hash (chita thong tin ving).

e int (*tb functions) () - CAc con tro tGi cac ham (lookup, delete, insert, ...)
chiing dugc khoi tao bang ham fn hash function().

e unsigned char tb data[0] - con tro tGi bang FIB hash table (mac du khai
bao ctia né la mot mang ki tu (character array).

e unsigned char tb id - dinh danh ctia bang (table identifier); 255 cho bang
local table, 254 cho béng main table.

e unsigned tb_ stamp

C4u tric cua Netmask Table 1a £n_nhash - trong t&p net/ipv4/fib_hash.c - cau
tric ndy bao gém céc con tro tdi tiing ving riéng biét (duoc t6 chic bdi netmask).
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S€ c6 mot netmask cho tirng bang FIB, trir khi 2 bang cung tro t6i mot bang hash

table.

struct fn zone *fn zones[33] - 12 cdc con trd téi cic zone entry (mdi mot
vung tuong Gng véi mot bit trong mask; fn_zone[0] trd téi viung cé netmask
0x0000, fn_zone[1] tro t6i ving c6 netmask 0x8000, va fn_zone[32] tro
t61 vung c6 netmask OxFFFF.

struct fn zone *fn zone list - con tro tGi ving dau tién (khong trong)
trong danh sach; néu c6 mot entry cho netmask OXFFFF né s€ tro t6i vung
d6, néu khong né o thé tro t6i ving 0xFFFO hoac 0xFF00 hoac 0xF000, ...

Cau tric Network Zone fn_zone - trong t&p net/ipv4/fib_hash.c - cic cau

trdc nay bao gom mot s6 thong tin hash va céc con trd t6i hash table clia cac node.
S€ c6 mot Network Zone cho timg netmask da biét.

struct fn zone *fz next - con tro tGi ving khong trong ti€p theo trong
cau trdc hash (fn _hash- > fn zone[28]- > fz next trd téi fn hash- >
fn zone[27]).

struct fib node **fz hash - con tro tGi mot bang hash table (cua céac
nodes trong ving).

int fz nent - $O entry (node) trong ving.

int fx divisor - sO buckets trong bang hash table da két hop véi ving; c6
16 buckets trong bang cho hau hét cac vung (trir ving dau tién- 0000 - phuc
vu loopback device).

u32 fz hashmask - 1a mat na (mask) tng véi bang hash table cua cac entry;
15 (0xOF) cho hau hét cac vung, O cho vung 0).

int fz order - sO thit tu ciia ving con trong mot ving cha fn_hash (0 dén
32).

u32 fz mask - mat na mang cta viung (dugc dinh nghia =((1<<(32-
fz order))-1); vi du, phan ti dau tién (zero) duogc tinh nhu sau: 1 dich tréi
32-0 lan (ta duoc 0x10000), sau d6 trir di 1 (ta dugc OxFFFF), va phan bu 1a
(0x0000). Tinh tuong tu phan tir thit 2 c¢6 netmask 1la 0x8000, cac phan tu
ti€p theo lan luot 1a 0xC000, 0XE000, 0xF000, 0xF800, va phan tir cudi
cung (thtt 32) c6 netmask l1a OxFFFF.

Cau tric Network Node Information fib node - trong t&p

net/ipv4/fib_hash.c - cac cu tric nay bao gobm thong tin duy nhét cta timg tap hop
dia chi v mot con trd t6i mot so thong tin (chang han nhu device va protocol); ciu
triic Network Node Information duoc xac dinh cho mot network da biét (1a su két
hop duy nhit cua source/destination/TOS).

struct fib node *fn next - con tro téi node ti€p theo.

struct fib info *fn info - con trd tGi thong tin vé€ node (n6 dung chung
cho mot s6 node khac).

fn key t fn key - hash table key - t6i thiéu 8 bits cho dia chi dich (hoic 1a
0 cho loopback device).
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Mot s6 truong khac chita thong tin vé node vi du nhu fn tos (type of

service) va fn_state.

Cau tric Network Protocol Information (fib_info) - dinh nghia trong tép

includelnet/ip_fib.h - cdc cdu tric nay chira thong tin vé protocol va hardware (ctia
mot giao dién xéc dinh); mot s6 mang c6 thé danh dia chi thong qua cing mot giao
dién. M6i mot cau tric fib_info c6 mot giao dién nhu vay.

fib_protocol - sO thit tu cua mot giao thitc mang (vi du IP) dugc st dung
dinh tuyén.

struct fib nh fib nh[0] - chita mot con tro téi thiét bi st dung cho viéc
gui va nhan truyén thong dinh tuyén.
Mot s6 truong khac bao gom thong tin con tro tGi danh sach, thong ké va di
liéu tra cttu (nhu la £ib refent va fib flags).

{struct 5
fib_tabley Cr—— e P
fn_zone_list . ——
;| fzhash “‘T\: fib_protocol
Main/Local Tables ;| fzmask fib_metrics

Metmask Tahle i Network Zones ! Network Infarmation
(struct fn_hashy ¢ (structfn_zoney ¢ {struct fib_node) fstruct fib_info)
I L
th_data (——>] fn_zones[0] ' fz_next — fn_key fib_protocol
fn_zones(1] i | fz_hash < fib_metrics
fn_zones[E] fz_mask fib_nh(]

fib_nh(]

Hinh 12: Forwarding Information Base (FIB) data relationships.

The Routing Cache
Hash Table Route Chains HDUﬂng Info
286 buckets, one for one entry for every current address information and references
each potential hash value  route, chained by hash value to relevant networking structures
routing routing
info info seuree router
destination
tempty) TOS
statistics
routin routin routin . header
info info info pointers f\\ cache
functions
device
routing
info
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Figure 13: Routing Cache conceptual organization.

Routing cache 12 mot phuong phdp nhanh nhit d€ Linux tim ra tuyén; no
luu gitr tit ca cac tuyén hién tai dang st dung hoac hién tai da dugc st dung trong
mot bang hash table. Khi IP cidn mot tuyén, né tim dén mot hash bucket tuong
ing va tim trong chudi cédc tuyén dugc luu trit trong dén khi tim thdy, sau dé tién
hanh glii g6i tin theo tuyén d6 (xem phan trén). Cac tuyén dugc méc (moéc xich)
vao nhau mot trat tu (thuong duoc st dung thi dat 1én trén) va cé cac bo dém thoi
gian va bo d€m dé c6 thé loai bo chiing ra khoi bang khi hét thoi han sir dung. Ban
c6 thé xem céc hinh 12, 13, 14 dé thém thong tin vé cdc cau tric dit liéu.

struct rtable *rt_hash_tablelRT_HASH_DIVISOR] - day la bién toan
cuc chtra 256 buckets cia méc xich trong cac entry cua routing cache (rtable);
ham hash két hop vdi dia chi nguén, dia chi dich va TOS dé 14y mot entry tro t6i
bang (tt O dén 255). Noi dung cha bang nay dugc liét ké trong tép
Iprocinet/rt_cache.

Cau truc Routing Table Entry (rtable) - trong t&p include/net/route.h - cau
tric nay chtta cac entry cua destination cache va thong tin dinh danh cua ting
tuyén.

e union < struct dst_entry dst; struct rtable* rt_next) > u - day la mot
entry trong bang; cdu tric union cho phép truy cap nhanh téi entry ti€p theo
trong bang bing cdch st dung trudng next cta rtable dé tro t6i entry clia
cache tié€p theo néu duoc yéu cau.

__u32rt_dst - dia chi dich.

e _ u32rt_src - dia chi nguon.

rt_int iif - giao dién cua dau vao.

__u32 rt_gateway - dia chi clia neighbor dé chon tuyén qua (phuc vu cho
viéc 1ay mot dia chi dich).

struct rt_key key - cdu triic nay chita khod dé tim ki€m trong cache (cache
lookup key - v6i céc truong src, dst, iif, oif, tos, va scope).

Mot s6 truong khdc chita cac co, ki€u, vd mot s6 thong tin khdc.

Cau tric Destination Cache (dst_entry) - trong t&p include/net/dst.h - cau
triic chita céc con trd dé xac dinh cdc ham vao/ra va dit liéu cho mot tuyén.

o struct device *dev - thiét bi vao/ra cua tuyén.

o unsigned pmtu - kich thuéc 16n nhit ctia géi tin cta tuyén (maximum
packet size).

o struct neighbor *neighbor - con tro tGi the neighbor (lién két ti€p theo)
cua tuyén.

o« struct hh_cache *hh - con trd tGi header cta phan cting (hardware header
cache), no tuong tu cho cac goi tin di ra trén mot lién két vat ly, né gitp cho
viéc truy cap rit nhanh va c6 thé sir dung lai.
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int (*input)(struct sk_buff*) - con tré t6i ham vao cuta tuyén (dac biét la
ham tep_recv()).

int (*output)(struct sk_buff*) - con tro t6i ham ra cua tuyén (dac biét la
ham dev_queue_xmit()).

struct dst_ops *ops - con tro t6i mot cdu tric chita family, protocol, va
check, reroute, va huy ciac ham phuc vu cho tuyén nay.

Mot s6 truong khac luu gitt thong tin vé thong ké va trang thai va céc lién
két t6i cac entry clia bang dinh tuyén khac.

Cau tric Neighbor Link (neighbor) - trong tép include/net/neighbor.h -

moi cdu tric nay dac trung cho mot may, chia cac con trd tGi cac ham truy cap va
thong tin cua ching.

struct device *dev - con tro tGi thiét bi ma dugc két ndi vat 1y téi neighbor
nay.

struct hh_cache *hh - con tr6 t6i header ma luon ding truée dudng gui t6i
neighbor nay.

int (*output)(struct sk_buff*) - con tr6 t6i ham ra cho neighbor nay (dac
biét la ham dev_queue_ xmit()).

struct sk_buff head arp_queue - 12 thanh phan dau tién trong hang doi
cua ARP cho duong lién quan dén neighbor nay (vao/ra).

struct neigh_ops *ops - con tro t6i mot cau tric chita ho dit liéu va cac
ham ra cho lién két nay.

Mot s6 truong khac luu git thong ké va trang thai tham khao cho cac
neighbor khic.
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Hash Table Route Ghains

{struct rtable) {struct rtable) {struct rtable)
empty
{struct rtable)
{ Istruct dst_cache) { Istruct dst_cache)
o | tr_next} u *ri_next} u T
)
) | st rt_dst By
o | M_SrC rt_src Routing Info
& | rt_gateway rt_gateway
T | ke ke
5 ¥ ¥
@
g Aodress Information
|_
empty
{struct rtable)
Hinh 14: Routing Cache data structure relationships.
Route Ghain Link ; Routing Info
{struct rtable) {struct dst_ops)
{ dEt _,/—/‘E_/_/_/_) ,_Iump i
Istruct dst_cache) | | : Table (struct neighbory
___—JE_———_———————_:. Meighbor
xh\ | Route
*t_next} u 5 -@"{/
t dst : Metweork
rt:src: : Interface
rM_gateway Hardware fstruct device)
key Header

{struct hh_cachel

Hinh 15: Destination Cache data structure relationships.

Cap nhat thong tin dinh tuyén

Linux chi cap nhat thong tin dinh tuyén khi can thiét, nhung cac bang nay
thay d6i theo céc cdch khdc nhau. Routing cache thuong hay bi thay doi trong khi
d6 thi FIB thuong khong thay doi (c6 thé thay dai rat it).
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Bang neighbor table thay doi khi ma tuyén mang bi thay déic. Néu mot
may mudn gui t6i mot dia chi trén mot mang cuc bo riéng (local subnet) nhung né
lai khong c6 trong bang neighbor table, don gian 1a né tung ra yéu cau ARP va
thém mot entry méi vao trong neighbor table khi né nhan dugc tra 16i. Kernel
diéu khién hau hét nhitng thayt d6i ndy mot cdch tu dong.

FIB trén hiu hét cdc mdy va tham tri cac routersn 1a khong doi; né dugc
dién vao khi khdi tao véi tat ca cac viung c6 thé dé tim dudng két ndi t6i tat ca céc
router va khong thay doi trir khi mot trong s6 cdc router d6 donwn. Nhitng thay déi
nay thong qua 10i goi ham ioctl() dé thém vao hodc xo4 cac viing.

Routing cache thay doi thuong phu thuoc vao dudng truyén thong. Néu
mot may muon glri cdc goi tin téi mot dia chi & xa, thi né tim dia chi trong routing
cache (va FIB néu can) va gtii géi tin qua router tuong tng. Trén mot may da duoc
két noi v6i mot LAN noi mot router vao Internet, thi tat ca cac entry s€ khong
nhiing tro tGi neighbor ma con trd t6i router (nhung c6 thé c6 mot s6 entry tro téi
router). Tat ca dugc thuc thi v6i cdc 161 goi ham (muc IP) dé tao cac tuyén va lap
thoi gian trong kernel dé xo4 chiing.

7.3 Cac ham trong Linux

Trong muc nay ching toi dua ra danh sach (theo alphabe) cdc ham trong
Linux dugc coi la quan trong trong viéc dinh tuyén va dong thoi di phan tich cach
thirc 1am viéc clia source code.

Functions/File Descriptions
arp _rcv () c6trong tép -kiém tra cdc 16i (vi du: khong c6 thi€t bi ARP, khong c6
net/ipvd/arp.c thiét bi, g6i d6 khong phai cho may, khong rd kiéu thiét bi)
-kiém tra su hoat dong: chi hiéu c4c thong bdo REPLY va
REQUEST

-trich dit liéu tu trong goéi
-kiém tra cdc yéu cau sai: c4c dia chi loopback hoic
multicast
-ki€m tra khi nhan ra g6i tin tring dia chi (néu cén)
-néu thong bao 1a mot yéu cau ding va ham
ip_route input () la ding thi:
+ néu gai tin tir mot may cuc bo thi:
e goi hAim neigh event ns () dé tim va cap nhat
bang neighbor da gtri gdi tin dé
o  kiém tra thiét bi 4n (khong tra 10i)
e va glii thong bdo tra 16i t6i dia chi thiét bi d6
+ néu gobi tin khong phai tir mot may cuc bo thi:
e goi ham neigh event ns () dé tim va cap nhat
bang neighbor da gtri gbi tin dé
e goi ham neigh release()
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e néu can thi goi ham arp send () v6i mot dia chi
e néu khong thi goi ham pneigh enqueue () va tra
ve gid tri 0
-néu la mot thong bao tra 10i thi:
+goiham neigh lookup ()
+kiém tra xem néu c6 nhiéu tra 10i ARP t6i thi chi giit
lai ARP dau tién (nhanh nhat)
+g0i ham neigh update () dé cap nhat entry ARP va
goi ham neigh release ()
-giai phong skbuffer va tra vé gia tri 0.

arp_send () co trong tép
net/ipv4d/arp.c

-kiém tra dé chic chan rang thiét bi hé trg ARP
-cap phat mot skbuffer

-dién thong tin vao header cua buffer

-dién thong tin ARP

-goi ham dev queue xmit () dé két thic g01.

arp req get () cotrong
tép net/ipv4/arp.c

-goi hAm _ neigh lookup () dé tim entry cho dia chi da
nhan dugc

-copy dit liéu tlr entry cua neighbor vao entry clia arpreq

-tra vé 0 néu tim thay hoac tra vé ENXIO néu dia chi d6
khong trong bang ARP.

fib get procinfo() ¢6
trong tép

net/ipv4/fib frontend
.C

-in cac header va cac két qua cua bang main table.

fib lookup() cO trong
tep
include/net/ip fib.h

-goi ham tb lookup() [= fn hash lookup ()] trén bang
local table va main_ table

- néu di c6 mot entry thi né dién vao fib result va tra vé
gid tri 0

-néu khong thi nd tra vé gia tri 16i tim duoc.

fib node get info()
c6 trong t&p
net/ipv4/fib semantic
s.c

-hién thi noi dung clia fib node VA fib_info cho hé thong
file proc

fib validate source ()
c6 trong t&p
net/ipv4/fib frontend
.C

-kiém tra thiét bi va dia chi clia géi vao
-tra vé ma 16i (néu co)
-tra vé 0 néu gai tin 1a thich hop.

fn hash() co trong t&p
net/ipv4/fib hash.c

-thuc hién mot ham bam trén dia chi dich:

u32 h = ntohl (daddr)>>(32- fib zone->fz_order);
~= (h>>20);

h ~= (h>>10);

h *= (h>>5);

h &= FZ HASHMASK(fz);// VOi FZ HASHMASK=15 cho tat

ca cac vung.

fn hash get info() ¢6
trong tép
net/ipv4/fib hash.c

-tim cdc vung trong bang FIB sau d6 goi ham
fib node get info () cho proc FS.

fn hash lookup() ¢6

trong té€p
net/ipv4/fib hash.c

-tim cdc vung trong bang da nhan duoc
+tim node trong timg bang (gia tri khdi dau 1a hash
entrv)
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entry)
néu ding netmask (node va dia chi dich) thi:
e kiém tra TOS va trang thdi node
e goihdm fib semantic match () dékiém
tra type cua goi
e dién dit liéu vao fib result va tra vé gid
tri 0.
-tra vé€ 1 néu khong tim thdy gi

fn new zone() cO0 trong
tép
net/ipv4/fib hash.c

-cap phat bo nhd (trong kernel) cho ving méi

-cap phat khong gian nhé di 16 node bucket cho vung (trit
vung dau tién 0.0.0.0 danh cho loopback)

-luu netmask (st dung n bit v6i n 1a vi tri clia viing trong
bang)

-tim vung da dinh trong bang viing cha

-chen vung do vao trong danh sich

-cai vung mdi vao trong bang vung cha

-cudi cling gié tri tra vé€ ctia ham 1a ving mdi.

fz_chain() co trong t¢p
net/ipv4/fib hash.c

-goi ham fn_ hash () dé 1ay gid tri hash
-trd v€ fib node (trong fib zone VGi thit tu cha hash).

ip dev find()cd trong
tép

net/ipv4/fib frontend
.C

-tim ki€m va tra vé thiét bi (v6i mot dia chi trong bang
local table).

ip route connect() c6
trong tép
include/net/route.h

-goi ham ip route output () dé€ nhan mot dia chi dich
-gi4 tri tra vé néu ham trén thuc hién hodc sinh ra mot gia
tri 16i

-néu khong thi né xo4 con trd téi tuyén va thuc hién lai.

ip route input() c6
trong tép
net/ipv4/route.c

-tinh hash value cho dia chi d6

-tim trong bang (gia tri khdi dau 1a hash) gia tri két ndi (dia
chi nguoén, dich, TOS, va IIF/OIF)

-néu tim dugc thi cap nhat trang thai va tra vé routing entry
-néu khong goi ham ip route input slow() .

ip route input slow ()
c6 trong t&p
net/ipv4/route.c

-tao mOt bang routing table (luu khod)

-kiém tra cdc dia chi dic biét (loopback, broadcast, hoac
161)

-goi ham fib lookup () d€ tim tuyén

-cap phat bo nhg cho routing table entry méi

-khdi tao table entry véi dia chi nguon, dich, TOS, thiét bi
ra va cac co

-goi ham fib validate source () dé kiém tra nguén clia
201

-in ra thong bdo va tra vé 16i néu dia chi nguon 1a sai

-goi ham rt_set nexthop () dé tim dia chi dich ti€p theo
(neighbor)

-tra vé ham rt_intern hash () (cai tyén vao trong bang
routing table).

ip route output() c6
trong tép

-tinh hash value cta dia chi d6
-tim gid tri két no6i (dia chi nguon, dich, TOS va IIF/OIF)
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net/ipv4/route.c

trong bang véi gia tri khoi dau la hash

-néu tim thady mot gid tri thi cap nhat trang thai va tra vé
routing entry

-n€u khong thi goi ham ip route output slow() .

ip route output slow(
) ¢6 trong t&p
net/ipv4/route.c

-tao moOt bang routing table (luu khod)

-néu tim dugc mot dia chi nguon thi goi ham ip dev find
dé x4c dinh thiét bi ra

-néu khong tim duoc dia chi dich thi thiét 1ap loopback
-goi ham fib lookup () dé tim tuyén

-cap phat bo nhé cho routing table entry méi

-khdi tao table entry d6 véi dia chi nguon, dich, TOS, thiét
bi ra va cic co

-goi hdm rt_set nexthop () dé tim dia chi dich ti€p theo
(neighbor

- trd vé ham rt_intern hash () (cai vao bang routing
table).

ip rt ioctl() c6 trong
tep

net/ipv4/fib frontend
.C

-nhay t6i SIOCADDRT hoac SIOCDELRT (né€u khong thi
trd vé 16i EINVAL)

-kiém tra quyén va copy tham s6 vao trong khong gian
kernel

-chuyén déi tham da copy do vé cdu trict rtentry

- n€u x0a mot tuyén, thi goi ham fib get table() va
table->delete ()

-n€u khong thi goi ham fib new table() va table-
>insert ()

-cudi cung 1a giai phéng tham sd do va tra vé gia tri 0 khi
thanh cong.

neigh event ns() c6
trong tép
net/core/neighbour.c

-goi ham _ neigh lookup () dé tim dia chi trong bang
neighbor table

-goi ham neigh update ()

~-tra vé con tro téi neighbor da chi ra.

neigh update () co trong
tep
net/core/neighbour.c

-kiém tra cdc quyén dé chinh sira bang
-kiém tra trang th4i neighbor néu n6é khong 12 entry méi
-so sanh dia chi da nhan duoc:

+néu rong hoic thiét bi khong c6 dia chi thi st dung dia
chi hién tai

+néu khac nhau thi kiém tra co;
-sau d6 goi ham neigh sync () dé kiém tra xem neighbor
van con up
-cap nhat thoi gian lién lac véi neighbor
-néu 12 entry cii va entry méi (khong thay déi dia chi) thi
tra vé 0
-néu dia chi méi khdc véi dia chi cii thi thay doi vé dia chi
mai
-néu dia chi méi va cii tring nhau thi tra vé 0
—gQihﬁnlneigh_connect()hOaCneigh_suspect()dé
tao hodc kiém tra két noi
-néu trang thai cii 1a sai thi:
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+tim cédc goi trong hang doi ARP, goi ham output ()
ctia neighbor v6i moi goi

+loc hang doi ARP
-cudi cling tra vé 0.

rt_cache get info()cd | -inra header va tit ca cac thanh phan clia bang

trong tep rt_hash_table cho proc FS.
net/ipv4/route.c
rt_hash code()cédtrong | -str dung dia chi nguoén, dich va TOS dé€ x4c dinh (va tra vé)
tép net/ipv4/route.c mot gid tri hash:
hash = ((daddr&0xFOFOFOEF0) >>4) |
((daddr&0x0FOFOFOF) <<4) ;
hash = hash”saddr”tos;
hash = hash” (hash>>106) ;
hash = (hash” (hash>>8)) & OxFF;
rt intern hash() ¢0 -dua tuyén méi vao trong bang dinh tuyén.

trong té€p
net/ipv4/route.c

8.Két luan

Qua céc muc trén gitp cho chiing ta hiéu gin nhu toan bo hé théng mang
trén Linux: tr cich khoi dong hé thong mang dén viéc gli/nhan, routing va
forwarding g6i IP. Sau hon nita 1a ching ta da tim hiéu dugc nhiém vu cua timg thu
tuc lién quan dén toan bo hé thong mang. Ching ta chi ¢c6 mot luu y 1a cac thu tuc
gui/nhan dit liéu cua TCP va UDP qua giao thiic TCP/IP cua Linux la tuong tu
nhau (qua 5 tang). Chi ¢c6 mot su khac nhau d6 la phuong phap st Iy cua tang TCP
va UDP. D¢ hiéu 1o cdc ban tham khao hinh minh hoa dudi day.

Dé hi€u sau vé quan 1y bo nhd cau tric di liéu sk_buff trong hé thong mang
Linux, thi mot diéu hién nhién chiing ta phai hi€u dugc cach thitc cic géi tin di qua
chong giao thic nhu thé nao? Nhu chiing ta da biét, hé thong mang Linux dugc
dua trén nén tang cta giao dién BSD socket, n6 hoat dong vao ra: open(), read(),
write() va close() dé thuc hién viéc glri cac g6i tin dén dich. Vi du, néu c6 mot
socket da duoc md giita 2 mdy, thi may dau tién c6 thé ghi vao socket mdy kia ¢
thé doc tir socket d6. Vi du, khi ching ta goi:

write(socket, data, lenghth),
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V6i 101 goi nay, né s€ goi dén ham —
sys_write(), 12 mot phén cua h¢ sendto() Application recvirom()
thong file ao cua Linux (Virtual
Files System). sys write() chic

< S A T 3a . 2 \ 4 \ 4
chan rang mot hoat dong ghi c6 p
thé duoc thuc thi trén fd (file sys send0) | oyeogpp | SYSreev0
descriptor) cua socket, va c6 mot A
anh xa vao b0 nhé chua dit liéu da A 4 |
dugc doc. Khi d6 fd nay dugc inet_sendmsg() inet_recvmsg()
ding cho ma INET

g cho mot socket, ti€ép theo I T
ham sock_write() dugc goi. v
sock write() tim ki€m cau tric dit TCP
o= - PR tcp_v4_sendmsg() tep_recvmsg()
11@11 socket da két INIO'p véi inode [udp_sendmsg()] [UDP] [udp_deliver()]
cua fd d6. V6i moi mot socket '
(thuoc AF_INET family - thuong v 4
dugc dung cho chuian TCP/IP . . ) IP :
networks), ham inet sendmsg() P _bu11=d_xm1t() ip_recv()
duoc goi, n6é thuc hién viéc tach v ?
con tro socket spfk (cau trac cu% dev_queue_xmit() NET- net_bh()
INET socket), kiém tra socket dé do_dev_queue xmit() WORK | netif rx()
chac chan rang n6 dang hoat dong, hard_start_xmit() Device Interrupt
kiém tra con tro t6i giao thic, gid routine

tri trd vé cia ham la sk-
>prot[tcp/udp]- >sendmsg(). Viéc
nhan mot gbi tin cua may bén kia v
st dung Ethernet, khi Ethernet
adapter nhan goi tin thi né sinh ra
mot ngdt s€ goi  ham
ei_interrupt(). Ham nay s€ goi
ham DEVICE rx() (phu thuoc
vao thiét bi), tir d6 goi ham netif rx(). Qud trinh giri/nhan géi tin qua chong giao
thic giita 2 mdy s& duoc téng két bang hinh dudi day, dé tim hiéu ddy du chic
nang mdi ham ban c6 thé tham khdo trong cdc bang trén.

Physical line

Hinh 16: Cac tha tuc glri/nhan goi tin cua
TCP [UDP]
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read(socket, data, length)
sys_read()
sock recvmsg()

sock read()

writeisocket, data, lenghth) inet_recvmsg()

sys_write() sk data ready()

sock write() tep_tecvmsg()

sock_sendmsg() tcp_data_queue()

inet_&endmsg() tep_data()
tcp_il_sendmsg() tcp_rcv_established()
tcp_i)_sendmsg() tep_tev()
tcp_send_skb() ip_riute_input()
tcp_transmit_skb() ip_rcv()

ip_queue_ xmit() net_bh()
dev_&ueue_xmit() netif_rx()
qdisc{restart() DEVICE rx()
hard_start xmit() » ci_interrupt()

Hinh 17: Téng két céc thi tuc glti/nhan
201 tin qua protocol stack.

Tai liéu tham khao
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50



Chuong 11
Lap trinh mang trong Linux

Hé diéu hanh Linux 4p dung chudn cong nghiép Berkeley socket API, socket nay
c6 ngudn goc trong su phat trién BSD Unix (4.2/4.3/4.4 BSD). Trong chuong nay,
ching ta s& xem xét cach dé quan Iy bo nhd va bo dém da dugc cai dit trong ting
mang va trong céc trinh diéu khién thiét bi cia nhan Linux.

1. Cac khai niém chinh

Tang mang duogc thiét k&€ theo hudng doi tuong (object-oriented), day 1a mot dac

diém ctia nhan Linux. Cau tric chinh cia ma (code) mang lién quan t6i khdi tao

mang va cac tng dung socket tuong tng ctia Ross Biro va Orest Zborowski.

e Thiét bi (Device) hodic giao dién (Interface): Mot giao dién mang 1a ma (code)
chuong trinh dé giri vd nhan cdc gbi dir liéu. Thudng mot giao dién dugc s
dung cho mot thiét bi vat ly nhu mot card Ethernet; tuy nhién mot vai thiét bi
chi 12 phan mém, vi du nhu thiét bi loopback dugc st dung dé gt dir liéu t6i
chinh mdy do.

e Giao thitc (protocol): Mo6i giao thic 1a mot ngon ngit mang khac nhau. Mot vai
giao thic ton tai hoan toan do cac nha phat minh chon dé sir dung cho cdc luoc
d6 mang thich hogp, trong khi cédc giao thitc khac dugc thiét k& cho cdc muc
dich dac biét. Trong nhan Linux méi giao thic 1a mot module riéng biét cua
code ma cung cép cac dich vu cho tang socket.

e Socket: Mot socket 1a mot két noi trong mang, né cung cap file I/O va ton tai
nhu 1a bo mo ta file (file descriptor) doi véi chuong trinh ngudi dung. Trong
nhan Linux méi socket 1a mot cip cau tric biéu dién giao dién socket miic cao
va giao dién socket muc thap.

o sk_buff: Tiat ca cac bo dém (buffer) dugc st dung trong ting mang la
sk_buffs. Diéu khién cho nhitng bo dém nay duogc cung cap bdi céc thu tuc
thu vién chinh miic thip, cac thu tuc nay c6 san cho tat ca cac hé thong mang.
sk_buffs cung cdp bd dém chung va cdc tién ich di€u khién dong dugc can
bdi cac giao thiic mang.

2. Cai dat sk_buffs

Muc dich chinh cua céc thu tuc sk_buffs 1a cung cdp mot phuong phap quan ly bo
dém nhat quan va hiéu qua cho tat ca cac ting mang, va do tinh nhit quan nén cé
thé cung cap sk buff mic cao hon va cdc tién ich quan 1y socket t6i tat ca céc
giao thtrc.

Mot sk_buff 1a mot cdu tric diéu khién cuing v6i mot khéi bo nhd duge gén vao.
Hai tap chinh cua cdac ham nay dugc cung cap trong thu vién sk_buff. Tap dau
tién bao gom cac thu tuc d€ thao tic véi cac danh sach lién két hai chiéu cta
sk_buffs; Tap cdc ham thi hai d€ di€u khién bo nhé duogc gan vao. Cac bo dém
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dugc Iuu gitt trén mot danh sach lién két da duoc toi uu cho cac thao tic mang
chung bang cach thém vao cudi va loai bo tir chd bat diu. Do ¢6 nhiéu chiic nang
mang xay ra trong khoang thoi gian clia mot ngit nén cac thi tuc ndy duoc viet dé
str dung bo nhé atomic.

Chung ta st dung danh sach cdc thao tic (operations) dé quan 1y nhém cdc packet
khi ching dén tir mot mang va khi ching ta giti ching dén téi cac giao dién vat 1y.
Chung ta st dung céc tha tuc thao tdc bo nhG dé xir Iy noi dung clia cdc packet
theo mot cach chuén va ¢ hiéu qua.

O muic co s6 nhét, mot danh sach cac buffer dugc quan 1y boi cdc ham nhu sau:

void append frame (char *buf, int len)
{
struct sk buff *skb=alloc skb(len, GFP_ATOMIC) ;
if (skb==NULL)
my dropped++;
else
{
skb put (skb, len) ;
memcpy (skb->data,data, len) ;
skb append(&my list, skb);
}
}

void process_ queue (void)
{
struct sk buff *skb;
while ( (skb=skb_ dequeue (émy list)) !=NULL)
{
process data (skb);
kfree skb(skb, FREE READ);
}
}

Hai doan ma lénh don gian trén giai thich co ch€ nhan packet. Ham
append frame () tuong tu nhu ma ma dugc goi tir mot ngét boi trinh diéu khién
thiét bi khi nhan mot packet, ham process queue () thi giong ma ma dugc goi
dé dua dit liéu vao céc giao thic. Néu ta nhin trong file /net/core/dev.c & ham
netif rx () vanet bh() thi ta s& thdy rang hai ham nay quan ly bo dém hoan
toan tuong tu. N6 phtc tap hon khi chiing phai dua cac packet tGi ding giao thic
va quan ly diéu khién dong, nhung thao tic co ban thi giong nhau. Diéu nay chi
ding néu ta xem cac bo dém (buffer) di tr ma giao thic t6i mot ing dung nguoi
dung.

Vi du trén ciing chi ra viéc sit dung mot trong cdc ham diéu khién dir liéu, hAm

skb_put (). Him nay dugc st dung d€ du trit khong gian trong buffer cho dit liéu
ma chiing ta mu6n chuyén xuéng.
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Ta hay nhin vao ham append frame (). Him alloc skb () nhan dugc mot
buffer ¢6 do dai 1en byte (hinh 1), buffer nay gom:

e (0byte & dau bo dém

e ( byte dir liéu

e len bytes ¢ Tailroom (tai noi két thiic cua dir liéu)

Hinh 1. After alloc_skb

Hinh 2. Sau khi goi ham skb_reserve

Hinh 3. Mot sk_buff chira dit li¢u

Hinh 4. Sau khi skb_put duoc goi trén mot buffer

Hinh 5. Sau khi goi skb_push trén buffer trude do6

Ham skb put () (hinh 4) m& rong vung dit liéu 1én trén trong bo nhé thong qua
khong gian con trong & cudi cua buffer, va boi vay da du trit duge khong gian cho
memcpy (). Nhiéu thao tdc (hoat dong) mang giri dit liéu thém vao khong gian bat
ddu cha frame méi 1an thao tic glii dugc thuc thi, bdi vay phan dau cé thé duogc
thém vao cdc packet d6. Vi ly do nay, hAam skb push () (hinh 5) dugc goi dé
thém dit liéu vao dau ctia mot buffer.

Ngay sau khi mot buffer da dugc cép phat, tat ca room (chod) cé sin thi don vé
cu6i. Mot ham khéc skb reserve () (hinh 2) ¢6 thé duge goi trude khi dit lieu
duoc thém vao. Ham nay cho phép ta tao ra mot khoang trong phia trude buffer.
Do d6, nhiéu thu tuc gtri bat diu v6i doan ma 1énh sau:

skb=alloc skb(lentheadspace, GFP KERNEL) ;
skb reserve (skb, headspace);

skb put (skb, len) ;

memcpy fromfs (skb->data,data, len);
pass_to m protocol (skb);
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Trong cac hé thong nhu BSD Unix, ban khong can biét bao nhiéu khong gian ma ta
s€ can, khi hé thong nay st dung day cac buffer nho (mbufs) cho cac buffer mang.
Linux chon st dung cac buffer tuyén tinh (linear) va né da “tiét kiém” khong gian
(thuong lang phi mot vai byte cho phép truong hop xau nhat), bsi vi buffer linear
tao ra nhiéu thao tdc khiac nhanh hon nhiéu.

Linux cung c&p cdc ham sau dé thao tic vdi cac danh sach:

skb_dequeue () lay buffer dau tién tr mot danh sach. Néu danh sich
12 réng thi ham trd vé mot con trd6 NULL. Ham nay dugc sir dung dé 1ay
céac buffer trong hang dgi. Cac buffer dugc thém vao bang céc tha tuc
skb_queue head() va skb_queue tail().

skb_queue head () dat mot buffer & ddu mot danh sach.

skb queue tail () dat mot buffer ¢ cudi ciia mot danh sach, né la
mot ham hay dugc sir dung. Hau hét tat ca cac hang doi (queues) dugc
diéu khién v6i mot tap cdc thi tuc xé€p hang dir liéu bang ham nay va
mot tap cac ham khac thiét 1ap viéc xda bod cac muc (item) khoi hang doi
bang skb dequeue ().

skb unlink () x6a bdo mot buffer tir bat ky mot danh sach nao chia
no. Buffer d6 thi khong duoc giai phéng, chi don thuan la né duogc xda
bo khoi danh sdch. D€ tao cac thao tdc dé dang hon, ta khong can biét
danh sach buffer chita nhitng gi, va ta c6 thé luon luon goi skb_unlink()
cho mot buffer ma khong ¢ trong bat ky mot danh sach nao. Ham nay
cho phép ma mang x6a bo mot buffer ra ngoai pham vi sit dung tham tri
khi giao thitc mang khong biét rang hién tai ai dang sir dung buffer do.
Mot co ché khéa duge cung cap, bdi vay mot buffer ma dang dugc mot
trinh diéu khiénthiét bi sir dung thi n6 khong thé bi xoa.

Mot vai cac giao thiic phic tap hon nhu TCP gilt cdc frame theo trat tu
va dao trat tu dau vao ctia né khi dit liéu duoc nhan. Hai ham
skb_insert () va skb_apppend() cho phép nguoi dung dat mot
buffer truéc hoac sau mot buffer chi ra trong mot danh sach.

Ham alloc skb() tao ra mdt sk buff mdi va khdi tao n6. Mot
buffer méi sin sang dé sir dung nhung gia dinh ta s& xac dinh vai trudng
trong d6 dé chi ra buffer nay s& dugc gidi phéng nhu th€ ndo. Binh
thudng van dé nay duoc thuc hién boi skb->fee = 1. Mot buffer c6 thé
duoc dat co nhu 12 khong thé giai phong duge bdi ham kfree skb () .
Ham kfree skb() giai phong mot buffer n€u skb->sk dugc thiét lap.
Ham nay giam bo nhd str dung cua tong s6 socket(sk). N6 kich hoat céc
thl tuc mic socket va giao thic (protocol-level) d€ ting téng nay tranh
giai phéng mot socket vdi cac bo dém con ton tai. Tong s6 bo nhd 1a rat
quan trong khi cac tdng mang trong nhan cin biét bao nhiéu bd nhé
dugc dung cho méi két n6i, nham muc dich ngan chan cdc mdy tir xa
hoac céc tién trinh cuc bo khoi viéc st dung qua nhiéu bo nhd.
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e Ham skb clone () tao mot ban sao cia mot sk _buff, nhung khong
sao chép vung dit liéu (ving di liéu coi nhu 1a chi doc).

e Thing thoing mot ban sao dit liéu duwoc cin dé€ sira d6i, ham
skb_copy () cung cap mot tién ich twong tu nhu ham skb clone ()
nhung ham skb copy () thi sao chép ca vung dit liéu.

Thrars
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L — Tt
B | J Input
I I
I, ¢ich muene taiif) —
hinlnllen i Rttt el W )
. |
- -
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/ Socket Sk_buff Quene - 4
s - .. -
v
b_dequeue
User
Process

Hinh 6. Dong céc packet

3. Cac thu tuc ho tro miic cao hon

Y nghia chia viéc cip phdt va xép hang cic buffer cho socket ciing lién quan dén
céc quy tac diéu khién dong va dé giri toan bo mot danh sach tuong tac cuing véi
cac tin hiéu (signals) va tuy chon khac nhu non blocking. Hai thu tuc sau duoc
thiét k€ dé cho hau hét céc giao thitc dé thuc hién cong viéc nay.

Ham sock queue rcv skb () dugc sit dung dé diéu khién dong dit lieu dén,
binh thuong né dugc stir dung trong dang sau:

sk=my find socket (whatever);
if (sock queue rcv skb(sk, skb) == -1)
{
myproto stats.dropped++;
kfree skb (skb, FREE READ);
return;

}

Ham nay sir dung bo dém hang doc ctia socket nham ngén chan khéi lugng 16n dix
liéu khong x€p hang t6i mot socket. Sau khi dén mot giGi han thi dit liéu bi loai bo.
Diéu nay doi hoi ing dung phai doc nhanh dit liéu, hodac nhu 1a trong TCP, dé giao
thitc thuc hién diéu khién dong trén mang. Thuc ra,TCP yéu cAu mdy gui dimg lai
(shut up) khi n6 khong thé xép hang dit liéu.
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Trén mdy gii, sock alloc send skb() quan ly cdc tin hiéu (signal) dicu
khién, cd non-blocking va semantics of blocking cho dén khi c¢6 khoang trong
trong hang gui, cho nén ban khong thé lién két tat ca bo nhd cing véi dit liéu cho
mot giao dién cham. Cdc ham gui clia nhiéu giao thic ¢6 ham sau d€ kiém tra xem
liéu buffer da dugc giai phong hay chua:

skb=sock alloc send skb(sk,....)
if (skb==NULL)
return -err;
skb->sk=sk;
skb reserve (skb, headroom);
skb put (skb, len) ;
memcpy (skb->data, data, len);
protocol do something (skb) ;

Pa s6 cac ham trong doan ma nay ching ta da biét. Dong quan trong trong doan
ma nay 1a skb->sk=sk. Ham sock alloc send skb () thém bd nhé cho buffer
cta socket. Bang céch thiét 1ap trudng skb->sk, ching ta néi cho nhan biét rang du
ai thuc hién ham kfree skb () trén buffer thi cling can thém ving nhé cho buffer
cua socket. Bai vay, khi mot thiét bi da giri mot buffer va giai phong nd, thi nguoi
dung méi c6 thé gui dix licu dén buffer do.

4. Thiét bi mang

Tat ca cac thiét bi mang cta Linux sinh ra tir cing mot giao dién, nhung nhiéu ham
c6 san trong giao dién do6 thi khong can cho tat ca cac thiét bi. Huéng doi tuong
duoc st dung, mdi thiét bi 1a mot d6i tuong véi mot loat cdc ham (methods) tao
thanh mot cau tric. Mdéi ham dugc goi véi thiét bi 1a doi s6 dau tién. File
drivers/net/sketeton.c chita bo khung ctia mot trinh diéu khién thi€t bi mang.

4.1 Cdu tric co bdn ctiia mot thiét bi mang

Moi thiét bi mang x{r ly viéc truyén cac buffer mang tir cac giao thic t6i moi
truong vat ly, va nhan, giai ma (decoding) cdc responses ma phan ctng sinh ra.
Cac frame dén dugc dua vao cac buffer, cac buffer nay duoc nhan dién bdi giao
thic va dugc truyén t6i neif_rx(). Sau d6 ham neif_rx() chuyén cac frame t6i tang
giao thic dé xir 1y them.

Mbi mot thiét bi cung cadp mot tap cdc ham thém vao dé quan 1y van dé dimg
(stopping), bat dau (starting), diéu khién (control) va bao boc cdc packet. Tat ca
céc thong tin diéu khién dugc dat cing nhau trong cdu triic thi€t bi va chiing duoc
st dung dé quén 1y mdi thiét bi.
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dew queve it netdf rx receives frames
delivers packets and quenes them up.

Methods and Variables (struct device)

Initialization hard start nit myrdey interropt
Routne delivers frames collects received
frarmnes.
Physical Device and Media

Hinh 7. CAu tric cua mot thié€t bi mang

4.2 Dat tén cho thiét bi mang
Tat ca cac thi€t bi mang trén Linux c6 mot tén duy nhit ma khong lién quan dén
tén hé thong file. Cac thi€t bi mang binh thudong khong c6 mot file trén hé thong dé
biéu dién né, mic du ta c¢6 thé tao mot thi€t bi ma gin véi cdc trinh diéu khién
thiét bi. Nhiéu thiét bi cling kiéu thi dugc ddnh s6 tang dan bat dau tir 0, vi du thiét

N

bi Ethernet duoc dat tén la “eth0”, “eth1”, “eth2”...Lugc d6 dat tén nay c6 tam
quan trong khi n6 cho phép nguoi dung vi€t cac chuong trinh hoac cau hinh hé
thong trong thuat ngit Ethernet card” ma khong phai lo ling vé nha san xuat ra
board va bt budc cau hinh lai néu mot board bi thay déi.

Cac tén sau day duoc st dung cho cac thiét bi chung:

ethn
trn
sln

pppn
plipn
tunln
nrn

Bo diéu khién Ethernet, cho ca card 10 va 100Mbit/giay.

C4c thiét bi Token ring
Thiét bi SLIP va AX.25 KISS mode

Thiét bi PPP ca di bo (asynchronous) va dong bo (synchronous)

PLIP units; s6 phit hop cho cong mdy in.
Tunnel bao boc IPIP
Thiét bi a0 NetROM

isdnn Cac giao dién ISDN dugc quan ly bai isdn4linux
dummyn Thiét bi Null

lo

Thiét bi loopback

4.3 Ddng ky mot thiét bi
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Mot thiét bi dugc tao biang cach ghi vao mot doi tuong struct device va
chuyén né t6i ham goi register netdev (struct device *).L0i goindy s&
lién két cdu tric thiét bi vao bang thiét bi mang trong nhan. Khi nhan st dung ciu
tric ndy, ta khong thé giai phéng né dén tan khi ta unload thiét bi d6 bing céch goi
ham void unregister netdev(truct device *). Hai ham nay binh
thuong duoc thuc hién & thoi gian khai dong hoac khi load/unload module.

Néu ta tao nhiéu thiét bi v6i ciing mot tén thi thiét bi s& hong. Boi vay, néu trinh
diéu khién thiét bi clia ta 12 mot module c6 thé nap (loadable) thi ta nén goi ham
struct device *dev get (const char *name) dé dam bdo ring tén d6
chua dugc st dung. Néu tén thiét bi ma ta tao da dugc st dung roi thi ta nén 1ay tén
khéc néu khong trinh diéu khién mdi clia ta s& 16i. Khi ta phat hién ra mot xung
dot, thi ta khong nén st dung ham unregisster netdev () d€ loai bo thiét bi
ma st dung tén do.

M3 dién hinh dé dang ky mot thiét bi nhu sau:

int register my device (void)
{
int i=0;
for (1i=0;1<100; 1i++)
{
sprintf (mydevice.name, "mydevsd", i) ;
if (dev_get (mydevice.name)==NULL)
{
if (register netdev (&mydevice) !=0)
return -EIO;
return 0;
}
}
printk ("100 mydevs loaded. Unable to load more.\n");

return -ENFILE;
}

4.4 Cdu tric thiét bi

Tat ca céac thong tin va cdc ham cho moi thiét bi mang duoc gitt trong céu tric thiét
bi. D€ tao mot thiét bi ta cAn cung cap cau tric véi phan 16n dit liéu ma ta s& dugc
thao luan dudi day. Phan nay dé cap dén nhu thé nao dé thiét 1ap mot thiét bi.

Tén

Truong tén chita mot con trd (string pointer) tro d€n mat tén thiét bi, né cé dang
ma ta da n6i dén & trén. Truong tén c6 thé 1a > (bon dau cdch), trong trudng
hop nay nhan s& tu dong gdn mot tén ethn t6i nd. Pac di€ém dic biét nay khong nén
st dung. Sau Linux 2.0, mot hAm dev make name (“eth”) duoc thém vao dé hd trg
muc dich nay.

Cac tham so giao dién bus
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Khéi cdc tham s6 ti€p theo dugc sit dung dé duy tri vi tri chia mot thi€t bi bén trong
mot khong gian dia chi cho thiét bi clia kién tric. Trudng irqg chita ngat ma thiét
bi dang stt dung, binh thudng ngat nay duoc thiét 1ap & thoi gian khéi dong hoac
bdi cdc ham khoi tao. Néu mot ngit khong duoc sir dung, khong biét hodc khong
dugc gan thi gid tri zero s€ dugc st dung. Ngit c¢6 thé dugc dat boi nhiéu cécg.
Tién ich auto-igr clia nhan c6 thé duoc sir dung dé tham do ngit cho thiét bi,
hodc ngit ¢6 thé duoc thiét 1ap khi nap module mang. Cac trinh diéu khién mang
stt dung mot bién nguyén toan cuc goi 1a irg cho ngat bdi vay ngudi sir dung cé
thé nap module bang lénh ki€u nhu insmod mydevice irg=5. Cubi clng,
truong IRQ c6 thé dugc thiét 1ap dong bing céach st dung 1énh ifconfig, lénh
nay s& dugc thao luan sau.

Trudong base addr la dia chi khong gian I/O co s& & d6 thiét bi trid ngu. Néu thiét
bi khong st dung I/O hoac dang chay trén mot hé thong khong c6 khai niém I/O
thi trudng nay sé dugc thiét 1ap 1a 0. Khi dia chi nay c6 thé duoc thiét 1ap boi ngudi
dung, thi bién toan cuc io s€ chita truong nay. Dia chi I/O cua giao dién ciling c6
thé dugc thiét 1ap béng Iénh i fconfig.

Hai khoang (dai) bd nhé phan cing dung chung (hardware-shared memory) duoc
dinh nghia cho cac truong hop nhu bus ISA chia sé bo nhé ctia cards Ethernet. Doi
v6i cdc muc dich hién tai, cidc trudng rmem start va rmem end khong duoc
dung nita va ching s€ dugc nap 1a 0. Hai dia chi mem start va mem end dugc
nap 1a dia chi bat ddu va két thiic ciia khoi nhG ma thiét bi sir dung. Néu khong c6
khoi nhé chia sé nao duoc dung thi hai truong nay nén chita gia tri 1a 0. Cac thiét
bi ma cho phép nguoi dung thiét 1ap bo nhG co ban sir dung mot bién toan cuc dugc
£0i 1a mem va sau d6 chinh thiét bi d6 thiét 1ap dia chi mem end thich hop.

Bién dma chita kénh DMA ma thiét bi st dung. Linux cho phép DMA (giong nhu
ngat) dugc tham do tu dong. Néu khong st dung kénh DMA hoac kénh DMA chua
dugc thiét 1ap thi boards phan ctng gdn cho bién nay gid tri 12 0 va khong gin nd
t6i bo nhé con trong. Néu ngudi dung c6 thé thiét 1ap kénh DMA thi bién toan cuc
dma dugc st dung.

Mot diéu quan trong ta nhan thdy riang cdc thong tin vat Iy dugc cung cip dé diéu
khién va cho ngudi dung xem (cling nhu 1a cdc ham bén trong trinh diéu khién do)
va khong dang ky nhitng viing ndy dé ngin chin ching duoc sir dung lai. Do do,
trinh diéu khién thiét bi phai cap phat va dang ky I/O, DMA va ngéit ma né muén
st dung.

Trudng i f port chita ki€u phuong tién vat 1y (physical media type) cho céc thiét
bi da phuong tién (multi-media) nhu board combo Ethernet.

Cac bién tang giao thiic
Nhiam muc dich cho tang giao thitc thuc hién mot cdch khon ngoan (sensible), thi
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thi€t bi phai cung cdp mot tdp cac co va cac bién ma ching ciling dugc duy tri
trong cau tric thiét bi.

Bién mtu chita kich c& géi (payload) 16n nhat ma c6 thé gli trén giao dién nay.
Kich c& packet 16n nhat khong gom bat ky cac header nao cta tang dudi cung
(bottom layer) ctia chinh thiét bi cung cap. S6 nay dugc st dung bdi tang giao thic
(nhu IP) dé lua chon kich c& packet phit hop dé giri. Méi giao thic dp dat quy dinh
ctua chinh né. Mot thiét bi khong dung mot frame 576 byte hoac 16n hon cho IPX.
IP can it nhat 72 byte va khong thuc hién dudi 200 byte. Truong mtu kich hoat
tang giao thiic dé quyét dinh c¢6 dong van hanh (co-operate) véi thiét bi clia ban
khong.

Bién family thi luon dugc thiét lap 1a AF_INET va chi ra ho (dong) giao thitc ma
thiét bi dang st dung. Linux thi cho phép mot thiét bi sit dung nhiéu ho giao thiic
cung mot lic.

Truong ki€u phan cung type dugce 14y tir mot bang céac kiéu phuong tién vat 1y.
Cac gia tri trong bang nay dugc sit dung bdi giao thitc ARP (giao thitc nay dugc sur
dung bdi cdc phuong tién ho trg ARP), cdc gid tri thém vao duoc gan cho céc ting
vat ly khéc. Cac gid tri méi dugc thém moi khi ca nhan va net-tool can (net-tool 1a
mot g6i ma chira cdc chuong trinh nhu ifconfig). Cic truong nay dugc dinh nghia
trong Linux trude 2.0.5 nhu sau:

Theo RFC1700:

ARPHRD NETROM NET/ROM(tm) devices.
ARPHRD ETHER 10 and 100Mbit/second ethernet.
ARPHRD EETHER Experimental Ethernet (not used).
ARPHRD AX25 AX.25 level 2 interfaces.

ARPHRD PRONET PROnet token ring (not used).
ARPHRD CHAOS ChaosNET (not used).

ARPHRD IEE802 802.2 networks notably token ring.
ARPHRD ARCNET ARCnet interfaces.

ARPHRD DLCI Frame Relay DLCIL.

Puogc dinh nghia boi Linux:

ARPHRD SLIP Serial Line IP protocol

ARPHRD CSLIP SLIP with VJ header compression
ARPHRD SLIP6 6bit encoded SLIP

ARPHRD CSLIP6 6bit encoded header compressed SLIP
ARPHRD ADAPT SLIP interface in adaptive mode
ARPHRD PPP PPP interfaces (async and sync)
ARPHRD TUNNEL IPIP tunnels

ARPHRD TUNNELG® IPv6 over IP tunnels
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ARPHRD FRAD Frame Relay Access Device.
ARPHRD SKIP SKIP encryption tunnel.

ARPHRD LOOPBACK Loopback device.

ARPHRD LOCALTLK Localtalk apple networking device.
ARPHRD METRICOM Metricom Radio Network.

Nhitng giao dién dugc danh dau khong str dung (not used) dugc dinh nghia kiéu
nhung khong dugc ho trg trong géi net-tools hién tai. Nhan linux cung cap cac thu
tuc ho tro chung cho cdc thiét bi stt dung Ethernet va token ring.

Trudng pa addr dugc st dung dé chia dia chi IP khi giao dién duge kich hoat.
Cédc giao dién dong thi bién ndy ciing bi x6a. pa_brdaddr dugc st dung dé chia
dia chi broadcast, pa dstaddr la dia chi dich caa mot lién két point-to-point,
pa mask 12 IP netmask cua giao dién. Tt ca nhitng trudng ndy c6 thé dugc khoi
tao la 0. Truong pa alen chia do dai clia mot dia chi (trong trudng hop dia chi
IP), va n6 nén dugc khai tao 1a 4.

Ciac bién tang lién két (link layer)

Trudng hard header len la s6 byte ma thiét bi cAn dugc chuyén dén dau clia
mot buffer mang. Gid tri nay khong phai bing s6 byte clia header vat 1y s& dugc
thém vao, mic du s6 nay thudng duoc sit dung. Mot thiét bi ¢ thé sir dung gid tri
nay dé cung cap cho chinh n6 véi mot scratch pad ¢ ddu ctia méi buffer.

Dia chi phuong tién truyén thong vat 1y (néu c6) dugc dé tuong (ng trong
dev addr vabroadcast vaching la mang byte. Dia chi ma nhé hon kich thuée
cua mang thi dugc chita & ddu tinh tir bén trdi. Trudng addr len dugc st dung dé
chita do dai dia chi phan ciing. Nhiéu phuong tién khong c6 dia chi phin cing,
trong truong hop nay, truong nay sé dugc thiét 1ap 1a 0. Mot vai cac phuong tién
khiac ma dia chi phai dugc thiét 1ap bdi chuong trinh nguoi dung. Cong cu
ifconfig cho phép thiét 1ap mot dia chi phan cing cta giao dién. Trong nhiing
trudng hop nay thi dia chi d6 khong can dugc khoi tao, nhung nén can than dé
khong cho phép mot thiét bi bat dau truyén thong trude khi mot dia chi da duge
thiét lap.

Cac co (flag)
Mot tap cac cd duoc sir dung dé duy tri cdc tinh chat clia giao dién. Cac co nay la:
e IFF UP Giao dién dugc kich hoat. Trong Linux, hai cd IFF_RUNNING va
IFF_UP dugc quan ly nhu 1a mot cap, va ton tai nhu l1a hai muc vi Iy do
tuong thich (compatibility). Khi mot giao dién khong duoc danh dau la
IFF_UP, thi n6 c6 thé bi x6a bo. Khong giong nhu BSD, mot giao dién ma
chua thiét lap IFF_UP thi s€ khong bao gio nhan cic goi.
e IFF BROADCAST Giao dién c6 kha niang broadcast.
e IFF DEBUG Chira g& 16i. Hién tai co nay khong dugc st dung
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e IFF LOOPBACK Co0 nay duoc thiét lap khi giao dién 1a loopback (lo)

e IFF POINTTOPOINT Giao dién la mot lién két point to point (nhu SLIP
hoac PPP). Binh thuong, mot lién két point to point khong cé netmask hoac
broadcast, nhung néu yéu céu thi né c6 thé dugc cho phép.

e IFF NOTRAILERS Co nay khong dugc sir dung.

e IFF RUNNING Xem IFF UP

e IFF NOARP Giao dién khong thi hanh I¢nh truy van ARP.

e IFF PROMISC Néu c6 thé, giao dién s€ nghe tat ca cdc gbi trén mang. CO
nay duoc sit dung dién hinh cho viéc gidm sat mang, mac du né ciing dugc
stt dung cho bridging. Mot hoac hai giao dién nhu giao dién AX.25 thi luon
ludn trong ch& do promiscuous

e IFF ALLMULTI Nhan tit ca cdc goi multicast. Mot giao dién ma khong
thé thuc thi hoat dong nay nhung c6 thé nhan tit ca cdc goi, thi s& vao trong
ché& do promiscuous khi dugc yéu cau thuc thi nhiém vu nay.

e IFF MULTICAST Chira giao dién ma ho trg truyén thong multicast IP.

4.5 Hang doi

Cac g6i dugc x€p hang cho mdt giao dién dugc sit dung bsi ma nhan. Bén trong
moi thiét bi, buffs[] 1a mot mang cic gbi duoc xép hang cho mdi mic wu tién
ctia nhan. Diéu nay duoc duy tri boi ma cua nhan, nhung phai duoc khéi tao boi
chinh thiét bi d6 khi khéi dong. Ma khai tao duge sur dung 1a:

int ct=0;
While (Ct<DEV_NUMBUFFS)

{
skb queue head init (&dev->buffs[ct]);
ct++

}

Tat ca cac truong khac nén dugc khoi tao 1a 0.

Thiét bi phai lva chon do dai hang dgi ma né can bdi thiét 1ap truong dev-
>tx queue len tdi mot s6 16n nhat cltia cdc frame ma nhan s& x&€p hang cho
thié€t bi d6. Dién hinh, trudng ndy duoc thiét lap khoang 100 cho Ethernet va 10
cho dudng truyén serial. Thiét bi c6 thé thay d6i dong gid tri ndy.

5. Cac ham (methods) thiét bi mang

Mbi thiét bi mang phai cung cdp mot tap cdc ham cho cédc thao tic co ban mic
thap. Ngoai ra thiét bi cling cung cdp mot tap cdc ham hd trg dé giao tiép giita tang
giao thic va tang lién két.

5.1 Setup
Ham init dugc goi khi thiét bi dugc khdi tao va duge dang ky véi hé thong, nham
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muc dich thuc hién bat ky viéc ki€ém tra miic thap va su kiém tra can thiét. Him
nay sé tra vé mot ma 16i khi thiét bi khong hién dién, cdc ving (areas) khong duoc
dang ky hoac khi n6 khong thé xir 1y. Néu hAim init trd vé mot ma 16i, thi ham
register netdev () cling tra lai mot ma 16i va thiét bi d6 khong duge tao.

5.2 Truyén frame

Tat ca cac thiét bi phai cung cdp mot ham truyén. Mot thiét bi ¢ thé ton tai ma
khong thé truyén. Trong trudng hop nay, thiét bi cAn mot ham truyén ma don gidn
l1a giai phéng buffer duoc chuyén t6i né. Thiét bi gia (dummy device) c6 chic
nang nay.

Ham dev->hard start xmit () dugc goi d€ cung cap cho trinh diéu khién
thiét bi mot con tro thiét bi va buffer mang (mot sk _buff) dé truyén thong. Néu
thiét bi khong chdp nhan buffer nay, thi ham trd vé gid tri 1 va thiét lap
dev->tbusy t6i mot gid tri khac 0. Hanh dong nay sé x&p hang buffer. Néu tang
giao thiic quyét dinh giai phéng buffer ma trinh diéu khién thiét bi da tir choi, thi
buffer dé s€ khong dugc cung cép trd lai thiét bi. Néu thiét bi biét buffer khong
thé dugc truyén trong twong lai gan (vi du, boi vi tic nghén), thi né c6 thé goi ham
dev_kfree skb() dé két xuat (dump) buffer va tra vé gid tri 0 d€ chi ra rang
buffer d6 da duogc xu ly.

Khi c6 buffer trong nén duoc xu 1y. Buffer d6 da chita tat ca cac header réi, bao
gbm header cua tang lién két (link), thi n6 can duoc nap vao trong phan ciing dé
truyén. Hon nita, néu buffer bi khéa, diéu d6 c6 nghia Ia trinh diéu khién thiét bi
hoan toan s& hitu buffer d6 dén tan khi trinh diéu khién thiét bi “tir bd” (khong
can) né. Noi dung clia mot sk_buff c6 dac tinh 1a chi-doc (read-only), ngoai trir
truong hop céc con trd trd dén trude/sau (next/previous) 12 free, boi vay ta c6 thé
st dung danh sach sk_buff g6c dé xay dung ddy cac buffer bén trong.

Khi buffer dugc nap vao trong phan cting, hodc vao trong thiét bi diéu khién DMA,
khi phan cting cho biét viéc truyén da hoan thanh, thi trinh diéu khién thiét bi phai
giai phong buffer bang cich goi ham dev kfree skb (skb, FREE WRITE) .
Ngay sau khi thuc hién cudc goi ndy, sk_buff tu dong bién mat, va trinh diéu khién
thiét bi s€ khong tham khao né nira.

5.3 Frame Headers

Céc giao thitc mic cao cin gan cic header miic thap t6i mdi frame truGc khi xé&p
hang né dé truyén. RO rang giao thic khong muon biét 1am thé nao dé gan cac
header miic thap cho tét ca céc kiéu frame. Bi vay, ting giao thic dua xuong thiét
bi v6i mot buffer ¢6 it nhit dev->hard header len byte trong & dau bo dém.
Sau d6 n6 kich hoat thiét bi mang dé goi hAam skb_push () va gén header nay vao
packet boi st dung ham dev->hard header. Cic thiét bi ma khong cé header
tang lién két (nhu SLIP), thi ham nay dugc chi ra 1a NULL.
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Ham dev->hard header dugc goi bdi cho nd cic tham so: buffer ¢6 lién quan,
con trd cta thiét bi, nhan dang giao thiic (protocol identity), con tro tro t6i dia chi
nguoén va dich ctia phin cing va do dai packet (packet length). Do th tuc c6 thé
duoc goi trude khi tAng thu tuc duoc hoan toan hinh thanh, cho nén né dung length
parameter chit khong dung buffer length.

Dia chi nguén c6 thé 1a NULL c¢6 nghia 12 “thiét bi sit dung dia chi méac dinh”, va
dia chi dich c6 thé ciing 1a NULL c6 nghia 1a “khong biét (unknown)”. Néu dia chi
dich 1a unknown thi header d6 chua day du, mot khoang trong can danh ra va mot
s6 bat ky byte c6 thé duogc thém vao s& duoc dién vao. Ham nay can phai tra vé so
nguoc véi s byte da duoc thém vao header (the function must then return the
negative of yhe bytes of header added). Néu header dugc xay dung day dd, thi ham
nay tra lai s6 byte cta header dugc thém vao diu cua buffer do.

Khi mot header chua ddy du, thi ting giao thic s€ c6 ging phan giai (resolve) dia
chi can thiét. Khi tinh huoéng nay xay ra, ham dev->rebuild header () dugc
goi cuing v6i cac tham s6: dia chi ma header dugc dat & do, thiét bi dang hoi, dia
chi IP dich va con trd buffer mang. Néu thiét bi khong thé phan giai dia chi d6 bai
cac phuong phap c6 san (binh thuong st dung ARP), thi ham s ghi dia chi vat ly
d6 va tra vé gia tri 1. Néu header khong thé duoc phan gidi, thi ham tra vé gia tri 0
va buffer d6 s& duoc xir Iy lai & 1an sau, tang thi tuc ¢6 1y do dé€ tin ranf 4nh xa dia
chi 1a c6 thé.

5.4 Reception (nhdn)

Khong c¢6 ham nhéan trong mot thiét bi mang, bai vi né 1a mot thiét bi ma duoc goi
dé xtr Iy cdc su kién nay. Vi mot thiét bi dién hinh, ngit (interrupt) thong béo cho
trinh xir ly ring mot packet dang sdn sang d€é nhan. Thi€t bi goi ham
dev_alloc skb () dé cap phat mot buffer c6 kich ¢ phit hop, va dua céc byte
14y tir phan ctng vao buffer nay. Ti€p theo, trinh diéu khién thié€t bi phan tich
frame d6 dé xac dinh kiéu packet. Trinh diéu khién dit skb->dev cho thiét bi
nhan frame. N6 thi€t 1ap skb->protocol t6i giao thiic ma frame hién dién, boi
vay frame nay duoc dua dén ding tang giao thitc. Con tro trd téi header tang lién
két (link layer) dugc luu giit & trong skb->mac.raw, va header tang lién két
dugc x6a bo bdi ham skb pull (), do d6 cic giao thic khong biét vé n6. Cudi
cung, dé cach ly giita lién két va giao thiic, trinh diéu khién thiét bi phai thiét lap
skb->pkt type t61 mot trong cic gid tri sau:

e PACKET BROADCAST broadcast & tang lién két

e PACKET MULTICAST multicast & tang lién két

e PACKET SELF Frame gui t6i mdy nay

e PACKET OTHERHOST Frame gli t6i mot may khac

Kiéu cudi ciing thong thudng dugc thong bdo nhu két qua clia giao dién chay &
promiscuous mode.
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Cudi cing, trinh diéu khién thiét bi goi hAm netif rx () dé chuyén buffer nén
tang giao thic. Cac buffer nay lai dugc xép hang dé€ cdc giao thic mang xir 1y ti€p
sau khi trinh diéu khién ngét tra vé. Viéc xur 1y theo cdch d6 lam giam déng ké thoi
gian ngét khong cho phép lam gi va tang tinh dép ting. Mot khi hAm netif rx()
dugc goi, thi buffer d6 khong 1a “sd hitu” cta trinh diéu khién thiét bi nita va né
khong thé thay d6i hodc tham khao lai nita.

Diéu khién dong trén cac packet nhan vé dugc d4p dung & hai mic bdi céc thi tuc.
Miic dau tién, mot khai luong dit liéu 16n nhét con dé lai cho ham netif rx () xU
1y. Miic thit hai, mdi socket trén hé thong c6 mot hang doi han ché khéi luong dit
lieu chua dugc xtr ly. Do do, tit ca van dé diéu khién dong duogc tng dung boi cac
tAng giao thic. Bén truyén dit liéu, bién dev->tx queue len dugc sit dung dé
han ché¢ do dai hang dgi. Binh thuong, kich c¢& cua hang doi 1a 100 frame, day la
hang doi c6 kich c& du 16n dé giri dit liéu trén cdc lién két nhanh. Trén céc lién két
cham nhu lién két slip, thi hang doi duogc thiét 1ap 1a 10 frame.

Mot cong viéc can thuc hién khi nhan géi tin doi v6i hau hét cac thiét bi mang hién
tai, 1a can phai thuc hién cung cap trudc so byte can thiét & phan dau cua bo dém
dé danh chd cho phan IP header véi do dai tinh theo word. Cac trinh diéu khién
Ethernet thuc hién:

skb=dev_alloc_skb (length+2);

if (skb=NULL)

return;
skb _reserve (skb, 2);
/* then 14 bytes of ethernet hardware header */

dé dat IP header vao trén ving 16 byte, né ciing chinh 13 diém bét ddu cta hang
doi va gidp cho viéc dua ra céc cai tién vé hiéu sudt. O trén mdy SPARC hoac DEC
Alpha nhitng cai tién nay ciing rat ro rang.

6. Cac ham tuy chon (optional functionality)

Moi thiét bi cung cap thém cdc ham va cdc tién ich tiy chon cho cic tdng giao
thic. Khong cai dat cdc ham nay sé gy ra su giam sut cac dich vu cé san thong
qua giao dién, nhung diéu nay s€ khong ngan chan hoat dong cua mang. Cac ham
nay dugc chia thanh hai loai: configuration va activation/shutdown

6.1 Activation va Shutdown (Kich hoat va tat)

Khi mot thiét bi dugc kich hoat (co IFF_UP dugc thiét lap), thi ham
dev->open () dugc goi. Goi ham nay cho phép thiét bi thuc hién bat ky hanh
dong nao (nhu cho phép giao dién, di€u nay can trudc khi giao dién d6 dugc st
dung). Ham nay tra vé mot 16i gay ra cho thiét bi & trang thai down va khién yéu
ciu kich hoat ctia nguoi diung phat sinh 16i v6i mot 16i dugc tra lai béi ham
dev->open ().
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Ham dev->open ciing ¢6 thé dugc sit dung vdi bat ky thiét bi nao ma duoc nap
(load) dudi dang module. Can ngan chan thiét bi khoi bi unloaded trong khi thiét bi
d6é md; bdi vay, macro MOD INC USE COUNT phai dugc sit dung bén trong ham
open nay.

Ham dev->close () dugc goi khi thiét bi dugc cau hinh d€ sdn saing down va nén
gd bo phan ctng theo mot cdch nhu theé dé giam thi€u cong viéc load clia may.
Ngoai ra ham nay ciing dugc sir dung dé cho phép mot module thiét bi dugc g& bo
(unload) sau khi thiét bi d6 down. Phan con lai ctia nhan ciing duoc cau tric theo
cach nhu thé khi mot thi€t bi dugc dong, tat ca moi tham chi€u dén thiét bi nay boi
con tro thi bi x6a bo, nham muc dich ddm bao rang thiét bi dugc gd bdé mot ciach
an toan tir mot hé thong dang chay. Ham close khong dugc cho phép sinh 16i.

6.2 Configuration va Statistics

Mot tap cac ham cung cap kha nang dé truy van (hoi) va dé thiét 1ap cac tham so
van hanh. Mot trong nhitng ham nay d6 la tha tuc get stats, thu tuc nay duoc
goi s€ tra vé mot cdu tric enet statistics - khéi cdc thong s6 cho giao dién
d6. Khoi nay cho phép cac chuong trinh ngudi ding nhu i fconfig thdy dugc viéc
nap giao dién va cdc thong so cua frame (frame truyén, frame nhan, frame 16i...).
Khong cung cap khoi nay cé nghia la cac thong s6 thong ké sé khong c6 san.

Ham dev->set mac address () dugc goi bat ctt khi nao mot tién trinh siéu
ngudi dung (superuser process) phat hanh mot ioctl ctia kiéu SIOCSIFHWADDR
dé thay déi dia chi vat 1y ctia thi€t bi. D6i v6i nhiéu thiét bi, ham nay khong c6 y
nghia va doi v6i mot s6 thiét khac thi ham nay khong dugc hod trg. Trong cdc
truong hop ndy, con tré ham nay duoc thiét 1ap 1a NULL. Mot vai thiét bi c6 thé
chi thuc hién thay déi dia chi vat 1y khi giao dién bi déng (down). D6i v6i nhiing
thiét bi nay, ham ki€ém tra ¢c& IFF_UP, va néu nd dugc thiét 1ap thi ham tra vé -
EBUSY.

Ham dev->set config() dugc goi béi ham SIOCSIFMAP khi mdt nguoi
dung thyc thi mot 1énh nhu i fconfig eth0 irg 11. Sau d6 né chuyén cau triic
i fmap chita I/O va cac tham s6 giao dién khac. Ham nay thi khong hitu ich cho da
s0 cac giao dién .

Cudi cung, dev->do ioctl() dugc goi mdi khi mot ioctl trong khoang tit
SIOCDEVIPRIVATE t6i SIODEVPIRIVATE+15 dugc st dung trén giao dién. Tat
ca cac cudc goi ioctl nay 1ay mot cau tric i freg, cdu tric nay duogc sao chép vao
trong nhan trudc khi trinh xtr 1y dugc goi.

7. Multicasting
Mot vai kiéu phuong tién vat 1y nhat dinh (vi du nhu Ethernet) hd tro frame
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multicast & tang vat 1y. Mot frame multicast duoc nghe bdi mot nhém cac may
(khong phai tat ca) trén mang, di€u nay tot hon né di tir mot mdy nay téi may khac.

Kha nang multicast ctia cac card Ethernet 1a khac nhau. Hau hét ching roi vao mot
trong 3 loai sau:

e Khong loc multicast. Card nhan tit ca frame multicast hoac khong nhan.
Céc card nay c6 thé gay phién todi trén mang ma c6 nhiéu truyén thong
multicast, vi du nhu video hoi nghi.

e Hash filter. Mot bang duoc tdi vao card dé danh ddu nhitng muc cho cdc
multicast can thiét. Phuong phap nay loc bé mot s6 multicast khong can
thiét nhung khong phai tat ca.

e Perfect filter. Phan 16n cac card hd trg dac tinh nay ciung véi mot trong hai
dac tinh vira dugc néu trén, bai vi perfect filter chi gidi han tir 8 dén 16 muc
cho phép trong bang.

Ciac giao dién Ethernet duoc 1ap trinh dé hé tro multicast. Vai giao thic Ethernet
(dac biét 1a Appletale va IP multicast) dua vao Ethernet multicast. May thay, da so
cac cong viéc lién quan t6i multicast duge thuc hién bdoi nhan (xem
net/core/dev_mcast.c).

Nhan hé trg ma duy tri cdc danh sich dia chi vat ly ma giao dién s& cho phép
multicast. Trinh diéu khién thiét bi c6 thé tra vé cdc frame trung nhiéu hon danh
sach multicast dugc yéu cau néu né khong thé thuc hién loc hoan hdo (perfect
filter).

Bat ctt khi ndo danh sich dia chi multicast thay déi, trinh diéu khién thiét bi goi
ham dev->set multicast list(). Sau d6, trinh di€u khién thiét bi c6 thé
nap lai bang vat 1y cia n6. Ma thuc hién cong viéc nay nhu sau:

if (dev—>flagS&IFF7PROMISC)
SetToHearAllPackets () ;
else if(dev—>flags&IFF_ALLMULTI)
SetToHearAllMulticasts () ;
else
{
if (dev->mc count<16)
{
LoadAddressList (dev->mc_list);
SetToHearList () ;
}
else
SetToHearAllMulticasts () ;
}

C6 mot s6 card chi thuc hién unicast hoiac mode promiscuous. Trong nhiing truong
hop ndy trinh diéu khién thi€t bi phai chuyén t6i mode promiscuous khi ¢6 yéu cdu
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multicast. Néu diéu nay duoc thuc hién, trinh diéu khién thiét bi phai tu né thiét
lap c0 IFF PROMISC trong dev->flags.

8. Cac thu tuc ho tro Ethernet
Thong thuong, Ethernet 1a giao dién vat 1y thuong duoc st dung. Nhan cung cap
mot tap cac thi tuc hé trg Ethernet chung ma trinh diéu khién c6 thé sur dung.

eth header () 1a diéu khién Ethernet chuén cho thi tuc dev-hard header,
n6 c¢6 thé dugc st dung trong trinh thi€t bi Ethernet bay ky. Két hop véi
eth rebuild header () nd cung cép tit ca cac tim ki€m ARP can thiét dé dat
Ethernet header vao cac goi IP.

Thu tuc eth_type_trans() dé xir Iy raw Ethernet packet. N6 phan tich cdc header va
dat cdc gia tri skb->pkt_type va skb_mac, dong thoi tra vé gid tri skb->protocol.
Thu tuc ndy thudng dugc goi bai trinh diéu khién ngit nhan Ethernet dé phan loai
goi.

eth_copy_and_sum() 1a thu tuc cudi cing hé trg Ethernet, n6 kha phic tap, nhung
mang lai nhiing ti€n bo dang ké cho memory mapped card. N6 copy va kiém tra dit
liéu tir card vao sk_buff cuing mot lic. Nhu vay sé khong can tinh checksum va
tang IP throughput.
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Chuong 1
Giai phap Transcrypt

1. Tong quan

1.1 Cdc tang mang va md hod

Phan mém ma ching t6i xay dung laTranscrypt, né dua trén trinh CIPE (Crypto IP
Encapsulation) cua Olaf Titz. Cac cong viéc can phai lam 1a khai thac 1am chu hoat
dong cuia hé thong va thay déi phan mat ma (bao gom thuat todn ma dit liéu va
toan bo phan trao déi khéa).

Transcrypt 12 mot chuong trinh thuc hién ma ho4 ting IP. N6 c6 thé dugc sir dung
dé xay dung céc router cho VPN (Virtual Private Network) va cic tng dung tuong
tu.

C6 thé can thiép Mat ma vao mot vai noi khac nhau trong mot ciu tric mang sin

c6, tuong ting véi cic 16p giao thic khdc nhau. Chang han:

e Omic mang (Network level): ¢6 thé thuc hién ma hoé cdc goi tin trao déi giira
cdc mdy. Thanh phan thuc hién ma hod s& dugc dat gan driver (trinh diéu khién
thiét bi), noi thuc hién viéc glri va nhan cac goi tin.

o O muc socket (socket level): thuc hién ma két néi logic giita cdc chuong trinh
dang chay trén cac may khac nhau (két n6i TCP; tang Giao van hoac tang Phién
(Session) trong mo hinh OSI). Thanh phan ma hod s&€ ngan chan hodc uy quyén
két noi. SSH va SSL duogc thuc hién theo cach nay.

e Omic ung dung (application level): ban than cdc chuong trinh tng dung chita
thanh phdn ma ho4 riéng va tu ma hod dit liéu ctia chiing. Mot vi du dién hinh
va kha ndi tiéng 1a PGP, phin mém thuc hién ma ho thu.

Viéc ma hod & muc thap nhu cdch 1am viéc clia Transcrypt ¢6 uu diém 12 né lam
cho cong viéc trg I1én trong suodt, khong hé 1am thay déi vdi cac phan mém ung
dung. Trong trudng hop ma hoa cac géi IP, ta co thé tich hop trong cdc bo dinh
tuyén IP (router) - giong nhu nhitng "hop den" chi dinh tuyén truyén thong giita
cac may - ban than cac may tinh khong thay duoc viéc dinh tuyén nay. Vi vay mot
"bd dinh tuyé€n ma hod" cling c6 vé giong nhu mot bd dinh tuyén khong ma hoa,
cdc may tinh va cdc tng dung khac khong hé thiy su khac biét nao. Dua theo cich
st dung nay (st dung nhu bo dinh tuyén), khi ta dua mat ma tic dong & cac muc
cao hon 12 khong thé thuc hién.

Mat khéc, viéc ma hod & mic thap c6 nhugc diém 1a né khong bao vé dugc nhitng

ké tan cong trén mdc cao hon. Vi du: cdc tng dung trojan, khai thac 16i trén phan
mém hé thong hodc gia lap tir cdc thiét bi dau cudi.
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1.2 Pinh tuyén IP va mang riéng do (Virtual Private Network)

Mot mang riéng 4o (VPN) 1a mot mang thudc vé mot t6 chiic, sit dung mot dai dia
chi riéng, trung v6i kién tric mang c6 san. "Puong ham IP trong IP" (IP-in-IP
tunneling) c6 thé xay dung cdc mang VPN (theo IP) & trén céc kénh truyén thong
(dua trén IP) khdc, chang han nhu Internet. "Pudng him da mi hod" chong lai
dugc mot s6 ki€u tdn cong chi dong (tao ra céc thong diép gia) va thu dong (tréu
dua) trén truyén thong mang. Trén kénh truyén thong mang chi nhin thdy dit liéu
da duoc ma hoa.

Tuy theo viéc chon giao thifc, tit ca thong tin ctia cdc géi dit lieu goc ¢ thé dugc
ma hod. Bao gom ca dit liéu thuc (payload) va phan dau ctia TCP/IP ma khong dé
lai dau vét vé dia chi va cdc dich vu thuc t€ duoc sir dung. Cac tan cong bang "phan
tich truyén thong" - c6 gang 14y thong tin hitu ich tir nhitng g6i tin ndy, chang han
nhu "ai dang lién lac véi ai" - s€ khong thé thuc hién dugc. Tham tri c6 thé chong
lai v6i nhitng k§ thuat tinh vi hon nita dé "pha ngang" truyén thong, nhiing ké tin
cong c6 thé xen cdc géi tin gia (khong mang thong tin hitu ich) vao mang ma
khong thé phan biét dugc vdi cdc goi dit liu thuc.

Dinh tuyén IP véi truong hgp VPN bao gom ca dinh tuyén kénh truyén thong
mang, ma trong hau hét cic trudng hop chi 12 mot thiét lap Internet chuén va dinh
tuyén cta VPN trung véi nd. Pay 1a ciach dé nhat khi dai dia chi truyén thong va
VPN khong trung nhau. Thong thuong VPN su dung viing dia chi 10.0.0.0/8 dén
192.168.0.0/16, khong la phan dia chi Internet va do d6 khong bao gio xung dot
vGi dinh tuyén Internet thuc: bat ky dia chi nao trong viing nay phai la dia chi cta
mang cuc b trong t6 chiic sit dung né.

Ciéc chuan IPSEC dinh nghia mot tap giao thic, c6 thé duge dung dé tao cdc mang
VPN mai hod. Du sao, IPSEC 1a mot tap giao thic phic tap véi rat nhi€u céac tuy
chon, bo sung clia mot tap giao thitc ddy du ma van it dugc st dung va mot s6 phan
(chang han viéc quan ly khod) vin chua duoc gidi quyét mot cach ddy du.
Transcrypt ti€p can mot cdch don gian hon, va rat nhi€u chiic nang duogc tham s6
hod (chang han nhu lua chon thuat todn ma hod stt dung) 1 lua chon c6 dinh khi
cai dat. Piéu nay han ché€ tinh phic tap nhung cho phép bé sung don gian hon (do
do c6 thé go roi dé dang va hiéu qua...).

1.3 Cdch lam viéc cua Transcrypt
Transcrypt “bao boc” cac goi tin IP (da dugc ma hod) bai cac goi tin UDP va g
chiing bang k§ thuat UDP thong thudng. Pay 1a su khic biét véi viec bao boc IP
trong IP. Lua chon UDP béi cac 1y do chinh sau:
e Theo cach nay thi nhiéu di€ém cu6i khdc nhau c6 thé dé dang phan biét boi
s0 cong.
e S0 giao thitc IP cho phép mot hinh thic dang ky.
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e Diéu khién cac goi tin UDP dé dang hon viéc sir dung so giao thic IP doc
lap, dac biét trong viéc thiét lap bic tuong lira.

e Dic biét, cdc ting dung mic ngudi dung ciing c6 thé diéu khién dugc 0 ting
UDP chang han nhu SOCKSS5.

Mot két noi Transcrypt luon thuc hién két noi chinh xdc 2 diém cudi v6i nhau.
Trong nhiéu cach, lién két lam viéc giong nhu mot lién két PPP dial-up. Hién hanh
moi lién két c6 mot khod bi mat riéng (c6 do dai 512 bit) dugc thoa thuan trude &
ca 2 dau (khong c6 nguoi thi 3 biét). “Khoa lién két” nay (con dugc goi 1a “khoa
tinh”) duoc st dung thoa thuan “khda dong” - dugc thay doi thudng xuyén, s
dung cho viéc ma ho4 dit liéu thuc.

V6i Transcrypt, ta cling c6 thé thuc hién thoa thuan khod béng k§ thuat khoa cong
khai, tuong tu nhu géi SSH. Ky thuat nay khong can téi cac khoa bi mat. D6 1a
cong cu ding dé trao déi khoda KEX (viét tat tir Key Exchange).

1.4 Cac thanh phan cia TRANSCRYPT

G6i phan mém Transcrypt gom c6 mot kernel module va mot chuong trinh diéu
khién (driver). Kernel module thuc hién diéu khién géi tin IP: gri va nhan cac goi,
bao boc va ma hoa. N6 b sung thém mot "thiét bi mang", ma hau nhu c6 thé diéu
khién giong nhu bat ky mot thi€t bi mang nao khac. Qua trinh c&u hinh va thay doi
khoa duogc thuc hién boi chuong trinh mic ngudi dung "transcryptd".

‘transcryptd” cé cach xtr ly giong nhu chuong trinh “pppd”. Dac biét, viec md va
dong thi€t bi Transcrypt gan véi viéc khoi dong hodac két thdc tién trinh
‘transcryptd” (mdi tién trinh phuc vu cho mot thiét bi),

Chuong trinh "kex" 1a phan bd sung doc lap cho driver "transcryptd” - thuc hién
viéc trao d6i, quan ly khod va cdc tham so kh4c.

1.5 Md nguon

Module bao gom mot driver dau ra, mot driver dau vao, cdc tha tuc bao boc va cac
ham khac. Driver dau ra la phién ban “tunnel” mdi tir ban phan ph6i Linux. (dugc
tron trong module IPIP trong nhan 2.2.). Trong Linux 2.0, g6i dit liéu dugc chuyén
bang thanh phan “IP forwarding” clia nhan. Diéu nay c6 nghia 1a: viéc chuyén géi
(forwarding) phai dugc su “cho phép” trong nhan va cac géi da duoc ma hod, chinh
la cdc g6i UDP véi dia chi ngudn/dich chinh 1a céac dia chi “me” va “peer” dua ra,
duoc kiém tra lai khi qua forwarding cua firewall. Cdc tham s6 cho thiét bi
TRANSCRYPT duoc khai bdo trong ham transcrypt.h, né 1a mot cau tric nhu sau:

/* A TRANSCRYPT device's parameter block */

#define TRANSCRYPT_MAGIC (htonl(0x43495045))
struct transcrypt {
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_u32 magic;
struct NET DEVICE *dev;
/* Set by user process */

_u32 peeraddr;
_u32 myaddr;
_ulé6 peerport;
_ulé6 myport;
_u32 sockshost;
_ulé6 socksport;
short cttl;

#ifdef Crypto_Blockcipher
Key key, skey, rkey;

#define key_e  key
#define key_d  key
#define skey_e  skey
#define rkey_d  rkey

#endif
unsigned long tmo_keyxchg;
unsigned long  tmo_keylife;
/* Internal */
unsigned long  timekx;
unsigned long  timeskey;
unsigned long  timerkey;

int cntskey;

int cntrkey;

struct sock *sock;

int flags;
#ifdef LINUX 21

char recursion;
#endif

pid_t owner;

/* Statistics */
#ifdef LINUX 21
struct net_device_stats stat;

#else
struct enet_statistics stat;
#endif
/* Socket interface stuff */
struct proto *udp_prot;
struct proto transcrypt_proto;

IR

Ta ciing c6 thé thdy duoc ciac nguyén ham cta cdc tha tuc, ham dugc sur dung
chinh cho thiét bi TRANSCRYPT trong file transcrypt.h nay:

/* internal routines */
/* module.c */
extern void transcrypt_use_module(void);
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extern void transcrypt_unuse_module(void);

extern int transcrypt_check_kernel(void);

/* device.c */

extern void transcrypt_prnpad(unsigned char *buf, int len) REGPARM,;

extern void transcrypt_close(struct transcrypt *c);

extern const char *transcrypt_ntoa(__u32 addr) REGPARM,;

/* sock.c */

extern int transcrypt_attach(struct NET_DEVICE *deyv, struct siocsifcipatt *parm)
REGPARM,;

extern void transcrypt_fakenkey(struct transcrypt *c, char typ) REGPARM,;

/* output.c */

#ifdef DEBUG

extern void transcrypt_dump_packet(char *title, struct sk_buff *skb, int dumpskb)
REGPARM,;

#endif

extern int transcrypt_xmit(struct sk_buff *skb, struct NET_DEVICE *dev);

/* encaps.c */

extern void transcrypt_encrypt(struct transcrypt *c, unsigned char *buf,

int *len, int typcode) REGPARM,;
extern unsigned short transcrypt_decrypt(struct transcrypt *c, unsigned char *buf,
int *len) REGPARM,;

#ifndef VER_SHORT

extern void transcrypt_cryptpad(unsigned char *buf) REGPARM,;

extern void transcrypt_cryptpad_iv(unsigned char *buf) REGPARM,;

#endif

Driver dau vao dugc mo6 phong theo ham nhan UDP (ham transcrypt_xmit) ctua
nhan. Dé kich hoat né, transcrypt phai thiét 1ap mot socket vao ché do dac biét véi
lénh goi hé thong ‘ioctl’. Diéu nay phai duoc thuc hién vé6i socket UDP da két noi.
Lénh ‘ioctl_attach’ thay cho 1énh ‘sendto’ ctia socket, va ‘recvfrom’ thuc hién giai
ma truyén thong bén trong va chi chuyén céac khoi trao déi khoa cho 16p ngudi
dung. Toan bo cong viéc giai ma va dinh tuyén lai truyén thong dén duoc thuc hién
bén trong khoi ‘recvfrom’. Diéu nay c6 nghia ring khong giong nhu viéc chuyén
g6i IP thong thudng, n6 c6 thé duoc goi tir ché do ngudi diing va thoi gian CPU can
thiét dé nap cho tién trinh transcryptd, mac du dit lieu khong bao gid dugc chuyén
vao ch€ do ngudi dung. ‘sendto’ ma khoi giong nhu khoi trao d6i khod va gui nd
t6i may ‘peer’. Socket khong su dung ‘read’, ‘write’, ‘select’ hoac ché do phi khoi
nao.

Tru6c khi gin socket, cac tham s6 diéu khién thiét bi phai dugc thiét lap sir dung
lénh goi ‘ioctl_setpar’. Thiét bi mang chi c6 thé dugc md& néu né c6 mot socket
diéu khién. Khi socket diéu khién bi dong, thiét bi mang ciing déng. Va nguac lai,
khi déng thiét bi mang (bang l1énh ‘ifconfig”) thi hé théng ciing déng ludn socket.
Viéc dong lai sé xo4 tat ca thong tin duoc thiét 1ap bdi transcryptd trén thiét bi.
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2. Mo ta giao thirc

Y tudng ban ddu clia phdn mém ndy 12 cung cip mot phuong phap bao mat (chéng
lai viéc nghe trom, bao gébm viéc phan tich truyén thong, va tao cic thong diép gia)
trong truyén thong gilta cic mang con thong qua nhitng mang khong bao mat,
chang han nhu Internet.

Giao thic ndy duoc thiét k& dé c6 thé 1am viéc don gian va hiéu qua thong qua céc
kién tric mang da c6 sdn, dac biét bang viéc bao boc cac géi tin UDP.

Giao thitc nay dugc chia thanh hai phan: Ma hoa dit liéu va trao déi khoa dong.

2.1 Ma hoa cac goi

Mbéi géi tin IP dugc ma hod toan bo, ké ca phan dau cta géi tin (header). G6i tin s&
dugc thém vao mot s6 byte tly tiing do dai goi tin cu thé. Goi tin duge dém vao
cudi cing duoc thém vao mot octet chita gid tri P (dugc mo ta & duéi). Diéu nay
dam bdo rang do dai clia géi tin luon 1a boi cia 16 octet.

Goi tin nay sau d6 dugc mé hod bang thuat todn ma khoi MK1 (128 bit) trong ché
do CBC vé6i mot vector IV dugc mo ta & dudi. Khoa stir dung hoac 1a khoa tinh hoac
khoa dong dugc thuc hién thong qua viéc trao doi khod cong khai bing cong cu
KEX. Mi khoi MK 1 thuc hién ma hoa 128 bit dit liéu bang 512 bit khoa.

Go6i tin da ma hoa cling chua quyét dinh dugc véi khoi IV. Bit ¢6 thit tu cao nhat
ctia octet dau tién cua IV 12 0 néu khoa sir dung 1a khoa tinh, biang 1 néu sir dung
khoé dong.

Gia tri P duoc dua ra nhu sau: ¢6 4 bit cta P chi ra do dai cua phan thém vao gitra
cac goi goc va P. Cac bit 2, 1 1a ma kié€u, chi ra ki€u gai tin 1a gi.

Mai kiéu gém c6: 00 - dit liéu, 01 - trao déi khod, 10 - duoc dat trude, 11 - duoc dat
trudc.

2.2 Trao déi khod
Khéa dugc trao déi tu dong bing cong cu KEX, dugc chiing t6i mo ta chi tiét trong
mot muc khéc.

2.3 Cdc vdn dé vé bdo mdt

Cac goi tin thuc t€ duoc gt di khong mang bat ky thong tin hitu ich khac c6 lién
quan tGi cac goi tin IP goc ban dau ca vé do dai goi tin (duge thém vao thanh 1a boi
ctia 16). Diéu nay c6 thé bao vé mot cdch hiéu qua véi hdu hét cac khia canh trong
viéc phan tich truyén thong. Mot thong tin khéc 12 bit x4c dinh dé giai ma gai tin 1a
bit bdo la st dung khod tinh hay khoa dong. Thong thuong khoa tinh chi dugc
dung trong nhitng giai doan ngén trong qu4 trinh trao déi khoa. Khod dong 1a khoa
duogc thay doi mot cadch thudng xuyén. Nhitng bién phdp phong ngira nay 1 cin
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thiét, boi 1& chuong trinh ing dung thim ma bang cic phuong phdp tdn cong cic
ban ma da biét hodc tdn cong ban 16 chon loc tir viéc chan bat duoc mot khoi luong
16n céc dit liéu trén mot khoa.

Tuy nhién ciing c¢6 cdc gbi tin IP mang mot s6 cic ban rd dé doan hoac biét trudc
trong nhitng vi tri chdc chan cta chiing. Su khai thac c6 hiéu qué thuc t€ ndy c6 thé
lam giam kha nang cta khoéa. Viéc st dung s6 IV ngdu nhién cho moéi géi tin ¢6 y
nghia trong viéc chuyén lai cdc g6i tin ma héa thanh cdc ban ma khac nhau.

3.Gidi phap can thiép mat ma trong Transcrypt

3.1 Gdéi tin dwoc gui di

Khi mot géi tin can chuyén di tir mang riéng nay sang mang riéng khac ma thuodc
dién transcrypt bao mat, thi trinh transcrypt sé thuc hién vi¢c boc goéi tin nguyén
ban vao goi tin UDP (User Datagram Protocol — Géi tin nguoi st dung).

Goi tin nguyén ban trudc dé s€ dugc ma hoa bang viéc goi ham:

int length = skb->len;
transcrypt encrypt (tunnel, skb->data, &length, TW DATA);

Qua trinh boc goi tin nguyén ban bdi UDP header (phan dau goéi tin UDP) duoc
thue hién trong ham transcrypt_xmit() trong file output.c:
Thuc hién viéc cap phat vung nhé cho UDP header:

/* Install our new headers */
udph = skb->h.uh = (struct udphdr *) skb push(skb, sizeof (struct
udphdr) ) ;

Gan dia chi UDP cho géi tin chuyén di:

udph->source = tunnel->myport;
udph->dest = tunnel->peerport;
dph->1len = htons (length+sizeof (struct udphdr));

Sau khi gan dia chi UDP cho géi tin thi trinh s€ thuc hién boc géi tin UDP
nay badi IP header dugc tao thanh tunnel gitta hai may chay transcrypt:

Dia chi dich 1a dia chi ciia may ban:
u32 dst = tunnel->peeraddr;

if (ip_ route output (&rt, dst, tunnel->sock->rcv saddr, RT TOS(tos),
tunnel->sock->bound dev_if)) {
dprintk (DEB_OUT, (KERN NOTICE "%s: no route\n", dev->name));

goto tx error out;
Viéc tao dia chi IP header moi:
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/*

* Push down and install the TRANSCRYPT/UDP header.
*/

iph->version = 4;

iph->ihl = sizeof (struct iphdr)>>2;

iph->tos = tos;

iph->tot len = htons (skb->1len) ;

ip ident (iph, &rt->u.dst);

iph->frag off = df;

iph->ttl = ttl;

iph->protocol = IPPROTO UDP;

iph->saddr = rt->rt src;

iph->daddr = rt->rt dst;

ip send check (iph);

Cau lénh gan iph->protocol = IPPROTO_UDP chimng to rang goi tin mdi tao ra la
g61 tin UDP.

Chiing ta c6 thé md ta cau tric gbi tin trude va sau khi tao tunnel:
Go1 tin trude khi boc:

1P data

Goi tin sau khi boc:

New IP UDP IP data

3.2 Nhdn goi tin
Ta nhén thay viéc xtr ly gobi tin nhan dugc ham struct sk buff
*transcrypt decrypt skb(struct transcrypt *c, struct sock *sk,

struct sk buff *skb, int *msgflag) & tép sock.c
thuc hién.

Khi nhan dugc goi tin do bén ma hoé gui sang, thi bén nhan s€ thuc hién cong
viéc loai bo phan IP header va UDP header thém vao.

Loai bo IP header thém vao:
skb put (n, skb->1len) ;

memcpy (n->data, skb->h.raw, skb->len);
n->h.uh=(struct udphdr *)n->data;

Loai bé UDP header:

/* Pull out UDP header */
#ifdef LINUX 21
n->nh.iph=(struct iphdr *) skb pull(n, sizeof (struct udphdr));
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felse
#eﬁdif
Sau khi loai bo IP header va UDP header thi trinh s€ thyc hién cong viéc gidi ma

g6i tin dé nhan dugc géi tin nguyén dang ban dau:

length=ntohs (skb->h.uh->1len) -sizeof (struct udphdr);
switch (transcrypt decrypt(c, n->data, &length)) {

}

Khi xtr Iy giai ma goi tin xong thi trinh s& thuc hién goi ham netif rx() dé chuyén
g0i tin Ién tdng mang trén xur ly.

/* requeue */
netif rx(n);
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Chuong 2
Phan mém TRANSCRYPT

Go6i phan mém TRANSCRYPT duoc cung cap dué6i dang file nén .tgz. Dé thuc
hién bién dich, va cai dat phdn mém nay, ta tién hanh giai nén file nay, chay kich
ban configure d€ tao ra cic Makefile phuc vu cho qu4 trinh bién dich, cai dat.

1. Qua trinh cai dat

1.1 Piéu kién tién quyét

Dé thuc hién bién dich, cai dat phan mém TRANSCRYPT, hé thong duoc cai dat
ban RedHat Linux 6.2 (nhan 2.2.14-5.0). Transcrypt dugc phét trién cho kién triic
mady tinh i386: cic kién tric khac khong lam viéc duoc.

Trudc tién, phai bao dam rang ching ta ¢c6 ma nguoén hoic toan bo cdy ma nguén
ctua nhan (kernel) da dugc dugc cai dat trén hé thong (thuong dugc dat trong thu
muc /usr/src/linux). Phién ban va ciu hinh cia ma nguoén cua nhan phai ding véi
nhan ma né sé chay, néu khong tién trinh bién dich module s€ bi “16i”. Tiép theo,
ching ta cling phai st dung cung phién ban cua cac trinh bién dich (compiler) da
bién dich nhan. Sau khi cau hinh lai va bién dich lai nhan, ban ciling ding quén
bién dich lai module Transcrypt (di€u nay ciing thudng phai 4p dung véi tat cac
module khéc, chang han nhu cdc driver cho card mang). Thong thudng dé dam bao
module ¢6 thé 1am viéc v6i nhan.

Bao dam rang ban da dat chic nang "IP Forwarding", thong thudng bang lénh:
echo 1 > /proc/sys/net/ipv4/ip_forward

trén nhitng hé thong khoi dong tir nhan 2.2 hoac méi hon. Thiét bi 'urandom' cling

phai kha dung trén hé thong.

Mot phién ban céc tién ich vé module (g6i modutils - chita cac 1énh modprobe va
insmod) ciling can phai duoc cai dat.

Cong cu KEX can t6i g6i OpenSSL phién ban 0.9.6 hoac méi hon. Néu khong c6
g0i nay, tit ca cac phan con lai cia goi TRANSCRYPT van dugc bién dich va cai
dat mot cach binh thuong.

1.2 Md nguon ciia TRANSCRYPT

Sau khi giai nén géi chuong trinh TRANSCRYPT, bang lénh:
tar -xzf transcrypt-1.0.tgz

ta s€ c6 thu muc transcypt-1.0 v6i cac tép sau day:

TT Thu muc /Tép Mo ta
1 Thu muc goc Thu muc ngoai cung cua g6i phan mém
TRANSCRYPT.
1.1 configure.in File chita cac tham s6 c&u hinh cho file script
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configure.

1.2 configure File shell script dugc ding dé thiét lap cdc
tham sO cdu hinh, tao ra cac Makefile trudc
khi bién dich.

2 Thu muc conf/ Thu muc nay chita céc file cau hinh can thiét
cho cac chuong trinh autoconf, automake su
dung trong viéc tao ra cic Makefile tit kich
ban configure & trén.

2.1 aclocal.m4

2.2 config.h.in

2.3 Makefile-obj.in

24 Makefile-top.in

3 Thu muc lib/ Cac ham thu vién chung dugc st dung trong
toan bd chuong trinh.

3.1 debug.c Ham logdebug.

3.2 dsprintf.c Chtra ham dsprintf.

33 getaddr.c

34 gethex.c

3.5 hex.c

3.6 hexdump.c

3.7 hexstr.c

3.8 Makefile.h.in File configure can file nay dé tao ra file
Makefile cho thu muc nay.

3.9 parseopt.c

3.10 | retstatus.c

3.11 secchk.c

3.12 | setsig.c

3.13 sighand.c

3.14 socks_errlist.c

3.15 socks5_cmd.c

3.16 socks5_internal.c

3.17 socks5_open.c

3.18 transcrypt_syslog.c Ham transcrypt_syslog ghi cic thong diep dé
giip cho viéc g& roi chuong trinh, thong tin
nhat ky.

3.19 transcryptlib.h Ham khai bido cac prototype cho
TRANSCRYPT.

3.20 | xread.c

3.21 xwite.c

3.22 | Xwritev.c

4 thu muc kex/ Thu muc chita cic file chuong trinh cong cu
trao doi khod KEX (Key Exchange).

4.1 config.h Chtra mot so dinh nghia can thiét cho chuong
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trinh KEX.

4.2 dhkey.h Chita mot so6 dinh nghia cdc hing st dung
cho chuong trinh KEX.

4.3 lock.c

4.4 main.c Chuong trinh chira ham main.

4.5 Makefile

4.6 mk1.h Chita mot s6 khai bdo vé cac hang s6 can cho
chuong trinh ma héa MK1.

4.7 negotiate.c Chita cdc ham chinh thuc hién viéc trao doi
khoa.

4.8 p_shal.c Chuong trinh tao ra dong khoa tu thu vién
cua chuong trinh openssl.

4.9 packet.c Cac ham va thi tuc diéu khién géi tin.

4.10 |kex.h Khai bdo cac ham nguyén mau dugc st dung
cho KEX.

4.11 proto.c Chuong trinh chinh diéu khién giao thiic
KEX.

4.12 Thu muc kex/libgmp/ Thu muc chita céc file thu vién cho tinh todn
s6 16n, cin thiét dé bién dich chuong trinh
KEX.

5 Thu muc sample/ Thu muc nay chuta céc file ip-down, ip-up va
options miu, ban ¢6 thé chinh stra cho phu
hop véi ciu hinh mang cua ban.

5.1 ip-down script duoc goi khi transcrypt tat.

5.2 ip-up script dugc goi khi transcrypt khéi dong.

53 options File cdu hinh cho TRANSCRYPT & ché do
khdi dong bang khod tinh.

6 Thu muc transcrypt/ Thu muc chita cac chuong trinh chinh cua
phan mém TRANSCRYPT.

6.1 blockcipher.o File thu vién chia chuong trinh thuc hién
thuat toan ma khoi MK1.

6.2 blockcipher.h File khai bdo cac prototype cho chuong trinh
blockcipher.

6.3 blockcipherconst.h File khai bdo mot vai hang duoc sit dung cho
ma khoi MK 1

6.4 cryptor.h Khai bdo mot s6 hiang dugc sit dung cho
chuong trinh TRANSCRYPT.

6.5 device.c Chita cac ham khoi tao, cap phat, quan ly
(dong, mo) thiét bi cho transcrypt.

6.6 encaps.c Thuc hién ma hod goéi tin, bao boc goi tin
theo dinh dang géi tin UDP.

6.7 genoption.pl Kich ban viét bang ngon ngit Perl d€ tao ra 2

file option.h va option.c, can thiét cho qua
trinh bién dich. Hai file nay duoc tao dua
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theo mot sO tuy chon cta nhan dugc bién
dich va file options.in.

6.8 ioctl.c

6.9 ioctl.h

6.10 | module.c Kiém tra kién tric mdy, kiém tra nhan.

6.11 option.in File genoptions.pl can file nay dé tao ra 2 file
options.c va option.h.

6.12 output.c Cac ham phuc vu cho phan gt di liéu (dt
liéu ra) cia TRANSCRYPT.

6.13 sock.c Giao dién vao cua TRANSCRYPT. Chtta cac
ham xt 1y g6i tin khi nhan gai tin.

6.14 thruput.c bay 1a mot chuong trinh doc lap, c6 nhiém
vu giong nhu mot "dong ho do téc do", nd
thuc hién dé€m cac byte di liéu gui va nhan
t6i/tr mOt may trong mot luong thoi gian nao
do.

6.15 | transcrypt.h Chia cdc dinh nghia vé céu tric, cdc hang,
nguyén ham chung cho tit ca cic modules.

6.16 | transcryptd.c Pay la chuong trinh chinh driver ché do
nguoi dung (ta con goi la chuong trinh
daemon).

6.17 transcryptd.h Chtra cac ham nguyén mau dugc st dung cho
cac thu tuc mic ngudi dung.

Tong: | 61 files

1.3 Bién dich

Sau khi ban giai nén gé6i chuong trinh TRANSCRYPT (transcrypt.tar.gz) va duoc
thu muc transcrypt-1.0 nhu mo ta & trén. Ban chay file script ‘configure’ ¢ thu muc
ngodi cling cta thu muc ‘transcrypt-1.0/> d€ tao ra cdc file cAu hinh va cic file
Makefile phuc vu qud trinh bién dich.

Kich ban cau hinh tu dong (file 'configure' & thu muc ngoai cling) ¢6 nhiém vu tao
ra mot so file header, cac file Makefile cho ting hé thong. Kich ban nay 14y cac
tham s6 sau tir dong 1énh. T4t ca cdc tham s6 nay déu c6 gid tri ngadm dinh da dé
cai dat trén mot hé thong thong thuong.

‘--with-linux=dir":

Puong dan téi ma nguoén cta nhan Linux (thong thuong 1a /usr/src/linux/.

'-with-linux-include=dir":

Duong dan t6i thu muc chita céc file tieu dé, néu ban khong ¢6 didy di ma
nguon. Cay thu muc include nay van phai chia tat ca cac file dugc tao boi
qua trinh cau hinh nhan. Sir dung toan bd cay ma nguoén nay (can thiét trén
mot s6 kién tric) vi trong truong hop do, cac tham s6 'Makefile' cia nhan
cling dugc str dung.

'—-with-ssl-includes=dir";
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Puong dan t6i thu vién OpenSSL, néu script khong tim thay nd.
'--enable-protocol=n":
Str dung giao thic boc gé6i 'n'. Céc gid tri duge ho trg trong TRANSCRYPT
1.0 h6 trg ngdm dinh 1a 3.
'--disable-debug':
B6 ma 1énh gitp g& r6i chuong trinh. Tuy chon nay khong thuc su hitu ich.
'--enable-logfacility=x":
Thiét 1ap chinh sach nhat ky hé théng cho 'transcryptd’ va 'kex' (ngdm dinh
va thuong st dung 1a LOG_DAEMON).
'--enable-name=n":
Thiét 1ap tén hau t6 cho thu muc bién dich.
'--disable-send-config':
Khong gtii thong tin cau hinh sang may két ndi. Thong tin nay thong thudng
duoc giri khi khoi dong dé gidp phan tich céc 16i, nhung né duoc giri di duéi
dang chua dugc ma ho4 (ro).
'--disable-kex'":
Khong bién dich va cai dat cong cu KEX.

Kich ban tim ki€m cdc tham s6 chic chan trong céc file tiéu dé ciia nhan, va no tao
ra mot thu muc méi véi tén c6 dang 2.2.14-i386-cb’, ma qud trinh bién dich
module va daemon s& dugc dua vao d6. (Tén thu muc nay viét tat cho bién dich
cho nhan 2.2.14 trén mday i386, giao thic 3 -chit ¢, st dung thuat toan ma hoa
Blockcipher(b)). N6 tao ra Makefile cho thu muc ngoai cung dua theo file
conf/Makefile-top, va Makefile cho thu muc bién dich dich tur file conf/Makefile-
obj.

Dén day, ta chi viéc gd mot 1énh don gidn ‘make’ dé bién dich tit cA ma nguén. He
thong thuc hién bién dich véi ting thu muc; trude tién 1a bién dich trong thu muc
lib/ d€ tao ra file thu vién finh libtranscrypt.a, sau d6 tién hanh bién dich trong thu
muc dich (dang ‘2.2.14-5.0-i386-cb’), ti€p theo néu ta khong dung tuy chon ‘--
disable-kex’ thi n6 sé€ thuc hién bién dich luon ca thu muc kex/:

all install clean::

S (MAKE) -C lib sa@

S (MAKE) -C $(BUILD) $a@
ifneq (,$(BUILD KEX))

$ (MAKE) -C kex $@
endif

Trinh bién dich s& canh bdo néu cé gip phai mot van dé gi khi bién dich. Véi
nhitng 16i 16n anh hudng t6i qua trinh bién dich, chuong trinh c6 thé dimg quéa trinh
bién dich va dua ra thong bdo 16i. Nhitng 16i nay c6 thé do hé théng c6 thé bi thi€u
file tieu dé, hay mot file thu vién cin thié€t nao do.

e Bién dich vdi nhiéu nhdn khdc nhau

84



Vé6i céch str dung thu vién doi tugng riéng ré gidp ta ¢ thé thuc hién bién dich
TRANSCRYPT cho cdc nhan khac nhau trong cing mot thu muc. Vi du: ta c6 mot
mdy tinh dang c6 thé chay trén cdc nhan khdc nhau. Trong trudng hgp nay ta c6
thé cé cac thu muc chita ma nguén cua nhan dang ‘/usr/src/linux-2.2.16,
‘fusr/src/linux-2.2.14-5.0’, ... Ta thuc hién cac Iénh sau:

configure --with-linux=/usr/src/linux-2.2.14-5.0

configure --with-linux=/usr/src/linux-2.2.16

Khi d6, chuong trinh s€ tao ra 2 thu muc la ‘2.2.16-1386-cb’ va ‘2.2.14-5.0-1386-
cb’. Vata c6 thé chay ‘make’ trong mdi thu muc doi tugng mot cdch doc lap.

Mot trudng hop khd phd bién khdc 1a c6 thé thiét 1ap mot mdy trung tam dé bién
dich cdc nhan cho cdc mdy khdc nhau. Ta c6 thé d6i tén cac thu muc bién dich cua
TRANSCRYPT véi tuy chon ‘--enable-name’, c6 thé dat tén nay & phan sau cia
tén may dich. Gia su ta can bién dich TRANSCRYPT cho may bigbox véi thu muc
ma nguon nhan 1a /usr/src/linux-2.2.14-bigbox, mdy laptop véi thu muc ma nguén
nhan la /usr/src/linux-2.2.16-small. Ta s€ phai chay kich ban configure véi cac
dong Iénh nhu sau:

.Jconfigure --with-linux=/usr/src/linux-2.2.14-bigbox --enable-name=bigbox

make -C 2.2.14-i1386-cb-bigbox

.Jconfigure --with-linux=/usr/src/linux-2.2.16-small --enable-name=laptop

make -C 2.2.16-1386-cb-laptop

Céc nha phan ph6i san pham c6 thé chudn bi mot tap cdc modules TRANSCRYPT
khac nhau cho tiing kién trdc nhan khac nhau. Tuy nhién ciing can hét sic than
trong khi bién dich chéo nhu trén, hién nay la khong thé thuc hién duoc, boi vi
nhu ching toi da trinh bay ¢ phan 2.1 (Diéu kién tién quyét) khi d6 ching ta can
phai bién dich lai tat ca cdc module, driver cho nhan d6 trén cung hé thong (véi
kién tric do).

1.4 Cai dat chuong trinh TRANSCRYPT

Thuc hién lénh ‘make install’ v6i ngudi dung root dé cai dat cac thanh phan cla
phan mém vao cac vi tri cudi cung clia ching. Cic thanh phan nay bao gom: mot
kernel module, c6 tén la transcrypt va s6 phién ban cua giao thitc ma né st dung va
thuat toan ma hoa (transcryptcb). Cac file Makefile sé sir dung gia tri ctia cac bién
MODDIR, SBINDIR dé xac dinh vi tri dé cai dat cdc thanh phan trén. Trong do,
SBINDIR dugc chi vao /usr/sbin cho cac chuong trinh daemon transcryptd-cb va
cong cu trao doi khod kex; MODDIR chi ra thu muc chia kernel module (thuong
c6 dang /lib/modules/2.2.14-5.0/misc).

Néu chuong trinh KEX da dugc bién dich, 1énh make install cling s€ cai dat

chuong trinh ‘kex’, thiét lap cdac thu muc can thiét. Trong thu muc
‘/etc/transcrypt/’, ta s& can it nhat 12 2 file ‘options’ va ‘ip-up’. Ban ciing c6 thé sao
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chép céc file nay tir thu muc ‘sample’ trong ban phan phoi nay, va hiéu chinh lai
chiing cho phti hgp véi nhitng gi ban can.

Cong cu KEX va mot s6 thanh phén thu vién dugc tich hop trong thu muc nguon,
ching khong phu thuoc vao su cau hinh cho ting cau triic may cu thé.

Cac file sau khi cai dat dugc thong ké trong bang & dudi.

TT Tén file Mo ta
1 Thu muc | Thu muc chira céac file tuy chon, cau hinh, file
/etc/transcrypt khoda cong khai cho chuong trinh
TRANSCRYPT.

1.1 | options File tuy chon ngam dinh dugc TRANSCRYPT st
dung, chita cic tuy chon vé cau hinh mang cho
TRANSCRYPT. File nay c6 chira khod bi mat
dugc str dung trong lién két bang khod tinh.

1.2 |ip-up Shell script duoc goi khi chuong trinh daemon
‘transcryptd’ dugc khoi dong. Ban c6 thé copy
file nay tr thu muc sample trong géi cung cép, va
thiét 1ap cac tham so0, ciu hinh phu hop. File nay
thuc hién viéc thém dinh tuyén cho phu hgp véi
thiét 1ap cua ta.

1.3 | ip-down bay 1a shell script duoc goi khi chuong trinh
daemon ‘transcryptd’ bi tat.

2 Thu muc Trong thu muc nay chita céc file khod cong khai

Jetc/transcrypt/pk/ ctia cac dau két noi khac.

3 Thu muc Pugc tao dé chia cac file khod khi chay cong cu

letc/transcrypt/run trao d6i khod dong kex.

4 Thu muc

/lib/modules/2.2.14-
5.0/misc

4.1 | transcrypd-cb.o Kernel module phuc vu cho thiét bi transcrypt.

5 Thuw muc /usr/sbin

5.1 | transcryptd Chuong trinh daemon thuc hién diéu khién thiét
bi ‘transcryptd’.

5.2 | pktranscrypd Cong cu thuc hién viéc trao doi khod dong.

5.3 | file /var/log/transcrypt | Ghi thong tin nhat ky ctia trinh transcrypt.

1.5 Thiét lap cdu hinh

C6 2 céch dé thuc hién & budc nay tiy thudc vao cdch st dung khod - str dung khod
bi mat hay khoa tu dong véi cong cu trao déi khod KEX. Néu sir dung kho4 bi mat
ta chi can cau hinh file tuy chon /etc/transcrypt/options, khoa bi mat dugc ghi trong
file nay sau tir khoa 'key='. T4t nhién ta cling cin chud y vé van dé bao mat véi file
dir liéu nay; can phai dat cic quyén cho file nay (chi nguoi dung root méi dugc
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phép doc hoic ghi véi file nay), va c6 thé thiét 1ap thudc tinh khong thé xoa do6i véi
file nay.

Phuong phép va cach thiét 1ap cau hinh cho cong cu trao déi khod tw dong KEX da
dugc chung toi trinh bay trong chuong 4 (Trao déi khoa).

Chu y: véi trao déi khoa tu dong bang cong cu KEX, ta can ti€én hanh nap module
transcryptcb.o trude khi goi chuong trinh kex. Vi sau khi thuc hién trao doi khoa
xong chuong trinh KEX goi chuong trinh daemon 'transcryptd-cb' véi file tuy chon
mdi.

1.6 Chay chuong trinh TRANSCRYPT
Sau khi dugc cai dat, phan mém TRANSCRYPT dugc chay bang cdch nap module
va chaydaemon ‘transcrypt’.

a. Tén chuong trinh

Tén module 1a ‘transrypt’, ti€p theo 1a phién ban giao thic véi 1 ky tu va ky tu dau
tién cta thuat toan ma hoa (¢ day 1a ‘c’ 1a phién ban giao thiic 3, va ‘b’ cho thuéat
toan ma hoa BlockCipher). Tén cta thiét bi ma module quan 1y 1a 'cryptcb’ va tié€p
dé6 1a mot s6, vi du: 'cryptcb0'.

Chuong trinh daemon cé tén 1a 'transcryptd-cb', 'c' 1a s6 phién ban cua giao thic
dugc dung va ky tu 'b' viét tat vé ma phap dugc st dung (thuat toan Blockcipher
MK1). Cu thé trong géi phan mém TRANSCRYPT nay tén chuong trinh daemon
ndy la 'transcryptd-cb’, ma thong thudng dé cho gon ta chi néi t6i daemon
‘transcryptd'.

Cic tham sO cdu hinh cua kernel module va daemon phai phu hgp véi nhau
(module s& kiém tra diéu nay), tuy nhién daemon khong phu thudc vao phién ban
nhan.

b. Nap cac module
Kernel module duoc nap vao nhan bang lénh sau:
modprobe modulename parameter=value ...

Module TRANSCRYPT chép nhan cdc tham s6 bo sung sau:

'transcrypt_debug=(number)'
Thiét 1ap mic g& roi. File 'transcrypt.h’ dinh nghia cdc muic g& roi khac
nhau, dat 1a 0 né€u ban khong can go r6i dau ra. Go roi dau ra la viéc dua ra
cac thong diép tir nhan, cé y nghia cho viéc giai quyét cac su co (bi€t dugc
16i xay ra tir dau hay 1y do xay ra su c0).

'transcrypt_maxdev=(number)":
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Thiét 1ap s6 kénh ma module nay quan ly. Vi du: véi 'transcrypt_maxdev=4'
cac thiét bi 'cipcb0' dén 'cipcb3' 1a kha dung. Gia tri 16n nhat cho phép véi
tham s6 nay 12 99. Thong thuong, ta khong can phai thiét 1ap tuy chon nay,
ma cac kénh dugc cip phat mot cach tu dong.

c. Chay chuong trinh daemon 'transcryptd’

Daemon 'transcrypd' phai dugc chay véi nguoi dung root. Chuong trinh s€ 1ay céac
tham s6 tr tham s6 tuy chon '-o file' (trén dong 1énh goi nd), tham s6 nay chi ra file
tuy chon chita cidc tham s6 ma ban c6 thé dat & mot noi riéng nao dé (ngdm dinh
no s€ tim file nay trong thu muc /etc/transcrypt/options).

Ngoai trir ché€ do gd roi, daemon tu chuyén xudng tién trinh nén va stt dung Iénh
'syslog' d€ ghi lai c4c thong diép nhat ky. Cac thong diép duoc ghi thong thudng 1a
céc 16, cac canh bao khi daemon bi ngit.

Khi ta dong thiét bi TRANSCRYPT (béng Iénh ifconfig), thi tién trinh 'transcryptd’
s€ bi ngat, va ngugc lai khi ngat daemon 'transcryptd' thi né cting s& déng thiét bi
TRANSCRYPT lai. Khi mot thiét bi dugc dong lai, cac tham s6 cdu hinh (gom ca
tat ca cac khoa va céac bién dém) déu dugc xod bo.

Khi thiét bi dugc 'dung 1én' (sau khi da nap module transcryptcb.o va chay chuong
trinh daemon), 'transcryptd' goi chuong trinh '/etc/transcrypt/ip-up'. Cac tham so
cho file nay dugc ching t6i mo ta mau trong thu muc sample (trong ban phan
phoi). N6 s& doi sau khi kich ban nay thi hanh xong, dit liéu méi c6 thé glii qua
thiét bi va trudc khi né dugc chuyén xudng tién trinh nén. Kich ban nay duoc goi
vGi dau vao/ra chudn va 16i dugc chuyén vao thiét bi '/dev/null'. Kich ban nay c6
nhiém vu thiét 1ap cac dinh tuyén va cac bién moi truong khac.

Tuwong tu nhu vay, khi thiét bi TRANSCRYPT bi dong lai, kich ban
'fetc/transcrypt/ip-down" dugc goi. Ban than chuong trinh 'transcryptd' s€ ghi lai
thong tin khi giao dién dugc dong.

Chuong trinh 'transcrypt’ s& ngat khi c6 mot 16i nao d6 xay ra. Cac 16i thong
thudng c6 thé gip 1a thong diép "connection refused" tir may bén kia, diéu nay c6
thé gitip ta phdn dodn ring may bén kia khong lam viéc. Dit liéu s& chi duoc giri
qua lién két khi va chi khi ca hai dau dugc "dung 1én" va dang chay. Trong truong
hop mot bén dugc "up" 1én trude, khi ¢6 dir lieu truyén qua lap tdc thiét bi
TRANSCRYPT & dau nay sé bi dong lai ngay lap tic.

2. Cau hinh phan mém TRANSCRYPT

Trong phan nay ching toi sé chi trinh bay vé ciu hinh phain mém TRANSCRYPT
vGi viéc thiét 1ap bang khoa bi mat. Véi thiét 1ap cdu hinh phdn mém béang khoa
cong khai dugc trinh bay trong chuong 4 (Trao doi khod). Cau hinh phin mém
TRANSCRYPT bang khod bi mat can t6i 3 file sau: /etc/transcrypt/options,
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/etc/transcrypt/ip-up va /etc/transcrypt/ip-down. Trong do6 2 file ip-up va ipdown la
2 file shell script, c¢6 thé copy tir thu muc sample/ trong ban phan phoi
TRANSCRYPT, va chinh stra lai cho phtt hop véi cdu hinh mang cua ban. Trong
d6 quan trong 1a file ip-up can phai dugc stra dong sau:
route add -net 129.3.0.0 dev cryptO gw 129.3.0.0

Can luu y: sau tham s6 ‘-net’ 1a dia chi mang con cua mang bén kia, va sau tham
sO ‘gw’ la dia chi ctia card mang ctia may bén kia ma duoc ndi v6i mang con do.
Trong phan nay ching to6i s& chi trinh bay k§ vé cdc tuy chon véi file cdu hinh
options.

2.1 Cac tuy chon ddc biét
Tat ca cac tham s6 cau hinh dugc xtr 1y boi chuong trinh daemon 'transcryptd'. Cac
tham s6 c6 thé dugc 14y tir mot trong cédc vi tri va theo thit tu vu tién nhu sau:

- File tuy chon ngam dinh '/etc/transcrypt/options'
- T mot file tuy chon duoc chi ra béi tham s6 '-o file' trén dong 1énh.
- Céc tuy chon don dugc dua vao tu dong 1énh.

Diéu nay c6 nghia 1a cdc tham s6 tir dong 1énh duoc dung thay cho céc tham so tir
cac file, va cac tham s6 tir mot file tuy chon duoc chi ra sé dugc dung thay cho céac
tham sd tu file tiy chon ngdm dinh.

Cic tuy chon trén c6 kiéu 12 mot trong céc kiéu sau: boolean, integer, string, dia
chi IP, dia chi IP v6i s6 cong. C4c tuy chon ngdm dinh 1a false va viéc chi ra ching
nghia la dat chdng thanh true. Dia chi IP dugc chi ra dudi dang dau chdm hoac tén
mién ma c6 thé phan giai duoc bing ham 'gethostbyname'. Céc dia chi UDP hoac
TCP dugc dua ra theo dang 'ip:port’, ma port la mot s6 hoac tén phan giai dugc
bing 'getservbyname'.

Cu phdp cua cac tuy chon dac biét nay l1a 'name=value' trén dong lénh, va 'name
value' (mbi tuy chon trén mot dong, khong lién nhau, khong ¢6 ky tu diéu khién,
d4u nhay..) trong file tuy chon.

Vi 1y do bao mat, cac file tuy chon phai dugc dua ra theo duong dan dan tuyét doi,
va chi duoc s& hitu bdi nguoi dung root, bat ky nhoém hoac nguoi dung khac khong
c6 quyén viét, tham tri 1a doc file nay (bdi cac khod bi mat déu duoc ghi trong file
nay).

2.2 Danh sdch tdt cd cdc tham sé
(Req=Yéu cau tham so6 - Required parameter)

Tén Kiéu Req

device String Khong Tén thi€t bi TRANSCRYPT. Néu khong
dua ra, hé thong sé 1ay mot thi€t bi con
trong.
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debug

Bool

Khong chay 6 tién trinh nén, duing thiét bi
16i chuén stderr thay cho syslog. (doc lap
vdi tuy chon debug cua driver nhan)

ipaddr

IP

Dia chi IP cua card mang ndi v6i mang con
cin bao vé cua may hién tai.

ptpaddr

IP

Dia chi IP cua thiét bi cuia card mang noi
vGi mang con cin bao vé clia may bén Kkia.

cttl

UDP

Gia tri truyén thong TTL. Néu khong xac
dinh hoac bang 0, chuong trinh sé sir dung
TTL cua g6i payload. Gia tri ngdm dinh
dugc thiét 1ap 1a 64.

me

UDP

Dia chi truyén thong UDP ctia mdy hién tai,
ti€p theo 12 s6 cong duoc sir dung dé truyén
thong dugc viét sau dau ‘:’. Néu hoac IP
hoic cong khong dugc chi ra, hé thong sé
chon mot dia chi bat ky.

peer

UDP

Dia chi truyén thong UDP va s6 cong cla
phia bén kia. Vi€t cdch nhau diu ‘:’.

key

String

Khoa lién két. Vi 1y do bao mat, khoa lién
két phai dugc dat trong file tuy chon. Khoa
la 512 bits va duoc viét dudi dang hé co so
16.

nokey

Bool

Khong ma hoa gi ca, chi bao boc géi tin
trong giao thic UDP. Véi tuy chon nay, ta
khong can dén tuy chon 'key' (khong can
thiét).

tockxc

Int

Thoi gian chd dé trao d6i khod (tinh theo
giay). Ngam dinh 1a 10.

tokey

Int

Thoi gian song cta khod dong. Ngam dinh
1a 600 (10 phuit).

ipup

String

Kich ban dé chay thay cho file
/etc/transcrypt/ip-up.

ipdown

String

Kich ban dé chay thay cho file
/etc/transcrypt/ip-down.

arg

String

Tham s6 dé cung cdp cho 'ip-up' va 'ip-
down'.

maxerr

Int

S6 16i 16n nhat cho phép trude khi daemon
transcryptd thoat.

tokxts

Int

Thoi gian chd trao d6i nhan thoi gian. Ngadm
dinh 1a 0 (khong st dung nhéan thoi gian).
C6 thé thiét lap gia tri cho tuy chon nay la
30 dé bao vé chong lai ki€u tdn cong bing
viéc truyén lai trao doi khoa. Tuy nhién véi
tuy chon nay, dong ho cua ca 2 dau phai
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duogc dong bo.

toping Int Khong Thoi gian chd dé ping. Néu khong nhan
duoc tin hiéu tra 10i trong thoi gian ping, n6
coi d6 1a mot 16i.

ifconfig Bool Yéu cau lénh ngoai ‘ifconfig’ dé cau hinh
giao dién.

2.3 Léi diéu khién trong ‘transcryptd’

Khi ‘transcrypd’ & may tir xa bi dong lai hoac khong kha dung nira, ‘transcrypd’
ctia mdy cuc bo s& nhan duoc 16i “connection refused”. Diéu nay da dugc chiing
minh trong thuc t€ & mot s6 tinh huong, vi vay c6 chuong trinh dugc thém vao mot
tuy chon mé rong khic: ‘maxerr’ quyét dinh ‘transcryptd’ s€ bo qua bao nhiéu 16i
tru6c khi né thoat. Bo dém nay sé dugc dat lai méi khi két n6i chay 6n dinh (chinh
xac hon: khi nhan duoc mot goi trao d6i khod). Gia tri ngdm dinh cho ‘maxerr’ 1a
8. Mot gia tri dic biét -1 bdo cho ‘transcrypd’ bo qua bat ky mot 16i vé mang nao.
Trong trudng hop nay, nd chi ¢6 thé dugc dong lai bang tay.

3. Cai dat TRANSCRYPT trén moé hinh thir nghiém

3.1 Cdu hinh mang

Phan mém TRANSCRYPT da duoc bién dich va thuc hién thir nghiém trén hé
thong mang cua ching téi. Mo hinh thir nghiém dugc mo ta nhu hinh vé & phan
dudi. & day ching t6i 1dy mo hinh mang tai phong thi nghiém an toan mang may
tinh cita PVKH MM lam vi du. Tuy thudc vao moé hinh mang cua ban ma khi cau
hinh s& ¢6 nhiing thay déi phu hop.

box?2 Mang con 1 box3 Mang con 2
129.3.0.3 129.3.0.0/16 130.3.0.20 |130.3.0.0/16
ethO ethO
HUBI HUB3
ethO ethO
129.3.0.6 Router A 130.3.0.9 Router B
mk1 mk?2
128.3.0.6 128.3.0.9
ethl ethl
HUB2

Theo mo hinh trén, hai may mk1 va mk2 Ia hai router dugc ndi v6i nhau qua HUB
2, box2 va box3 lan lugt 1a 1 may thuéc mang con cua mk1 va mk2. Ching ta thiét
lap TRANSCRYPT trén hai Router mk1, mk2 dé bao vé thong tin trao doi giita 2
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mang con nay. Sau khi thi€t 1ap cau hinh mang nhu hinh vé& mo6 ta & trén, chiing ta

thuc hién cac budc sau:

e Sir dung netconf hodc chuong trinh route dé dat dia chi gateway ngdm dinh
(default gateway) cho 2 Router mk1 va mk2. Dia chi gateway ngam dinh cta
mk1 1a 128.3.0.9 (ethl ctia mk2) va nguoc lai dia chi gateway ngam dinh cta
mk2 1a 128.3.0.6 (eth1 ctia mk1).

e Dat tuy chon net.ipv4.ip_forward = 1 trong file /etc/sysctl.conf hoac st dung
lénh echo 1 > /proc/sys/net/ipv4/ip_forward.

e Khoi dong lai dich vu mang bang 1énh: /etc/rc.d/init.d/network restart.

e Thur 'ping' tir may box 2 (cuia mang con 1) sang may box 3 (mang con 2). Néu
thong tiic qué trinh ciu hinh mang da thong.

e Sau khi da dam bdo riang cau hinh mang clia ching da thong (khi chua thiét lap
Mat ma), ching ta s€ bd cau hinh gateway ngdm dinh tir chuong trinh netconf
(hoac route). Bai chuong trinh TRANSCRYPT khong st dung cic gateway
ngam dinh, n6 s& tu thém no s& thém dinh tuyén phtt hop (dugc cau hinh bang
lénh route trong file /etc/transcrypt/ip-up).

Dé thuc hién thir nghiém v6i mo hinh bao mat dit lieu bing TRANSCRYPT, trén 2
may box2 va box3 chidng toi lan lugt cai dat Camera Tenius (Video CAM III) ver
1.0 va Camera Tenius (Video CAM) ver 1.12 (Ban quyén cua hang CyberLink).
Dit liéu camera dugc truyén thong qua chuong trinh Netmeeting ctia Microsoft
Windows trén ban Windows 98. Dac biét, chuong trinh nay con cho phép ta truyén
file, chia s¢ man hinh, chat ... gitp ich ta trong qua trinh kiém tra (mang tinh truc
quan). Dit liéu can bao vé 1a dong dit liéu truyén thong duoc truyén qua 2 router 1a
mk1 va mk2.

3.2 Thiét ldp cdc file cdu hinh dé thuc hién két n6i TRANSCRYPT

Sau khi bién dich thanh cong TRANSCRYPT, ta dugc 1 file kernel module 1a
transcryptcb.o, 1 file daemon ‘transcryptd-cb’ trong thu muc bién dich dich va file
chuong trinh ‘kex’ trong thu muc kex/. Thuc hién viéc cai dat va thiét 1ap ciu hinh
nhu da trinh bay trong muc 1 va 2 & trén. Duéi day 1a cac file cdu hinh cu thé doi
v6i cau hinh mang ctia ching toi.

a. Thiét lap két noi bang khod bi mdt
File options ciia mdy mk1 nhu sau:

# Without a "device" line, the device is picked dynamically

device cryptO

# the peer's IP address

ptpaddr 130.3.0.9

# our CIPE device's IP address

ipaddr 129.3.0.6

# my UDP address. Note: if you set port 0 here, the system will pick
# one and tell it to you via the ip-up script. Same holds for IP 0.0.0.0.
me 128.3.0.6:6789
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# ...and the UDP address we connect to. Of course no wildcards here.

peer 128.3.0.9:6543
# The static key. Keep this file secret!

# The key is 128 bits in hexadecimal notation.
key 3248td20adf9c00cct9ecc2393bbb3e4

Va file options trén may router 2 la:

# Without a "device" line, the device is picked dynamically

device cryptO

# the peer's IP address

ptpaddr 129.3.0.6

# our CIPE device's IP address

ipaddr 130.3.0.9

# my UDP address. Note: if you set port 0 here, the system will pick

# one and tell it to you via the ip-up script. Same holds for IP 0.0.0.0.

me 128.3.0.9:6789

# ...and the UDP address we connect to. Of course no wildcards here.

peer 128.3.0.6:6543
# The static key. Keep this file secret!

# The key is 128 bits in hexadecimal notation.
key 3248td20adf9c00cct9ecc2393bbb3e4

File ip-up trén may mk1 nhu sau:

umask 022
PATH=/sbin:/bin:/usr/sbin:/usr/bin

case “uname -r in

2.0%)
# 2.1 and later sets this one by itself.
#route add -host $5 dev $1

€sac

# If this becomes our default route...
route add -net 129.3.0.9 dev cryptcb0 gw 129.3.0.9

# just a logging example
now="date "+%b %d %T"
echo "$now UP $*" >> /var/log/transcrypt.log

# Tao/cap nhat file PID.
echo "$3 $1" >/var/run/transcrypt/${6:-$1}.pid

# Interconnect two 10. subnets through the Internet!

# Assuming $4 is in 10.1 and $5 in 10.2

route add -net 130.3.0.0 netmask 255.255.0.0 gw 128.3.0.9
# Proxy-ARP the peer's address on ethO

93



#arp -i ethO -Ds $5 ethO pub
exit 0

File ip-up trén may mk2 ciing tuong tu nhu vay chi khac phan dia chi route, nhu
sau:
route add -net 130.3.0.9 dev cryptcbO gw 130.3.0.9

Nap module transcrypt-cb.o bang 1énh:
insmod transcrypt-cb.o

Chay chuong trinh TRANSCRYPT:
transcryptcb -o /etc/transcrypt/options

Dén day, ching ta c6 thé chuyén sang budc "Kiém tra qué trinh cai dat va ciu
hinh".

b. Transcrypt véi trao doi khod dong KEX

Dé thuc hién dugc qud trinh trao doi khoa tu dong thi ching ta can phai ciu hinh
cac bén tham gia két n6i nhu dugc mo ta trong chuong 5. Trinh thuc hién viéc trao
déi khoa 1a kex. Sau khi thuc hién trao d6i kho4 thanh cong, chuong trinh kex thuc
hién goi chuong trinh transcryptd-cb v6i mot file tuy chon méi chita khod méi
dugc thoa thuan. Dén day, ta ¢6 thé chuyén sang budc “kiém tra qué trinh cai dat
va cau hinh”.

c. Kiém tra qud trinh cai ddt va cdu hinh

e Ta sk dung Iénh ‘ifconfig’ dé xem da c6 thém mot thiét bi mang 4o ‘cryptcb0’
chua. Néu chua cé, tic chuong trinh ‘transcryptd-cb’ chua thé chay duoc. Ban
c6 thé xem cdc thong diép nhat ky hé thong (/var/log/message va
/var/log/transcrypt.log) dé tim hiéu vé nguyén nhan gay 1a 16i.

e Trén moéi may thudc mang con bén nay, ta ‘ping’ sang 1 mdy cua mang bén kia
dé ki€ém tra xem mang da thong chua. Néu mang chua thong, hay kiém tra gid
tri ip_forward trong file /proc/sys/net/ipv4 c6 1a 1 khong, sau dé kiém tra lai
qua trinh cau hinh TRANSCRYPT.

e Dung chuong trinh tcpdump dé kiém tra thong tin dugc trao doi giita mk1 va
mk2 xem da dugc ma hod chua. Tai box2 dung Iénh ‘ping 130.3.0.20 -p
414243, 1énh ping v6i tham s6 -p 414243 s& gui dit liéu 1a 3 ky A (41), B(42) va
C(43) sang may 130.3.0.20. Tai mdy Linux (128.3.0.5), ta kiém tra bang lénh
tcpdump -i ethQ -w-, thong tin hién 1én man hinh cho biét da ma hay khong.
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box?2 ' Str dung 1énh: box3
129.3.0.10  |Ping 202.1.1.3 -p 414243 130.3.0.20

thO , . th
© Kiém tra bang 1énh: ethO

\> tepd -1 ethO -w-

HUBI C:\> tepdump -i eth0 -w HUB3
ethO Méy Linux ethO
129.3.0.6 128.3.0.5 130.3.0.9

mk1 mk?2
128.3.0.6 128.3.0.9
ethl ethl
HUB2

Néu cdc bude kiém tra trén déu t6t dep, thi hé thong bao mat cla ta da hoat dong.
Khi nay dit liéu giao ti€p trén 2 mang con da dugc bao vé trén kénh truyén. Ta c6
thé dung chuong trinh Netmeeting d€ truyén dit liéu (Camera, file, share, chat, ...)
qua 2 mang con da duoc bao vé nay dé kiém tra hé thong.
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B. PHAN MEM IP-CRYPTO
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Chuong 1
Giai phap bao mat cua IP-CRYPTO

1. Quén ly cac géi tin mang trong nhan Linux

Linux quan ly cac goi tin mang dugc gui di va nhén vé theo mot phuong thic
thong nhat. D6 chinh 13 viéc cung cép ving hang doi b nhé dé quan ly goi tin
mang. Do dai cia vung bo nhé dém (buffer) duoc quan Iy mot cach kha mém déo,
didu d6 tao diéu kién cho chiing ta c6 thé dé dang thay d6i do dai ving buffer theo
chu y. Mot goi tin mang duoc nhan Linux quan 1y bang mét ciu trac sk_buff. Cau
truc nay dugc khai bao trong file skbuff.h nhu sau:

struct sk buff {

struct sk buff * next; /* Next buffer in list */

struct sk buff * prev; /* Previous buffer in list */
struct sk buff head * list; /* List we are on */

struct sock *sk; /* Socket we are owned by */
struct timeval stamp; /* Time we arrived */

struct device *dev; /* Device we arrived on/are leaving by */

/* Transport layer header */

union

{
struct tcphdr *th;
struct udphdr *uh;
struct icmphdr *icmph;
struct igmphdr *igmph;
struct iphdr *ipiph;
struct spxhdr *spxh;
unsigned char *raw;

} h;

/* Network layer header */

union

{
struct iphdr *iph;
struct ipvohdr *ipvoh;
struct arphdr *arph;
struct ipxhdr *ipxh;
unsigned char *raw;

} nh;

/* Link layer header */
union

{
struct ethhdr *ethernet;

unsigned char *raw;
} mac;

struct dst entry *dst;
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char cb[48];

unsigned int len; /* Length of actual dat */
unsigned int csum; /* Checksum */
volatile char used;
unsigned char is_clone, /* We are a clone */
cloned,
pkt type, /* Packet class */
ip summed; /* Driver fed us an IP checksum*/
__u32 priority; /* Packet queueing priority */
atomic t users; /* User count-see datagram.c,tcp.c */
unsigned short protocol; /* Packet protocol from driver. */
unsigned short security; /* Security level of packet */
unsigned int truesize; /* Buffer size */
unsigned char *head; /* Head of buffer */
unsigned char *data; /* Data head pointer */
unsigned char *tail; /* Tail pointer */
unsigned char *end; /* End pointer */
void (*destructor) (struct sk buff *);
#ifdef CONFIG IP FIREWALL
~_u32 fwmark; /* Label made by
fwchains, used by pktsched */
#endif
#if defined (CONFIG SHAPER) || defined (CONFIG SHAPER MODULE)
_u32 shapelatency; /* Latency on frame */
_u32 shapeclock; /* Time it should go out */
~u32 shapelen; /* Frame length in clocks */
~u32 shapestamp; /* Stamp for shaper */
__ulé shapepend; /* Pending */
#endif

#if defined (CONFIGﬁHIPPI)
union{
_ u32 ifield;
} private;
#endif
}s

Ta nhén thdy, trong ciu trac nay c6 con tro chi téi dau frame (khung tin), va cubi
frame. O mbi tang twong ing cua mo hinh mang s€ c6 con tro chi tdi phan header
clia tang do. Vidy, ¢ tang datalink thi c6 cdu tréc struct ethhdr *ethernet, O tang
mang c6 ciu triic struct iphhdr *iph . . . Mdi géi tin dén va di déu gan lién voi mot
giao dién mang tuong tng, giao dién nay dugc chura trong trudng cau tric struct
device *dev. Ngoai ra, Linux con c6 hd tro cac ham 1ap trinh kernel API dung dé
cung cap cac phuong thirc dich chuyen con tro trén struct sk_buff, va cac phuong
thirc cung cép thém bd nhd cho phan dau, phan cudi.

2. Ky thuat tao card mang 4o va cach gui goi tin qua card mang ao

Khi chung ta cai dat cac giao dién mang, cac giao di€n nay dugc dang ky vao nhan
thuong thi cac giao dién mang dugc nap vao nhan dudi dang mot module kha nap.
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Vi duy, giao dién mang ethernet 3¢509, dmfe . . .
3¢509.0, dmfe.o . . .
dién dai dién trong nhan la eth0, ethl .

tuong ung véi nod 1a cac module
Khi cac module nay dugc nap tuong ing véi no 1a cac giao
.. Ngoai viéc quan 1y cac giao dién vat ly,

nhan Linux con hd tro kiéu giao dién mang 40. Pé c6 giao dién mang 4o, chung ta
can phai viét mot module dé gia lap cac mang vat 1y that. S¢ di ching ta lam dugc
nhu vay 1a do nhan Linux quan 1y giao dién mang bang mét cdu trac struct device
chung. Cau triic nay dugc khai bao trong file include/linux/netdevice.h:

struct device

{
/*

* This is the first field of the

"visible" part of this structure

It is the name

end
start
end */
start
address

* (i.e. as seen by users in the "Space.c" file).
* the interface.
*/
char *name;
/*
* I/0 specific fields
* FIXME: Merge these and struct ifmap into one
*/
unsigned long rmem_end; /* shmem "recv"
unsigned long rmem_ start; /* shmem "recv"
unsigned long mem_end; /* shared mem
unsigned long mem start; /* shared mem
unsigned long base addr; /* device I/0
unsigned int irqg; /* device IRQ

/* Low-level status flags. */

volatile unsigned char start;

*/
/*

* These two are just single-bit flags,
* reasons they have to be inside a "unsigned long".

number

but due to atomicity

* they should be inside the SAME unsigned long instead of
* this wasteful use of memory..

*/
unsigned
unsigned

long
long

struct device

/* The device initialization function.

int
void

/* Interface index.

int
int

/*

(*

*/
*/

*/
*/
*/

/* start an operation

However,

interrupt; /* bitops.. */
tbusy; /* transmitter busy */
*next;

init) (struct device *dev);

Called only once.

(*destructor) (struct device *dev);

Some hardware also needs these fields,
part of the usual set specified in Space.c.

Unique device identifier
ifindex;
iflink;

*/

*/

but they are not
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unsigned char if port; /* Selectable AUI, TP,..*/
unsigned char dma; /* DMA channel */

struct net device stats* (*get stats) (struct device *dev);

struct iw_statistics* (*get wireless stats) (struct device *dev);

/*

* This marks the end of the "visible" part of the structure.

All

fields hereafter are internal to the system, and may change at

* will (read: may be cleaned up at will).

*/

/* These may be needed for future network-power-down code. */
unsigned long trans_start; /* Time (in jiffies) of last Tx*/
unsigned long last rx; /* Time of last Rx */
unsigned short flags; /* interface flags (a la BSD)
*/
unsigned short gflags;
unsigned mtu; /* interface MTU value */
unsigned short type; /* interface hardware type */
unsigned short hard header len; /* hardware hdr length */
void *priv; /* pointer to private data */

/* Interface address info. */

unsigned char broadcast [MAX ADDR LEN]; /*hw bcast add*/

unsigned char pad; /* make dev_addr aligned to 8 bytes
*/

unsigned char dev_addr [MAX ADDR LEN]; /* hw address */

unsigned char addr_len; /* hardware address length */

struct dev mc list *mc_list; /* Multicast mac addresses */

int mc_count; /* Number of installed mcasts */

int promiscuity;

int allmulti;

/* For load balancing driver pair support */

unsigned long pkt queue; /* Packets queued */

struct device *slave; /* Slave device

*/

/* Protocol specific pointers */

void *atalk ptr; /* AppleTalk link */

void *ip ptr; /* IPv4 specific data */

void *dn ptr; /* DECnet specific data */

struct Qdisc *qgdisc;

struct Qdisc *gdisc sleeping;

struct Qdisc *gdisc list;

unsigned long tx queue len; /* Max frames per queue
allowed */

/* Bridge stuff */
int bridge port id;
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/* Polinters to interface service routines. */

int (*open) (struct device *dev);

int (*stop) (struct device *dev);

int (*hard start xmit) (struct sk buff *skb,
struct device *dev);

int (*hard header) (struct sk buff *skb,

struct device *dev,
unsigned short type,
void *daddr,

void *saddr,
unsigned len);

int (*rebuild header) (struct sk buff *skb);
#define HAVE MULTICAST

void (*set multicast list) (struct device *dev);
#define HAVE SET MAC ADDR

int (*set mac_address) (struct device *dev,

void *addr);

#define HAVE_PRIVATE_IOCTL

int (*do_ioctl) (struct device *dev,

struct ifreq *ifr, int cmd);

#define HAVE SET CONFIG

int (*set config) (struct device *dev,

struct ifmap *map);

#define HAVE HEADER CACHE

int (*hard header cache) (struct neighbour *neigh,
struct hh cache *hh);
void (*header cache update) (struct hh cache *hh,

struct device *dev,
unsigned char * haddr);
#define HAVE CHANGE MTU

int (*change mtu) (struct device *dev, int new mtu);
int (*hard header parse) (struct sk buff *skb,
unsigned char *haddr);
int (*neigh setup) (struct device *dev, struct
neigh parms *);
int (*accept fastpath) (struct device *, struct

dst_entry*);

#ifdef CONFIG NET FASTROUTE
/* Really, this semaphore may be necessary and for not fastroute
code;
*/
int tx semaphore;
#define NETDEV FASTROUTE HMASK OxF
/* Semi-private data. Keep it at the end of device struct. */
struct dst entry *fastpath[NETDEV_ FASTROUTE HMASK+1];
fendif
bi

Trong ciu trac device truong char *name chira tén cta giao dién (vi du, ethO, ethl
...), va chira mot s6 ham duoc thyuc thi trén giao dién d6 bao gém nhu ham thuc
hién két gan dia chi vat Iy int *set_ mac_address(struct device *dev, void *addr),
ham m¢ thiét bi int *open(struct device *dev), ham dong thiét bi int *close(struct
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device *dev), ham cung cip giao dién gilta ngudi ding va nhan int
*do_ioctl(struct device *dev , struct ifreq *ifr, int cmd). . . Va ching ta dac biét
quan tam td1 ham gl goi tin int *hard start xmit(struct sk buff *skb, struct
device *dev).

Ham int *hard start xmit(struct sk_buff *skb, struct device *dev) s€ thuc hi¢n guri
goi tin dugc chtra trong buffer skb qua giao dién mang dev. Day la ham gui goi
tin ra giao dién vat 1y thyc su. Chung ta c6 thé thuc hién cac cong viéc can thiét &
trong ham nay nhu boc thém dia chi IP, thém bt dit li€u trong goi tin mang (Goi
tin bao gdm phan dit liéu va phan header). . . Ching ta s& thuc sy khao sat k§ ham
nay trong phan gui goi tin di ctia phan mém IP-Cryplink-3.0.

Sau khi da két gan cac tham sb cho cau tric giao dién mang, chung ta ding ham
kernel API register netdev(struct device *dev) dé€ thuc hién dang ky giao dién
mang trong nhan.

Ching ta dung ham unregister_netdev(struct device *dev) dé loai bo giao dién
mang khi khong sir dung dén n6 nira.

3. Nhén goi tin mang trong nhan Linux

O phan trén chung ta da khao sat cach tao ra giao dién /mang a0 dé gu’l goi tin di
trong nhan Linux. O phan nay chung ta s& dé cap to1 van dé nhan goi tin guri dén
trong nhan Linux nhu thé ndo. Nhu ching ta da biét, qua trinh nhan goi tin s€ dugc
thue hién tir dudi 18n trén theo mé hinh tang mang. Dau tién _giao dién vat ly sé
thyc hién nhén goi tin. Sau do goi tin dugc chuyén 1én cho tang lién két dir lleu
(data link) va tiép dén 1a tang 1P (néu ho giao thirc chung ta dung 1a TCP/IP) ...

mdi tang thi nhan Linux cung cap céc ham xu ly goi tin khac nhau. Khi Ién ¢ tang
cao hon thi phan thong tin header ciia ting mang dudi bi loai bo.

Mot diéu dic biét tha vi 1a khi nhan goi tin & giao dién vat 1y, Linux cung cap giai
phap xtr Iy goi tin tuy thudc vao chi so6 giao thirc goi tin dugc gui. Cau truc struct
inet_protocol trong file include/net/protocol.h chtta chi s6 giao thure cua goi tin va
cac ham xur ly d6i véi goi tin ¢6 giao thic nay:
/* This is used to register protocols. */

struct inet protocol

{

int (*handler) (struct sk buff *skb, unsigned short len);

void (*err handler) (struct sk buff *skb, unsigned char *dp,
int len);

struct inet protocol *next;

unsigned char protocol;

unsigned char copy:1l;

void *data;
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const char *name;

}s

Trong cu tric trén thi trudng unsigned char protocol chinh 13 trudng chira giao
thirc cua goi tin can xu 1y, con con tro ham int (*handler)(struct sk buff *skb,
unsignecd short len) 1a ham xtr 1y goi tin c6 chi s6 giao thirc 1a protocol.

Nhéan Linux hd trg ham void inet add protocol(struct inet protocol *proto) dé
dang ky mét ciu trac inet _protocol da dugc khéi tao vao nhan, va vi¢c loai bd cu
tric inet protocol dd c6 sin trong nhin duoc thyc hién boi ham
inet del protocol(struct inet_protocol *proto).

Nhu vay, trong chuong nay ching ta da khao sat xong céac k¥ thuat gui va nhan
goi tin dugc thuc hién trong nhan Linux. Trong chuong II chung ta s€ xem x¢t giai
phap can thiép cu thé trong viéc giri va nhin gbi tin cia phan mém IP-Crypto.

4. Cac md hinh bao mit géi tin & tang IP trong IP-Crypto
4.1 Mo hinh hoat dong voi sw tao ldp dwong ham trong IP-Crypto (tunnel
mode)

IP-Crypto

P
SUBNET1 GATEWAY1

GATEWAY2

R o IP-Crypto o [ GUBNET2

Khi mot géi tin chuyén di tr SUBNET! sang SUBNET2 s& dugc may
GATEWAY! maé hoa va boc goi tin, sang bén may GATEWAY2 s& thuc hién
viéc giai ma, loai bé phan IP thém vao, dé tao ra goi tin nguyén ban ban dau.

M hinh tao 1ap tunnel (duong ham) giira hai gateway bao mat: Thuc chat cua viéc
tao 1ap tunnel do chinh la ching ta boc thém phan IP header méi cho goi tin di
gilta hai may gateway:

Outer IP header
IP header IP header
IP Payload IP Payload

M4yl [« Encapsulator |

»| Decapsulator

May?2
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Goi tin di tr Mayl sang May2 s€ dugc Encapsulator thém vao goi tin mdt IP
header mo1 va gui di sang cho Decapsulator. Khi Decapsulator nhan dugc goi tin
da dugc boc thém phan IP header méi thi nd s& thuc hién viéc loai bé phan IP
header m&i di va tra lai dang g6i tin nguyén ban ban dau dé gui sang May?2.

Duya vao k¥ thuat 1ap dudng ham c6 trong Linux, chiing ta cé thé xay dung chuong
trinh bao mat goi IP ma toan bo goi tin dugc truyén di gitta hai may gateway sé
duoc bao mat ké ca phan IP header ban dau cua géi tin. M6 hinh ctia g6i tin trude
va sau khi duoc bao mat nhu sau:

Orig IP hdr TCP | Data
(any options)

new [P hdr* | ESP Orig IP hdr* TCP | Data | ESP Trailer
(any options) (any options)

M3 ho >{

4.2 Bio mdt 6 tang IP cho phién truyén thong giiva hai mdy (Transport mode)

O m6 hinh bao mat géi IP c6 thiét 1ap duong ham dung dé bao mat giita hai mang
riéng ¢ hai dau may gateway (Mo hinh mang riéng ao VPN — Virtual Private
Network). Nhung chung ta cling c6 thé bao mat phién truyén thong giita hai may
ma khong can viéc thiét 1ap duong ham (tunnel). O trudong hop nay dinh dang IP
header ctia goi tin duoc gui di khong bi thay doi (Khong thuc hién ma hoa phan IP
header), ma chi c6 ndi1 dung goi tin dugc ma hoa. Sang bén may nhén s€ thuc hién
viéc giai ma ndi dung goi tin dé 1ay lai nguyén dang géi tin ban ddu chwa mé hoa.

M hinh duge thé hién nhu sau:

Orig IP hdr TCP | Data
(any options)

Orig IP hdr ESP | TCP | Data | ESP Trailer
(any options) | hdr

104



4.3 Dinh dang goi tin dong vién ESP (Encapsulating Security Payload Packet
Format)

O ca hai mé hinh bao mat trén thi sy khac nhau duy nhat d6 1a viéc thiét 1ap duong
ham khi bao mat. Mot dinh dang goi tin dugc sir dung cho ca hai truong hop do
chinh la goi tin dong vién ESP (Encapsulating Security Payload). Goi tin dong
vién ngoai phan dir liéu duoc bao mat (dwgc ma hoa) con bao gdm cac trudng
thong tin khac ding dé bao dam sy dong bo thong subt clia qua trinh ma hoa va
giai ma.

Goi tin sau khi dugc ma hod goéi 1a goéi tin ESP (Encapsulation Security Payload)
s€ c6 dinh dang nhu sau:

0 1 2 3
012345678901 234567890123456789°01
t—t—t—t—t—t—t—F—F—F—F—t—t—t—F—F—F—t—F—t—F—F—F—F—t—t—F—F—F—F—t—F—+ ————

| Connection Idetifier Index (CII) | ~Auth
t—t—F—t—t—t—t—F—F—F—t—t—t—F—F—F—Ft—t—t—t—F—F—F—t—+—+—F+—F+—F+—+—+—+—+ | CoOvV-—
| Sequence Number | |lerage
==ttt —t—F—F—F—t—t—t—F—F—F -ttt —F—F—F -ttt —F—F—F—F—Ft—+—+—+ |

| Initiator Vector (IV) [
==ttt —t—F—F—F—t—t—t—F—F—F -ttt —F—F—F—F -ttt —F—F—F—t—F—+—F+ | ————
| Payload Data (variable) | ”
~ ~

| | |Conf.
+ +—t—F—t—t—t—t—F—F—F—+—F—+—+—F—F—+—+t—+—+—+—+—-+-+—-+ |CovV-
| | Padding (0-255 bytes) | lerage*
-ttt —t—t—F—+ o=ttt -ttt -ttt —F—F—F—+ | \

| | Pad Length | Next Header | v v
==ttt -ttt -ttt —F—F -ttt —F—F—F—F -t =t —F—F—F =+ —F ——————
| Authentication Data (variable) |

| \
=ttt —t—F—F—F—t—t—t—F—F—F -ttt —F—F—F -ttt -t —F—F—F =+ —+—+

v" Connection Identifier Index

CII 1a gia tri 32-bit, trong su két hop voi dia chi IP dich va giao thirc an
toan (ESP), dinh danh duy nhét cho connection (cap két ndi) sir dung cho goi
tin ndy. Trén mot may gateway c6 thé c6 nhiéu connection cung ton tai, mot
connection dugc st dung dé bao mat cho mot cip mang riéng hay cho giao tiép
giita hai may cu thé nao d6. Vi thé, ching ta st dung CII dé chon connection
khi nhan duoc géi tin ESP. Phan nay s& duoc trinh bay cu thé hon trong phan
nhan goi tin giri dén.

v' Sequence Number (Chudi s6)
La truong s6 khong dau 32-bit, gia tri cua truong nay duoc tang lén sau moi
packet dugc gui di. Viéc su dung truong nay nhim muc dich chdng tin cong
lap lai. Vi goi tin ¢ truong chudi sb 1ap lai truong chudi sé cua goi tin trudce
hodc gia tri cta truong ndy qua bé so voi khoang gia tri trudng chudi sé hién
tai thi goi tin d6 khong dugc chap nhan.
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Initiator Vector (IV)

Day 1a phan dir lidu cia véc to khoi diém cua timg goi tin. Dé dam bao dugc
viéc giai mé goi tin ma khong bi anh huong boi viée lap goi tin, mAt goi tin thi
trén mdi gbi tin bao mat phai chira mot véc to khai diém cho chinh né.

Payload Data (Dir li¢u goi tin) ,
Day la phan chura dir li€u cua goi tin mang di. Truong Payload Data 1a bat budce
va no 1a s6 nguyén duong dd dai cac byte..

Padding (For Encryption) (Thém dit li¢u cho ma hoa).
bay la phan dir li¢u thém vao cho chan khoi dau vao ma hod. Trudong nay ap
dung cho ham ma hoa 1a ma kho61 & mode ECB, hodac CBC.

Pad Length

Truong Pad Length chi ra s6 byte duogc thém vao ma dung ngay trude no. Gia
tri hop 18 1a tir 0 — 255. Néu gid tri cta trudng nay 13 0 diéu do c6 nghia 1a
khéng c6 phan dir liéu duoc thém vao.

Next Header

Next Header 13 trudng 8-bit chi ra kiéu dit liéu chtra trong trudng Payload
Data. Truong niy chi ra kiéu goi tin duoc str dung & day chinh 1a kiéu géi tin
ESP (IPPROTO_ESP).

Authentication Data (Dir li€u xac thuc)

Dt li¢u xéc thuc 1a truong chira ICV (Intergrity Check Value) dugc tinh trén
toan bg goi tin ESP trur phén dir liéu xac thyc. BJ dai cua truong dugce xac dinh
boi ham xéc thuc duoc lua chon. O day chung t61 sir dung ham xac thyuc 1a ham
bam MD5 véi dau ra duoc chon la 96 bit.

Niam ¢ dau trong phan dit liéu goi tin (sau IP header) 1a cac tham sé vé s6 hiéu bo
tham sb an toan ap dung cho géi tin (CII) 1a trudng esp cii, s6 hiéu cia goi tin
esp_rpl, va véc to khoi diém esp_iv ap dung cho géi tin. Ca 3 tham sb nay duoc
chtra trong cdu truc struct esp & trong file ipsec_esp.h nhu sau:

struct esp

{

}

_ u32 esp cii; /* Security Parameters Index */
__ u32 esp rpl; /* Replay counter */
_ u8 esp iv[EMT ESPBLOCKCIPHER IV Sz]; /* iv */

Mo hinh géi tin khi thém céc tham s6 bo tham sé an toan cho géi tin cii, chi s6 goi
tin rpl, va véc to khai diém la:
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IP header |cii | tpl | iv Data

Phén dit liéu thém vao dé chin khdi ma hoa duoc gan vao theo chudi cac byte lién
tiép. Sau phan dir liéu padding 1a byte bao d6 dai dir liéu thém vao (trudng Pad
length) gdm c6 bao nhiéu byte. Tiép theo 1a byte bao giao thirc ESP duoc sir dung,
sau byte nay la 12 byte (96 bit) dir liéu xac thuc cho goi tin sinh ra tur ham MDS.
(T4t ca cac cong viéc gan cac phan dir liéu ndy dugc trinh bay cu thé & phan 1.5 va
1.6). S¢ di ching ta phan biét dugc gitra goi1 tin bao mat va goi tin khong bao mat
1a nho vao chi sb giao thire géi tin 1a ESP hay khong phai 1a ESP.

Mo hinh g6i tin IP duoc bao mat giri di trén duong truyén nhu sau:

IP header |cii |rpl | iv | Data | padding data|pad length| protocol | auth data

«—ESP—»  |«——— ESPTrailer —»

5. Qua trinh giwi goi tin trong IP-Crypto

Phan mém IP-Cryplink-3.0 gui goi tin dugc bdo mat thong qua cac mang do dugc
dyng san. Chi nhitng géi tin nao duoc bao mat moi dugc cac mang ao nay xu ly.
Mot cac mang dugc dai dién boi mot ciu tric device. Trong ciu trac device, co
chira cac tham s lién quan dén thiét bi nhu tén giao dién, dia chi vao ra cua thiét
bi phan cing, ngit ctia phan cling, va cac ham khi khéi tao. Vi cac con tré ham
trong cdu tric device, s& tré dén nhitng ham thuc hién cic cong viée can thiét khi
giao dién mang dugc khdi tao va hoat dong. Trong cac con tré ham dé thi ham
thuc hién viéc gtri gobi tin di do chinh 1a con tré dev->hard start xmit. Nhu viy, ta
c6 thé thiét 1ap mot ham guri dir liéu ma ta co thé thuc hién cac bude xir Iy géi tin
trude khi gui di. Cac cong viée khi khoi tao mét giao di€n mang thuc hién & ham
ipsec_tunnel init(struct device *dev) trong tép ipsec_tunnel.c:

int
ipsec_tunnel init(struct device *dev)
{

int i;

/* Add our tunnel functions to the device */

dev->open = ipsec_tunnel open;
dev->stop = ipsec_tunnel close;
dev->hard start xmit = ipsec tunnel start xmit;

dev->get stats ipsec tunnel get stats;
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dev->set multicast list = NULL;
dev->do_ioctl ipsec tunnel ioctl;

dev->hard header = NULL;

dev->rebuild header = NULL;

dev->set mac_ address = NULL;
dev->header cache update= NULL;

dev->neigh setup = ipsec_tunnel neigh setup dev;
dev->hard header len = 0;

dev->mtu = 0;

dev->addr_ len = 0;

dev->type = ARPHRD_TUNNEL;

dev->tx queue len = 10; /* Small queue */
memset (dev->broadcast, OxFF, ETH ALEN) ;

/* New-style flags. */

dev->flags = IFF NOARP /* 0 */ /* Petr Novak */;
dev_init buffers(dev);

return 0;

Pé ding ky mot card mang trong nhan Linux, ching ta goi ham
register _netdev(struct device *):

Trong ham ipsec_tunnel init devices() & t€p ipsec_tunnel.c, thuc hién viéc
dang ky card mang trong nhan nhu sau:

static struct device dev _ipsecO = {
“ipsecO\O “,
.
ipsec_tunnel probe

}s

if (register netdev(&dev_ipsecO) != 0) /* Goi ham register netdev
dé ding ky cac mang */
return -EIO;

Khi ham ipsec_tunnel_init dugc goi thi trong nhan s& c6 mét thiét bi mang ao
1psec duoc dai dién boi mot cdu trac device. Khi goi tin duge gui qua card mang

40 ipsec thi ham dev->hard_start xmit() s& thuc hién cac cong viéc can thiét dé
gt go1 tin di. Theo do6, con tré6 ham dev->hard start xmit() chi t61 ham
ipsec_tunnel start xmit().

Ham ipsec_tunnel_start xmit( ) thuc hién cdc cong viéc ma hod goi tin, tinh di
liéu xac thuc, boc thém dia chi IP mdi (néu trong ché do tunnel) . . . Tuy nhién, &
gateway bao mat dung IPSEC thi khong phai moi goi tin di qua cac mang 4o ipsec
déu duoc bao mat ma phai nhitng goi tin ndo thoa man diéu kién dia chi IP ngudn
va dich cua né nam trong cap dia chi mang riéng ao dugc di€n bdo mat. Néu
khong thoa man thi ham ipsec_tunnel start xmit( ) s& khong thuc hién bét cir thao
tac ndo d6i voi nhitng loai goi tin nay.
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Poan trinh xac dinh c6 b tham s6 an toan cho géi tin hién tai hay khong:

/*
* First things first -- look us up in the erouting tables.
*/

matcher.sen len = sizeof (struct sockaddr encap);

matcher.sen family = AF ENCAP;
matcher.sen type = SENT IP4;
matcher.sen ip src.s addr = iph->saddr;
matcher.sen ip dst.s addr = iph->daddr;

/* Tim kiém bo tham sb an toan cho géi tin */

er = ipsec_ findroute (&matcher);
if (er) {
outgoing cnid = er->er cnid;

}
/* Lay bd tham s an toan tuong tng */

spin lock irgsave (&tdb lock, tdb flags);
tdbp = gettdb (&outgoing cnid);

Mot goi tin IP dugc ma hoa bang ham ma khéi MK 1 trong mode CBC, thi phan
dau cua n6 can phai khai bao véc to khdi diém ban dau. Cung véi no 1a cac thong
tin CII (Connection Information Index) khai b4do goi tin thugc connection nao, chi
sO s6 thur ty gbi tin giri di dé chong lai kiéu tan cong 1ap lai. Ching ta can phai biét
d6 dai cta cac trudng nay dé thuc hién viée cung cap khoang trong cho buffer skb.
DPoan trinh xac dinh d6 dai cua céc truong:

switch (tdbp->tdb cnid.proto) {
case IPPROTO_ESP:
switch (tdbp->tdb _encalg) {
case ESP BLOCKCIPHER:
headroom += sizeof (struct esp);
break;

Néu trong trudng hop thlet 1ap tunnel thi & phan dau cia cau tric buffer skb ching
ta con phai danh phan tréng cho phan IP header méi thém vao:

case IPPROTO_ TIPIP:
headroom += sizeof (struct iphdr);
break;
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O phan cubi cua buffer skb, vi do dai goi tin 1a bat ky, muon ap dung duoc ham
m?i~ khéi’ MK1 & mode CBC thi chiung ta qﬁn phai thyc hién thém pl}én dfg: liéu
chan khoi (padding data). Poan trinh tinh phan dir li¢u thém vao cho chan khai la:

tailroom += ((BLOCKCIPHER DATA SIZE - ((pyldsz + 2 * sizeof (unsigned
char)) % BLOCKCIPHER_DATA_SIZE)) S BLOCKCIPHER_DATA_SIZE) + 2;

Mit khac, vi dit liéu x4c thuc gdm 12 byte dit ¢ cudi goi tin nén chung ta ciing can
cung cap vung nhé cho no:

case AH MD5:
authlen = AHHMAC HASHLEN;
break;

Tong do dai can cung cap & cuoi goi tin bao gdm phan dir liéu thém vao chan khoi
va phan dir li¢u xac thyc:

tailroom += authlen;

DPé dam bao cho mdi goi tin duoc ma hoa va giai ma ding. Tranh trudng hop
luéng g6i tin dén dich khong dung thtr tw, hodc co sy mét mat gobi tin trén duong
truyén s& anh hudong dén cic gbi tin sau d6. Thi ¢ mdi goi tin phai chua véc to
khoi diém cua géi tin 6. Poan trinh thuc hién viée 1dy va gan véc to khoi diém
trong ham ipsec tunnel start xmit() trong t€p ipsec tunnel.c:

case ESP BLOCKCIPHER:
iv[0] = *((_u32*) & (espp->esp_1iv) ) =
__u32*) (tdbp->tdb_iv)) [0

’

( 1
iv([1l] = *((_u32*)&(espp->esp_1iv) + 1) =

((__u32*) (tdbp->tdb _iv)) [1];
iv[2] = *((__u32*) & (espp->esp_ 1v) + 2) =

((__u32*) (tdbp->tdb_iv)) [2];
iv[3] = *((_u32*)&(espp->esp_iv) + 3) =

((__u32*)(tdbp->tdb_iv))[3];

Trong chuong trinh ching t6i ¢6 str dung mot truong chira s6 thr tu cla got tin. S
thtr ty nay dung chinh bang s6 goi tin duoc gui di. Viée st dung truong sd thir tu
nay sé chong lai duoc kiéu tan cong lap lai:

espp->esp_rpl = htonl (++ (tdbp->tdb replaywin lastseq));

Bé&i vi ¢ trén hai gateway c6 thé ton tai nhi€u connection khic nhau, diéu dé co
nghia 1a cé nhi€u gobi tin dwgc bao mat gilra cac cap mang ao khac nhau. O bén
nhan, d€ phan biét dugc connection nao dugc st dung cho goi tin dén thi bén nhan

phai dira vao chi sd phan biét connection CII. Trén mdi goi tin né chtra théng tin
ve CII dé bén nhan dya vao CII dé nhan b tham s6 an toan twong trng cho goi tin:

case IPPROTO ESP:
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espp = (struct esp *) (dat + iphlen);
espp->esp_cii = tdbp->tdb cii;

Pé thém chan khdi ma hod ddi vai goi tin thi chung ta da xac dinh duoc d6 dai can
thém vao. Dit liu dugce thém vaosé 1a 1,2, 3 ... bé sang bén nhan khoi phuc lai
d6 dai nguyén ban ban dau cta goi tin thi bén gui s& phai bao d6 dai phan dir liéu
thém vao:

Poan trinh thyuc hién viéc thém dit liéu chin khéi:

padlen tailroom - 2 - authlen;

for (i = 0; i < padlen; i++) {
pad[i] = 1 + 1;
}

Lénh thyc hién viéc bao do dai phan dir li¢u thém vao:
dat[len - authlen - 2] = padlen;

Sau khi d& hoan tit cac cong viéc can thiét thi trinh s& thuc hién viéc goi ham dé
ma hod goi tin duogc gui di bang viéc goi ham blockcipher cbc encrypt():

case ESP BLOCKCIPHER:
blockcipher cbc encrypt(idat, idat, ilen,
(caddr t) (tdbp->tdb key e), (caddr t)iv, 1);
break;

Véc to khoi di€m cua goi tin sau s€ dugce lay bang cach cap nhat 16 byte cudi cung
cua goi tin dugc ma hoa trudce do:

switch (tdbp->tdb encalg) {
case ESP BLOCKCIPHER:
/* XXX update IV with the last 16 octets of the encryption */

((__u32*) (tdbp->tdb_iv)) [0] = ((__u32 *) (idat)) [(ilen >> 2) - 4];
((__u32*) (tdbp->tdb_iv)) [1] ((__u32 *) (idat)) [(ilen >> 2) - 3];
((__u32*) (tdbp->tdb_iv)) [2] =((_u32 *) (idat)) [(ilen >> 2) - 2];
((__u32*) (tdbp->tdb_iv)) [3] = ((__u32 *) (idat)) [(ilen >> 2) - 1];
break;

Sau khi ma hoa goi tin xong, chuong trinh s€ thyc hién viéc bam trén ndi dung goi
tin da duoc ma dé tinh ra dir I@éu >§éc thuc. Ham bam mat ma dugc dung ¢ day la
ham MDS5 véi mode HMAC, lay dau ra 96 bit (12 byte):

switch (tdbp->tdb authalg) {
case AH MDS5:
tctx.md5 = ((struct md5 ctx*) (tdbp->tdb key a))->ictx;
MD5Update (&tctx.md5, (caddr t)espp, len - iphlen - authlen);
MD5Final (hash, &tctx.mdb);
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tctx.md5 = ((struct md5 ctx*) (tdbp->tdb key a))->octx;
MD5Update (&tctx.md5, hash, AHMD596 ALEN) ;
MD5Final (hash, &tctx.mdb);

Dit liéu xé4c thuc duoc dit vao & cudi goi tin sir dung ham memcpy():

memcpy (& (dat[len - authlen]), hash, authlen);

Trong ché do tunnel, g61 tin sau khi da dugc ma hod s€ dugc boc thém mot phﬁn
IP header moi véi dia chi nguén la dia chi IP ctua card mang ipsec cua n6 va dia
chi dich 1a dia chi IP ctiia card mang ipsec ciia may gateway bao mat bén nhan.
DPoan trinh thuc hién viéc gz“'ln thém dia chi IP:

case IPPROTO _IPIP:

iph->version = 4; /* const should be used here */

iph->tos = skb->nh.iph->tos; /* XXX is this right? */

iph->ttl = 64; /* ip statistics.IpDefaultTTL; */

iph->frag off = 0;

iph->saddr = ((struct sockaddr in%*) (tdbp->tdb_addr s))-
>sin addr.s_addr;

iph->daddr = ((struct sockaddr in%*) (tdbp->tdb_addr d))-

>sin addr.s addr;
iph->protocol = IPPROTO IPIP;

iph->ihl = sizeof (struct iphdr) >> 2 /* 5 */;

iph->id = htons (ip_id count++); /* Race condition here?*/
newdst = (_ u32)iph->daddr;

newsrc = (_ u32)iph->saddr;

skb->h.ipiph = skb->nh.iph;

break;

Sau d6 trinh s& thyc hién viéc xac dinh duong di cho goi tin bang cach goi ham
ip_route output():

if (ip_route output(&rt, skb->nh.iph->daddr, skb->nh.iph->saddr,
RT TOS (skb->nh.iph->tos),physdev->iflink)) {
stats->tx errors++;
goto cleanup;

Goi tin thue sy dugc giri di bang ham ip_send():

ip_ send(skb);

stats->tx packets++;

6. Nhén goi tin trong IP-Crypto

Trong Linux dé dang ky mot giao thirc mang nao d6 chung ta sir dung ham

inet_add_protocol(). Khi goi ham nay thi trong nhan Linux duoc thém vao ciu
truc dung dé xu ly loai goi tin c6 giao thitc mang cu thé nao dé. Trong trinh ctia
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chung ta goi tin dugc bdo mat do chinh 1a goéi tin ¢6 giao thirc 1a IPPROTO_ESP.
Nhitng goéi tin bao mat da dugc ham ipsec tunnel start xmit( ) xir 1y va gan cho
giao thuc goi tin 1a IPPROTO ESP. Va ¢ bén nhan chi c6 nhitng goéi tin nao cé
giao thuc 1a IPPROTO_ESP méi duoc trinh ipsec xtr 1y.

Trong ham ipsec_rcv.c cau truc struct inet protocol esp dugc xac dinh nhu sau:

struct inet protocol esp protocol =

{

ipsec_rcv, /* ESP handler */
NULL, /* TUNNEL error control */
0, /* next */

IPPROTO ESP, /* protocol ID */

0, /* copy */

NULL, /* data */

"ESP" /* name */

}s

Va trong ham ipsec_init() trong tép ipsec_init.c thuc hién viéc dang ky giao thirc
bang cach goi ham:

inet add protocol (&esp protocol);

Trong ciu trac esp trén thi ipsec_rcv 1a ham dung dé nhan va xt 1y goi tin, va
IPPROTO_ESP chinh Ia giao thirc ctia goi tin. Nhu vay, vdi cac goi tin bao mat
cua chung ta thi giao thirc cua goi tin bao gio cling 1a [IPPROTO_ESP. Va goi tin
c6 giao thuc IPPROTO_ESP s€ dugc ham ipsec rcv() nhan va xu ly. Viéc quan
trong nhat cua chung ta d6 chinh 13 viéc lya chon cach xur Iy g6i tin phil hop nhét
trong ham ipsec_rcv().

Ham ipsec_rcv(struct sk_buff *skb, unsigned short xlen) duoc ding dé xu 1y goi
tin IPPROT_ESP nhan vé. Cac cong viéc can thyc hién trong ham ipsec_rcv() ddi
v6i1 goi tin bdo mat doé chinh 14 viéc xac thyc goi tin, tim kiém bo tham s tuong
mg véi goi tin, giai ma, loai bé phan dir liéu chin khoi, loai bo phan IP header
thém vao (néu trong truong hop tunnel mode) . . . va chuyén goi tin cho ting
mang cao hon dé xu 1. Trong ham ipsec rcv (), boi vi bo tham sb an toan cho
connection ¢d dinh 1a ham Ma khéi MK1 va ham biam MDS5 nén trong chuwong
trinh chiing ta s& lya chon 2 ham nay dé tang toc vé thoi gian.

Viéc dau tién trong ham ipsec_rcv() thuc hién chinh la viéc xac dinh giao thic cua
g01 tin. Néu goi tin c6 giao thirc khong phai 1a IPPROTO_ESP thi chuong trinh sé
bo qua khong xtr 1y goi tin nay:

protoc = ((struct iphdr *)skb->data)->protocol;
if (protoc != IPPROTO ESP) {

goto rcvleave;
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Sau khi xac dinh dugc goi tin co giao thirc 1a IPPROTO_ESP thi chuong trinh
thuc hién viéc léy bo tham s6 an toan ung voi goi tin thong qua cac tham s tir go1
tin mang tai nhu cii, dia chi nguon cla goi tin va giao thirc. Viéc chira dung tham
s cii 1a rat quan trong trong g061 tin bao mat. Bai vi, trén mot cap may gateway co
thé dung dé bao vé nhiéu cap mang con ao khac nhau. Ma do yéu cau thuc té mdi
mang con lai ¢6 bd tham sb an toan khac nhau. Vi thé, ddi voi goi tin dén trong
truong hop tunnel thi khong c6 cach gi khac hon la ching ta phai dya vao chi s6
cii dé biét duoc géi tin can phai dugc dung b tham s6 an toan cho connection cu
thé nao trong cac bo tham sb an toan cho cic connection hién tai dang c6 trén may
gateway.

cnid.dst.s addr = ipp->daddr; /* Liy dia chi ngudn cua géi tin */
switch (proto) {
case IPPROTO_ESP:
espp = (struct esp *) (skb->data + iphlen);
cnid.cii = espp->esp cii; /* Ly théng sb cii cua gbéi tin*/
break;

ciid.proto = proto; /* Xac dinh giao thtGic tuong Ung */

Ham lay bd tham s6 an toan tuwong ting v&i connection:

spin lock irgsave (&tdb lock, tdb flags);
tdbp = gettdb (&cnid);

Néu khong tim thay bo tham s an toan cho géi tin thi goi tin s& bi bé qua khong
xu ly:
if (tdbp == NULL) {

ifkséats) {

stats->rx dropped++;
}

goto rcvleave;

Khi tim thdy bd tham sb an toan tuong tmg voi connection hién tai. Chuong trinh
s& thuc hién viéc kiém tra chudi sb ctia goi tin xem liéu goi tin do c6 bi gui lap lai
hay 13 d3 qua cii hay khong nhd ham ipsec_checkreplaywindow(), néu géi tin bi
1ap hodc da qua cii thi goéi tin bi bo qua:
if (!ipsec checkreplaywindow (tdbp, replay)) {

ifkséats) {

stats->rx dropped++;

}
tdbp->tdb replaywin errs += 1; /* L&i xay ra */
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goto rcvleave;

Chuong trinh s& thyc hién tinh toan dir liéu xac thuc trén goi tin. Néu phﬁn dir liéu
xac thyc tinh dugc ma khong so khép véi phan dir lidu xac thye ma goi tin mang
tai diéu d6 c6 nghia 13 noi dung goi tin da bi thay d6i. Goi tin s& khong dugc xir 1y:
Lénh 13y dit liéu x4c thuc mang tai trén goi tin:

authenticator = &(dat[len - authlen]);
Doan trinh tinh toan dir li¢u xac thyc trén goi tin:

if (tdbp->tdb authalg) {
switch (tdbp->tdb_authalg) {
case AH MDS5:
tctx.md5 = ((struct md5 ctx*) (tdbp->tdb key a))->ictx;
if (proto == IPPROTO_ ESP) {
MD5Update (&tctx.md5, (caddr t)espp, ilen);

}

MD5Final (hash, &tctx.mdb);

tctx.md5 = ((struct md5 ctx*) (tdbp->tdb key a))->octx;
MD5Update (&tctx.md5, hash, AHMD596 ALEN) ;

MD5Final (hash, &tctx.md5);

break;

Viéc so sanh dir li¢u xac thuc mang tai va dit liéu xac thuc tinh dugc duoc thuc
hién nho ham so sdnh mememp():

if (memcmp (hash, authenticator, authlen)) {
if (stats) {
stats->rx dropped++;

}
tdbp->tdb_auth errs += 1;
goto rcvleave;

} else {
KNMS PRINT (debug rcv, "knms debug:ipsec rcv: authentication

successful.\n");

}

Ham ipsec_rcv() sau khi d kiém tra tinh trung thuc ctia ndi dung géi tin mang tai,
s€ thuc hién viéc gidi ma dé lay lai nd1 dung goi tin nguyén ban ban dau bang vi¢c
goi ham blockcipher cbc_encrypt():

blockcipher cbc encrypt(idat, idat, ilen,
tdbp->tdb key e, (caddr t)iv, 0);

O bén glri da thuc hién viéc thém dit liéu cho chén khdi ma hoa. Thi & bén nhan
ching ta can phai loai bé phan dir liéu thém vao nay. Lénh xac dinh d6 dai phan

dir liéu thém vao:
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padlen = idat[ilen - 2];

Chung ta thuc hién viéc kiém tra xem dit liéu duoc thém vao cd phai theo tht tu
tuan tu 1, 2, 3, ... hay khong? Néu khong phai thi da c6 161 xay ra va goéi tin bi bd
qua:
for (i = 1; i <= padlen; i++) {

ifki'!: idat[ilen - 2 - padlen + i - 1]) {

édgp;>tdb_encpad_errs +=1;

}
Boi vi géi tin nguyén dang ban dau khong cé phan ESP header nén khi chiing ta
thém phan ESP header & dau goi tin & bén guri thi & bén nhan cling phai thyc hién

loai bé phan nay di. Trong Linux viéc loai bo khoang dit liéu ¢ phan dau géi tin s&
duoc thuc hién véi ham skb_pull():

skb pull (skb, esphlen);

Phan dir liéu thém vao & cudi goi tin s€ dugce loai bé bang ham skb_trim():
skb trim(skb, len - esphlen - pad);

Trong truong hop gitta hai gateway bao mat c6 thiét 1ap duong ham (tunnel) thi
phan IP header thém vao ciling sé dugc loai bo:

if (ipp->protocol == IPPROTO_ IPIP) {
if (skb->1len < iphlen) {

goto rcvleave;
}
skb_pull (skb, iphlen); /* Ham loai bd phan IP header */
ipp = (struct iphdr *)skb->nh.raw = skb->data;
skb->h.raw = skb->nh.raw + (skb->nh.iph->ihl << 2);

Sau khi khoi phuc lai dang go1 tin nguyén ban ban dau thi ham ipsec_rev() s€ thuc
hién viéc goi ham netif rx() dé chuyén phan buffer dir 1iéu 1€n cho tang giao thirc
trén xu 1y:

netif rx(skb);

Goi tin s€ duoc dua lén ¢ t?lng IP, sau d6 s& dugc nhan Linux tim kiém duong di
ti€p theo ctia goi tin trong bang dan dudng (routing table) va sau do gobi tin duogc
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gui toi dich (Qua trinh nay géi tin duge dua vé dang nguyén ban ban dau, khong
c6 ma hoa).
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Chuong 2
Phan mém IP-CRYPTO

1. M nguon ciia IP-CRYPTO
Cac file trong thu muc cryplink-3.0:

TT Thu muc cryplink-3.0 Mo ta

1 Thu muc Cryplink3.0

1.1 Makefile

1.2 Version.c

2 Thu muc knms/net/ipsec Céc file chinh tao ra ipsec.o
2.1 knms/net/ipsec/version.c

2.2 knms/net/ipsec/Config.in

23 knms/net/ipsec/Makefile

24 knms/net/ipsec/defconfig

2.5 knms/net/ipsec/ipsec_encap.h

2.6 knms/net/ipsec/ipsec esp.h

2.7 knms/net/ipsec/ipsec init.c

2.8 knms/net/ipsec/ipsec ipe4.h

2.9 knms/net/ipsec/ipsec md5c.c

2.10 | knms/net/ipsec/ipsec_mdSh.h

2.11 knms/net/ipsec/ipsec netlink.c

2.12 | knms/net/ipsec/ipsec_netlink.h

2.13 knms/net/ipsec/ipsec radij.c

2.14 | knms/net/ipsec/ipsec_radij.h

2.15 | knms/net/ipsec/ipsec rcv.c

2.16 knms/net/ipsec/ipsec rcv.h

2.17 knms/net/ipsec/ipsec tunnel.c

2.18 knms/net/ipsec/ipsec tunnel.h

2.19 knms/net/ipsec/ipsec xform.c

2.20 | knms/net/ipsec/ipsec_xform.h

2.21 knms/net/ipsec/ptkey v2.c

2.22 | knms/net/ipsec/pfkey v2 parser.c

2.23 knms/net/ipsec/radij.c

2.24 | knms/net/ipsec/radij.h

2.25 knms/net/ipsec/sysctl net ipsec.c

2.26 | knms/net/ipsec/libblockcipher

3 Thu muc knms/patches2.2 Thém viao mi nguodn cua nhin dé hd tro
[Psec

3.1 knms/patches2.2/Documentation.C
onfigure.help
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3.2 knms/patches2.2/include.linux.in.h
3.3 knms/patches2.2/include.linux.netl
ink.h
3.4 knms/patches2.2/net.Config.in
3.5 knms/patches2.2/net.Makefile
3.6 knms/patches2.2/net.ipv4.af inet.c
3.7 knms/patches2.2/net.netlink.af net
link.c
3.8 knms/patches2.2/net.netlink.netlin
k dev.c
3.9 knms/patches2.2/net.netsyms.c
3.10 | knms/patches2.2/net.netsyms.c.1
3.11 knms/patches2.2/net.netsyms.c.2
4 Thu muc knms/utils Cac tién ich phuc vu vi¢c trao doi gitra
nguoi dung va nhan
4.1 knms/utils/version.c
4.2 knms/utils/Makefile
4.3 knms/utils/eroute.c Tao ra bang dan duong cho cdc goi tin
IPSEC.
4.4 knms/utils/knmsdebug.c
4.5 knms/utils/cii.c C6 chitc nang tao va x6a IPSEC CN. Dau
vao la céc thong tin trong ipsec.conf s€
dugc str 1y dé tao ra cdc message gui cho
nhan.
4.6 knms/utils/ciigrp.c Nhom hoac huy nhém cac CN.
4.7 knms/utils/tncfg.c Gan card mang ao IPSEC véi card mang
vat ly.
5 Thuw muc lib Céc ham chuyén d6i dia chi
5.1 lib/Makefile
5.2 lib/Makefile.kernel
53 lib/convert.c
54 lib/convert4kernel.c
5.5 lib/internal.h
5.6 lib/optionsfrom.c
5.7 lib/ptkey.h
5.8 lib/ptkey v2 build.c
5.9 lib/ptkey v2 ext bits.c
5.10 | lib/ptkey v2 parse.c
5.11 lib/ptkeyv2.h
5.12 lib/cryplink.h
6 Thu muc utils Céc tién ich chung
6.1 utils/rsasigkey.c St dung khi dung phuong phap xac thuc
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bang chit ky s6 RSA (tao ran, e, d). Chi y
rang cdc tham s6 chi dugc ki€ém tra theo
thuat todn xac suét.

6.2 utils/Makefile

6.3 utils/ confread Thuc hién viéc doc ndi dung hai file cau
hinh ipsec.conf lam dau vao cho chuong
trinh cii.

6.4 utils/patcher Sir dung khi patch mot so file vao nhan dé
ho tro IPSEC.

6.5 utils/ updown Thuc hién céc Iénh shell nhu route add,
route del, ipfwadm... Sau khi chuong trinh
doc file ipsec.conf, thong tin s& dugc luu
vao cac bién cho _updown st 1y.

6.6 utils/barf Dung khi muén xem céic thong tin lién
quan khi IPSEC da chay.

6.7 utils/errcheck

6.8 utils/ipsec.in Tao ra t&p ipsec sau khi chay Iénh make.
Tép ipsec c6 chiic nang don gian la goi cac
lénh khdc dé chay. Chang han lénh "ipsec
setup start" c6 nghia la thuc hién 1énh
"setup start".

6.9 utils/look Dung khi muén xem cac thong tin lién
quan khi IPSEC da chay.

6.10 | utils/manual Pugc st dung khi phan phoi khéa theo
phuong phédp thi cong. Goi ham cii dé xu
1y thong tin doc tu file ipsec.conf.

6.11 utils/setup Thuc hién cac lénh dé khoi dong hoac tat
dich vu ipsec.

6.12 utils/ipsec

6.13 utils/showdefaults

7 Thw muc libblockcipher Thuit todn ma hod

7.1 libblockcipher/Makefile

7.2 libblockcipher/libblockcipher.a

7.3 libblockcipher/blockcipher.h

7.4 libblockcipher/blockcipherconst.h

8 Thuw muc Keyexchange-3.0 Trao doi khoa tw dong

8.1 /KeyExchange-3.0/keyingd

8.1.1 | /keyingd/keyingd.c

8.2 KeyExchange-3.0/libgmp Chira thu vién tinh toan s6 16n gmp

8.3 KeyExchange-3.0/pubkey Thuyec hién trinh trao d6i khoa

8.3.1 | pubkey/Makefile

8.3.2 | pubkey/Config.h

8.3.3 | pubkey/dhkey.h Chtra cic khai bao can thiét cho luoc d6
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trao doi khoa Diffie-Hellman.

8.3.4 | pubkey/kex.h Chtra cic khai bao cho trinh trao d6i khoa
8.3.5 | pubkey/lock.c Chtra cac ham thuc hién viéc khoa file
8.3.6 | pubkey/main.c Chtra ham main() cua trinh trao d6i khod.
8.3.7 | pubkey/mkl.h Chtra cac khai bao cho ham ma hoa
8.3.8 | pubkey/negotiate.c Thuc hién viéc trao doi g0i tin

8.3.9 | pubkey/p shal.c Chtra ham bam xac thuc shal

8.3.10 | pubkey/packet.c Chtra cac ham khéi tao goi tin

8.3.11 | pubkey/proto.c Chtra cac ham xu 1y ting kiéu goi tin
8.4 KeyExchange-3.0/lib Thu muc chira cdc trinh chuyén do6i
8.4.1 | lib/Makefile

8.4.2 | lib/Makefile.in

8.4.3 | lib/debug.c

8.4.4 | lib/dsprintf.c

8.4.5 | lib/getaddr.c

8.4.6 | lib/gethex.c

8.4.7 | lib/hex.c

8.4.8 | lib/hexdump.c

8.4.9 | lib/hexstr.c

8.4.10 | lib/kex_syslog.c

8.4.11 | lib/kexlib.h

8.4.12 | lib/parseopt.c

8.4.13 | lib/retstatus.c

8.4.14 | lib/secchk.c

8.4.15 | lib/setsig.c

8.4.16 | lib/sighand.c

8.4.17 | lib/xread.c

8.4.18 | lib/xwrite.c

8.4.19 | lib/xwritev.c

8.5 KeyExchange-3.0/libblockcipher | Thu muc chira thw vién ciia ham ma

khoi

2. Qua trinh bién dich va cai diat IP-CRYPTO
2.1 Cac yéu cdu
e May tinh cai dat ban Linux Red Hat 6.2 (phién ban nhan 2.2.14-5.0).

Thu muc chira ma ngudn (file cryplink-3.0.tar.gz) 13 /usr/src.
Str dung phién lam viéc véi nguoi dung root (si€u nguoi dung).
Phai ddm bao da cai dat goi kernel-source-2.2.14-5.0.1386.rpm va goi kernel-

headers-2.2.14-5.0.1386.rpm. Ngoai ra cac goi phuc vu qua trinh bién dich ciing
phai dugc cai dat.
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e Ngudi bién dich phai biét cach cai dat va chay thir nhan méi khong co hd tro
CrypLink truéce khi thuc hién qua trinh nay.

Sau khi copy file ma ngudn cryplink-3.0.tar.fz vao thu muc /usr/src ching ta
phai giai nén file nay:

[root@pvkh /]# cp cryplink-3.0.tar.gz /usr/src/

[root@pvkh /1# tar -xzvf /usr/src/cryplink-3.0.tar.gz
Sau khi giai nen ching ta s€ co thu muc cryplink-1.0 trong /usr/src. O day, chung toi
s€ trinh bay hai phuong phap bién dich dé cai dat phan mém CrypLink. Phuong phap
thur nhat 1a cai dat & ché do kernel. Toan bo KNMS dugc gin truc tiép vao trong ma
nguon cua nhan. Phuong phép thu hai 1a cai dat ¢ ché do module. KNMS dugc dich &
dang module va duoc gan vao nhan khi CrypLink khoi dong.

2.2 Cai dit ¢ ché dp kernel

e Budc 1:

Chuyén vao thu muc cryplink-3.0 sau khi da giai nén. Sau d6 thyc hién cac
Iénh sau:

[root@pvkh /|# cd /usr/src/cryplink-3.0

[root@pvkh /cryplink-3.0]# make insert

[root@pvkh /cryplink-3.0]# make programs

[root@pvkh /cryplink-3.0]# make install

Lénh make insert thuc hién viéc patch cac file can thiét vao ma ngudn cia
nhan dé nhan hd trg IPSEC; tao ra thu muc ipsec trong /ust/src/linux-2.2.14-5.0/net/
c6 cac file va thu muc lién két dén céc file ma ngudn cua cryplink. Lan dau tién, 1énh
nay ciing tao ra file /dev/ipsec dé trao d6i voi KNMS.

e Buoc2:

CAu hinh va cai dat nhan méi ¢ hd trg CrypLink. Chung ta phai vao thu myc
ma ngudn ctia nhan /usr/src/linux-2.2.14-5.0 chay cac 1énh sau day dé cau hinh va cai
dit nhan méi c6 hd tro CrypLink:

[root@pvkh /cryplink-3.0] cd /usr/src/linux

[root@pvkh /linux] make menuconfig

Lénh make menuconfig sé dua ra mdt danh sach cac menu dé lwa chon céc
tham s6 cau hinh nhan. Ta chi quan tam dén tuy chon Networking options. Cac tham
s6 cho CrypLink bao gom:

e (CONFIG IPSEC: Néu chon ‘y’ thi s€ dugc link tinh vao kernel, néu chon ‘m’ thi
¢6 thé dua vao nhan & dang module, chon ‘n’ thi s€ bo tat ca.

e (CONFIG_IPSEC_PFKEYV2: PF_KEYV2 kernel/user interface

Tham sO nay cung cap cho RFC2367 dinh nghia ra PF_KEYV2 sockets dén
kernel dé gui thong tin vé khoa (tir keying daemon 1a keyingd).
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e CONFIG_IPSEC_IPIP: IP-in-IP encapsulation
HO tro ché d6 duong ngam (tunnel). Néu ban thiét lap IPSEC dé bao v¢ thong
tin gitra hai mang con qua hai gateway thi lga chon nay phai dugc thiét 1ap.

e CONFIG_IPSEC_ICMP: Enable ICMP PMTU messages

e CONFIG_IPSEC_ESP: Encapsulating Security Payload
Tuy chon nay cung cap vi¢c bado mat va xac thuc ndi dung goi tin.

e CONFIG_AUTH_HMAC_MD5
Tuy chon nay cung cap viéc xac thyc goi tin theo phuong phap HMAC MDS.

e CONFIG_IPSEC_ENC_BLICKCIPHER
Tuy chon nay cung cap viéc ma hod goi tin theo thuat toan ma khoi MK 1 hoac
GOST.

e DEBUG_IPSEC: IPSEC Debugging Option
Thiét 1ap thong tin go ro1 khi chay IPSEC.

Sau khi da ghi lai céu hinh vira thay doi, chay cac 1énh sau dé tao va cai dat
nhan mai.

[root@pvkh /linux] make dep; make clean; make install
hoac:

[root@pvkh /linux] make dep; make clean; make bzImage

[root@pvkh /linux] copy arch/i386/boot/bzImage /boot/kernel-cryplink

Thém céac dong sau vao cudi file /etc/lilo.conf:
image = /boot/kernel-cryplink

label = cryplink

read-only

root = /dev/hdal

Chay Iénh:
[root@pvkh /linux] lilo

Pén day, qua trinh bién dich va cai dit da hoan thanh. Néu khoi dong lai may thi
chung ta s& c6 mot nhan méi hd trg CrypLink. Nhung dé chay duogc thi phai thiét lap
céu hinh cho hai file ipsec.conf va ipsec.private ciia CrypLink. Phan nay duoc trinh
bay & muc 4.2.
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2.3 Cai ddt ¢ ché d¢ module
* Budéc 1: )
Giong Buée 1 ¢ ché do kernel.

e Budrc 2:

[root@pvkh /cryplink-3.0] cd /usr/src/linux

[root@pvkh /linux] make menuconfig

Déanh ddu M vao tuy chon IP Security Protocol (CrypLink IPSEC) trong
menu Networking options. M co6 nghia 12 bién dich phan CrypLink trong nhan thanh
mot module. Khi CrypLink khéi dong, nhan s€ tu dong nap module nay. Cac tham sb
sau dugc lya chon tuong tu.

Sau khi ghi lai cAu hinh, thuc hién cac budc sau dé tao module ipsec.o:

[root@pvkh /linux] make dep; make clean

[root@pvkh /linux] make modules; make modules_install

Sau buéc make modules, néu thanh cong, chung ta tao dugc module ipsec.o trong
thu muc /usr/src/linux/net/ipsec. Lénh make modules_install s€¢ cai dat module nay
vao thu myc /lib/modules/2.2.14-5.0/misc dé nhan nap khi CrypLink khoi dong. Lénh
make modules_install c6 thé khong can thiét. Thay 1énh nay bang viéc copy file
ipsec.o tao dugc vao thu muc /lib/modules/2.2.14-5.0/misc.

Pén day qua trinh bién dich va cai dat da hoan thanh. C6 mot diéu can chi y 1a
chung ta van st dung nhan cii va né phai dugc dich ma khong co6 phan hd tro
CrypLink hoic mot phan mém tuong tu.

Nhdn xét

Qua trinh bién dich ¢ ché d6 module tién loi hon khi dich & ché dd kernel. Boi
vi & ché do kernel, chiing ta phai dich va cai dit lai nhan mdi mdi khi cai dat
CrypLink. Trong ché d6 module chung t6i di thay d6i Makefile dé qua trinh bién dich
module chi dich riéng mot module ipsec.o, khi d6 qua trinh bién dich va cai dat
CrypLink s& nhanh Ién rat nhiéu.

3. Thiét 1ap cAu hinh cho IP-CRYPTO
3.1 Ciu hinh mang

Chuing t6i 1y m6 hinh mang tai phong thi nghiém an toan mang may tinh cta
PVKH MM lam vi du. Tuy thudéc vao mé hinh mang cua ban ma khi c4u hinh s& c6
nhiing thay dbi.
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box2
201.1.1.2

ethOQ

HUBI

ethQ

201.1.1.5
box5
200.1.1.5

ethl

Mang con 1
201.1.1.0/24

Gateway 1

box3
202.1.1.3

ethO

HUB3

ethQ

Mang con 2
202.1.1.0/24

202.1.1.6
box6
200.1.1.6

Gateway 2

HUB2

ethl

Theo md hinh trén: box5, box6 13 hai gateway dugc ndi v6i nhau qua HUB2.
box2, box3 lan luot 1a mot may trong mang con ciia box5, box6. Ching ta s& thiét lap
IPSEC trén hai gateway box5, box6 dé bao vé thong tin trao ddi giita hai mang con
201.1.1.0/24 va 202.1.1.0/24.

Sau khi d3 thiét 1ap mang theo mo hinh nhu trén, chung ta can thue hién cac

budc sau:

e Chay linuxconf hoic ifconfig dé thiét 1ap gateway mic dinh cho box5 13 box6
(200.1.1.6) va nguoc lai.
e Dat tuy chon net.ipv4.ip_forward = 1 trong file /etc/sysctl.conf hodc str dung 1€nh:

echo 1> /proc/sys/net/ipv4/ip_forward

e Khoi dong lai dich vu mang: /ete/re.d/init.d/network restart
e Thu dung 1énh ping tir may box2 sang box3, néu ping duoc c6 nghia 1a cau hinh

mang thanh cong.

3.2 Céu hinh IP-CRYPTO o ,
CrypLink cho phép thiét lap két noi gitra hai mang con theo hai ché do: trao

dbi khoa thi céng va trao ddi khoa tir dong.

Trao dbi kho4 thi cong

O ché do nay khod phai dugc tao trudc va ghi vao trong file cdu hinh
(/etc/ipsec.conf). Ché d0 nay kém an toan hon so vdi ché do trao d61 khoa tu dong.

e Tai box5:

Tao file /etc/ipsec.conf (touch /etc/ipsec.conf) co6 dang:
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V. VVVY

# File cAu hinh CrypLink - /etc/ipsec.conf
config setup
interfaces = "ipsec0 = eth1"
knmsdebug = none
plutodebug = none
plutoload = %search
plutostart = %search
conn box5_box6
keyingtries = 0
cii = 0x200
esp = True
# khoa ma dich c6 do dai 512 bit (& day lay vi du & 16 sé dang
# 0x12345678 cach nhau béi dau gach dwdi)
espenckey = [0x12345678_12345678_..._12345678]
# khoa xac thyc c6 do dai 128 bit
authkey = 0x12345678 12345678 12345678 12345678
left = 200.1.1.5
leftsubnet = 201.1.1.0/24
right = 200.1.1.6
#box5 box6
rightsubnet = 202.1.1.10/24

Y nghia ctia cac tham s trén nhu sau:
interfaces = "ipsec0 = eth1": tham s ndy chi ra card mang 4o ipsecO duoc gin
vao card mang vat 1y eth1l khi IPSEC hoat dong.
cii: s0 CII dugc stir dung cho su két noi. S6 nay phai & dang Oxhex, & day hex la
mot hodc nhi€u s6 thap luc phan (hexadecimal) (chd y, nhin chung cin tao mot s
cii nho nhat 12 0x100 dé€ KNMS c¢6 thé chap nhan duogc).
esp: xac dinh gai tin dugc st dung & day 1a goi tin ESP.
espenckey: khéa ma héa cua ESP.
espauthkey: khéa xac thuc cua ESP.
left: tham s6 nay xdc dinh dia chi IP clia cong an ninh bén trdi (left participant)
ctia giao dién mang cong cong.
leftsubnet: tham s6 nay xdc dinh mang con c¢éng an ninh bén tréi, duoc biéu dién
nhu 1a network/netmask. Néu tham s6 nay bi bd qua thi gia dinh 1a left/32, c6
nghia rang ddu cudi bén tréi ctia su két noi chi 1a cong an ninh bén trai.

Tai box6: )
Tao file ipsec.conf trong thu muc /etc giong nhu ¢ boxS5.

Trao d6i kho4 tw déng:

Yéu cdu: Mdy tinh chay hé di€éu hanh Linux RedHat 6.2 (nhan 2.2.14) hoac
RedHat 7.0 (nhan 2.2.16). Nguoi sir dung phai la root. Gia st tén hai mdy tinh
lan luot 12 box5 va box6. Dé bién dich duoc chuong trinh ngudn, chiing ta cin
bd nguon OpenSSL phién ban 0.9.6 hoac méi hon.

Tao thu muc /etc/keyEx/pk, /etc/keyEx/run.
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e Tao hai bo khod cong khai RSA cho hai bén nhu sau: (nl, el, d1) cho box5 va
(n2, e2, d2) cho box6.

e Trén may boxS5 tao hai file:
- file thit nhat: /etc/keyEx/keyEx.priv luu nl va d1 nhu sau:

# PVKH: file /etc/keyEx/keyEx.priv
myModulo=0xn1
PrivateExponent=0xd1

- file thu hai: /etc/keyEx/pk/box6 luu n2 va e2 nhu sau:

# PVKH: file /etc/keyEx/pk/box6
peerModulo=0xn2
peerPublicExponent=0xe2

e Trén may box6 tao hai file twong tu nhu trén
- file thi nhat: /etc/keyEx/keyEx.priv luu n2 va d2 nhu sau:

# PVKH: file /etc/keyEx/keyEx.priv
myModulo=0xn2
PrivateExponent=0xd2

- file tht hai: /etc/keyEx/pk/box5 luu nl va el nhu sau:

# PVKH: file /etc/keyEx/pk/box5
peerModulo=0xn1
peerPublicExponent=0xel

Vi du: v6i cau hinh cua ching toi, trén may box5 la:
- file /etc/keyEx/pk/box6

peerModulo=0x89£5d9ec8170d69b£d403d9ed4037£ff14a0labtdfb
e94d5ef64b73a32d22cfafl19f1a9%p1b403b6d7b0£922c425085c9£3
4af3b6daat08arlead98d48l4ice9da3

peerPublicExponent=0x40cl14214bfcabal7db7549cf934fe73£12
345d9855f8c9c10d5525f26a76545441537a74cc58867fdaf02d892
96b29c6cffflbl7fdd08ebdabc200b1b408c2130789f5d9%9ec8170d6
9bfd403d9ed4037ff14a0labfdfbe94d5ef64b73a32d22cfafl9fla
9b1b403b6d7b0£922c425085c9f34af3bb64aaf08afl16a498d4814c6
9da3

Chu y: khoa duoc ghi trén mot dong, trong file c6 thé c6 ddu cdch, dau '#',
- file /etc/keyEx/keyEx.priv
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myModulo=0x95441d0731fd9f5aldcb6dfb2f2eadec98024£f8b013ab
dc772d72346b9309cd59d3e68f92dff6e39051a792caacl5a0l1£fbb8
26£337524c87elbfedbb954ccef89

PrivateExponent=0x209c36eadf507badba36743d15073bd36503b
d9c2702£3£966befdd8ef2acl0cdcbl5ddf7a5880db674bb3b0928b
a5d17d54db04436b234a6f37701e35330edd

e Trén may box6:
- file tht nhat: /etc/keyEx/keyEx.priv luu n2 va d2 nhu sau:

myModulo=0x89£5d9ec8170d69b£fd403d9ed4037£f14a0labfdfbed
4d5ef64b73a32d22cfafl9f1a9%b1b403b6d7b0£922c425085¢c9£34a
f3b64aaf08afl6a498d4814c69da3

PrivateExponent=0x48d1dd23dc94e7ab929ccab19caeab6549aa4
f1fd260baeacd9el1705851fal609%9a25eclbl6le64a85af98d12b087
b59534832feedd0c7£53a815c0e7944ff0ff

- file thut hai: /etc/keyEx/pk/box5 luu nl va el nhu sau:

peerModulo=0x95441d0731fd9f5aldcedfb2f2eadec98024£8b013
abdc772d723460b9309cd59d3e68£92dff6e39051a792caaclba0ltb
5826£337524c87elbfedbb954ccef89

peerPublicExponent=0x40c43eb9f5d50£8c01bba8bflee8ebdae3
84de9783734d139534bfbd4dd5fac2072ceal7aefa8ff566d663561
ad5f£74d73bb51892458e£940137656e9e2949db4595441d0731£d9f
5aldc6dfb2f2eadec98024f8b013abdc772d72346b9309cd59d3e68
£92dff6e39051a792caacl5a01fb5826£337524c87elbfedbb954cc
ef89

e copy file chay “kex" vao thu muc /usr/sbin
e Lua chon cong 777 (phai dam bdo cong nay chua c6 dich vu nao st dung) cho
kex bang ciach thém dong sau vao file /etc/services:
kex 777/tcp #port 777 for kex
e Thém dong sau vao file /etc/inetd.conf
kex stream tcp nowait root /usr/sbin/kex kex
hoic néu st dung TCP Wrapper cho viéc diéu khién truy nhap:
kex stream tcp nowait root /usr/sbin/tcpd /usr/sbin/kex

Sau khi ciu hinh xong véi 2 file /etc/services va /etc/inetd.conf, ta nén khoi dong
lai m4y dé kich hoat chuong trinh “kex’.

Lénh chay “kex':
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Treén box5:
kex -¢ box6:777

Sau khi thuc hién Iénh nay thi khod tao ra duogc Iluu trong
/etc/keyEx/run/box6

(Chy y: N€u chay trén box6 thi thuc hién Iénh “kex -c box5:777" - khoa tao
ra la file /etc/keyEx/run/box5).

Trong chuong trinh trao d6i khoa ty dong, nguoi thiét 1ap cau hinh cho timg cip
connection can phai chii y mot diéu sau: Chiing ta can phai dat tén connection nam &
sau ddu # & ngay sau dia chi IP ctia may bao mat bén kia. Vi duy, & trén may box5:
conn box5 box6

left =200.1.1.5

leftsubnet = 201.1.1.0/24
right = 200.1.1.6

#box5 box6

rightsubnet = 202.1.1.10/24

O trén may box6:
conn box5_ box6

left = 200.1.1.5

#box5 box6

leftsubnet = 201.1.1.0/24
right = 200.1.1.6
rightsubnet = 202.1.1.10/24

St dung trinh keyingd

Trong chuong trinh ipsec, chung ta c6 thé dung chuong trinh keyingd dé thuc hién
viéc trao do6i khoa lai cho timg cap connection sau 6 gio. Pé chay chwong trinh
keyingd ban chi can goi keyingd véi tham sé 13 tén ciia connection: Vi du, ching ta
can up connection 14 box5_box6, trén box5 hodc box6 ching ta déu co thé goi 1énh
sau:

keyingd —c box5_box6

Kiém tra qua trinh cai diit va cAu hinh

e Khai dong lai box5 va box6 dé khoi dong Cryplink (ipsec setup start).

e Dbi voi truong hop trao ddi khoa thu coéng sir dung 1énh: ipsec manual --up
sample & ca hai may dé IPSEC hoat dong. Di voi truong hop trao doi khod tu
dong st dung Iénh: kex —c box5:777
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Tai box2 (201.1.1.2) chay 1énh ping 202.1.1.3, néu ping duoc thi qua trinh thiét
1ap céu hinh thanh cong. Néu khong, phai kiém tra lai cac bude trén .

Str dung cac 1€nh ipsec barf, ipsec look, ipsec tnefg dé xem cac thong tin g& roi.
Néu 1énh ping khong chay hay kiém tra gia tri ip_forward trong /proc/sys/net/ipv4
c6 1a 1 khong, sau d6 kiém tra lai qua trinh c4u hinh ipsec.

Dung chuong trinh tepdump dé kiém tra thong tin trao ddi gitta box5 va box6 di
duoc mé hoa chua. Tai box2 dung Iénh ping 202.1.1.3 -p 414243, Iénh ping voi
tham sb -p 414243 s& gui dir liéu 1a ba ky tw A (41) B (42) C(43) sang may
202.1.1.3. Tai may Window (200.1.1.1) kiém tra bang 1énh tcpdump -i eth0 -w-
Thong tin hién trén man hinh cho biét c6 ma hoa hay khéng.

box?2 ~ Sudyng Iénh: box3
201.1.12 |Png202.1.1.3-p 414243 202.1.1.3
ethO ethO
HUBI1 HUB3
ethO ethO
201.1.1.5 202.1.1.6
box5 box6
200.1.1.5 200.1.1.6
ethl ethl
HUB2
Moy Window Kiém tra b.':?mg 1énh:
200.1.1.1 C:\> tcpdump -1 ethQ -w-

Tai box6 (hoic box5) sir dung 1énh ipsec look dé xem cac thong tin lién quan:

box6 Tue Jun 26 10:55:17 ICT 2001

202.1.1.0/24 -> 201.1.1.0/24 => tun0x104@200.1.1.5 espOx464abd31@200.1.1.5

esp0x464abd30@200.1.1.5 ESP Ma Khoi HMAC MD5: dir=out ooowin=32 alen=128 aklen=128 eklen=512
life(c,s,h)=add(12766,0,0)

esp0x464abd31@200.1.1.5 ESP_Ma_Khoi HMAC_MDS5: dir=out ooowin=32 alen=128 aklen=128 eklen=512
life(c,s,h)=add(12767,0,0)

esp0xc574a827@200.1.1.6 ESP Ma Khoi HMAC MD5: dir=in ooowin=32 alen=128 aklen=128 eklen=512
life(c,s,h)=add(12766,0,0)

esp0xc574a828@200.1.1.6 ESP_Ma_Khoi HMAC_MDS5: dir=in ooowin=32 alen=128 aklen=128 eklen=512
life(c,s,h)=add(12767,0,0)

tun0x101€@200.1.1.6 IPIP: dir=in 200.1.1.5 -> 200.1.1.6 life(c,s,h)=add(12766,0,0)
tun0x102@200.1.1.5 IPIP: dir=out 200.1.1.6 -> 200.1.1.5 life(c,s,h)=add(12766,0,0)
tun0x103@200.1.1.6 IPIP: dir=in 200.1.1.5 -> 200.1.1.6 life(c,s,h)=add(12767,0,0)
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tun0x104@200.1.1.5 IPIP:

dir=out 200.1.1.6 -> 200.1.1.5 life(c,s,h)=add(12767,0,0)

Destination Gateway Genmask Flags MSS Window irtt Iface
0.0.0.0 200.1.1.5 0.0.0.0 UG 00 0 ethl
200.1.1.0 0.0.0.0 255.255.255.0 U 00 0 ethl
200.1.1.0 0.0.0.0 255.255.255.0 U 00 0 ipsecO
200.1.1.6 0.0.0.0 255.255.255.255 UH 00 0 ethl
201.1.1.0 200.1.1.5 255.255.255.0 UG 00 0 ipsecO

4. Cac tép sau khi cai dat

tt Tép Chirc nang/cach tao ra

1 /etc/re.d/init.d/ipsec Thuc hién c4c Iénh dé khéi dong hoic tét dich vu
ipsec

2 /etc/rc.d/rc0.d/K68ipsec Céch danh s6 xem trong file /etc/rc.d/init.d/ipsec

3 /etc/rd.c/rc1.d/K68ipsec

4 /etc/rd.c/rc2.d/S47ipsec

5 /etc/rc.d/re3.d/S47ipsec

6 /etc/rd.c/rc4.d/S47ipsec

7 /etc/rd.c/rc5.d/S47ipsec

8 /etc/rd.c/rc6.d/K68ipsec

9 /etc/ipsec.conf (text) File cau hinh IPsec

10 | /usr/lib/ipsec (shell) Goi cac chuong trinh (tham sb dau tién 1a
chuong trinh can chay, tham s tht hai tro di
1a tham s cho chuong trinh d6)

11 | /usr/lib/ipsec/cii (ELF) C6 chitc nang tao va x6a IPSEC CN. Dau vao la
cac thong tin trong ipsec.conf s& dugc sir 1y dé
tao ra cdc message gui cho nhan.

12 | /ust/lib/ipsec/eroute (ELF) Tao ra bang dan dudng cho céac gai tin IPSEC.
Mot bang dan duong bao gom giao thiic

13 | /usr/lib/ipsec/ciigrp (ELF) Nhém hoic huy cac t6 hop bao vé

14 | /usr/lib/ipsec/tnctg (ELF) Gan card mang 4o IPSEC véi card mang vat 1y.

15 | /ust/lib/ipsec/klipdebug (ELF)| Pua ra cic thong tin g& roi KNMS

16 | /usr/lib/ipsec/barf, look (shell) | Pua ra cac thong tin li€én quan khi [Psec da chay

17 | /usr/lib/ipsec/manual (shell) | Pugc sir dung khi phan phoi khéa theo phuong
phdp thu cong. Goi ham cii dé xir ly thong tin doc
tu file ipsec.conf.

18 | /usr/lib/ipsec/showdefaults Hién thong tin duong dan mic dinh trong

(shell)

file ipsec.conf néu dugc thiét
13p (interface=%defaultroute)
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19

/usr/lib/ipsec/* confread

Thuc hién viéc doc ndi dung hai file ciu

hinh ipsec.conf dé 1am ddu vao cho chuong trinh

(manual).

20 | /usr/lib/ipsec/_updown Thuc hién cac 1énh shell nhu route add, route
del, ipfwadm... Sau khi chuong trinh doc
file ipsec.conf, thong tin s&€ dugc luu vao cac
bién cho _updown st ly (xem ham
do_command() trong kernel.c).

21 | /usr/lib/ipsec/patcher (shell) | Sir dung khi patch mot s6 file vao nhan.

22 | /usr/lib/ipsec/setup (shell) Day 1a file lién két dén /etc/rc.d/init.d/ ipsec

23 | /usr/sbin/ipsec (shell) giong /usr/lib/ipsec

24 | /lib/modules/2.2.14-50/misc | ipsec.o (module) 7

25 | /usr/sbin/kex Trinh thuc hién viéc trao qdéi khoa tu d@ng‘

26 | /usr/sbin/keyingd Trinh quan ly viéc trao d61 khod ty dong vé

mdt thoi gian.
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Chuong 1
Bdo mat ¢ tang DataLink

Data link 1a téng thr hai trong mo hinh 7 ting ctia OSL. O tang data link hé

diéu hanh khong biét toi gbi tin nhan dugc thude giao thirc gi (IP, IPX, AppleTalk

...). Vi vy viéc can thiép vao ting data link 1 mot giai phap kha tong thé trong

viéc bdo mat mang.

1.

Céu tric géi tin MAC (Medium Access Control)
Giao thrc MAC (Medium Access Control - Diéu khién truy nhap thiét bi)

duoc sir dung dé cung cap cho tang data link (lién két dit liéu) ctia hé thong mang
Ethernet LAN. Giao thirce MAC boc phan dir liéu SDU bang cach thém vao 14
byte header (Protocol Control Information (PCI) — Thong tin diéu khién giao thirc)
truéc phan dir liéu va thém 4-byte (32-bit) ma kiém tra CRC (Cyclic Redundancy
Check) sau dit liéu. Tat ca goi tin duoc nim sau 8 byte dir liéu thém & dau.

Preamble
Khoang thoi gian ngan trude khi qua trinh truyen dir liéu bat dau cho phép
c6 mot khoang thoi gian nho dé dau nhan 0 moi nut (receiver electronics node)
thlet dit trang thai sau khi dd nhan hoan tat géi tin trudce do. O nat gui bat dau
truyen dir liéu bang cach gui 8 byte (64 bit) chudi tuan ty. N6 bao gdm 62 con
s0 1 va 0 ddt sau mat na 11. Byte cu6i cung ma két thic voi 117 duge biét dén
nhu d4u hiéu ‘Start of Frame Delimiter” (Bt du truyén géi tin).

Header (Phan diu)

<+——— |4 bytes —Pl¢————46-1500 bytes——»}4 bytes

destination | source | type data CRC
address | address

Header (phan dau) bao gdm 3 phén sau:

6 byte dia chi dich, 6 byte dia chi ndy xac ding nut nhan don (single) trong goi
tin unicast, va nhom ndt nhin trong goi tin multicast, hodc 14 tap tat ca cac nit
nhan trong ché d6 broadcast.

6 byte nguodn, nd duoc lap dé xac dinh dia chi duy nhét ctia nguoi giri. N6 ¢o
thé dugc dung bai giao thirc ting mang (network layer protocol) dé dinh danh
nguoi gui.

2 byte trudng kiéu (type), né cung cap cho SAP (Service Access Point - Diém
truy cap dich vu) dinh danh kiéu giao thirc di kém (vi du, gia tri 0x0800 duoc
su dung dé xac dinh giao thirc mang IP, céac gia tri khac dugc st dung dé chira
céc giao thirc ting mang khéc).
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e CRC
32 bit CRC duogc thém vao ¢ cudi gbi tin dé cung cip thong tin cho viéc
phat hién 18i khi trén duong truyén co6 16i xay ra (hodc 1a 16i xung dot phat
trong mang Ethernet) két qua 1 gay ra 16i cho goi tin MAC. Moi géi tin ma ¢
CRC khéng dung s& bi noi MAC nhan bo qua ma khong xir 1y tiép. Giao thuc
MAC khong cung cap thong tin nao vé viéc géi tin bi bo qua do 15i CRC.

2. Lap trinh module bdo mat mang
2.1 Lap trinh module

Module ciing gidng nhu hau hét moi chwong trinh khac chi khac rang cac trinh
ung dung binh thuong thi chay trong moi truong nguoi dung con module thi chay
trong nhan cta hé diéu hanh. Vi thé, chung phai dugc dinh nghia MODULE va
phai khai bao (include) file header module.h, cing véi céc file kernel header can
thiét khic ma dinh nghia ham hoic cac bién ma dugc dung trong module. Module
c6 thé kha don gian, nhung chung ciing c6 thé 1a kha phirc tap nhu céc trinh diéu
khién thiét bj va hé thong file.

Sau day la dinh dang chung cia mot module:
#define MODULE
#include <linux/module.h>
/* ... céc file header cin thiét khac ... */

/*
* .. cac khai bao cho module va cac ham st dung trong module ...
*/

int init_module() {
/* ma kernel s€ goi khi chiing ta cai dat module */

}
void cleanup module( ) {

/* ma kernel s€ goi khi chung ta loai bé module */

}

Chung ta phai cha ¥ rang khong phai tat cA moi bién trong kernel ciing
duoc xuat khau (export) cho cac module sir dung, cho du 13 trong doan trinh ching
ta c6 khai bao extern. Gan day nhan linux c6 xuat khau cé hai ddi twong (symbol)
va phién ban cua né sir dung macro EXPORT _SYMBOL(x). Pdi v6i bién ma do
ngudi ding tao ra, sit dung macro EXPORT SYMBOL NOVERS(x) dé thay thé,
trinh lién két s& khong tim bién nay trong bang ddi twong cua nhin. Nguoi lap
trinh module ¢6 thé mudn s dung macro EXPORT NO_SYMBOL, theo ngam
dinh module s& xuat khau tat ca cac bién cua no.

2.2 Cai dat va xod bo module
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Cai dat va xod béo module don gian nhu goi mdt chuong trinh v6i tén cua
module bién dich. Ban phai 1a si€u nguoi dung (super user) thi méi1 duge phép cai
dat hodc loai bé module. Chuong trinh insmod s€ tién hanh cai dat module, dau
tién n6 sé lién két module véi bang ddi twong ma nhan xuat khau dé giai quyét van
dé vé tham chiéu va sau d6 no6 sé& cai dit ma vao trong nhan (kernel space).

/sbin/insmod module name
Chuong trinh rmmod s€ x04 bo module da dugc cai dit va moi tham chiéu ma né
da xuét khau.

/sbin/rmmod module name
Trinh Ismod sé liét ké danh séach tt ca cac module hién tai duoc nap
/sbin/lsmod

2.3 Module bdo mit mang 6 tang datalink

Trong nhan linux viéc giri va nhan géi tin mang dugc chira trong cau trac chira
g6i tin struct sk_buff. Moi xtr 1y ¢ cac tang khac nhau déu xur Iy trén cau tric nay.
Ta thiy trong nhdn linux viéc giri va nhan géi tin & ting data link duoc thuc hién
nho hai ham 1a dev_queue xmit() trong trudng hop gui goi tin di va net_bh() trong
truong hop nhan géi tin. Him dev_queue xmit() s& chuyén dit liéu vao hang doi
cho giao dién vat 1y giri goi tin di. Mt khac ham net_bh() s& 14y goi tin do giao
dién vat 1y nhan dugc dua vao by dém hang doi dé chuyén 1€n cho céc giao thirc ¢
trén xir Iy. Vi vay chung ta thdy dé can thiép mat ma vao tang data link thi giai
phap can thiép vao hai ham nay 1a phuong phap t6i wu nhat. Khi goi tin duoc
truyén di, ham dev_queue_xmit() s& thuc hién viéc ma hod va sang bén nhan ham
net_bh() s€ thuc hién viéc giai ma. Nhu vay, dbi véi cac giao thirc mang ¢ tang
cao hon (vi du, giao thirc ting mang IP) & hai may la trong sudt.

M3 hoa Giai ma

LAN] <+» GW1]l «—>» GW2 [«>» LAN2

Gidi ma Ma hoa

Trong may thuc hién vi¢c dinh tuyén (router, gateway) thi vi¢c goi tin di ra
card mang nao thi dugc ma 1a diéu rit quan trong. B6i vi ham dev _queue_xmit()
va ham net_bh() dugc h¢ diéu hanh dung chung cho moi giao dién. Néu tit ca moi
gdbi tin di va dén déu thuc hién ma hoa hoic giai ma thi hé thong cua chung ta co
thé khong lam viéc dugc nira (boi vi goi tin duge ma hoa hay giai ma mot chiéu
thi cdu tric ctia nd bi pha v va cac giao thic ¢ tang trén khong thé xu 1y duoc
nita). R4t may, trong linux viéc lya chon goi tin di ra hay nhan vé card mang nao
thi duoc ma hoa hay giai ma 14 bai toan rat don gian. Boi vi, gbi tin nhan hay giri
trong ciu trac sk_buff cta goi tin déu c6 chira cdu trac thiét bi (struct device) ma
gtri hay nhan. Vi thé ta sit dung cdu tric device ndy dé quyét dinh ma hay giai ma
g0i tin guri di hay nhan dugc.
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Nguoi lap trinh 4p dung co ché con trd ham trong ngén ngir C dé thi hanh nhan
Linux mot céach linh hoat. Bang ching la Linux ho trg nhiéu ki€u hé thong file,
nhiéu ho giao thirc, va mang tinh twong thich cao véi cac hé thong khéc.

Chinh con tré6 ham cho phép ngudi lap trinh thi hanh co ché module déi véi
nhéan Linux. Cu thé, khi chén module vao nhan thi con trd ham tr6 t&i module cua
ho, ké tir d6 nhan Linux hoat dong voi tich ndng médi c¢6 trong module. Khi loai bo
module, ngudi 1ap trinh can thiét 1ap cho nhan hoat dong nhu lic chua nap
module.

Nguoi viét module c¢6 thé lgi dung luén con tro ham cé sin trong nhén, ciing
¢ ltc ngudi 1ap trinh phai tr tao ra con tré ham cho bai toan cu thé ctia minh.
Trong trudng hop thir nhat nguoi 14p trinh khong phai bién dich lai nhan, trong
truong hop thir hai ngudi 1ap trinh phai tién hanh bién dich lai nhan mot 1an duy
nhat sau khi da thém con tré6 ham vao nhan. Sau d6 nguoi 1ap trinh chi con phai
tap trung phat trién hoan thién module.

Viéc can thi€p mat ma vao téng data link dé bao mat luéng dir liéu truyén
thong mang duoc viét thanh dang module. Dé c6 thé can thiép vao nhan & ting
mang nay, chung ta phai tu tao ra bién con trd ham cho chinh minh. Cong viéc
dugc chia thanh hai phan:

e Cheén céc con tréd ham tai céc vi tri thich hop trong nhan va sau do bién dich

lai nhan.

+ Thém vao gan cudi file net/netsyms.c cac dong sau:

extern int (*encrypt ptr)(struct sk_buff *);
EXPORT _SYMBOL NOVERS(encrypt ptr);
extern int (*decrypt ptr)(struct sk_buff *);
EXPORT SYMBOL NOVERS(decrypt ptr);
+ Cheén vao file net/core/dev.c (ngay trudc ham dev_queue xmit() ) dong sau:
int (*encrypt_ptr)(struct sk_buff *) = 0;
+ Chen vao file net/core/dev.c (ngay trudc ham net bh( )) dong sau:
int (*decrypt_ptr)(struct sk_buff *) = 0;
+ Chén vao ham dev_queue xmit (trong file net/core/dev.c ) doan ma in
nghiéng sau:
int dev_queue xmit(struct sk buff *skb)

{
struct device * dev = skb->dev;
struct Qdisc *q;
if (encrypt_ptr)
(*encrypt ptr)(skb);
}

+ Chén vao ham net_bh (trong file net/core/dev.c) doan ma in nghiéng sau:
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void net_bh(void)

{
handle bridge(skb, type);
#endif
if (decrypt_ptr)
(*decrypt_ptr)(skb);
J

+ Bién dich lai nhan bang cac 1énh make menuconfig, make dep, make
bzImage, copy nhan vao thu muc /boot , sira file /etc/lilo.conf dé chay nhan
vura dich xong.

e Viét ma cho module

#include <linux/module.h>

#include <linux/skbuff.h>

#include <linux/if ether.h>

#include <linux/netdevice.h>

#include “blockcipher.h”

extern int (*encrypt_ptr)(struct sk_buff *);
extern int (*decrypt ptr)(struct sk_buff *);

/* Ham thuc hién kiém tra géi tin va mi hoa trong ham dev_queue xmit() */

int encrypt_func(struct sk_buff *skb)
{
/* Néu khong phai goi tin chuyén qua ethO thi khéng ma hoa */
if (strcmp(skb->dev, “eth0”) 1=0)
goto NOT _ENCRYPT;
/* Néu géi tin chuyén qua ethO thi ma hoa goi tin */
Encrypt(skb); /* Goi ham ma hoa goi tin */
return 1;
NOT_ENCRYPT:
return O;

h
/* Ham thuc hién kiém tra goi tin va giai ma trong ham net_bh() */

int decrypt_func(struct sk_buf *skb)
{
/* Néu goi tin nhan dugc khong phai nhan tir ethO thi khong giai ma */
if (strcmp(skb->dev, “eth0”)
goto NOT _DECRYPT;
/* Néu goi tin nhan dugc tir card ethO thi giai ma goi tin */
Decrypt(skb);
return 1;
NOT _DECRYPT:
return 0;

138



}

/* Ham khot tao module */
int init_ module()

{
EXPORT NO SYMBOLS;
encrypt_ptr = encrypt_func;
decrypt ptr = decrypt_func;
printk(“Begining encryption \n”");
return O;

}

/* Ham dugc goi khi loai module */
void cleanup _module()

{
encrypt_ptr = 0; / * Khong dung ham ma hoa */
decrypt ptr = 0; /* Khong dung ham giai ma */
printk(“Stopping encryption network frame \n”);
H

+ Ta tao ra make file dung dé bién dich thanh module:
CC=gcc
all:
$(CC) — datalink.c -O6 —D__ KERNEL -DMODULE —Wall
clean:
rm —f datalink.o core

+ Sau khi dich xong module ta c6 thé dung hai cau 1énh sau dé lién két hodc g& bo
module ra khéi nhan:

insmod datalink.o

rmmod datalink.o
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Chuong 2
Phan mém DL-Cryptor

1. M nguén DL-Cryptor

Céc file trong phan mém DL-Cryptor:

TT File ma nguon Mo ta
Thw muc /usr/src¢/linux/net | Chira ma nguon xir Iy mang trong nhan

1.1 | /ust/src/linux/net/netsym.c Chta cac khai bao vé cic ham dugc sir
dung trong phan ma ngudn mang Linux.

1.2 | /usr/src/linux/net/core/dev.c | File niy chira cic ham xur Iy mang ¢ tang
data link trong nhan linux.

2 DL _Cryptor/DL-module Chtra mi ngudn ctia module datalink

2.1 | DL-module/blockcipher.h File header chira cac khai bao dung cho
ham thuét toan ma khoi MK1.

2.2 | DL-module/datalink.c File chtra phan ma ngudn duge dich thanh
module datalink.o ma héa dir liéu mang &
tang data link.

3 DL _Cryptor/KeyExchange- | Chira mi nguén chuong trinh trao d6i khoa

1.0/pubkey tu dong dung cho DL-Cryptor

3.1 | pubkey/Makefile

3.2 | pubkey/config.h

3.3 | pubkey/dhkey.h Chtra khai bao vé bién va tham s6 sir dung
cho luge d6 trao ddi khoa Diffie-Hellman.

3.4 | pubkey/lock.c Chtra chuong trinh thuc hién khoa file dé
quan 1y trinh sy hoat dong cua trinh pkdl.

3.5 | pubkey/main.c Day la tép chira ham main( ) cua trinh pkdl.

3.6 | pubkey/mkl.h Chtra cic tham sb cho thuét todn ma khoi
MK dung trong trao d6i khoa tuy dong.

3.7 | pubkey/negotiate.c Chtra cac ham thyc hién trao doi goi tin.

3.8 | pubkey/p shal.c Chtra chuong trinh thyc hi¢n ham bam
shal, xac thyc goi tin.

3.9 | pubkey/packet.c Chtra cdc ham xu ly géi tin nhu doc khoa
Diffie-Hellman, chit ky s6 ...

3.10 | pubkey/kex.h

3.11 | pubkey/proto.c Thuc hién viéc trao d6i gbi tin

2. Qua trinh bién dich va cai dit DL-Cryptor
2.1 Céc yéu ciu
e May tinh cai dat ban Linux Red Hat 6.2 (phién ban nhéan 2.2.14-5.0).
e Su dung phién lam viéc vo1 nguoi dung root (si€u nguoi dung).
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e Phai ddm bdo da cai dat goi kernel-source-2.2.14-5.0.1386.rpm va goi kernel-
headers-2.2.14-5.0.1386.rpm. Ngoai ra cac goi phuc vu cho qua trinh bién dich
cling phai dugc cai dit.

e Ngudi bién dich phai biét cach cai dit va chay thtr nhan méi khong co hd trg
DL-Cryptor trudc khi thuc hién qua trinh nay.

e Thuc hién copy hai file: netsym.c vao thu muyc /usr/src/linux/net/ va dev.c vao
thu muc /usr/src/linux/net/core/.

2.2 Dich nhdn moi

Pé thuc hién dich nhan méi ta theo cac budc sau:

. Chuyén vao thu muc /usr/src/linux, thue hién cac Iénh.
[root@pvkh]# cd /usr/src/linux

[root@pvkh /linux]# make menuconfig

Lénh make menuconfig s¢ dua ra mot danh sach cac menu dé lua chon tham s
cu hinh nhan. Vé&i phan mém DL- Cryptor thi ta chi can chi y dén tuy chon
Networking options. Hay chic chan rang tuy chon nay ban dé chon. Sau d6 ban
ghi lai ciu hinh vira chon, thyuc hién céc 1énh tiép theo.

[root@pvkh /linux]# make dep

[root@pvkh /linux]# make bzlmage

e Sau khi da dich xong nhan mai ban thyc hién cac 1énh sau dé cai dat nhan:
[root@pvkh /linux]# cp arch/i386/boot/bzImage /boot/kernel dlcryptor

Thém céac dong sau vao cubi file /etc/lilo.conf:

image = /boot/kernel dlcryptor

label = dlcryptor

read-only

root = /dev/hdal

(Chu ¥: root = /dev/hdal khong nhat thiét phai diing nhu vdy, ma cin ctr vao thu
muc géc / ban cai vao phan vung nao. Vi dy, ban cai vao phan vung /dev/hda5 thi
ban phai khai bao thay dong trén bang dong root = /dev/hda5).

Chay I¢nh:
[root@pvkh /linux|# lilo

Dén day, qua trinh bién dich va cai dat dd hoan thanh. Chung ta phai thuc
hién cai dat lai may dé c¢6 nhan maéi hd trg phﬁn mém DL-Cryptor.

2.3 Bién dich module datalink
Pé bién dich module datalink ta thuc hién cc 1énh sau:
Chuyén vao thu muc /ust/sre/DL_Cryptor:
[root@pvkh] cd /ust/src/DL_Cryptor
O thu muc DL _Cryptor ta thuc hi¢n Iénh:

141



[root@pvkh /DL_Cryptor] make ,
Sau khi thyc hién cau I¢nh nay ta thay trong thu muc nay c6 module
datalink.o. Copy file datalink.o vao thu muc /lib/modules/2.2.14-5.0/misc.

3. Thiét 1ap cAu hinh cho DL-Cryptor

Chuing t6i 14y mé hinh mang tai phong thi nghiém an toan mang may tinh
cua PVKHMM lam vi dy. Tuy thudc vao mo6 hinh mang cu thé ma khi can ban s&
céu hinh hé thong cho phu hop.

box1 box?2
128.3.1.2 129.3.1.2
ethO ethO
HUB 1 HUB 3
ethO eth0
128.3.1.10 129.3.1.10
box3 Gateway 1 Gateway 2 box4
130.1.1.3 130.1.1.4
ethl ethl
HUB 2

Theo mé hinh trén: box3 va box4 14 hai gateway dugc ndi v6i nhau qua &
hai giao di¢n mang eth1 va dugc ndi qua HUB 2. box1 va box2 1a hai may thuoc
hai mang con ¢ hai gateway box3 va box4. Chung ta s& cai dit phan mém DL-
Cryptor dé bao vé ludng dit liéu truyén thong mang giita hai gateway box3 va
box4.

Sau khi da thiét 1ap mang theo mé hinh & trén, chung ta can thuc hién cac
budc sau:
e Chay linuxconf hoic ifconfig dé thiét 1ap gateway mic dinh cho box3 1a box4
(130.1.1.4) va nguoc lai.
e Dat tuy chon net.ipv4.ip_forward = 1 trong file /etc/sysctl.conf.
o Khdi dong lai dich vu mang: /etc/rc.d/init.d/network restart
e Thir dung 1énh ping tir may box1 sang may box2, néu ping dugc c6 nghia 1a
ban da cau hinh hé théng mang thanh cong.

4. DL-Cryptor va trao ddi khéa tu dong

V6i phan mém DL-Cryptor c6 thé c6 hai ché d6 lam viéc 1a manual (trao
dbi khoa thu cong) va auto (trao dbi khoa ty dong). Nhung ¢ day, ching toi chi
gidi thiéu phan DL-Cryptor vé6i trao d6i khoa ty dong. O mdi phién 1am viéc hai

142



may chay DL-Cryptor phéi thuc hién trinh trao d6i khoa kex dé thoa thuan khoa
chung. Nhu vay, mdi phién 1am viéc thi mdi ciip gateway chay DL-Cryptor lai c6
mot khoa riéng khac bi¢t. Trinh trao ddi khoa kex s& tu dong chuyén khoa cho
module datalink.o mdi khi c6 phién trao d6i khoa thanh cong giira hai gateway.
e Tai box3:

Trong tép /etc/hosts ta phai khai bao
box3 130.1.1.3
box 4 130.1.1.4

Trong tép /etc/keyEx/pk/box4 chira bd tham sb khoa cong khai RSA cua
box4.
#PVKH: Public key for box 4 (RSA — public encryption).
peerModulo= 0x[nbox4]
peerPublicExponent=0x[ebox4]

Trong tép /etc/keyEx/keyEx.priv chita bo tham s khoa cong khai RSA cia
box3:
#PVKH: Public key for box3 (me this keep secret) (RSA — public encryption).
myModulo=0x[nbox3]
PrivateExponent=0x[dbox3]

Trong tép /etc/inetd.conf ta phai thém dong khai béo:

pkdl  stream tcp nowait root /usr/sbin/tcpd  /usr/sbin/pkdl
Trong tép /etc/services

pkdl 999/tcp #automatic key exchange for DL-Cryptor

e Tai l?ox4:
O box4 chung ta cling c6 cac file twong tu nhu & box3.

Sau khi c6 cac file khai bdo nhu trén thi chung ta chi viéc thuc hi¢n cau
Iénh:
pkdl —c box4:999

5. Kiém tra cai dat va cu hinh
e Tai box3:

Sau khi cai dat va cu hinh ching ta thyc hién lénh
pkdl —c box4:999

e Chiing ta thyc hién lénh ping tir box1 sang box2. Néu 1énh ping khong 15i thi
qua trinh c4u hinh va chay phan mém DL-Cryptor d4 thanh cong.

e Néu ping khong duoc chung ta cin phai kiém tra cac file cAu hinh dung cho
chuong trinh pkdl.
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Dung chwong trinh tepdump & Linux (hodc windump trong Windows95/98) dé
kiém tra viéc ma hoa g61 tin cua DL-Cryptor. Tai box4 ching ta thuc hién 1énh
“ping 128.3.1.2 —p 414243”, 1énh ping nay s& giri 3 tham sb 41 (A), 42 (B),
43(C) sang cho may box1. Néu khong mé hoa thi 3 ky ty ndy s& hién trén man
hinh ciia méy bat goi. Néu DL-Cryptor d4 thyc hién ma hoa goi tin thi trén man
hinh cta mdy bat goi chiing ta khong thay 3 ky tu nay nita.

box1 box?2
128.3.1.2 129.3.1.2
eth( ethO
HUB 1 HUB3
Thuc hién 1énh tcpdump —i ethQ —w-
eth0 — eth0
128.3.1.10 1;4338’1%“%‘ 129.3.1.10
box3 B box4
130.1.1.3 130.1.1.4
ethO
ethl ethl
HUB 2
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Chuong 1
Ma dir liéu bang ma khoi

1. Mode hoat ddong ciia ma khdi MK1

Tuong ty nhu thuat toan DES, thuat toan MK ciling c6 thé duoc dung ¢ 4
mode 1a ECB (Electronic Codebook Mode), CFB (Cipher Feedback Mode), CBC
(Cipher Block Chaining Mode), va OFB (Ouput Feedback Mode).

Vi 2 mode 1a ECB va CBC thi d6 dai dit liéu can ma hod boi thuit toan ma
khéi phai 14 bdi clia diu vao ham ma hoa (vi du nhu DES 1a 64 bit (8 byte), MK 1
1a 128 bit (16 byte)). O 2 mode 14 CFB va OFB thi d dai dit liéu ma hoa 1a tuy v,
khong can phai 14 chin khéi. Nhu vdy, tuy vao timg trudong hop cu thé ma ta 4p
dung véi tirng mode cho phu hop.

Viée st dung tﬁng datalink véi chiic nang hoat dong 1a chuyén g061 tin tr
mang ndy sang mang khéc. Ta thiy datalink hoat dong ¢ ting tht 2 theo mé hinh
tham chiéu OSI. O tang nay datalink chi quan tim t6i dia chi MAC cuia goi tin. Ta
thdy & tang ndy, viéc can thiép vao trinh dé thém dit liéu cho gbi tin c6 do dai chin
khéi dau vao thuat toan ma hoa 13 mot van dé hét st tinh té. O ting nay rat sat voi
tang vat 1y, vi vay néu nguoi lap trinh khong biét can thiép vao ham cap phét bo
nhd cho ciu tric struct sk_buff thi viéc hé théng dot ngodt dimg do nhan khong
quan 1y duge bo nhd 1a diéu thudng xay ra (kernel panic). O mot khia canh khac, &
tang thir 2 ndy viéc diéu khién tong kiém tra (checksum) cho goi tin ethernet 13
kho diéu khién. Hon thé nita, khi ta d3 giai quyét duoc hai van dé trén, thi toc do
mang cua may tinh linux chay datalink s€ tr¢ nén cham chap rat nhiéu. Vi vay, dé
dua ham ma khdi vao tang datalink v6i 4 mode & trén thi ching ta thay 13 viéc sir
dung mot trong 2 mode 1a CFB hoac OFB la thuan tién hon ca. Trong bai viét nay
chung t6i xin gidi thiéu cu thé hon vé mode OFB dugc tmg dung véi thuat toan ma
khéi MK 1 duoc ap dung trong trinh DL-Cryptor.

e OFB mode (Output feedback mode - ché do phan hoi dau ra):
Trong ché do OFB, dong khoa sinh ra s€ duoc xor voi bép r0 (n6 hoat dong
tuong tu nhu h¢ ma dong). OFB thuc chat 1a mot hé ma dong dong bd.

Kho4 dugc sinh ra bang cach lap lai viéc ma hoa khoi 64-bit véc to khoi diém
ban dau IV. Chung ta dinh nghia z0=IV. Khoa z,z,...z; dugc sinh ra theo cong thirc
sau:

= ex(zi— 1), i> |

146



Chudi van ban 10 x;X;...X;... dugc ma hod bang cach tinh:

yi=x ®z,i>
So do thwe hién:
Ma3 hoa:
IV:Zn —» €k > €k > Ck > 00
X] X2 Xl
Y1 Yo Yi
Giai ma:
IV:ZO —> CK ’. eK > eK > . . .
Y1 Yo Yi
X] XZ Xi
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Trong pham mém IP-CRYPTO ham ma khéi MK 1 dugc ding & mode CBC. Ham
ma khoi MK1 véi dau vao str dung 1 128 bit dau ra 13 128 bit, 512 bit khoa, va
128 bit véc to khoi diém. Trong mode CBC, mdi mot khdi ban ma yi, dugc xor véi
khéi ban rd tiép theo x;, trude khi dugc ma hoa véi khoa K. Cu thé hon, ching ta
bat dau voi 128-bit véc to khdi diém IV (Initialization Vector), va ching ta dinh
nghia y, = IV. Thi chung ta tao dugc ban ma y,y,. . . y;. . . Theo cong thurc

yi=ex(y 1 ® x),i>1

Mai hoa: X, X,
—>
IV =y, o000
€x €k
Y. Y
Giai ma:
Y. Y
dK dK
IV =y, —> 000
X] XZ
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2.Khoa dung trong MK1

Trong mode OFB, CBC thi dé hai may tinh chay datalink thyc hién m3 hoa
va giai ma thong sudt thi ca hai bén déu phai thoa thuan dugc khoa chung va véc
to khoi diém chung. Véc to khoi diém trong ham MK1 1a 128 bit (16 byte), khoa
1a 512 bit (64 byte).

Viéc thoa thuan khoa va véc to khoi diém cho timg phién 1am viéc s& duoc
trinh pkdl thyc hién theo lugc dd trao d6i khoa Diffie-Hellman dung hé ma khoa
cong khai RSA. Sau khi thuc hién trao d6i khoa xong thi hai bén mady linux
datalink s& c6 véc to khoi diém va khoa ma hoa ding cho ham ma hoa MKI
chung. Trong trinh datalink cua chung t6i. Khi khdi dong trinh datalink thi hai
may linux datalink da c6 mot khod chung thoa thuan trudc, khoa nay dugc gan
ctmg trong module. Nhu viy, khi thuc hién trao doi khoa giita hai mdy datalink thi
moi dit liéu truyén thong giita hai may nay da duoc ma hoa. Khoa thoa thuan xong
theo luge dd Diffie-Hellman s& duoc trinh trao doi khoa tu dong pkdl dua vao
nhan cho module datalink. Nhu vay, ¢t mdi phién 1am viéc ctia hai may datalink
thi c6 véc to khoi diém riéng va khoa riéng.

Trong phﬁn mém IP-CRYPTO viéc thoa thuin khoa do trinh keyingd thyc hién,
thuce ra trinh keyingd goi dén trinh kex dé trao d6i khoa. Khoa sau khi thoa thuin
xong duoc ghi vao file cdu thinh (ipsec.conf), sau d6 s& co trinh kex s& goi chuong
trinh dé dua kho4 vao trong nhan cho module ipsec.
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Chuong 2
Trao doi khoa ty dong

1. Thi tuc trao d6i khoa cé xac thuc

Muc dich cta thu tuc xac thuc 1a cung cap cho cac bén tham gia lién lac
mot sy tin tudng rang ho biét dinh danh ding cua phia bén kia. Trong trao d6i
khéa c6 xac thuc, muc dich thém ma 2 bén nhan duoc la chia s¢ mdt khoa chung
ma chi ¢6 ho biét. Khéa bi mat do c6 thé duoc dung sau dé dé dam bao bi mat,
toan ven dit liéu, hay ca hai. Trong bai nay, chung ta ban vé d¢ an toan cta cac thu
tuc xac thyc dua trén mét ma khoa cong khai, kém theo viée trao d6i khoa. Chiing
ta gio1 han mdi quan tdm cua minh t6i viéc xac thyc 2 bén, thay cho cac thu tuc
nhiéu bén hay mot bén. Chung ta gia thiét rang cac k¥ thuat mat ma nim & phia
duéi 1a khong bi ton thuong, va gioi han moi quan tdm cua minh chi ¢ phan thu
tuc. Ké dich (nguoi tin cong, nguoi xam nhép, d6i phuong) c6 thé xem tat ca cac
thong tin dugc trao doi, c6 thé x6a, thay do6i, chén hay c6 thé d6i hudng thong tin,
c6 thé khoi dau cudce trao d6i voi bat ky bén nao, va co thé sir dung lai thong tin tir
nhiing cudc lién lac trudce do.

Viéc thiét ké thu tuc mat ma noi chung, thu tuc xac thuc noi riéng la rat hay
méc 1. Trong céc tai li¢u cé rat nhiéu thu tuc duogc tim th'éiy 6 chira 16i vé& do an
toan murc do tir nhe téi rat nang. Hon nita, bén canh d¢ an toan, thuc té cho théy
rang nhiéu thu tuc da dugc cong bd chira nhimg cai du thira hodc la khong hi¢u
qua theo quan diém so lan trao doi thong tin can lam, sd cac phép toan mat ma doi
hoi (yéu cau cong sudt tinh toan cao), hodc sé luong hay kiéu cua cac tru’O’ng duoc
yéu cau trong cac thong tin dugc trao (101 ‘Nhing dleu nay thtc day viéc tim kiém
cac thu tuc xac thuc don gian, yéu cau t6i thiéu sb 1an trao doi, sb it cac truong
trong moi thong diép hay thé, so it cac phép toan mat ma. Nhitng suy nghi d6 di
thiic ddy cong trinh nay trén cac thu tuc dua vao khoa cong khai.

Chiing ta quan tam t&i ca viée xac thuc va ca viée trao d6i khoa. Nén chip
nhan xem xét 2 chu dé nay cung véi nhau chir khong tach biét. Cac thu tuc cung
cap viéc xac thuc nhung khong trao dbi khoa s& bi ton thuong bai ké dich doi cho
dén khi viéc xéc thyc da hoan thanh rdi méi chiém mot dau cua kénh lién lac. Tan
cong nay van co tac dung do viéc trao ddi khoa doc lap véi viée xac thuc. Viée
trao d6i khoa can lién két voi viéc xac thuc sao cho cac bén tin rang khoa duoc
trao d6i (co thé duoc dung cho viéc bao mat hay xac thuc va nhu vay giit cho tinh
xdc thue song déng) thuc chat 1a cai duoc chia sé voi d6i tac duoc xac thuc, chir
khong phai voi mot ké gia mao. Véi cac 1y do nay, can phai ludn nhé téi viée trao
d6i khoa trong khi thiét ké va phan tich cac thu tuc xac thuc.

Chung t61 gidi thi€éu mot thu tuc duoc goi la tram-tdi-tram (station-to-
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station), kiém tra n6 chi tiét, binh luan cac dic tinh ciia n6.Mot s6 thu tuc c6 lién
quan cling dugc ban dén, va cac thu tuc duogc dé nghi 1a co6 lién quan dén ching.
Chiing t6i két thuc cung véi viée tom tit nhitng nguyén tic ma ching t6i cam thay
1a quan trong trong viéc thiét ké cac thu tuc xac thyec.

2. Dinh nghia cua thu tuc an toan

Mot xuét hién cu thé cua thi tuc xac thue duge coi nhu 1a mot vdn hdanh
(run). Trude khi trinh bay dinh nghia cta thu tuc an toan, trudc hét ching ta xem
xét cac tinh chat ctia cai ma ching ta coi 1a mot van hanh thanh cong (successful
run). Trong mot van hanh thanh cong, hai déi tac lién lac, Alice va Bob, trao d6i
mot sb thong di¢p, khi két thuc thi ho c¢6 dugc niém tin vao nhan dang ctia nhau va
hon nita, ¢6 thé 1a ho chia sé mot khéa chung ma chi ¢6 ho biét. Véi mdi lan van
hanh dugc thyc hién xong, mdi bén hoic 1a chd'p nhan hoac 1a bdc bo nhan dang
cuia bén kia, va c6 thé lam thém viéc trao doi khoa. Trong mdi 14n van hanh thanh
cong, viéc van hanh dugc thuc hi¢n xong va ca hai bén déu chép nhan.

Tinh chdt 1 cia vin hanh thanh céng: Ca Alice va Bob chdp nhdn nhan
dang cua phia bén kia. Néu viéc xac thuc bao gom ca trao doi khoa thi ca hai cling
chdp nhdn khoa da dugc trao doi.

Tinh chit tht hai ma van hanh thanh cong co lién quan la nhat ky cua viéc
van hanh thu tuc (gia thiét cac bén tham gia co ghi lai vi¢c trao déi). bé tiép tuc,
chung ta can cac dinh nghia dé y dén viéc tring nhau (match) khi ap dung vao cac
nhat ky cua viéc van hanh.

Viéc trung cac thong diép: Ching ta n61 mot thong di€p tor mdt nhat ky
tring v6i mot thong diép tir mot nhat ky khac néu mot nhat ky ghi thong diép nhu
1a tin dén, con mot nhat ky ghi thong di€p nhu 1a tin di, va tat ca cac truong co lién
quan dén viéc xac thuc 1a nhu nhau trong ca hai nhat ky.

Viéc dinh tinh chat c6 lién quan dén xac thuc can phai cho phép cac thong
diép co thé trung nhau ngay ca khi ching khong tring nhau timg bit. Qui cach &
day 1a néu thong diép co chira cac truong khong duogc ky, tirc 1a vé mat mat ma
khéng lién quan dén viée xac thuc, thi sy khac biét chi ¢ cac trudng nay khong
lam anh hudng viéc lam cho thong di¢p dap ting duoc dinh nghia cua viéc trung.

Viéc trung nhdt ky vdn hanh: Ching ta noi rang hai nhat ky cta viéc van
hanh 13 tring nhau néu cac thong diép cua ching cé the phan chia thanh tap cua
cac thong diép tring (mdi tap chira 1 thong diép tir moi nhat ky), cac thong diép
xuat phap tir mot bén tham gia xuat hién v6i cing mot thi tu trong ca hai nhat ky,
cac thong diép xuét phat tir bén tham gia con lai ciing vy. Dé cho don gian, ching
ta khong xem xét cac thii tuc ma trong d6 cac thong diép khong dén dich theo thi
tu ma chung da dugc gui di.
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Tinh chat 2 ciia van hanh thanh cong: Néu Alice va Bob cung ghi lai qué
trinh trao doi, thi nhat ky van hanh ctia ho trung nhau.

Bay gid da dén luc chung ta dinh nghia xem cai gi la sy van hanh cua mot
thu tuc xac thyc da phuong (d61 xting hay phi do1 xing) khong an toan.

DINH NGHIA 1: M6t van hanh cu thé cta thi tuc dugc goi 1a van hanh khéng an

toan néu bt ky mot bén tham gia nao trong van hanh, vi du nhu Alice, thyc hién

thu tuc mdt cach trung thuc, chép nhan nhan dang cua phia bén kia, va mot trong
cac diéu kién sau xay ra:

e Tai thoi diém Alice chap nhan nhan dang ctia phia bén kia (trudc khi c6 4y giri
hay nhén thong diép tiép theo), mot phan hay toan bo nhat ky ciia phia bén kia
khong trung vé&i nhat ky ciaa Alice.

e Khoa trao doi duoc chip nhan boi Alice bi mot mot ngudi khac biét, day
khong phai 1a nguoi ma Alice da chap nhan nhan dang. (Diéu kién nay khong
ap dung cho viéc xac thuc khong c6 trao d6i khoa).

Muc dich cua ké thu dich 1a 1am cho viéc van hanh tr¢ nén khong an toan.
Muc dich ctia nguoi thiét ké thu tuc 1a lam cho cong viéc cua ké dich tr¢ nén
khong thé (hay 1a khong thé vé mit tinh toan) trong moi thé hién cta thu tuc (trong
moi lan van hanh). Nguoc lai voi Pinh nghia 1, ching ta c6 dinh nghia cua thu tuc
xéc thyc da phuong an toan (d6i xtmg hay phi ddi xtng):

DINH NGHIA 2: Thii tuc an toan 1a thi tuc ma d6i véi chung cac diéu kién sau 1a
ding trong moi truong hop, khi ma mot bén, vi du Alice, thyc hién thu tuc mot
cach trung thuc va chdp nhan nhan dang cta phia bén kia:

e Tai thoi diém Alice chip nhan nhan dang cta phia bén kia (trudc khi c6 ta giri
hay nhan thong diép tiép theo), mat phr;in hay toan bg nhét ky van hanh cua
phia bén kia trung véi nhat ky van hanh cta Alice.

e Pbi véi khoa trao d6i néu duoc chap nhan bai Alice thi khong thé vé mit tinh
toan mot ai d6 c6 thé tim ra, ngoai trr chinh Alice va co thé 1a ddi tac ma Alice
da chép nhan nhan dién. (Diéu kién nay khong cé ddi voi viée xac thue khong
c6 trao ddi khoa).

Trong khi cac ky thuat phan tich hinh thirc c6 thé st dung thanh cong dé
kham pha cac diém yéu trong mot sé thu tuc xac thuc, ching minh tinh dung din
1a kh6 hon nhiéu, va phu thudc nhiéu vao viéc mé hinh hoa ‘ding muyc dich va cac
gia thuyet Mot k¥ thuat khac co thé dung dé kham pha dlem yéu la viéc vét can
dbi véi tn cong chén (interleaving attack). That dang tiéc, vi khong co duoc
ching minh tuyét ddi vé tinh diing dan, niém tin vao thu tuc chi c6 duoc khi cac
chuyén gia lién tuc tién hanh phan tich né va that bai trong viéc tim ra diém yéu.
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3. Cac dic trung ma thi tuc cin cé
Bén canh tinh an toan, sau day la cac dat tinh khac can c6 cho mot thu tuc.

Dé an toan chuyén tiép hoan thién (Perfect Forward Secrecy-PFS). Thu tuc trao
d6i khoa c6 xac thuc cung cap d6 an toan chuyén tiép hoan thién néu viéc dé 16 tai
liéu khoa bi mat thoi han dai (long-term secret key material) khong lam t6n hai
dén d6 an toan cua nhiing khoa dugc trao d6i trong nhitng 1an van hanh trudc.
Tinh chit d6 an toan chuyen tlep hoan thién khong 4p dung cho viéc xac thuc
khéng c6 trao ddi khoa.

Xdc thue truc tiép. Trong mot sb thu tuc trao d6i khoa, viéc xac thuc khong dugc
thue hién cho dén khi ca hai bén chirmg minh tri thitrc vé khoa chung bang cach st
dung no trong lién lac sau d6. Thu tuc nhu vy goi 13 khéng truc tiép (indirect).
Néu viéc xac thuc duoc thiét 1ap ngay sau khi két thtic viéc van hanh thu tuc thi
thu tuc dugc got la truc tiép. Mot thu tuc gian tiép c6 thé duoc sira doi dé tré thanh
tryc tiép bang cach thém viée trao doi mot thong diép da biét hay thong di€p co do
du dugc ma bang khoa da trao d6i. Vi xac thuc khong c6 trao ddi khoa, thu tuc
gian tiép khong cung cip tinh bao mat vi khong c6 bén nao c6 thé chip nhan nhan
dang cua bén kia.

Khéng co tem thoi gian. Trong khi tem thoi gian 1a quen thudc cho muc dich quan
1y va tai li¢u hoéa, trong thyc hanh can phai khong dua vao viéc st dung n6 dé dam
bao do mat cua thu tuc xac thuec.

Dé sir dung tem thoi gian cho xac thyc, tat ca cac bén tham gia déu phai
duy tri déng ho cta minh duoc dong bd thuong xuyén mét cach an toan voi ngudn
thoi gian tin cdy. Giita nhirng 1an dong bo véi ngudn thoi gian tin cdy, thoi gian &
ting tram c6 thé khac nhau. Hai bén, Alice va Bob, can cho phép mot cira so thoi
gian cho tem tho1 gian dé bu lai nhitng chénh 1éch dong hd cuc bd va viée thong
diép di trén mang ciing t6n thoi gian. Alice s& chap nhan tem thoi gian tr Bob néu
né nam trong ctra s6 xung quanh thoi gian tai dong hd cuc bo cia Alice va thém
nita la Bob phai chua str dung gia tri thoi gian nay trude day. Alice co thé luu trir
tat ca gia tri thoi gian dugc su dung boi tat ca cac bén ma nam trong cua ) hién
nay cua co ta (diéu nay co thé 1a khong thuc té trong mot sb moi tru’ong truyén
thong) hodc Alice ¢6 thé luu trit thoi diém cudi ciing duoc st dung boi mdi bén va
kién quyét doi hoi ting gid tri thoi gian tur mdi bén tham gia. Tuy nhién, trong
truong hop gia tri thoi gian ting thuc su, néu Bob sir dung thoi diém t & tuong lai
xa vi mot 1y do nao dé (sy chénh léch déng hd 16n hoic dong bd sai véi nguon
thoi gian tin cdy), thi Bob khong thé lién lac véi Alice cho dén khi thoi diém t nam
trong ctra sO cua Alice. Dé tranh diéu ndy, Alice cin phai luu trit thoi diém t va
khong cap nhat nhat ky ctia minh d6i véi gia tri thoi gian cudi cing duoc sir dung
bdi Bob. Piéu nay c6 thé din dén viéc phai chon s6 luong 16n céc dit lidu dugc luu
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trit, hy sinh kha ning truyén thong hoic hy sinh d6 an toan. Lién quan dén kha
nang truyén thong, néu dong ho cuc bd cia 2 bén rat khong d6ng bd voi nhau thi
hai bén khong thé lién lac. Diéu nay 1am cho nhiing ai lo lang t61 kha ning truyén
thong mudn ctra sb thoi gian rong, nhu vdy 1am ting yéu cau luu trir. Trong khi
tem thoi gian dugc coi la tién loi tir quan diém ly thuyet n6 lam nay sinh nhiéu
van dé thuc té. Nhitng thu tuc dua trén cac thach thirc ngiu nhién khéng gip phai
nhitng kho khin 4y.

4. Thu tuc STS (tram-tgi-tram)

STS 12 mot th tuc trao déi khod theo luoc do Diffie-Hellman, kém theo
viéc trao dé6i chit ky xéc thuc. Trong phién ban co sd cua thu tuc, ching ta gia thiét
riang céc tham so duoc sir dung dé thiét 1ap khod 12 ¢ dinh va moi ngudi déu biét.

Thu tuc dugc bat ddu boi mot bén, vi du, Alice, tao ra mot s6 ngiu nhién x,
va gui luy thira g* sang bén kia cho Bob. Bob tao s6 ngau nhién y, va st dung liy
thira ctia Alice d€ tao ra khod trao doi K = g*¥. Bob thuc hién viéc ky lén céc luy
thira bai khoa K. Bob tra 16i cing véi luy thira g va mot ban ma 1én chit ky cua anh
ta theo mot thuat todan ma doi xung thich hgp E. Alice nhan dugc s€ tinh khoa K,
gidi ma boi K va kiém tra chit ky ctia Bob bing cdch ding khod cong khai ctia Bob.
Cu6i clung, tuong tu, Bob kiém tra chit ky di dugc ma hod chia Alice bang cach
dung khod K va khod cong khai ctia Alice.

Thu tuc STS
Alice Bob
g >
< g, Ex(SIGs{g’, g'})
Ex(SIG,{g", g'}) >

C6 thé tao ra mot phién ban doi xing hon cho thi tuc ndy, trong d6 céc
bén trao d6i cdc luy thira trudc va sau do trao doi ban ma 1én cac chit ky riéng biét.
Trong trudng hop nay, ca Alice va Bob khong can biét ai bat dau cudc goi. Diéu
nay la mong muon, giong nhu cac tinh huong trong thuc t€ (duong dién thoai,
duong truyén dit lieu X.25) trong d6 & mot mic do cai dat nao ddy, khong rd 1a bén
nao bat dau trude. Diéu nay giai thich tai sao trong khuon dang chit ky cia mdi bén
thi luy thira ctia chinh nguoi d6 dugc dua 1én trudc. Néu luy thira cé cung tha tu
trong ca hai chit ky thi Alice va Bob can tim céch thoa thuan xem luy thira cua ai
dugc dua lén trude (vi du 1a dua va qui dinh xem bén nao bat diu cudc goi).
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Thu tuc STS doi xing

Alice Bob

gy

Ex(SIG,{g", g'})

Ex(SIGg{g’, g*})

5. Chuong trinh kex (key exchange) — Version 1.0

‘kex" 1a chuong trinh trao do1 khoa c6 xac thyc gitra hai bén tham gia lién
lac. Céac budc trao doi khoa tuan theo lugc do6 Diffie-Hellman va str dung chit ky
s0 RSA.

‘kex" thuc hién trao d6i khoa tu dong gitra hai may tinh két ndi voi nhau co
sir dung giao thirc TCP/IP. Khi bat dau mdt qua trinh trao d6i, hai chuong trinh
‘kex' s& duoc chay trén hai may, chung két ndi v6i nhau thong qua giao thirc TCP.
‘kex" & mdi bén s& giri dinh danh va chit ky sb ctia minh cho phia bén kia. Mdi bén
s& kiém tra chit ky s6 nhan duoc b:;ing viéc st dung khoé cong khai RSA da duoc
phan phdi trude cua phia bén kia.

Dé thyc hién mot qua trinh trao d6i khoa cong khai RSA, trén mdi may phai
c6 mot cdp khod (congkhai/bimat). Khod bi mat duogc luu trong file
/etc/keyEx/keyEx.priv. Thu muc /etc/keyEx/pk chtra khod cong khai cua phia bén
kia. Trén mdi may phai c6 mot dinh danh (chiing t6i thuong sir dung tén may) va
n6 phai duge cho phia bén kia biét truéc. Khoa cong khai ctia phia bén kia duoc
luu trong thu muc /etc/keyEx/pk véi tén file 1a tén dinh danh (t€n may) cua phia
bén kia. File keyEx.priv gdm hai tham s6 1a myModulo va PrivateExponent, file
khoa cong khai ciing gdm hai tham s 13 peerModulo va peerPublicExponent.

Khi két thiic qua trinh trao d6i khoa, hai bén s& c6 mot khoa ngiu nhién
chung (v61 d6 dai mac dinh 1a 64 byte) dé st dung cho cac thuat toan ma hod. Bg
dai khoa tao ra c6 thé thay ddi sao cho phil hop véi cac thuat toan ma hoa. O day
chung t6i tao ra khoa c6 do dai la 64 byte dé st dung thuat toan Ma khdi ciia Phan
vién Khoa hoc Mat Ma.
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Mo ta chi tiét qua trinh trao doi khoa: Ching t6i sir dung ‘kex' & ché do client-
server, mot bén ludn ludn doi bén kia gui dén. Pau tién, khi khéi dong client s&
tao ra 56 byte dit liéu ngau nhién cung véi 8 byte nhin thoi gian (gettimeofday)
gui cho server va nguoc lai. Hai bén sir dung ham DH_generate_key() cua openssl
dé tao ra khoa cong khai Diffie-Hellman ctia minh. Cudi cing thi hai bén s& nhan
duoc khoa cong khai cua phia bén kia dé tao khoa Diffie-Hellman chung. Khi hai
bén dd c6 mot khoa Diffie-Hellman chung, chuong trinh s€ dung thuat toan SHAI
dé tao ra khoa gia ngdu nhién 64 byte. Ké tir day, cac goi tin trao doi giita hai may
(trao d6i xac thuc va cac tham sb can thiét khac) di duoc ma hoa bang thuat toan
M3 khéi (MK1). Hai bén sé& trao d6i dinh danh cho nhau, chit ky sé duoc ky trén
dinh danh ctia mdi may. Kho4 tao ra dugc luu trong thu muc /etc/keyEx/run véi
tén file 1a dinh danh cua phia bén kia.

Cac buéc trao doi khoa

e Budc 1: Client gti 64 byte dit liéu NONCES va nhan thoi gian cho Server.

e Budc 2: Khi Server dugc kich hoat né cling gti cho Client 64 byte dit liéu
NONCES va nhan thoi gian.

e Bu6c 3: Khi Client nhan duoc dit liéu, né kiém tra xem néu la dit liéu
NONCES (packet type 1a PKT_NONCE) thi no s€ tao ra khoa cong khai Diffie-
Hellman (DH) gtri cho Server.

case Snonce:
if (pkttyp!=PKT NONCE)
goto stateerr;
if (len<8)
SendErrorRet ("nonce too short");
if (len>NONCESLEN+1)
1len=NONCESLEN+1;
for (i=0; i<len-1; ++1)
nonces[i] "=pkt[i+1];
DH generate key (dhp);
packetSendBN (fd, PKT DHKEY, dhp->pub key);
e Budc 4: Server tao khod cong khai DH va gtii cho Client.

e Budc 5: Khi Client va Server nhan dugc khoa cong khai DH ctia nhau, chiing s€
tao khod DH chung, tir d6 sir dung thuat todn SHA1 dé tao khoa gia ngiu nhién
64 byte. Khod nay chinh 1a kho4 trao déi dugc. K€ tir day tat ca cdc gbi tin trao
déi gita hai bén déu dugc ma hod véi thuat toin MK1. Liic nay, Client s& gui
dinh danh cua minh (hostname) cho Server.

case Sdhkey:
if (pkttyp!=PKT DHKEY)
goto stateerr;
if (mlock (buf, sizeof (buf))<0)
Log (LOG_ERR, "handlePacket: mlock: %m");
{
BIGNUM *a=packetExtrBN (pkt, len);
1=BN cmp (a, dhp->pub key);
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if ('i) |
Log (LOG_ALERT, "handlePacket: Two equal DH
pubkeys???");
abort (); /* something is VERY wrong */
}
if (DH compute key(buf, a, dhp)<0) {
SSLprinterror (LOG ERR);
BN free(a);
SendErrorRet ("internal bad DH");
}
BN free(a);
}
/* Get all keys, switch to encrypted */
i=getKeys (buf, DH size(dhp), 1);
memset (buf, 0, sizeof (buf));
if (i<0)
SendErrorRet ("handlePacket: getKeys failed");
/* Send out identity next. */
i=snprintf (buf, sizeof (buf), "%c%08x %s", PKT IDENT,
PKfingerprint (myKey), myIdentity);
packetSend (fd, buf, 1i);

Budc 6: Server nhan dugc dinh danh ctua Client gui sang, né s€ gui tra lai dinh
danh cua minh cho Client.

Bué6c 7: Khi Client nhan duogc dinh danh ctia Server, né sé tao chit ky s6 bang
cach ky 1én dinh danh cua Server r6i guti cho Server.

/* Sign our sent stuff. */

buf [0]=PKT SIGN;

i=strlen(s)/2;

pvkh RSA sign(buf+l, 1i);
packetSend (fd, buf, strlen(buf)):;

Budc 8: Server kiém tra chit ky s6 nhan dugc, néu thanh cong, n6 sé giii chit ky
sO cua minh 1én dinh danh cta Client va gui cho Client.

if (pkttyp!=PKT SIGN)
goto stateerr;

/* Verify the peer's signature. */

if ((i=pvkh RSA vrfy(pkt+l, len-1, myKey))==1)

{
struct sockaddr in sa;
debug ( (DEB_PROTO, "Good signature"));
if ((KEXsocket=getMySocket (&sa))<0)
SendErrorRet ("Could not obtain UDP socket");
i=snprintf (buf, sizeof (buf), "%cme=%s:%d",
PKT OPT REQ, inet ntoa(sa.sin addr), ntohs(sa.sin port));

setOption("me", buf+4, OF DEFAULT); /* later? */
packetSend (fd, buf, 1i);
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return Sopt;

}

debug ( (DEB_PROTO, "Bad signature"));
SSLprinterror (LOG_ERR) ;

SendErrorRet ("Signature check failed");

e Budc 9: Tuong tu, Client kiém tra chit ky s6 clia nhan dugc, néu thanh cong, n6
s€ gui goi tin chira dia chi IP cua minh cho Server. Viéc cac bén tham gia qua
trinh trao déi khoa trao déi thém géi tin chia dia chi IP clia minh 1a rat quan
trong, lam tang tinh an toan cua thu tuc.

e Budc 10: Server gtii dia chi IP ctia minh cho Client. Khi Client nhan duoc dia
chi IP cua Server ciing 1a lic hai bén thoa thuan xong khoa.

Nhan xét:

Viéc hai bén trao doi riéng biét cdac goi tin chua
dinh danh, chi* ky sé 1én dinh danh cia bén kia va goi
tin chita dia chi IP 1a khéng cdn thidt. Ching ta cé thé
gdp cdc tham s& ndy lai va trao déi mdt 1dn dé gidm bSt
sé 18n trao doi. Céng viéc ndy chiung téi sé thuc hién &
phién bdn sau.

Client NONCES Server
>
NONCES
<
£ >
gy
<
MK1(cliID)
>
MK1(srvID)
<
MK1(SIG(srvID)) >
< MK 1(SIG(cliID))
MK1(cliAddr:port) >
< MK1(srvAddr:port)
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Chit ky s6 ma chung t6i stt dung dugc thuc hién ding theo so d6 chit ky so
RSA. Gia sit c1i_sig la chit ky s6 dugc tao ra bén Client, c1i_sig s€ dugc
tinh nhu sau:

cli_sig = (srvID)s:viublicEonent pog (srvModulo)
cli_sig s€ duoc ma hod véi thuat toan MK1, roi gtri cho Server. Server s€ giai
ma va c6 duoc c1i_sig. Server kiém tra chit ky s6 nhu sau:

Tinh: chk_sig = (srvID)Srvirivatemonet psq  (grvModulo). So
sénh chk_sig xem cébang v6i cli_sig hay khong.

Qua so do trén chiing ta thiy rang qua trinh trao d6i can rat nhiéu budc, ta
c6 thé thu gon lai chi con 3 hoic 4 budc nhu thi tuc STS dugc trinh bay & trén. Tuy
vay, do thoi gian ¢ han nén ching to6i chua thuc hién duoc.

6. Sut dung chuong trinh KEX

e Yéu ciu: Mdy tinh chay hé diéu hanh Linux RedHat 6.2 (nhan 2.2.14) hoac
RedHat 7.0 (nhan 2.2.16). Nguoi st dung phai la root. Gia st tén hai mdy tinh
lan luot 14 HOSTNAMEI] va HOSTNAME?2. Dé bién dich duoc chwong trinh
nguon, ching ta can bo nguoén OpenSSL phién ban 0.9.6 hoac méi hon.

e Tao thu muc /etc/keyEx/pk, /etc/keyEx/run.

e Tao hai bd khod cong khai RSA cho hai bén nhu sau: (nl, el, d1) cho
HOSTNAMEI va (n2, e2, d2) cho HOSTNAME?2.

e Trén may HOSTNAMEI tao hai file:
- file thi nhat: /etc/keyEx/keyEx.priv luu nl va d1 nhu sau:

# PVKH: file /etc/keyEx/keyEx.priv
myModulo=0xn1
PrivateExponent=0xd1

- file thit hai: /etc/keyEx/pk/HOSTNAME?2 Iuu n2 va e2 nhu sau:

# PVKH: file /etc/keyEx/pk/HOSTNAME?2
peerModulo=0xn2
peerPublicExponent=0xe2

e Trén may HOSTNAME2 tao hai file twong tu nhu trén
- file thit nhat: /etc/keyEx/keyEx.priv Iuu n2 va d2 nhu sau:

# PVKH: file /etc/keyEx/keyEx.priv

myModulo=0xn2
PrivateExponent=0xd2
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- file tht hai: /etc/keyEx/pk/HOSTNAMEI luu nl va el nhu sau:

# PVKH: file /etc/keyEx/pk/HOSTNAMEI1
peerModulo=0xn1
peerPublicExponent=0xel

Vi du: vé6i cau hinh cua ching toi, trén mady HOSTNAMEI la:
- file /etc/keyEx/pk/HOSTNAME2

peerModulo=0x89£5d9ec8170d69b£d403d%9ed4037£f14a0labfdfbe94d5
ef64b73a32d22cfafl9f1a%blb403b6d7b0£922¢c425085c9t34aft3bb4aat
08afl6a498d4814c69da3

peerPublicExponent=0x40cl4214bfcabal7db7549cf934fe73£12345d9
855£8c9c10d5525f26a76545441537a74cc58867fdaf02d89296b29cheeft
f1b17£dd08ebdabc200blb4d08c2130789£5d9ec8170d69bfd403d9ed4037
ffl14a0labfdfbe94d5ef64b73a32d22cfafl9f1a9%b1b403b6d7b0£922c4?2
5085c9f34af3b64aaf08afl16a498d4814c69da3

Chu y: khoa duoc ghi trén mot dong, trong file c6 thé ¢6 ddu cdch, dau '#',
- file /etc/keyEx/keyEx.priv

myModulo=0x95441d0731£fd9f5aldcbdfb2f2eadec98024£8b013abdc772
d72346b9309cd59d3e68£92dff6e39051a792caacl5a01fb5826£337524c¢
87elbfedbb954ccef89

PrivateExponent=0x209c36eadf507badba36743d15073bd36503bd9c27
02f3f966befdd8ef2acl0cdcbl5ddf7a5880db674bb3b0928ba5dl7d54db
04436b234a6£f37701e35330edd

e Trén midy HOSTNAME2:
- file thit nhat: /etc/keyEx/keyEx.priv Iuu n2 va d2 nhu sau:

myModulo=0x89£5d9ec8170d69b£fd403d9%ed4037ff14a0labfdfbe94d5et
64b73a32d22cfafl9f1a9%b1b403b6d7b0£922c425085¢c9£34at3b64aatis8
afl6a498d4814c69da3

PrivateExponent=0x48d1dd23dc94e7ab929ccabl9caecab6549aa4fl1fd2
60baeacd9el705851fal609a25eclbl61eb4a85af98d12b087b59534832¢F
eed4d0c7£53a815c0e7944££f0ff

- file thu hai: /etc/keyEx/pk/HOSTNAMEI] Iuu nl va el nhu sau:

peerModulo=0x95441d0731£fd9f5aldcbdfb2f2eadec98024£8b013abdc7
72d723460b9309cd59d3e68£92dff6e39051a792caacl5a01fb5826£33752
4c87elbfedbb954ccef89

peerPublicExponent=0x40c43eb9f5d50f8c01lbba8bflee8ebdae38bdde
9783734d139534bfbd4d5fac2072ceal7aela8ff566d663561a45£74d73b
p51892458ef940137656e9e2949db4595441d0731fd9f5aldcedfb2f2ead
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ec98024£8b013abdc772d72346b9309cd59d3e68L£92dLL6e39051a792¢caa
c15a01£fb5826£337524c87elbfedbb954ccef89

e copy file chay “kex" vao thu muc /usr/sbin
e Lua chon cong 10000 (phai dam bao c6ng nay chua ¢6 dich vu nao sir dung)
cho kex béng cach thém dong sau vao file /etc/services:
kex 10000/tcp  #port 10000 for kex
e Thém dong sau vao file /etc/inetd.conf
kex stream tcp nowait root /usr/sbin/kex kex
hodc néu st dung TCP Wrapper cho viéc diéu khién truy nhap:
kex stream tcp nowait root /usr/sbin/tcpd /usr/sbin/kex

Chu y: V&i cdc phién ban RedHat 7.0 hodc 7.1, chuong
trinh daemon inetd duoc thay thé bdi trinh xinetd, file
cdu hinh cho dich vu nady duoc dit trong thu muc
J/etc/xinetd/. Khi ndy ta s& tao thém 1 file vdi tén 1a
tén cua djich vu cdn chay (0 diy 1a ‘kex'), ndi dung nhu
sau:

service kex

{
disable = no
user = root # nguoili dung duoc phép chay
port = 10000 # cbéng dich vu
socket_type = stream
walit = no
server = Jusr/sbin/kex
}

Sau khi céu hinh xong véi 2 file /etc/services va /etc/inetd.conf, ta nén khoi dong
lai m4y dé kich hoat chuong trinh “kex’.

Lénh chay kex :
Tréen HOSTNAMET1:
kex -c HOSTNAME2:10000

Sau khi thuc hién lénh nay thi khod tao ra duogc Iuu trong
/etc/keyEx/run/HOSTNAME2

(Chy y: Néu chay tréen HOSTNAME?2 thi thuc hién 1énh “kex -c
HOSTNAME1:10000" - khoa tao ra la file /etc/keyEx/run/HOSTNAME1).

Mot vai tham s6 cua KEX
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-¢ hostname:port’: kex chay & ch€ do client-server, két n6i dén mot may c6 dia
chi x4c dinh.

-t timeout’: Thiét 1ap thoi gian cho 1an két ndi, mac dinh 1a 60 giay.

-k KEYFILE': Chi ra file chita private key va mymodulo, mac dinh la
[etc/keyEx/keyEx.prv

-p PROTO": Chi ra giao thitc cia KEX, hién tai duy nhat 1a 1.
*-E": Ghi cac thong tin g& roi ra man hinh thay vi syslog (/var/log/message).

*-r host: Xac dinh host 1a noi ma cac géi tin cia KEX dugc routed qua. Tuy chon
nay can thiét khi két n6i TCP gitta hai may thong qua mot SOCKS hoac mot proxy
khéc.

Kiém tra qua trinh chay "kex'

Sau khi chay “kex" thanh cong, 8 may HOSTNAMEI]1 khoa sé€ dugc luu
trong file /etc/keyEx/run/HOSTNAME? (dong key=), con mdy HOSTNAME?2
khoé luu trong /etc/keyEx/HOSTNAMEI. Chung ta hiy kiém tra dong “key="
trong hai file nay, n€u giong nhau hoan toan thi qua trinh trao déi khod thanh cong.

7. Cac dac tinh cua KEX

Céc tham s6 thém vao trong qua trinh trao déi khod 12 rat can thiét. Hién tai
tham s6 duy nhét duoc thém vao 1a dia chi IP cia mbi mdy. Viéc st dung nhin
thoi gian (timestamp) khi trao d6i khod c6 tdc dung chong tan cong lap lai. Tuy
nhién diéu nay doi hoi dong ho thoi gian ¢ hai mdy phai dong bo. Nhan thoi gian
1a mot mot s6 nguyén 32 bit (4 byte). N6 dugc luu trong céc gbi tin trao doi khoa.
Bén nhan c6 thé st dung nhén thoi gian nhan dugc dé loai bod goéi tin néu so sanh
thoi gian khong khép nhau. Ngudi ta khuyén ring nén dé thoi gian timeout khong
vuot qua 30 gidy. Trong chuong trinh “kex", nhan thoi gian chi dugc gui 1an dau
tién, bén nhan ciing chua st 1y viéc kiém tra. N6i tom lai thi tuc nay khong sir
dung nhan thoi gian.

8. Trao déi kho4 tu dong trong TransCrypt

KEX 12 mot chuwong trinh trao déi khod theo thuat to4n Diffie-Hellman, kém
theo viéc trao d6i chit ky x4c thuc. C6 thé coi thu tuc ndy an toan nhu tha tuc STS
bdi vi né dam bao day du cac diéu kién ma thu tuc STS néu ra. Khoa tao ra c6 thé
dugce st dung cho cac thuat toin ma hoa khac nhau. Cac chuong trinh ma hoa sé
doc khoa tir file dugc tao ra bdi “kex™ dé ma hoa dit lieu.

D€ thuc hién viéc trao doi khoa tu dong trong TransCrypt, chiing toi phai
stra d8i ma ngudn clia chuong trinh KEX. Y tudng cta chiing t6i 13, sau khi chay
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chuong trinh “kex™ dé thoa thuan khod, kho4 s& duoc luu vao mot file. Chang han,
trén may HOSTNAME? file nay c6 dang nhu sau:

arg=HOSTNAMEI
peer=128.3.0.3
me=128.3.0.5
key=<64 byte>

Sau d6 chuong trinh daemon ctia TransCrypt s& dugc goi dé dua cdc tham so
trong d6 c6 khoa ti file nay vao module cua TransCrypt.

Viéc goi daemon dugc thuc hién trong ham ready() cua file negotiate.c:

{
#define TRANS DAEMON "/usr/sbin/transcryptd-cb"
char ba[lo6];
char *na[]={TRANS DAEMON, "-o", buf, "-s", ba, NULL};
if (KEXsocket>=0) {
snprintf (ba, sizeof (ba), "%d", KEXsocket);
} else {
/* should not happen */
Log (LOG _ERR, "internal KEXsocket<Q");
na [3]=NULL;

}
execv (TRANS DAEMON, na);

Gia str chuing ta dang & trén may HOSTNAME] thi dong 1énh
execv (TRANS DAEMON, na) thuc chat la goi Iénh:

"fusr/sbin/transcryptd-cb -o /etc/keyEx/run/HOSTNAME?2 - s KEXsocket"

Lénh nay hoan toan tuong duong véi viéc chay TransCrypt & ché do manual (khoa
tinh).

Va nhu vay, ¢t mdi lan kex™ duoc goi thi né s& tao ra khod mdi va goi daemon dé
nap khoda méi cho module ma dich TransCrypt

9. Trao déi kho4 tu dong trong IP-Crypto

Trong phan mém IP-Crypto thi viéc trao doi khoa ty dong do chwong trinh
keyingd dam nhiém. Trinh keyingd goi dén trinh trao ddi khoa Kex dé thuc hién
viéc thod thudn khoa. Sau khi thoa thuan khoa xong thi trinh Kex s€ ghi khoa dugc
thoa thuan vao file ipsec.conf, va sau d6 goi trinh nap kho4 1a manual dé dua khoa
vao nhan.

Chuong trinh Kex & day dugc stra d6i dé co thé goi trinh manual ma khéng giét
chét trinh keyingd. Dé 1am duoc diéu nay ching ta sinh ra mot tién trinh con chay
cung Kex va thuc hién goi trinh manual trong do.
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pid t pid;
pid t pidl;

while (1) {
if (n==0) {
pid=fork(); /* Sinh tién trinh con */
switch (pid) {
case -1:
printf ("fork error");
break;
case O0:
execv (RUN FILE, nad);/* Thuc thi tién trinh con */
default:
wait (0);
}
pidl=fork(); /* Sinh tién trinh con */
switch (pidl) {
case -1:
printf ("fork error");
break;
case O0:
execv (RUN FILE, nau); /* Thuc thi tién trinh con*/

default:
wait (0);

n=n+1;
break;

10. Trao doi khoa tu dong trong DL-Cryptor

KEX 1a mot chuong trinh trao déi khoa theo thuat toan Diffie-Hellman, kém
theo viéc trao ddi chit ky xac thuc. C6 thé coi thi tuc nay an toan nhu thu tuc STS
bdi vi né dam bao ddy du cac diéu kién ma thu tuc STS néu ra. Khoa tao ra c6 thé
duge st dung cho cac thuat todn ma hoa khac nhau. Cac chuong trinh ma hoéa sé
doc khod tir file duoc tao ra boi “kex™ dé ma hoa dit liéu hodc c6 thé sir dung ngay
khod vira duoc trao d6i ma khong can phai ghi ra file (diéu nay dam bdo an toan
hon).

Pé thuc hién viéc trao déi khéa tu dong trong DL-Cryptor, ching toi phai
stra d8i ma ngudn ctia chuong trinh KEX. Y tudng cta chiing toi 13, sau khi chay
chuong trinh “kex™ d€ thoa thuan khod. Liic nay, khod s& khong dugc luu vao mot
file nita, ma chiing toi s& luu vao mot bién tinh (1a key chang han).

Sau do6, khi chuong trinh “kex™ thuc hién né s€ goi 1énh ‘insmod datalink.o
key encrypt=chuoi_khod trong bién tinh_key".
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Viéc goi 1énh insmod dé nap kho4a dugc thuc hién trong ham ready() cua file
negotiate.c:
{
#define RUN FILE "sbin/insmod"
char ba[l6];
char *na[]={RUN_FILE, "datalink.o", "key encrypt=", key,
NULL} ;
if (KEXsocket>=0) {
snprintf (ba, sizeof (ba), "%d", KEXsocket);
} else {
/* should not happen */
Log (LOG_ERR, "internal KEXsocket<0");
na [3]=NULL;
}
execv (RUN_FILE, na);
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