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CHUGONG 1: MG PAU VE MA KHOI

I. GIOI THIEU CHUNG
I.1. Hé ma khoi khéa bi mat

Mot khoi lugng 16n cdc thong tin dugc truyén trén cac kénh thong tin va
mang may tinh hién nay dang ngay cang gia tang dac biét doi hoi can phai
dugc bao vé khoi cac do di khong mong muon, titc 1a dam bao tinh bi mat,
dong thoi cling can phai duoc bao vé tranh su gia mao va su tir chéi trach
nhiém, tic 1a dam bdo tinh xéc thuc. K§ thuat mat ma duoc phat trién va
van dung dé dam bao ca tinh bi mat va tinh xac thuc do.

Céac hé mat hién nay dugc chia thanh hai loai: hé¢ mat khéa bi mat
va hé¢ mat khéa cong khai. Trong hé mat khéa bi mat, nhitng nguoi su
dung hop phap (nguoi gui va nguoi nhan) phai chia s¢ mot khéa bi mat
chung va khéa dé khong dugc biét doi véi tham ma doi phuong. Trong hé
mat khoa cong khai, ngudi sit dung hop phap chi can cac thong tin trung
thuc cong khai nao d6. Mac du cac hé mat khéa cong khai té ra 1a 1y
tudng do6i véi nhiéu tng dung mat ma, nhung téc do thap va gia thanh cao
da ngan can viéc st dung ching trong nhiéu truong hop. Trong phan nay
chiing ta chi thao luan vé cdc hé mat khéa bi mat.

Chung ta s€ sir dung mo hinh hé mat cua Shannon trong Hinh 1.1.

Trong mo hinh nay, khéa bi mat Z duoc phan phdi téi nguoi gui va nguoi
nhan theo mot kénh an toan. Khéa nay sau dé duoc st dung dé ma hoa
ban 6 X thanh ban ma Y boi ngudi gri va dugc ding dé giai ma ban ma
Y thanh béan rd X boi ngudi nhan. Ban ma duoc truyén trén kénh khong an
toan, va chiing ta gia thiét 1a thdm ma d6i phuong luon c6 thé truy nhap dé
nhan duoc cdc ban ma. Tat nhién thdm ma khong thé truy nhap duoc t6i
khéa bi mat. Hé mat khéa bi mat nhu thé duoc goi 1a hé mat doi xing dé
phan biét v6i hé mat khoa cong khai khong doi xing trong dé cac khoa
khac nhau dugc sir dung bbi ngudi ma va ngudi dich. Chi ¥ rang X, Y, va
Z trong mo hinh nay la cac bién ngau nhién. Trong mo6 hinh nay ching ta
cling luon gia thi€t ban r6 X va khoéa Z 1a doc 1ap thong ké.

Cac hé mat khéa bi mat thuong dugc chia thanh cac hé ma khoi va
hé ma dong. D6i véi ma khoi ban rd c¢6 dang cic khoi "16n" (chang han
128-bit) va day cac khoi déu dugc ma boi cing mdt ham ma hoa, tic 1a bo



ma héa 1a mot ham khong nhé. Trong ma dong, ban rd thuong 1a day cac
kh6i "nho" (thudng 1a 1-bit) va dugc bien d6i béi mot bo ma héa c6 nhd.

Cac hé ma khoi c6 uu diém 12 ching c6 thé dugc chuin héa mot
cach dé dang, bdi vi cdc don vi xtr 1y thong tin hién nay thudng c6 dang
block nhu bytes hoac words. Ngoai ra trong ky thuat dong bo, viéc mat
mot block ma ciing khong anh hudng téi do chinh xac cua viéc giai ma
clia cac khoi ti€p sau, d6 cling 1a mot uu diém khéc ctia ma khoi.

THAM MA
NGUONRO | X BO MA HOA | Y BO GIAI MA X | NOINHAN
Ei() D (1)
Z Z
KENH AN TOAN
NGUON
KHOA

HINH 1.1: MO HINH HE MAT KHOA BI MAT

Nhuoc diém 16n nhit ctia ma khoi 12 phép ma hoa khong che dau duoc
cac mau dit liéu: cac khdi ma giong nhau s€ suy ra cac khéi ro ciling giong
nhau. Tuy nhién nhugc diém nay c6 thé dugc khic phuc bing cich dua
vao mot luong nho ¢6 nhé trong qua trinh ma hoéa, tic 12 bang cach s
dung céach thic méc xich khoi ma (CBC-Cipher Block Channing mode)
trong d6 ham ma héa khong nhé duoc dp vao téng XOR cua block 16 va
block ma tru6c d6. Phép ma liic ndy c6 kiéu cdch k§ thuat nhu ma dong
ap dung doi véi cac khoi "l6n".

Gia st F, 1a truong Galois hai phan tir. Ky hiéu F," 1a khong gian
véc to cac bo m-tuples cac phan tu cua F,. Trong phan nay ching ta gia
thiet khong mat téng quat ring, ban 6 X, ban ma Y 1ay cdc gi4 tri trong
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khong gian véc to F,™, con khéa Z 14y gi4 tri trong khong gian véc to F,*.
Nhu vay m-la do dai bit cua cac khoi 16 va ma, con k-la do dai bit cua
khoéa bi mat.
Pinh nghia 1.1. Hé ma khoi khéa bi mat 1a mot anh xa E: F,"x S, —>
,™, sao cho v6i moéi z € S, E(., z) ]a mot dnh xa ¢6 ngugc tit F,™ vao F,™.
Ham c6 nguoc E(., z) dugc goi 1a ham ma héa tuong tng vé6i khoa
z. Anh xa nghich dao cta E(., z) duoc goi 1a ham giai ma tuong tng véi
khéa z va s€ duoc ky hiéu la D(., z). Ching ta vi€t Y = E(X, Z) do6i véi
mot ma khoi ¢6 nghia 1a ban ma Y dugc xac dinh bdi ban rdo X va khéa bi
mat Z theo anh xa E. Tham s6 m dugc goi la do dai khoi con tham s6 k
dugc goi la do dai khéa ctia hé ma khoi d6. Co khoda ding cua hé ma khoi
duoc xéc dinh boi s6 k, = log, (#(S,)) bit. Nhu vay do dai khéa s€ bang cd
khéa diing néu va chi néu S, = F,, titc 12 moi bo k-bit nhi phan déu 12 mot
khéa c6 hiéu lyc. Chang han ddi véi chudn ma dit lieu DES, do dai khéa 1a
k = 64 bit, trong khi ¢ khéa diing ctia né 1a k, = 56 bit. Chi ¥ rang & day
ta xem xét cac ma khoi ¢6 do dai khoi ma bang do dai khai ro.
I.2. D6 an toan cua cac hé ma khoi

Nhu da néi & trén, mot ma khoi duoc st dung nham bao vé chong su do di
khong mong muon ctua ban rd. Nhiém vu cua thim ma doi phuong la pha
hé ma nay theo nghia anh ta c6 thé md ra duoc cac ban rd tir cdc ban ma
chan bat duoc. Mot hé md la bi phd hoan toan néu nhu thdm ma cé thé
xdc dinh duogc khéa bi mdt dang sit dung va tix dé anh ta cé thé doc duoc
tat cd cdc thong bdo mor cdch dé dang nhu la mot nguoi ding hop phdp.
Mot hé ma la bi phd thuc té néu tham ma cé thé thuong xuyén mo ra duoc
cdc bdn ré tir cdc ban md nhdn dvoc, nhung van chua tim ra duoc khéa.

Do an toan luon gan véi cac de doa tan cong. Nhu da néi & trén,
ching ta gia sur rang ké tdn cong luon c6 thé truy nhap t6i moi thit duge
truyén thong qua kénh khong an toan. Tuy nhién, ¢ thé ¢6 cdc thong tin
khac doi véi tham ma. Kha nang tinh todn clia thim ma phai luon dugc
xem xét trudc khi xem xét do an toan ctia mot ma c6 thé bi truy nhap.

1.2.1. Cdc kiéu tdn cong

Mot gia thiét dugc chadp nhan phé bién nhat trong mat ma do 1a tham ma
d6i phuong luon cé thé truy nhap hoan toan t6i cac ban ma duoc truyén
trén kénh khong an toan. Mot gia thiét da dugc chap nhan khac nita la:



Gid thiét Kerckhoff: Tham ma doi phuong la dugc biét toan bo chi tiét
clia qua trinh ma héa va giai ma chi trir gia tri khéa bi mat.

Gia thiét Kerckhoff suy ra rang do an toan cua mot hé mat khéa bi mat
chi con phu thudc vao chinh khéa mat ma thoi. Duéi gia thi€t Kerckhoff,
céc tan cong c6 thé duoc phan loai theo céc tri thic ciia thdim ma nhu sau:

- Tdn cong chi biét ban md: thaim ma do6i phuong khong biét thém ti thong
tin gi ngoai ban ma nhan duoc.

- Tdn cong bdn ré dd biét: Tham ma doi phuonng biét thém mot vai cap
R&/Ma doi v6i khéa dang dung.

- Tdn cong bdn 1o lwa chon: Thim ma doi phuonng c6 thé dat dugc cac
ban ma tuong tng vGi cac ban ro an dinh dac biét bat ky doi véi khoa
dang dung.

Tan cong ban r6 lua chon la tdn cong manh nhat trong cac tin cong
trén. Néu mot hé ma la an toan chong lai tdn cong ban ré lua chon thi né
cling an toan trudc cac tan cong khac. Trong thuc té, ta nén dung hé ma c6
do an toan chong lai tdn cong ban 1o lua chon, ngay ca khi tham ma doi
phuong hi€m cé co hoi thu lugm duoc thong tin gi d6 hon so véi tdn cong
chi biét ban ma.

1.2.2. Bo an toan vo diéu kién va do an toan tinh todn

Do an toan cua mot hé mat phu thuoc rat 16n vao kha nang tinh toan cua
thdm ma doi phuong. Mot hé mat dugc goi 1a an toan vo diéu kién néu né
an toan chong lai tham ma déi phuong c6 kha nang tinh toan vo han. Do
an toan vo diéu kién ciing dugc goi 1a do an toan 1y thuyét lién quan tGi
tinh khong thé phd dugc ctia mot hé mat. Mot hé mat 12 an toan chong lai
doi phuong c¢6 kha nang tinh toan bi han ché nao d6 dugc goi la an toan
tinh toan. Do an toan tinh todn ciing duoc goi la do an toan thuc té, lién
quan tGi tinh khé phd ctia mot hé mat. Tat ca cdc hé mat an toan vo diéu
kién déu 1a khong ¢6 tinh thuc t€ vi 1y do sé€ dugc néi dudi day. Tuy nhién
cling khong c6 mot hé mat thuc t€ nao 1a da dugc chiing minh la an toan
theo nghia tinh toan.

Do an toan vo diéu kién

Mic du trong hau hét cdc ing dung do an toan vo di€u kién 1a khong can
thiét va ciing 1a khong thé thuc hién dugc trén thuc t€, nhung nghién citu
v€ do an toan vo dicu kién cho chiing ta nhiéu goi y ¢6 ich cho viéc thiét
ké va str dung cac hé mat thuc t€. Chang han 1y do co ban clia hé ma dong



d6 1a d6 mat hoan thién dugc cung cap boi hé thong dém mot 1an "one-
time-pad".

Dinh nghia 1.2 (Shannon 1949): Mot hé mat sé cung cdp do mat hoan
thién n€u cac khoi ro va cac khoi ma la doc 1ap thong ké.

Kha nang thuc thi hé mat bi mat hoan thién da dugc cho thiy baoi

Shannon trong bai bdo cua 6ng ta nam 1949. Hé¢ "Ma nhém khéa dung
mot 1an"sau day (duoc mo ta trong vi du 1) cung cdp mot hé mat bi mat
hoan thién nhu thé. Y tudng st dung hé théng khéa dung mot 1an dau tién
dugc dé xuat bdi Vernam trong nam 1926. Ma Vernam thuong dugc goi
la hé mat mot 1an "one-time-pad". Mac du trong mot thoi gian dai nguoi
ta tin rdng hé mat mot 1a 1a khong thé bi ph4, nhung phai dén cong trinh
ctia Shannon méi chiing minh dugc tinh bi mat hoan thién cta né.
Vidu 1: (hé¢ ma khoi nhém khéa dung mot 1an): Xét hé ma khoi cho trong
Hinh 1.2, & day ® la phép todn nhom dinh nghia trén tap hop F,". Hé ma
nay c¢6 do bi mat hoan thién néu khéa duoc chon ngau nhién déu va doc
lap v6i moi khoi 6.

Hinh 1.2: Hé md khoi nhém khéa ding mot lan. Cdc khéa Z, la duoc chon
ngdu nhién déu va doc ldp.

H¢ thong bi mat hoan thién thuong la khong thuc t€, bdi vi Shannon da
cho thdy mot lugng khéa khong gidi han can phai ¢6 néu nhu ta cho phép
mot lugng thong bao khong han ché. Tuy nhién, y tudng cua hé mat hoan
thién thiét 1ap nén mot nguyén 1y da biét trong thuc t€ mat ma la dé dam
bao do an toan thi nén thay khéa mot cach thuong xuyén.

Do an toan vo diéu kién ciing c6 thé dat dugc bing cich nén dif
liéu. Shannon da dinh nghia mot hé mat la 1y tudng chat néu véi mot khoa
c6 dinh, diy cdc khoi ma khong cho mot thong tin gi vé khda. Shannon
cling chi y rang néu ban rdo khong con do du, tic 1a néu tat ca cac khoi rd
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1a doc 1ap ngau nhién déu thi hau hét cdc ma khoi déu 1a 1y tudng chat, tic
la hé mat nhu th€ s€ an toan chong lai tdn cong chi biét ban ma ngay ca
khi ciing mot khéa dugc sit dung d€ ma cho nhiéu ban r6. Khong may
thay, chua c6 mot k§ thuat nén dit liéu hién da biét 1a c6 thé dat dugc viec
nén hoan hao nhu vay. Nhung cong trinh ctia Shannon ciing lai thiét lap
nén mot nguyén ly khéc nita trong mat ma 1a dé dam bdo an toan thi céc
dit liéu 16 nén 1a ngau nhién nhu c6 thé 1am duoc. Piéu nay c6 thé thuc
hién hoac bang cich nén dit liéu hodc bang cic hé thay thé dong ciu.

Hé mat 1y tudng chat chi an toan chong lai tdn cong chi biét ban
ma. Tuy nhién khong phai moi hé 1y tudng chat 1a déu c6 thé chong lai
tAn cong ban ro di biét (hay ban rd lua chon). Chang han, xét hé ma khoi
nhém trong Hinh 1.2. Ngay ca khi cing mot khéa dung dé ma nhiéu lan,
hé nay van la ly tudng chat néu cac khoi 1o 1a doc 1ap phan bo déu. Tuy
nhién, cho truéc mot cap Ro/Ma ta cé thé dé dang x4c dinh dugc khéa.
Nhu vay hé mat nay du 1a an toan vo diéu kién chong lai tdn cong chi biét
ban mi, nhung né cé thé dé dang bi pha trong tdn cong ban rd da biét néu
khéa mat dugc st dung hon mot 1an.

boi véi mot hé ma khoi s dung theo cach thicc khong phai mot
14n, titc 12 khi mot khéa dugc sir dung dé ma nhiéu khéi rd, thi tinh bi mat
hoan thién dinh nghia bdi Shannon khong bao gio dat dugc do cac khoi
ma nhu nhau s€ suy ra cdac khdi rd ciing giong nhau. P an toan vo di€u
kién chong lai tan cong ban ro da biét (hoac ban rd Iua chon) khi khoa
duoc st dung nhiéu hon mot 1an da dugc xem xét bdi Massey. Tl nghién
ctiu cia Massey goi y ring dé ting cudong do mat chong lai tdn cong ban
1o da biét (hodc ban rd lua chon) nén thay déi khod thudng xuyén, va mdi
khoa can tuong tng véi cac anh xa 1-1 ngau nhién.

Do an toan tinh toan

Trong thuc t€ khong ké tdn cong nao c¢6 kha nang tinh toan vo han. Do an
toan cia mot hé mat thuc t€ phu thuoc vao tinh khong thé phd hé ma dé
vé mat 1y thuyét ma ding hon 1a phu thudéc do khé thuc t€ clia cdc tin
cong. Mot hé mat duge goi la an toan tinh toan néu do kho cua tan cong
tOi wu vugt qua kha nang tinh toan cia tham ma. Shannon da mo ta do kho
cta tan cong nhu thé (tdn cong chi bi€t ban ma) bai dac trung W(n) xem
nhu 12 khoi luong cong viéc doi hoi dé xac dinh khéa khi n-ban ma Ia
dugc biét. Ta ciing c6 thé xem xét W(n) doi vé6i céc kiéu tdn cong khdc.
Trong su6t phan nay, ching ta sir dung tir "do phiic tap" dé mo ta do kho
nhu thé. Do phic tap clia mot tdn cong hiéu mot cach chung chung 1a s6



trung binh cdc phép todn (thao tic) dung trong tan cong d6. Chi y ring
mot hé ma la an toan tinh toan cé nghia 1a d6 phtc tap ctia tdn cong toi wu
vuot qua kha ning tinh todn clia thim ma doi phuong. D€ chiing minh
mot hé mat 1 an toan tinh toian can phai chi ra dugc can dudi hitu ich vé
do phic tap cua viéc giai quyét mot bai toan tinh toan nao dé. Hién tai,
diéu nay 1a khong thé doi vdi tat ca cac bai toan tinh toan. Do vy, trong
thuc t€, viéc danh gia d6 an toan cia mot hé mat phu thudc vao do phiic
tap cua tan cong tot nhat cho tGi hién tai. Mot ma khoi thuc t€ duoc xem
12 an toan tinh todn néu khong c6 tdn cong da biét ndo c6 thé lam t6t hon
so V4i tdn cong vét can khoa. Trong tdn cong vét can khoda chi biét ban ma
trén mot ma khoi, méi mot khéa ¢ thé déu duoc thir dé€ giai ma cia mot
hodc nhiéu hon cdc khoi ma chan bét dugc cho t6i khi nao mot khéa cho
két qua khoi 16 ¢6 thé doc duge. Do phiic tap cua tdn cong nay, xem nhu
12 s6 cdc phép gidi ma thir, vé mat trung binh s& bang 2%~" déi v6i mot he
ma khoi c6 c& khoéa dung la k,. Tan cong vét can khda 1a mot tdn cong
"brute-force" né c¢6 thé dp vao hé ma khoi bat ky. Nhu vay mot hé ma
kh6i muon an toan thi c¢d khéa ding ciia n6 1a phai du 16n dé€ tao cho tan
cong vét can khéa 1a khong thé thuc hién duoc.

1.2.3. Do phiic tap xit 1y va do phiic tap dit liéu ciia mét tdn cong cu thé

Do phtc tap cia mot tdn cong dugc chia ra 1am hai phan: dé phiic tap dir
liéu va do phiic tap xu 1y. Do phic tap dit liéu 1a luong dit liéu dau vao can
cho tin cong d6 trong khi do phuc tap xir Iy 12 luong cac tinh todn can dé
Xt 1y dit liéu nhu thé€. Thanh phan dominant-trdi hon thuong duoc mo ta
nhu 13 do phic tap cta tan cong nay. Chang han, trong tan cong vét can
khéa, lugng dit liéu dau vao can cho tin cong nay la s6 cac khoi ma chan
bat dugc (hodc so cdc cip rd/ma trong tan cong ban rd di biét), néi chung

d6 1a mot s6 luong rit nhod so véi s6 cac phép todn (trung binh can 2%~
phép giai ma véi cac khéa khac nhau trong viéc tim ra khoa ding) can
thi€t ctia tdn cong nay. Do vay do phic tap cua tdn cong duyét khoa
thuong chinh 1a d6 phic tap xu 1y. Vi du khac 1a tdn cong vi sai cua
Biham va Shamir, d6 1a kiéu tdn cong ban 16 lua chon. D6i véi tan cong vi
sai do phtic tap vuot troi 1én boi s6 cac cap ro/ma can trong tan cong do,
trong khi sO cac tinh toan st dung trong tan cong nay lai twong doi nho.
Do d6 d6 phic tap cua tdn cong vi sai thuc chét 1a do phic tap dit liéu.

No6i chung doi v6i mot ma khéi do dai khoi m-bit va ¢& khoa ding
la k-bit, do phuc tap dit liéu cta tdn cong ban r6 da biét (hoac ban r6 lua
chon) ¢6 thé duoc do boi s6 cac cap ro/ma da biét (hay lua chon) can cho



tan cong nay, nhiéu nhat 1a 2™ 1a s6 toan bo cic cap nhu thé€ d6i véi mot
khéa co dinh. Do phic tap xir 1y ¢6 thé bi chin trén boi s6 2* phép ma
héa do dac tinh cta tdn cong vét can khéa va do néi chung thao tic ma
héa 12 dugc tinh todn nhanh, hiéu qua. Nhu vay chiing ta c6 thé néi ring
mot hé mat 1a an toan tinh toan néu nhu khong cé tdn cong nao trén hé
mat d6 c6 do phiic tap dit lieu nho hon dang ké 2™ phép ma va do phic tap
xlr Iy nhoé hon ddng ké 2% phép ma héa. Mot hé mat duoc goi 13 an toan
thuc t€ chong lai mot tdn cong cu thé néu véi tdn cong nay, do phiic tap
dit liéu vao khoang 2™ cap r6/ma hoac do phic tap xtr 1y 1a vao khoang
2% phép ma héa. Dadi véi tham ma, do phitc tap dit lieu 12 loai do phiic tap
bi dong, anh ta phai chd nguoi st dung tao ra cac cap ro /ma cho anh ta.
Mait khac, do phic tap xir 1y lai 12 kiéu do phic tap chi dong va c6 thé
khéac phuc n6i chung bang cédch sir dung nhiéu may tinh manh.

1.2.4. Cac tham s6 cua md khoi

Do dai khoi m

Dé mot hé ma khoi 12 an toan, do dai kh6i m ctia né phai di 16n ngéin can
céc tan cong phan tich théng ke, titc 1a d€ khong cho d6i phuong thu dugc
thong tin c6 ich nao vé khoi rd nao d6 thuong xuét hién nhi€u hon cic
khoi 16 khac. Ngoai ra do dai khoi m ciing phai dugc chon sao cho s6 cac
cdp ro/ma ma doi phuong c6 thé thu nhan dugc trong thuc t€ phai nho hon
rdt nhiéu so véi 2™,

Khi do dai khoi cia hé ma tré nén 16n thi do phiic tap cta ing dung
ciing tang theo. DU rang d¢ phtc tap trong Gng dung chon ngiu nhién
ham c6 ngugc la tang theo ¢& mii so v6i do dai khoi, nhung chi ¢c6 ham
don gian méi xuat hién ngau nhién, di€u nay tao co hoi phuc vu ham ma
héa thuc t€ khi do dai kh6i m 1a 16n. Tuy nhién, Shannon da chi ra rang su
dé dang trong tinh todn cdc ham ma héa E(., z) va ham giai ma D(., z) véi
moi z khong suy ra dugc viéc giai tim khoéa z tir cidc phuong trinh y = E(x,
z) va x = D(y, z) s€ 1a dé dang khi biét x va y.

Do dai khéa k va co khoa dung k,

Dé hé ma khoi an toan chong lai tan cong vét can khoéa, cd khoa ding can
phdi di 16n sao cho 2%~' phép ma héa can cho tdn cong niy 1a vuot xa
kha nang cua thim ma. Mat khac, do dai khéa k ciing can nho & mic nao
d6 sao cho viéc tao, phan phoi va luu trit khoa c6 thé thuc hién duoc hiéu
qua va an toan. Chflng han, DES c6 do dai khoa la 64 bit, con cd khoa
ding 1a 56 bit. Tan cong vét can khoa 1a khong thé nhung ciing khong 1a



qud xa voi. Nhiéu goi § muon ting c¢& khéa ding ctia DES. Chang han,
mo rong ¢ khéa ding ctia DES t6i 128 bit bang phép ma boi ba dung hai
khéa xem 12 mot cach thic chuan dé sir dung DES.

I.3. Nguyén ly thiét ké ma khoi

Mot hé ma khoi tot 1a phai "kho phé va dé sir dung”. Ca hai ham ma héa
E(., z) va ham giai ma D(., z) nén dé dang tinh todan. Con viéc giai khéa z
ti y = E(x, z) va x = D(y, z) nén la bai toan khd. Nguyén 1y thiét k& cho
mot hé ma khoi ¢ thé chia thanh céc nguyén ly ting dung va cdc nguyén
ly an toan.

1.3.1. Nguyén ly thiét ké chung vé do an toan

Chi c¢6 hai nguyén 1y thi€t k& dugc chiap nhan chung do6i véi cic ma an
toan thuc t€ 1a cdc nguyén ly vé do méo (confusion) va do khuyéch tin
(diffusion) da dugc ggi y boi Shannon.

Nguyén ly vé do méo (confusion):

Su phu thudc cta khéa trén ban ré va ban ma nén phai phic tap sao cho
né khong cé ich gi doi véi tham ma. Chang han, phuong trinh nhi phan
mo ta ma khoi nén 12 phi tuyén va phiic tap sao cho dé viéc giai khéa z tix
x va y = E(x, z) 1a khong thé,

Nguyén ly vé do khuyéch tdn (diffusion):

V6i mdi khoa cu thé ham ma héa khong nén c6 su phu thudc thong ké
nao gitra cac cdu tric don gian trong ban r6 va cac cau tric don gian trong
ban ma va rang khong cé quan hé don gian nao giita cdc ham ma héa khac
nhau. Nguyén ly khuyéch tan doi hoi, ching han mot hé ma khoi can
duoc thiét k€ c6 tinh diy dh-hay hoan thién "complete"”, tic 1a moi bit rd
va moi bit khéa déu anh hudng t6i moéi bit ma.

1.3.2 Nguyén ly thiét ké cho iing dung

Mot hé ma khoéi ¢6 thé tng dung ca phan ciing va phan mém. Trong tng
dung cuing thuong dugc thuc hién boi cac chip VLSI ¢6 toc do cao. Trong
ting dung mém phai c6 tinh mém déo va gid thanh thap. Trén co s& dac
tinh khdc nhau ctia phan cting va phan mém, cic nguyén ly thiét k& cho
ma khdi ciing chia thanh hai phan.



Nguyén ly thiét ké cho iing dung mém

Sit dung khoi con: Cac thao tic ma khoi nén thuc hién trén cic khoi con
c6 do dai tu nhién cho phan mém 1a 8, 16, 32 bit. Hodn vi bit 1a khé thuc
hién trong phan mém nén tranh.

Sut dung cdc phép todn don gian: Cac thao tic ma trén cac khoi con nén
chon dé dang cho ting dung véi cdc tap 1énh co s& clia cdc bo xUr 1y chuin
ching han nhu phép cong, phép nhan, phép dich ...

Nguyén ly thiét ké cho iing dung phdn ciing

Su tuong tu trong phép ma hoa va phép giai ma: Qua trinh ma hoéa va giai
ma nén chi khac nhau & cach sir dung khéa mat sao cho cing mot thiét bi
c6 thé slr dung duoc cho ca phép ma hoa va phép gidi ma.

Cdu tric déu

Hé ma nén cé cau tric modun déu dé c6é thé dé ting dung cong nghé
VLSI.

I.4. Cac ma lap

1.4.1 Md ldap va ham vong

Mot ma khoi dugc goi 1a ma lap néu nd dua trén co s& 1ap mot ham don
gian f mot vai 1an nhu thay trong Hinh 1.3. Mdi phép lap duoc goi 1a mot
vong. Dau ra cia moéi vong 1a ham ctia dau ra cta vong truéec d6 va cua
mot khda con dugc thiét k€ tir khéa bi mat day du boi mot luge do tao
khéa. Mot ma khoi khéa bi mat nhu thé véi r-phép lap duge goi 1a mot ma
lap r-vong. Ham f duoc goi 1a ham vong. Vi du, DES la mot ma 1ap 16-
vong.

Y(0)=X Y(1) Y(2) Y(r-1) Y(r)

f f f

Z( 1) Z(Z) Z( r)

L |

Luoc do tao khoa

z|

Hinh 1.3. Mot md ldp r-vong voi ham vong f
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Phuong phap lap dugc su dung trong thiét k€ ma khoi 1a do né bao ham
tat ca cac nguyén ly thi€t k€ co ban da néu trén. Mot ham vong don gian
c6 thé dugc tng dung hiéu qua, trong khi phép lip clia mot ham vong
dugc chon hop 1y c6 thé cung cap do méo va do khuyéch tan can thiét.
Sau nay ta thdy rang trong tham vi sai d6i v6i mot ma Markov do phiic tap
d liéu cta tan cong nay sé tang theo ham mii véi s6 vong lap trong khi
do phuc tap ting dung chi tang c& tuyén tinh.

1.4.2. Cdu tric cua md ldp tuong tu E/D

Trong thuc t€, hau hét cac dé xuat ma khoi déu tuan tha qui tic bat thanh
van do6 la nén cau tric hé ma sao cho thuan tién cho qua trinh ma dich.
Cau tric Feistel 12 mot trong nhing kiéu c6 cau triic tuong tu E/D. Qua
trinh giai ma hoan toan giong nhu qua trinh ma hod, chi khac 1a dung cac
khoa con véi thit tu nguge lai. Gan tuong tu nhu thé, dé 1a hé ma IDEA
ciing c6 cdu tric kiéu twong tu E/D.

II. CAC CAU TRUC MA KHOI CO BAN.

II.1 Cau triac ma Feistel.

Phan 16n cac hé ma khoi trén th€ gidi hién nay la dua trén cau tric
ma-dich Feistel c6 cac dac tinh co ban sau:
* Po dai clia moi khai (block) 16 bang do dai ctia moi khoi ma, va 1a mot
sO
chan m=2. L.
* Ban ro dugc chia thanh céc khoi P = (x,, x,) ¢6 do dai 2. L, valx,|=
| X1| = L.
* Khod k 1a mot tap khod con: k., k, , .., k...
* MOi k; dugc tuong ting v6i mot phép bién do6i F, trén khoi ¢ L.

* Ban 10 P dugc ma hoa theo n-budc nhu sau:
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P= (XO, X1)

Vong 1: (X, x;) = (X}, X,)

Vong 2: (X, Xy) = (Xy, X3)

Vongn: (X4, X)) = (Xp» Xpip)

C = (Xn+1’ Xn)

Ban ma 1a:

Trong do x;,, = x;.; @ F(x)
V6i cau tric ma hoa trén day, qua trinh dich ma sé rat don gian: Giit
nguyén cic thao tdc nhu qué trinh ma ho4, chi can thay déi thit tu sir dung
khoa va cdc ham vong tuong tng:

K, K15 . K

F,F. ., ..,F.
Nhdn xét. a/- Ciu tric ma Feistel trén day rat thuan tién cho ma dich dam
bao toc dd nhanh va tién 1gi cho viéc cing hoa cac chuong trinh ma dich
khoi. Cac ham vong F, ¢6 thé ¢6 céu tric hoan toan gidng nhau, tic 1a F, =
F, mién sao ching 1a ham c6 tinh chat mat ma tot, va do d6 s€ cang thuan
tién cho thao tdc ma dich.
b/ Qua mo hinh ciu tric ma dich Feistel trén c6 thé thay ngay cdc dang
khoa coi la yéu nhu sau (vé6i gia thiét F, = F):

- Khoad yéu la cac khoa c6 dang:

= kl’
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Tic 1a D(.) = E(.), hay 1a E* = I. Nhu vay thdm ma chi cAn mi hod chinh
ban ma thu dugc 1a sé ¢6 duoc ban ré can tim.

- Cap khoa nua yé€u la cac cap khoa c6 dang:
k,(A) =k, (B);
k,.1(A) = k,(B);
k. ,(A) = ks(B);

Diéu nay c6 nghia 1a thdm ma c6 thé dung thao tdc ma hoa cuia ngudi B dé
giai ma cac ban ma cua ngudi A va nguoc lai. Tuc la ta cé

E,=D, vaE,=D,.
T4t nhién cac dang khoa trén day 1a khong duoc phép st dung trong céac
mo hinh ma khoi tuong Gng.
IL.2. Cau tric Matsui

CAu tric ma khai cia Matsui 1a cdu tric ¢6 tinh truy hoi, gom ba 16p: 16p
trong cung, 16p gitta va 16p ngoai cung. Mbi mot 16p déu c6 cing mot
hinh thitc bién déi x4o tron dit liéu, duoc mo ta dudi cac hinh sau.

13



1
Ay

%\f
S,
>% .

S,
>% .
S,
y* yr

Hinh 1.4: Cdu triic I6p trong cung (xem la mot F,)

CAu trdc 16p gilra giong nhu 16p trong cuing chi khac 1a cac hop S, duge
thay boi ham F, nhu dd mo ta trén, ngoai ra moéi F; cling dugc tic dong véi
mot khoa con (nhu 1a khoa dai dién cho 16p trong cung ctia nd). Tiép theo
la clu trdc 16p ngoai cung cling giong nhu 16p giita chi khac 1a cac ham F,
dugc thay boi ham FO..

Véi cdu tric truy hoi Matsui, cac dit liéu & nlra di vao hop th€ hay
ham bién doi sé khong duoc chuyén nguyén thanh dit liéu bén nira trdi clia
vong mdi. Di€u nay lam cho cdu tric nay cé do do vi sai va do do do léch
tuyén tinh tot hon so véi cdu tric Feistel. Tuy nhién ching phai tra gia 1a
khong c¢6 cau tric ma dich doi xung nhu cau tric Feistel, va ting dung
cting hoa c6 vé 1a kho hon so véi cau tric Feistel.

14



I1.3. Cau tric cong-nhan

Cau tric cong-nhan c6 thé xem nhu 1a mot trong cac kiéu hat nhan ciu
tao nén cac ham vong, trong d6 hoan toan st dung cac phép toan sé hoc
twong doi don gian va dugc chon loc can than. Mot s cau tric bién doi
khac ma ta da 1am quen nhu cac hop nén, cadc phép hodn vi, cic phép dich
vong, ching da dugc st dung trong DES, trong hé ma dit licu Xoviét...
CAu tric cong-nhan dugc dé xuét bai J. L. Massey va X. Lai khi ho xay
dung nén mot chuin ma di liéu méi 1a PES va sau d6 dugc cai tién doi tén
thanh IDEA. Hinh 1.4 cho ta mo6 hinh ctia cau tric cong-nhan

Hinh 1.5 : So do cdu triic cong-nhdn (MA).

Trong so d6 trén thi cdc phép toan (@ va [ 4 la cdc phép nhan modulo
hoac cong modulo trén cdc nhom tuong ting v6i khong gian dau vao cua
cac hang ti: U, U, la cac véc to dau vao, V,, V, la cac véc to dau ra, Z,,
Z, 1a cac khoa.

Theo cic tdc gia cla thuat todn, thuc hién bién ddi theo so d6 ciu tric
cong-nhan trén day s& dam bao tinh chat khuyéch tan t6t cho phép ma
hod.

I1.4 Gié6i thiéu mot so loai hinh ma khoi.

a/ Chudn md dit liéu Xo viét (GOST).

Ngoai chuin ma dit liéu DES di dugc biét, chudn ma dit licu Xo viét 1a
mot trong nhitng kiéu dic trung ctia hé ma khéi sir dung cau tric Feistel
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v6i hat nhan 1a cac hop thé, phép dich vong, két hop vé6i cac phép toan s6
hoc nhu phép XOR va phép cong modulo.

M6 hinh ma dich cta chuin ma dit liéu Xo6 viét ciing gan tuong tu nhu
DES, tuy nhién n6 dung mot do dai khoa 16n hon 1a 256 bit &€ ma hoa bén
10 64-bit. Ngoai ra, tim hop thé clia chuan ma dit liéu Xo viét 1a hoan toan
bi mat, khong duoc cong khai nhu trong DES. Duéi day 1a mo hinh cu thé.

Thuat toan GOST bao gom 32 vong lap, trong d6 mo6i mot vong lap duge
cho trong Hinh 1.6. Khod bi mat 1a mot xau bit do dai 256. HOop cong
CM, la phép cong modulo 2°%, con hop cong CM, 1a phép cong XOR.
Thao tdc R 1a phép dich vong vé bén tradi di 11 vi tri (theo huéng bit ¢6
nghia 16n nhat), con S;, S,, .. ., S 1a cac hop thé vé6i khong gian dau vao va
dau ra déu 12 GF(2%), cac phép tuong tng trong cac hop thé nay ciing dugc
gilt bi mat. Vé6i 32 vong lap thuat todin GOST st dung khod bi mat tuong
ung theo thu tu sau:

Kgooo Ky Kooy Ko Koo, Ko Koo K,

Hinh 1.6: So do mot vong ldp cua thudt todn GOST .
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So bo c6 thé thay thuat todn GOST tuan thi ciu tric ma Feistel,
qua trinh ma dich thuc hién dé dang, dong thoi c6 mot s6 yéu to can luu y
dé la do dai khoa bi mat kha 16n cung véi viéc giit kin cac hop thé trong
so d6 ma hoa.
b/ Thudt todn ma dit liéu quéc té IDEA.

Thuat toan ma dit licu IDEA 1a mot thuat toan dién hinh chi sit dung céc
phép toan s6 hoc thong qua viéc lién két cdc cau tric cong-nhan. So do cu
thé cta thuat todn dugc cho trong Hinh 1.7 duéi day.

X, X X, Xy

70 @ [+] 7,00 7,0 ] O zo

W
e\
U/

Y, Y, Y, Y,
Hinh 1.8: So do thudt todn IDEA.
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Thuat toan ma khoi IDEA thuc hién so d6 ma dich khoi, bién doi cac khoi
r0 64-bit thanh cac khoi ma 64-bit, nho sit dung mot khoa mat dai 128-
bit. Cac phép bién déi trong thuat todn déu 1a cac phép toan s6 hoc, trong
do @ lghép XOR, + laphép c@l@m()dulo 2'° e ]a phép nhan mod
(2'%+ 1) vé6i qui uSe 0000, bang 2'°. Cau tric cong-nhan dugc st dung
thong qua céc khod Z”, va Z,”. Tam vong lap dugc thuc hién giong
nhau, con vong thit chin chi thuc hién mot nira d€ dam bao qui cach ma
dich dugc dé dang. 52 bo khod con 16-bit dugc tao tir 128-bit khod chinh
theo mot so d6 dé thuc hién, qua trinh dich ma dugc thuc hién theo thi tu
ngugc lai cta cdc khod con. C6 thé thay IDEA dugc thiét k&€ ma dich
huéng word, va n6é da dugc cac tac gia J.L Massey, X. Lai va S. Murphy
cai tién tir hé PES nham trdnh tan cong vi sai.

Trén day 1a hai hé ma khoi dai dién cho hai cau tric dién hinh 1a
cau tric Feistel va cau tric cong-nhan. Hé ma khoi dai dién cho ciu tric
truy hoi Matsui d6 1a ma khoi MISTY dugc thiét ké€ bdi chinh tac gia
Matsui [24]. Ngoai ra cac hé ma khoi hién nay thuong phoéi hgp cac cau
tric co ban nay dé phat huy dic tinh t6t ctia mdi loai hinh.
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CHUONG 2: THAM MA KHOI

Pé tien t6i xay dung duoc mot hé ma khoi an todn hiéu qua, cé nhiéu
cong viéc can phai lam. Mot s6 nhitng cong viéc quan trong khai dau cho
qua trinh d6 trong diéu kién hién nay la cin thi€t nghién cttu nhiing
phuong phap thim ma khai dién hinh tir d6 rit ra nhitng dic trung an toan
co ban ctia mot hé ma khoi. Chuong nay tap trung nghién ctu ly thuyét vé
cac phuong phap tham ma khoi co ban nhu thaim ma vi sai, thaAm ma vi sai
bac cao, tham ma tuyén tinh va cac dang dac biét ciia tham ma tuyén tinh,
thdm ma noi suy, thim ma khod quan hé.. chli yéu dp dung trén chuin ma
dir liéu DES. V& mat ly thuyét ching toi chi néu nhitng nguyén tic thim
ma co ban doi v6i ma khoi (dua trén chuin ma dir licu DES) ma khong
trinh bay chi ti€t thuat todn (vi c6 thé tim thay trong nhiéu tai liéu khic).
Phan thuc hanh, ching t6i tap trung nghién ctu khai thac phuong phap
tham ma phi tuyén dua trén y tudng thim ma tuyén tinh dé xay dung thuat
todn tham hé DES rit gon 8-vong nham tim du 56 bit khod cua chiing.
Phan cudi clia chuong néu lén nhitng dac trung co ban cia mot hé ma
khoi an toan-hiéu qua.

I. THAM MA VI SAI POI VOI DES VA CAC HE MA KHOI LAP
DES-LIKE
I.1. M6 hinh hé DES
DES la mot thuat toan ma khoi, thuc hién ma hoa mot xau bit 6 do dai
64-bit bang mot khod do dai 56-bit. Ban ma nhan dugc ciing 1a mot xau
bit do dai 64. Thuat toan ti€n hanh theo ba giai doan:

- V6i mot xau rd x do dai 64-bit, mot xau bit x, dugc xay dung bang céch
hoan vi cac bit cia x theo mot hoan vi c6 dinh ban dau IP. Ta viét x, =
IP(x) = L R,, trong d6 L, 1a 32 bit dau, R, 1a 32 bit cudi cua x,,

- Sau d6 x, duoc bién déi qua 16 vong lap theo mot ham xdc dinh dé dugc
cac xau LR, 1<i< 16 theo qui tac

L =Ry,
R,=L ®FR,,, K)
6 day F 1a ham s€ duoc mo ta sau, con K, K, .., K¢ 1a cac xau bit do dai

48 duoc tinh nhu 12 ham ctia khoé K (thuc t€, méi K, 12 mot phép hodn vi
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bit cua K da duoc chon trude). K, K,,.., K, s€ tao thanh mot bang khoa
c6 thé truy cap ma dich dé dang.

- Ap phép hodn vi nguoc IP"' cho xau bit R,L,, ta s& thu duoc ban mi y.
Tic lay = IP'(R,(L,o).

* Ham F c6 hai bién vao: bién thit nhat A 1a mot xau bit do dai 32, bién
tha hai J 12 mot xau bit do dai 48. Dau ra cua F 1a mot xau bit do dai 32.
Cac budc bién déi cua ham F duge mo ta nhu sau:

+ Bién thit nhat A dugc mé rong thanh xau bit do dai 48 theo ham md
rong co dinh E.

+ Tinh E(A) @ J va viét thanh két qua mot chubi 8 xau 6 bit: B= B, B, B,
B, B; B¢ B, B.

+ Dung 8 hop nén S,, S,.., S; d€ bién d6i 8 xau do dai 6-bit B,, B,..., Bg
thanh

8 xau do dai 4-bit C,, C,,.. ,C,.

+ Xau bit C = C, G, .. G4 ¢6 do dai 32 dugc hoan vi theo mot hodn vi co
dinh P, dugc két qua P(C) chinh 1a F(A,J).

%
Li, R,
I<i
|
L R,
Hinh 2.1: Mt vong cua DES
* Nhdn xét

Tat ca cdc thao tdc ma hod cua DES déu 1a phép bién d6i tuyén tinh, trir
phép bién do6i qua cdc hop nén S,. Do d6 do an toan ctia DES chu yéu dua
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vao tinh phi tuyén cta cac hop nén nay. 0 day, chung ta s€ ban k§ hon
mot chiit vé cac hop nén do.

Theo thiét k& modi hop S, 1< i< 8, 1a mot bang 4 x 16 ¢6 dinh.
Trong d6, m6i mot hang cta né 1a mot hoan vi ctia cac s6 nguyén tir 0 dén
15. M6i mot hop S, c6 thé xem 12 mot phép bién déi tir khong gian V,°
vao khong gian V,*, véi V,= {0,1}. Cach thiic thuc hién ching nhu sau.

Ky hiéu B, = b,b,b;b,bsb, 12 xau dau vao 6-bit cia hop S,. Hai bit
b,b, xdc dinh biéu dién nhi phan ctia hang thit r cua S, (0< r < 3), va 4-bit
b,b;b,bs xdc dinh biéu dién nhi phan cta cot ¢ ctia hop S; (0< ¢ < 15). Khi
dé, S,(B,) duoc thiét 1ap tixr phan tir S(r,c) nam trén hang r va cot ¢ cua S,.
Phan tr nay viét dudi dang nhi phan 1a mot xau bit C, do dai 4, chinh la
dau ra cua B, qua hop nén S:: C, = S,(B,).

Cau tric va tiéu chudn thi€t k€ cac hop nén ¢ day 1a rat quan trong dé dam
bao do an toan cao cho hé DES, va c6 thé thay ring céc tdn cong manh
nhat hién nay déu khai thdc triét dé cdc yé€u di€ém tiém ting clia cic hop
nén. DE tién tham khao, chiing toi liét ké ra day hai hop nén S, va S s&
dugc str dung trong cac tan cong sau nay.

S,
1414 (13 (1 |2 |15 (11 |8 |3 |(10|6 |12 |5 |9 |0 |7
O |151(7 (4 |14 |2 (13 ]1 |10 (6 |12 |11 (9 |5 |3 |8
4 |1 |14 (8 |13 |6 (2 |11 |15 (129 |7 |3 |10 |5 |O
51128 |2 |4 (9 (1 |7 |5 |11 |3 (14|10 |0 |6 |13
Ss
2 |12 (4 |1 |7 (10|11 |6 (8 |5 |3 (15|13 |0 (149
14 |11 (2 |12 {4 (7 |13 |1 (5 |0 |15 (10 |3 |9 (8 |6
4 12 |1 (11 ]10 |13 |7 |8 |15(9 |12 |5 |6 |3 |0 |14
1|8 (12 |7 |1 (14 |2 |13 {6 |15|0 |9 |10 |4 |5 |3
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I.2. Tham ma vi sai doi véi cac ma khoi lap

Thong thuong cac hé ma khoi khoa bi mat dugc thiét k& dua trén co so
ldp mot ham tuong doi yéu vé mdt mdt md nao dé (dé c6 toc do cao, thiét
ké& don gian..). M6i mot phép lap dugc goi 1a mot vong. Pau ra cua moi
vong la ham cua dau ra clia vong trudc va mot khoa con duoc thiét ké tir
kho4 bi mat ban diu theo luoc d6 tao khod. Mot ma khoi khod bi mat véi r
- phép lap nhu thé dugc goi 1a mot ma lap r - vong. Cac hé DES hay IDEA
déu 1a ma khai lap theo quan niém trén. Phan nay ta s& xem xét nguyén 1y
tdn cong vi sai d6i v6i ma 1ap c6 dang tong quat nhu hinh 2.2

Y(0)=X Y(1) Y(2) Y(r-1) Y(r)
f f f
| | |
Z(l) Z(Z) 7(1)
| | |
Y(0)=X|f Y*(1) |f Y*(2) .. Y*(r-1) f IY*()
AX=X®X* AY(1) AY(2) AY(r-1)

Hinh 2.2. Phép md hod mot cdp bdan ro voi md ldp r -vong.

V6i céc ky hiéu nhu trong hinh 2.2, ta ¢c6 Y = f(X, Z) 1a mot ham vong
sao cho v6i moi khod con Z, ham f(., Z) thiét 1ap mot tuong Gng 1-1 gitta
dau vao Xvadauray.

Vi sai AX giita hai ban r6 (hay hai ban ma) X va X* dugc xac dinh boi
AX =X ® X*1,

6 day ® ky hiéu la phép todn nhom da xac dinh nao dé trén tap cac ban
o (= tap cdc ban ma), va X*' 1a nghich ddo cua phan tir X* trong nhém
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dé. Ham vong f(X, Z) duoc goi la yéu néu cho trudc mot vai bo ba (AX,
Y, Y*) 1a ¢6 thé xéac dinh duoc khod Z. Tir cip cdc phép ma hod ching ta
c6 thé xic dinh dugc mot day cac vi sai AY(0), AY(1),..., AY(r), &
dayY(0) = X, va Y*(0) = X* la cap ban ro, ciing vay AY(0) = AX, con
Y(i) va Y*(i) 1a dau ra ctia vong thi - i, chiing ciing 1a dau vao ctia vong
thit - (i+1). Khod con cho vong thit -i ky hiéu 1a Z'* . Trong c4c lap luan
sau nay ta luon gia thiét X = X*.

Thdm md vi sai dua trén yéu t6 la ham vong f trong mét ma khoi ldp la
mot ham yéu vé mdt mda. Cu thé la néu cdp ban mad la duogc biét va bang
cdch nao dé cé thé dat dvoc vi sai ciia cdp ddu vao tai vong cudi cung
cua md khoi ldp dé, thi tdn cong vi sai cé thé dp dung dé dat dugc hodc
xdc dinh duoc khod hay mot phdn khod con tai vong cudi cung. Trong
tham ma vi sai, diéu dé duoc thuc hién bang cdch chon cdp ban ré (X, X*)
cé vi sai la a sao cho vi sai AY(r -1) cua cdp ddau vao tai vong cudi ciung
sé ldy gid tri cu thé [ vdéi mot xdc sudt cao. Vi cé xdc sudt cao nén cdc
khod con tai vong cudi duoc gidi tir b ba (AY(r -1), Y (r ), Y*( r )) sé
thuong tdp trung vao mot so phan tir c¢6 khd ndng nhdt. T cdc phdan tu
xudt hién nhiéu nhdt, tham ma sé quyét dinh dé tim ra khod con diing tai
vong cudi cung. Tix khod con cua vong cudi nay, ta cé thé xdc dinh duoc
lai khod bi mdt ban ddu (néu luoc do tao khod la don gidn).

Pinh nghia 2.1: Mot vi sai i - vong la mot cap (o, B), 6 day o la vi sai
ctia mot cap ban rd khac nhau X va X*, va B 1a mot vi sai c6 thé doi voi
két qua diu ra vong tha - i 1a Y(i) va Y*(i). Xdac sudt cta vi sai i - vong
(o, B) 1a xdc sudt c6 diéu kién sao cho B 1a vi sai AY(i) clia cdp ban ma
sau i - vong véi di€u kién cho trudc cap ban ro (X, X*) ¢ vi sai AX = o
khi ban 5 X va cac khod con Z' ", ....Z'") 1a ngdu nhién doc lap phan b6
déu. Ta ky hiéu x4c suat cha vi sai nay 12 P(AY (i) = B | AX = o).

* Thu tuc co bdn cua tdn cong vi sai doi voi mot md khoi lap r-vong:
1/ Tim mot vi sai (r - 1) - vong (o, B) sao cho xac suat
PAY(i- 1) =BlAX =)

la cuc dai, hoac gan cuc dai.
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2/ Lay ban rd X mot cach ngiu nhién déu va tinh todn X* sao cho vi sai
AX gitta X va X* 1a a. Tién hanh ma hoa X va X* dudi mot khod bi mat
cu thé can tim Z (ma doi phuong dang st dung). Tir cdc ban ma két qua
Y(r) va Y*( 1), tim mdi mot gia tri c6 thé ctua khoa con Z'" cliia vong
cudi cung twong tng véi vi sai da dinh trude AY(i - 1) = 3 (tic 1a st dung
bo ba

(AY(i- 1) dat bang B, Y (r), Y*(r ) dé tinh todn tim Z‘*)). Thém 1 vao bo
dém s6 14n xuat hién ctia méi gid tri c6 thé clia khoa con Z'",

3/ Lap budc 2/ cho t6i khi mot hodc nhiéu gid tri cua khoa con Z'™ 1a
duoc dém nhiéu hon han cdc gia tri khic. Lay ra khod con dugc dém
nhiéu nhat hoac mot tap nhod cac khod c6 s6 dém 16n nhit. Sau d6 viéc
quyét dinh khod ding Z'") thuoc vé ngudi thim ma.

Chi y rang trong tdn cong vi sai, tit ca cac khod con 1a cd dinh va
chi ¢6 ban rod 1a dugc 14y ngau nhién. Tuy nhién, trong tinh todn xac suit
vi sai, ta luon gia thiét ban ro va tit ca cac khoa con l1a doc 1ap ngau nhién
déu. Do d6 chiing ta can tao mot gia thiét sau.

* Gid thiét vé tinh tuong duong ngau nhién (Stochastic Equivalence):

boi véi mot vi sai (r - 1) - vong (o, B), ta co

PAY(i-1)=BlAX =) » PAY(i- 1) =BlAX =a, Z" =0,, ... 2"

=O‘)r— l)

vGi hau hét tap gia tri khoa con (o, ,...,m, | ).

Do ¢6 2™ - 1 gia tri cia AY (i - 1), nén ching ta c6 thé rit ra két luan sau:

Gid st Gid thiét vé tinh tuong duong ngau nhién la ding, khi dé mot ma
ldp r - vong vdi tdp khod con doc ldp sé c6 thé bi ton thuong doi véi tdn
cong vi sai néu va chi néu ham vong la yéu va ton tai mot vi sai (r - 1) -
vong (a, ), sao cho P(AY(i- 1) = ﬁ/AXz a) >> 2" oddy mla do dai
cua khoi md.

Ky hiéu Comp( r ) 1a do phic tap ciia mot tdn cong tham ma véi ma
lap r -vong, xem nhu la s6 phép ma hoa can st dung trong tan cong. Khi
d6 ta c6 thé chiing minh két qua sau.
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Dinh Iy 2.2. (Can dudi vé do phic tap clia tdn cong vi sai doi v6i mot ma
lap r -vong)

Gia str Gia thiét vé tinh twong duong ngau nhién 1a ding, khi d6 do phiic
tap cua tan cong vi sai s€ thoa man danh gia

1
Comp(r)=2/ -
p(r) (pmax o _J

& day p,., = max, maxg (P(AY(@ - 1) =B | AX = ),
trong d6 m - la do dai khoi ma.
Thuc t€ néu p,,,, = 1/ (2™ - 1), thi tAn cong vi sai 1a khong thanh cong.
Chitng minh: Chud y rang gia tri tinh trudc B cla vi sai AY(i - 1) it nhat
phai 14y nhiéu hon mot 1an so véi gid tri trung binh khi chon ngiu nhién
B', néu nhu tan cong vi sai thanh cong. Nhu vay, ta c¢6 Tp,,,, = (T/ 2™ -
1)) + 1 1a diéu kién can cho su thanh cong sau T phép thir, & day moi
phép thlr gom phép chon mot cap ban rd ¢6 vi sai a cho trude.
Tu do6 ta co

2.T.(Ppax - 1/(2™ - 1)) > 2,
ma Comp( r) = 2.T ( moi phép thir c6 hai phép ma cho cap ban rd), nén

Comp(1)=2T22/(pyax - 1/ (2™ - 1)) bPCM.

1.3. So b6 vé phuong phap tan cong vi sai trén DES

Phuong phép tan cong vi sai (DC) trén DES do Biham va Shamir dé xuét
12 mot trong nhitng phuong phdp tdn cong noi ti€ng nhit d6i v6i hé DES.
Pay 1a phép tan cong véi ban rd chon loc, va né da khai th4c triét dé diém
yéu ctia DES tai cac hop nén. Bay gio ta s€ mo ta y tudng co ban dung
trong tan cong nay.

Trude hét, ta s€ bo qua phép hoan vi dau IP va hoan vi nguoc cua
né (khéng anh hudng téi két qua phan tich ma cua ching ta), khi d6 c6
thé xem L R, 12 ban rd va L R, 1a ban ma v6i DES n-vong.

Phuong phap tham ma vi sai xoay quanh viéc so sanh két qua cua
phép XOR giira hai ban rd véi két qua cua phép XOR giita hai ban ma
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twong tng. VG6i gia thiét rang cdc ban ro dugc 1ay ngiu nhién déu trén
khong gian cac dau vao c6 thé, hay thir xem phan bo cta cdc két qua phép
XOR dau ra c6 tuan theo phan bd ngiu nhién déu hay khong. Néu bang
phan bo 1a khong déu, thi thdim ma c6 thé loi dung dé xay dung phuong
phép tdn cong 1én hé mat bing kiéu tdn cong ban rd chon loc ma ching
toi s€ so bd néu ra & day.
Pinh nghia 2.3:
Gia st S; 1a mot hop nén (1< j < 8). Xét mot cap da xap xép cua cic xau
bit d6 dai 6 (ky hiéu la (B;, B¥))). Ta néi rang XOR vao clia S; 1a B@®B*; va
XOR ra cua S; la S(B) ® S,(B*)).
Véibitky B € Z,°, ta dat
A(B)={ (B,B®B):B € Z)
Pinh nghia 2.4
V6i 1<j<8,B YA C e Z,%, ta dinh nghia
INB,,C) = { (B eZ’: SB)DSBDB)=C}}
va N(B',, C)) = [INy(B';, C)|

Nhu vay, N(B';, C}) 1a s6 cdc cap c¢6 XOR vao 1a B, vacé XOR rala C'.

Nh¢ lai rang, diu vao ctia cdc hop nén & vong thitila B=E @ J,
trong d6 E = E(R, ) la gia tri chia ham m& rong E tadc dong vao R, vaJ =
K. 1a cac bit khoa cua vong thit i. Khi d6 XOR vao cua tat ca 8 hop nén c6
thé duoc tinh nhu sau: BOB* = (E®J) ® (E*®J) = E®E*

Dén day ta thdy mot diéu rat quan trong la XOR vao khong phu
thuoc vao cdc bit khod J, nhung chic chan cdc XOR ra s& phu thudc cac
bit khoa nay, va cac XOR vao ctia cac hop nén s€ dugc tinh qua gia tri cua
ham md& rong E da duge biét cong khai.

Bay gio ta viét B, E va J 1a mot day lién tiép 8 xau 6 bit:
B=B, B, B, B, B, B, B, B,
E=E,E,E, E, E; E  E, Eg
J=1, 0,1, 0, 053¢ J, Jg
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va B*, E* theo cdch tuong tu. Khi d6, n€u bi€t cic gid tri E; va E*; va gid
tri XOR ra ctia S; 1a C), thi chac chan ring

E®J; eIN(E';, C)).
Tur d6 ta dinh nghia cac tap TEST cho cac doan khoa con J; nhu sau
Pinh nghia 2.5:
Vi cic ky hiéu da néu ta x4c dinh
TEST, (E;, E*;, C) = { B;® E; : B; eIN(E’;, C})}
trong do E'; = E;® E*,
Tir dinh nghia nay ta c6 ngay két qua sau day:
Dinh ly 2.6.

Gia sur E; va E*; 1a hai xau vao ctua hop nén S; con XOR ra cta S; la C,
Khi d6 céc bit khoa J; sé nam trong tap TEST|(E;, E*;, C)).

Bay gid ta d4p dung céc y tudng trén day d€ mo ta phuong phap tdn cong vi
sai trén DES

* vOI DES 3 VONG. Ta c6 thé viét
R,=L,® FR,, K,)
=R,®FR,, K,)
=L,® F(R,, K,)® F(R,, K3)
Biéu dién R*, mot cdch twong tu va do d6 co
R, = L'® F(R,, K,) ® F(R*,, K,) ® F(R,, K;) ® F(R*,, Ky).
Néu ta chon R',= 00..0, thi
R, = L', ® F(R,, Ky) ® F(R*,, K,).
Bay gi0, do R';, L', da biét nén c6 thé tinh dugc
F(R,, Ky) ® F(R*,, Ky) = R:® L,
Mt khic, ta c6 F(R,, K;) = P(C), F(R*,, K3) = P(C¥) vi do tinh déng ciu

tuyén tinh cta phép hoan vi P nén ta tinh duoc
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C=Ce®C*=P'R,®L")
Pay Ia XOR ra ctia 8 hop nén & vong thit ba.
Con R, = L; va R*, = L*, ciing duoc biét (ching la mot phan clia cac ban
ma), nén c6 thé tinh dugc cac dit liéu lién quan dén dau vao cua cdc hop
nén la E = E(L;), va E* = E(L*,).
Nhu vay ta da biét E, E* va C' cua vong thit ba, va tir d6 c6 thé xay dung
céc tap TEST,.. TEST; chita cdc gi4 tri ¢6 thé cua cac bit khod J,..J,.
Chu y: Trong phuong phap tan cong DES 3 vong ta s€ phai dung t6i mot
s6 bo ba E, E* va C' dé tim dugc duy nhat 48 bit khod K, sau d6 tinh 56
bit khoa ding béng cdch vét can 2° kha niang cho 8 bit khod con Iai.

Trong mo ta tdn cong DES 3 vong, ta chua néi nhi€u téi su phan bo
khong déu ctia cdc XOR ra ctia cdc hop nén, ma chi chi y riang dé thuc
hién duoc ki€u tan cong nay ta luon luon phai tim ra dugc mot s6 bo ba E,
E* va C, & day E, E* xac dinh XOR dau vao con C' la XOR dau ra tai
vong cudi cung cua hé DES. Diéu chud y nay s€ lam cho ta hi€u rd trong
tan cong DES nhiéu vong.

* TAN CONG DES N-VONG.

Dé thuc hién tdn cong DES n-vong ta cin khai niém sau day

Dinh nghia 2.7 :

Cho n > 1 1a mot s6 nguyén. Mot dac trung n-vong la mot danh sach c6
dang:

Lo, R, L', Ry, pyoe, L Ry

thoa man cac tinh chat sau:

+L, =R, v6i 1<i<n,

+Cho 1<i<nvagiasauL',, R, vaL* , R*_  duoc chon sao cho

L,®L*,=L, va R,;®@R* =R,
Gia stt L, R, va L*,, R*, dugc tinh bang cdch dp dung mot vong ma hod
ctua DES. Khi d6 xdc suat dé L® L* = L', va R® R*, = R',ding bang p, (
chd y ring xdc sudt ndy duoc tinh trén moi bo 48- bit J = J,.. J; c6 thé).
Xac suit cua dac trung nay s€ duoc xac dinh boi gia tri:
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P = P1 X P2--X Py
Nhdn xét.

Tu dinh nghia trén day, néu ta c6 thé xay dung dugc cdc dic trung
n-vong va4i xac suat da 16n thi khi dé viéc tim dugc cac cap ding cung véi
cac cap XOR vao va XOR ra tuong tng & vong cudi cung (thi - n) s€ ¢6
nhiéu kha niang hon, va do do c6 thé str dung céc dit liéu tai vong cudi
cung nay dé tim lai dugc céac bit khoa K twong tu nhu tdn cong DES 3-
vong nhu da noi trén.

Neéu cic hop nén ¢6 phan bo déu doi véi XOR vao va XOR ra tuong
ting, thi cac dac trung trén s€ khong c6 tic dung lam giam phép tim ki€m
khod so v6i phuong phap vét kiét. Nhung do cdc nhugc di€ém cu thé cua
ting S- hop, nén nguoi ta c6 thé chi ra dugc cac dic trung ma khi st dung
ching s& 1am giam dang ké cong viéc tim khod ding ctia DES.

Sau day 1a mot s6 vi du vé cac dac trung n-vong

L', = 00000000,, R',= 60000000,
L', = 60000000,, R', =00808200,, p= 14/64

Mot dac trung 1-vong

L', =40080000,, R, = 04000000,
L', = 04000000,, R', = 00000000,, p=1/4
L', =00000000,, R, = 04000000,, p =

L', = 04000000,, R’y =40080000,, p=1/4

Mot dac trung 3-vong

Str dung cdc dic trung cu thé, Biham va Shamir da phan tich tdn cong DES
vGi cac sO liéu nhu sau

S6 vong |S6 ban rd chon | Do phic tap

8 214 216
10 224 235
12 231 243
14 2% 2% »

16 247 258




II. THAM MA TUYEN TiNH POI VOI HE DES
IL.1. Nguyén ly chung cia phuong phap thaim ma tuyén tinh doi véi
hé DES

Nhu ta da biét ¢ trén, hé¢ DES da cong khai toan bo céc phép bién déi
trong no, trong do6 chi c6 cac hop nén méi 1a cac phép bién déi phi tuyén.
Cai bi mat con lai duy nhat khi st dung DES d6 1a khoa K duoc st dung
cu thé. Néu tat ca cdc phép bién doi cia DES déu 1a tuyén tinh, thi vdi an
s0 1a khod K cho truéc ¢6 dinh, biang cong cu mo phong trén mdy tinh va
stt dung cdc cdp ban r6-ma tuong ung ta cé thé thiét lap dugc hé thong
phuong trinh tuyén tinh dé tim lai dugc cac bit khoa K d6 trong thoi gian
da thdc. Tuy nhién, cac hop nén (thanh phan quan trong nhat ctia hé DES)
la cdc phép bién doi phi tuyén duoc chon lua cin than, nén muon thdm
DES thi phai tdn cong vao chinh thanh tri nay. Muc dich ctia phuong phéap
thim ma tuyén tinh trén DES 1a tim mot bi€u dién x4p xi tuyén tinh cho
hé nay dé c6 thé pha chiing nhanh hon phuong phdp tan cong vét kiét. Va
tat nhién, nhitng nhugc diém cta cidc hop nén sé lai duoc tiép tuc khai
thac cho muc dich nay.

Trudc hét ta qui udc lai cac yéu to cé lién quan dén so do thuat todn
ma DES. DAau tién, cling giong nhu trong phan thim ma vi sai doi véi
DES, ta c6 thé bo qua cic hoan vi ddu IP va hoén vi cu6i IP'. Va trong
sudt phan nay, ta qui udc bit tan cung bén phai luén dugc xem la bit thi
khong (O™).

Cac ky hiéu dugc st dung trong mo hinh la:
P : 1a ban ro 64-bit;
C : 1a ban ma 64-bit tuong Ung;
Py, : 32-bit bén trai cua P;
P, : 32-bit bén phai cua P;

Cy : 32-bit bén trai cua C;
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C, : 32-bit bén trai cua C;

X, : gid tri 32-bit trung gian tai vong thit i;

K, : khoa con 48-bit dugc str dung tai vong thi i;
F(X,, k;) : ham vong thu 1;

A[i] : bit thiti cua A;

Ali,j,...k] : 1a téng A[i]® A[§]® .. ® A[Kk].

K,
K2
[ Kn
N Fn(Xn’Kn) F Xn
O ?
Cy | C
C

Hinh 2.3: M6 hinh hé DES voi qui woc moi.
Muc dich ctia phuong phap thim ma tuyén tinh d6i v6i hé DES 1a tim cac
biéu dién tuyén tinh hiéu qua cé dang sau:
Pli,, 1, .. , 1] @ Cljys Jo» - » Jol = Klky, ky, oo, ko,
(2.1)
trong do6 iy, 1y, .. , iy, Jis Jo» - » Jy VA K, Ko, .., K, 12 Ky hiu cdc vi tri bit cO
dinh, va phuong trinh (2.1) ding véi xac suat p # 1/2 vé6i gia thi€t ban r6 P
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duogc 14y ngiu nhién con C la ban ma tuong tng véi khoa K c6 dinh cho
trudc ndo d6. Gid tri tuyét d6i |p - 1/2 | dwoc xem nhu do hiéu qua cla
phuong trinh (2.1).

Néu ta c6 thé thanh cong trong viéc tim mot bi€u dién tuyén tinh
hiéu qua, thi khi d6 c6 thé sir dung né dé tim ra duoc bit dang khod quan
trong K[k, k,,..,k.] theo thuat todn sau duva trén phuong phip hop ly cuc
dai.

Thuat toédn 1

Budc 1: Goi T 1a s6 cac ban r6 sao cho v€ trdi ciia phuong trinh (2.1) 1a
bang khong. Ky hiéu N 1a s6 cédc ban r6 dugc sir dung trong tan cong.

Bude 2: Néu T > N/2 thi
lay K[k, k,, .. , k.] = 0 (khi p > 1/2) hoac bang 1 (khi p < 1/2),
nguoc lai
lay K[k, k,, .., k.] = 1 (khi p > 1/2) hodc bang 0 (khi p < 1/2).

RG rang 1a kha nang thanh cong cla thuat toan sé tang khi N tang hoac
bién do | p - 1/2 | tang lén. Ching ta goi biéu dién tuyén tinh c6 bién do | p
-1/2| cuc dai 1a biéu dién t6t nhét.

Thuat todn 1 trén day vé nguyén tic c6 thé dp vao bat ky hé ma
kh6i nao. Tuy nhién khi stt dung né dé tdn cong hé DES, chiing ta c6 thé
thuc hién nhu sau. Dé tan cong DES n-vong, ching ta sit dung cdc biéu
dién tuyén tinh t6t nhat d6i véi DES (n-1)-vong. Ban ma sau vong thi (n-
1) ¢6 thé dugc thiét 1ap tir ban ma tai vong thd n, bing cach thuc hién
phép giai ma véi khod con K cua vong thit n. Nhu vay, ta chap nhan mot
s6 hang c6 ham vong F trong biéu dién tuyén tinh dang st dung dé tan
cong DES n-vong. Két qua 1a ta s& nhan dugc mot dang bi€u dién sau
ding vGi xac sudt tot nhat cta (n-1)-vong cta DES:

Pli,, 15, .. , 1,] @ C[jy, Jo» -+ » Jo] @ F(C, K,) = K[k, ks, .. , k], (2.2)

Thuc chat biéu thic C[j,, jy - » ju] © F(C., K)I[1,, L, .., 1,] chinh 1a ban
ma tai vong thtt (n-1).
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Nhu vay, trong phuong trinh (2.2) ta thdy so luong cac bit khoa
tham gia nhi€u hon so v6i phuong trinh (2.1). Trong d6 viéc tim mot s
bit khoa trong K, chinh xdc s& c6 thé duoc thuc hién dé dang hon nho
nhan xét sau. Néu khoa K, trong (2.2) 1a khong chinh xac thi do hiéu qua
cua phuong trinh (2.1) s€ giam di rd rét, tic la n6 s€ lam anh hudng 16n
dén xdc suét ding cua (2.1). Do vay, co thé str dung thuét toan hop 1y cuc
dai sau dé cing mot lic tim va quyét dinh cac thanh phan khod tham gia
trong (2.2)

Thuat todn 2

Bué6c 1: V6i méi mot tng cir vien K @ (i =1,2,..) clia K, goi T, 1a s6 cic
ban r6 sao cho vé€ trdi cia phuong trinh (2.2) bang khong. Ky hiéu N 1a s6
cac ban r6 dugc st dung trong tin cong.

Bué6c 2: Gia su T, 12 gia tri cuc dai va T, 1a gid tri cuc ti€u cla tat ca

min

cac gia tri cua T..

+Néu | T, -N/2|> [T, -N/2|, thi ta chdp nhan khod tng ctt
vién tuong ung v6i T, va 1ay K[k, k,, .. , k.] =0 (khi p > 1/2) hoac bang
1 (khip < 1/2),

+Néul|T, . -N2|< [T, -N/2| thita chdp nhan khod tng ctt
vién tuong tng véi T, va 1ay K[k,, k,, .. , k.] = 1 (khi p > 1/2) hodc bing
0 (khi p < 1/2).
I1.2. Xap xi tuyén tinh cac hop nén

Trong phan nay, ching ta s& néu phuong phap xap xi tuyén tinh cac hop
nén cua DES lam co s& cho viéc xap xi tuyén tinh cho ca hé DES dugc su
dung trong tan cong sau nay.

Dinh nghia 2.8:

Cho tru6c hopnén S, (a=1,2,.,8), 1 <a <63 val <P <15. Ching ta
dinh nghia s6 NS (a., B) 1a s6 tit ca cac dau ra cua 64 mau dau vao cua S,
sao cho gia tri XOR cua cac bit dau vao dugc danh dau boi a trung véi
gid tri XOR cua céc bit dau ra duoc danh dau bai B. Cu thé hon, ta c6:

NS, (a.,B) = #{x: 0 < x < 64, (@’ _, (x[s]ea[s])) =
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(@ (S,O[tIeBIt])}  (2.3)
6 day ky hiéu e 1a phép nhan logic AND giita tiing bit twong tng cta hai
véc to.
Chu y: Tu dinh nghia trén ta ¢ thé thay ring, khi NS (o, B) khong bing
32, thi s€ c6 mot su twong quan nao dé gilta dau vao va dau ra cua hop
nén S,. Chang han, tlr viéc khdo sét truc ti€p hop Ss ta c6

NS,(16,15) =12 (2.4)
Di€u d6 c6 nghia 1a bit vao thit tu cua S 1a tring véi gid tri XOR cua tét
ca cac bit dau ra clia S5 v6i xac suat 12/64 = 0,19. N6i cach khac, ching ta
s& ¢4 xdc sudt dé c6 biéu thiic tuyén tinh

(o, X) @ (B, Y) =0, hoac

(a,X)® P, Y)=1

sé tuong tng bang (NS, / 64) hoac bang [1- (NS, / 64)], trong d6 Y 1a anh
ctia X qua phép bién déi S,.

Nhu vay, néu gia tri NS (o, B) cang xa gid tri 1/2 thi kha nang nhan dugc
cac tuong quan tuyén tinh thuc su gitta dau vao va dau ra qua hop nén S,
cang c6 y nghia hon doi v6i tham ma.

Bay gio, can ctt vao (2.4) va tinh dén cac phép mo rong E va hoan
vi P trong ham vong F ta s€ nhan dugc phuong trinh tuyén tinh sau ding
vGi xac suat 0,19 khi khod K c6 dinh va X ngau nhién:

X[15] ® F(X,K)[7, 18, 24, 29] = K[22] (2.5)
Trong (2.5), ta c6 thé thay gia tri X[15] @ K[22] chinh 14 bit diu vao thi

tu cua Ss, con F(X,K)[7, 18, 24, 29] chinh la gia tri XOR cua 4 -bit dau ra
cling cua hop S; do.

Bing viéc khao sit toan bo 8 hop nén cua DES, cic tic gia trong
[26] da chi ra rang phuong trinh (2.4) 12 mot x4y xi tuyén tinh hiéu qua
nhat doi véi tat ca cac S-hop, va do dé phuong trinh (2.5) s€ 1a xap xi tot
nhat cia ham vong.
Trong [26], cac tac gia ciing da liét ké 5 xap xi tuyén tinh t6t nhat d6i véi
cac hop nén cua DES nhu sau:
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A: X[15] @ F(X,K)[7, 18, 24, 29] = K[22], p=12/64;
B: X[27, 28, 30, 31] @ F(X,K)[15] = K[42, 43, 45, 46], p=22/64;

C: X[29] @ F(X,K)[15] = K[44], p = 30/64;
D: X[15] © F(X,K)[7, 18, 24] = K[22], p = 12/64;
E: X[12, 16] @ F(X,K)[7, 18, 24] = K[19, 23], p = 15/64.

Cac x4p xi tuyén tinh trén day s& dugc st dung dé tan cong DES trong
ting trudong hop cu thé, & day chiing t6i chi néu mot s6 vi dun minh hoa
cho ki€u tan cong nay.

I1.3. Xap xi tuyén tinh hé ma DES
Trong phan nay ta s€ md rong xap xi tuyén tinh cia ham vong thanh xap

xi tuyén tinh cho chinh hé ma DES.
+ Doi véi DES 3-vong

Trudc hét, bang cich dp phuong trinh (2.5) vao vong dau tién, ching ta s&
nhan dugc phuong trinh sau day ding vé6i xac suat 12/64:

X,[7,18,24,29] ® P,[7,18,24,29]® P, [15] = K,[22] (2.6)

Ta cling nhan dugc két qua nhu vay khi thuc hién phép giai ma doéi véi
ban ma C thong qua khoa K, tic 1a ta c6 phuong trinh sau day ding véi
xac suat 12/64:

X,[7,18,24,29] ®© C,4[7,18,24,29]® C [15] = K;[22] (2.7)
p
Py | P,
K,
(7,18,24,29) | 221
151
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Gy | C
C
Hinh 2 .4: So do xdp xi tuyén tinh hé mda DES 3-vong.

Két hop (2.6), (2.7) ta s& nhan dugc mot biéu dién xap xi tuyén tinh cho
hé ma DES 3-vong nhu sau:

P,[7,18,24,291®C, [7,18,24,291®P, [15]®C, [15]
=K,[22] ®K,[22] (2.8)

Xdc suat dé c6 phuong trinh (2.8) ¢6 thé dugc tinh nhu sau, véi gia thiét P
1a ban rd ngau nhién con C la ban ma tuong ting v6i mot khoa K cé dinh.

Tru6c hét ta c6 thay (2.6) c6 thé dugc phat biéu tuong duong véi
X,[7,18,24,29]10P,4[7,18,24,29]1® P, [15] © K,[22] =0,
vGi xac suat 12/64 va
X,[7,18,24,29]®P,[7,18,24,29]®P, [15]®K, [22]=1,
véi xac suat (1- 12/64).
Tuong tu véi (2.7), ta c6
X,[7,18,24,2910C,(7,18,24,291® C,[15] ® K,[22] = 0,
vGi xac suat 12/64 va
X,[7,18,24,29]1@C,[7,18,24,2910C, [15]®K,[22]=1,
véi xac suat (1- 12/64).
Vay xac suat dé co (2.8) c¢6 dang xdc suat dé cé tap hop dang (090) U
(1®1). Do d6, xac suit nay ding bing
(12/64) x (12/64) + (1-12/64) x (1-12/64) = 0,70. (2.9)

Tir chd phuong trinh (2.5) 1a xay xi tuyén tinh t6t nhat cua ham vong F,
nén (2.8) 12 biéu dién tuyén tinh t6t nhat doi v6i DES 3-vong.

Ap dung thuat todn 1 vio phuong trinh (2.8) ta c¢6 thé tim duoc bit
khod K, [22] & K,[22].
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+D0oi véi DES 5-vong

boi v6i hé ma DES 5-vong, truée hét ta ap phuong trinh (2.5) vao cac
vong thit hai va thit tu, con cdc vong thit nhat va thit nim sé& sir dung biéu
dién tuyén tinh sau

B: X[27, 28, 30, 31] @ F(X,K)[15] = K[42, 43, 45, 46], p=22/64 (2.10)
xudt phat tir hé thic NS,(27,4) = 22.

Céch thiic 4p dung cac biéu thic tuyén tinh A, hay B trén day ciing giong
nhu trong truong hop DES 3-vong. Tic la d6i véi cac vong thi nhat va thia
hai, ta coi X l1a ban r6 P, con doi véi cac vong thit nam va thi tu, ta coi X
la ban ma C va thuc hién phép giai ma nguoc trd lai téi vong thit 3 nho su
dung cac khoa K va K,. Khi dé phoi hop cac két qua lai ta s€ thu dugc

biéu dién xap xi tuyén tinh t6t nhat cho hé DES 5-vong nhu sau:

P,[15] @ P,[7,18,24,27,28,29,30,31] & C,[15] &
C.[7,18,24,27,28,29,30,31]

=K,[42,43,45,46] ® K,[22] ® K [22] & K,[42,43,45,46] (2.11)
Dé tinh x4c suat cho phuong trinh (2.11) ta s& sir dung b6 dé sau day.

Bo dé 2.9.

Gia st X; (1 <i<n) la cac bién ngau nhién doc 1ap, nhan gia tri 0 véi xac
sudt p hodac nhan gid tri 1 vdi x4c suat (1-p). Khi d6 x4c suat dé cho
X,®X,® .. ®X, =0 sé bang

12+2" T (pi- 1/2). (2.12)

i=1

B6 dé trén c6 thé dugc chitng minh bang qui nap, va ngudi ta goi 1a b6 dé
Piling-up.

Ap dung b3 dé nay ta thdy phuong trinh (2.11) ding v6i xdc sudt
1/2 + 2% (-10/64)* (-20/64)* = 0,519




O 28:36; X, 22/64
| 7] K,
7,18,24,29)¢ [15]
2 X,  12/64
K3
[
F, X,
| [22] K,
7,18,24,29) [15]
4 X, 12/64

[42.43 45 7651 K
[15] [F. |[27,283031]] X;  22/64

oF | C
C

Hinh 2.5: So do xdp xi tuyén tinh hé md DES 5-vong.

Bang cdch thic da néu, trong [26] céc tdc gia da liét ké ra cdc bi€u dién
xap xi tuyén tinh t6t nhat doi véi he DES t6i 20 vong. Vi du, biéu dién
tuyén tinh tot nhat cho DES 8-vong c6 dang sau:

Py[7,18,24] @ P [12,16] & C,[15] & C,[7,18,24,29,27,28,30,31]
= K,[19,23] @ K,[22] @ K,[44] @ K[22] ® K,[22] © K,[42,43,45,46]
diing v6i xdc suat 1/2 - 1,22 x 271 (2.13)
Biéu dién tuyén tinh tot nhat cho DES 16-vong ¢6 dang :

P,[7,18,24] @ P, [12,16] ® C,[15] & C,[7,18,24,29,27,28,30,31]

= K,[19,23] @ K4[22] ® K, [44] @ K[22] @ K,[22] ® K,[44] ® K,[22] ®
K,,[22] ® K,,[44] ® K 5[22] @ K 5[22] ® K ,[42,43,45,46];

diing vdi x4c suat 1/2 - 1,49 x 27, (2.14)

I1.4 Tan cong ban ro da biét doi v6i hé ma DES
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Str dung céc biéu dién x4p xi tuyén tinh tot nhat da nghién citu trong phan
trén, ta s€ trinh bay phuong phap tan cong ban r6 da biét doi véi hé DES.

* VOI DES 8-VONG

St dung thudt todn 1 ap vao phuong trinh (2.13) ta s€ thu duoc hé thong
phuong trinh dé tim ra téng cta 10 bit khoa: K,[19], K,[23], K;[22],
K,[44], K [22], K,[22], K[42], K,[43], K,[45], Kg[46]. Va theo [10], dé
lam dugc diéu d6 ta phai sir dung ¢ 1,222, 2% ~ 2! ban rd di biét méi c6
thé thiét 1ap duoc hé thong phuong trinh can thiét. Tuy nhién dé€ tang hiéu
qua tdn cong tuyén tinh ta sé& thiét 1ap cac diéu kién dé sir dung thuat todn
2.

Su dung thudt todn 2: DE tan cong DES 8-vong, ta s€ st dung biéu dién
tuyén tinh tot nhat doi véi DES 7-vong, con vong thit 8 dung dé giai ma
ban ma C ding khoa K. Khi d6 ta s& thu dugc bi€u dién tuyén tinh tot
nhat doi v6i DES 8- vong c6 dang sau:

P,[7,18,24] ® P,[12,16] ® C,[15] @ C,[7,18,24,29] ® Fy(C,, K )[15]
= K,[19,23] ® K4[22] @ K,[44] @ K{[22] ® K,[22]
diing véi xéc suat 1/2 + 1,95 x 27°, (2.15)

Phuong trinh nay chita khod con 48-bit Kg, tuy nhién chi c6 6-bit
khoa thuc su tdc dong t61 ham vong Fy(C,, K¢)[15] do 1a cac bit khod
K[42], K¢[43], K¢[44], K [45], K[46], K[47]. Do d6 ta can 64 bo dém
dé thuc hién theo thuat toan 2, nhim muc dimh tim ra 6-bit kho4 con cua
K, da dugc st dung thuc su trong ma dich. Tém lai, néu ap dung thuat
toan 2 vao phuong trinh (2.15) ta s€ thu dugc hé thong phuong trinh tuyén
tinh dé tim ra dugc 06- bit khoa 1a: K [42], K¢[43], K[44], K[45],
K,[46], K¢[47]; va tdng cua cdc bit khoa: K,[19], K,[23], K;[22], K,[44],
K,[22], K,[22], bing viéc sit dung khodng 2% ban rd da biét.

* VOI DES 16-VONG: Tuong tu nhu phuong phdp tan cong DES 8-vong, dé tan
cong DES 16 -vong ta s& st dung biéu dién tuyén tinh t6t nhat doi véi
DES 15-vdng, con vong thi 16 dung dé giai ma ban ma C dung khod K.
Khi d6 ta s& thu dugc biéu dién tuyén tinh t6t nhat doi v6i DES 16 - vong
c6 dang sau:
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P,[7,18,24] @ P_[12,16] ® C,[15] ® C,[7,18,24,29] ® F,((C,, K,o)[15]
= K,[19,23] ® K4[22] @ K,[44] @ K[22] @ K,[22] ® K [44] ® K,[22]
K, ,[22] ® K ,[44] ® K,;[22] @ K 4[22];
diing véi xéc suat 1/2 + 1,19 x 272, (2.16)

Str dung thuat todn 2 ta s& thu duoc hé théng phuong trinh tuyén tinh dé
tim ra 06-bit khod sau: K, [42], K[43], K[44], K[45], K,[46],
K,[47]; cung véi bit tong cua: K [19], K,[23], K;[22], K,[44], KJ[22],
K, [22], K¢[44], Ko[22], K,[22], K,,[44], K,5[22], K,s[22], bang cach su
dung khoéang 8.(1,19. 2%%)? ~ 2* ban 16 da biét. Tuong tu c6 thé tim dugc
06-bit kho4 tai vong dau tién va bit khod téng tuong tng. Nhu vay, véi
DES 16-vong ta c6 thé dung tan cong tuyén tinh dé tim dugc 14-bit khoa
trong s6 56-bit. Cac bit khod con lai s& dugc tham bang phuong phap vét
kiét, va o rang tong do phtc tap tinh todn s& nho hon phuong phap vét
kiét toan bo khong gian khod 2.

IIl. THAM MA PHI TUYEN

Nhu ching ta da biét, khong cé quan hé tuyén tinh nao gitta dau ra va dau
vao cua cac S-hop cua DES. Mit khdc bing cdch biéu dién cdc S-hop nhu
1a cdc da thic Boolean thi dé dang c6 thé thiét 1ap céc quan hé dai s6 nao
d6 giitta cdc bit dau ra va dau vao cta cac S-hop. Ching ta ciing biét rang
bac clia cdc da thic nay 1a nho hon hay bang 6. Do dé mot cach tu nhién
bai todn sau day c6 thé duoc dat ra: Bac nho nhét ciia cdc quan hé dai s6
ctia cac S-hop 1a bao nhiéu, quan hé dai s6 nao c6 bac nho nhat? C6 thé
thay rang luon ton tai mot quan hé bac 3 trong tat ca cdc S-hop. Bai vay
cau hoi trén dugc viét lai nhu sau: liéu c6 ton tai quan hé bac hai hay
khong? Trong bai bao [34] cac tac gia cho thay cé 7 quan hé bac hai cua
cac S-hop S;, S, va S; cua DES véi xdc sudt 1. Bang cdch st dung mot
trong cac quan hé bac hai nay, ho da xay dung mot thuat toan tan cong
tuyén tinh cai tién cho DES di 16-vong. C4ch thic thuc hién 1a t6 hop
phuong phdp xap xi phi tuyén va phuong phdp x4p xi nhiéu lan. Su cai
ti€n nay c6 thé rit gon s6 ciap Ro-Ma doi hoi xudéng con 25/34 (73,5%)
clia con s6 2* doi hdi bdi tdn cong clia Matsui.

II1.1 Thiét lap cac quan hé bac hai cua S-hop
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Vé nguyén tic thong qua bang gid tri ctia cdc S-hop ching ta ¢ thé thiét
lap duoc tit ca cac quan hé dai s6 Boolean gitta dau vao va dau ra cua
ching. Chang han, véi hop S, gid tri ddu ra 1a 13(=(1,1,0,1)) twong tng
vGi gia tri dau vao 1a 4(=(0,0,0,1,0,0)) s€ cho mot quan hé dai so giita cac
bién Boolean vao x,, X,,..., X, va cac bién Boolean ra y,, y,,..., y, €0
dang:
(x4 1) Ot 1) (kD) (x40) (xs+1) (x4 1)
((y,+0) (y,40) (y5+1) (y,+0) +1) =0.

Nhu vay moi S-hop cho ta 64 quan hé dai s6. Dung k§ thuat hé co sé
Gnobner, cac tac gia trong [34] da thu dugc cac két qua sau.
Bo' dé 2.10.

+Khong ton tai quan hé tuyén tinh cia cdc S-hop

+T'6n tai quan hé bdc 3 cho moéi S-hop

+C6 7 quan hé bdc hai doi voi cdc hop S,, S, va Ss.
Chi ¥ rang cdc quan hé trén ding vé6i xac sudt 1. Ta chd ¥ quan hé bac hai
sau cua hop Ss: ( Xy, Xose.ty Xg) = (Vs Vooeves Y4 )-

X1y + X0y, + Xpy3 + XY, XY XY, + Xys +
Xo¥4 + XoX; + X5y + X5y, + Xs5Y3 + Xs5Y, + XsX, +

+y, + Y, + ¥ X + X+ X5 +1 =0. (2.17)
C6 thé phan tich vé trdi clia (4) dé duoc quan hé sau:
(Vi + Y, +y;+y,+ X+ DX, +x,+x5+1) =0. (2.18)

O day ta thdy thilra s6 thit nhit cta vé trai ctua (2.18) chinh la x4p xi tuyén
tinh tot nhat cua hop S; v6i do 1éch 5/16 da duoc tim ra boi Matsui trong
tan cong tuyén tinh la:

Vit Y2t Y3+ Yst+x,=0. (2.19)
Phan sau chiing t6i giGi thiéu cach thic van dung quan hé phi tuyén (2.18)
dé cai tién tdn cong tuyén tinh v6i DES du 16-vong.

II1.2. Ap dung vao tham ma phi tuyén
Vi céac ky hiéu da qui uGc trong phan thim ma tuyén tinh cua Matsui, tir
quan hé dai s6 (2.18) ta c¢6 thé md rong thanh quan hé dai s6 ciia ham
vong tht 1, F;: (X, K;) = F,(X,, K;) nhu sau:
(A%) (F[3,8, 15, 24] + X[17] + K[26] +1).

(X[16, 17, 20] + K[25, 26, 29] +1) =0, (2.20)
& day X, € GF(2)* 1a dau vao ctia vong thi —i va K, € GF(2)* 1a khoa
vong thit —i ciia ham vong F..
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Nhu trén da noi, trong quan hé bac hai (2.20), ta c6 thé tim thdy xap xi
tuyén tinh t6t nhat (A) cho ham vong tha-i 1a F, v6i do 1éch tuyét doi la
5/16 trong tan cong cua Matsui:

(A) F[3,8,15,24] + X[17] + K,[26] =0 (2.21)

Matsui ciling da thiét k€ xap xi tuyén tinh sau day doi v6i DES 16-
vong bang cach sir dung xap xi tuyén tinh t6t nhét cia 14-vong c¢6 dang
A-ACD-DCA-ACD- v6i do léch tuyét doi 1a 1,19. 27! (ching 1a n6i ghép
ba xdp xi tuyén tinh A, C, D cia ham vong):

P[3, 8, 14, 25] + P[17] + C[8, 14, 25] + F,(P,, K)[17]
+ F,(C,, Kio)[ 8, 14, 25] = K,[26] + K,[26] + K [4] + K([26] +
Kg[26] + Ko[4] + K,,[26] + K,,[26] + K 5[4] + K,,[26]. (2.22)
6 day P, P, 1a cac cac nua trai phai cua ban 10, con C,, C, l1a cac cac nua
trai phai cua ban ma.

Tur chd A* 1a x4p xi phi tuyén véi do léch (1/2) ching ta c6 thé dat
dugc xap xi phi tuyén sau cua DES 16-vong c6 dang A*-ACD-DCA-
ACD- bang cach thay thé€ xap xi tuyén tinh A bang quan hé bac hai A* ¢6
do 1éch cao hon:

(P[3, 8, 14, 25] + P[17] + C|[8, 14, 25] + F,(P,, K))[17]
+ F(C,, Kio)[ 8, 14, 25] + K,[26] + K,[26] + K,[4] + K([26] +
+ Kg[26] + Ko[4] + K, [26] + K,,[26] + K|5[4] + K,,[26] +1).
.(P[16, 17, 20] + F,(P, K, [16, 17, 20] + K,[25, 26, 29] +1) = 0. (2.23)

Do 1éch tuyét doi ctia xap xi (2.23) cao hon cua (2.22). Tuy nhién chiing
ta khong thé str dung truc ti€p (2.23) dé rit gon s6 ban R6-Mai trong tin
cong tim cac bit khoa hiéu qua cua DES du 16-vong c6 mat trong (2.23).
Boi vi s6 cac bit text hiéu qua va cac bit khoa hiéu qua trong (2.23) 16n
hon nhiéu so véi chiing & trong (2.22). Trong phan sau ching ta s€ trinh
bay (2.23) theo céch 4p dung phép xap xi nhiéu lan d€ tranh van dé trén.

II1.3. Str dung xap xi tuyén tinh nhiéu lan
Y tudng co ban ctia thim ma tuyén tinh 12 tim cdc x4p xi tuyén tinh ndo
do tac dong trén ma khoi gin trong mot biéu thic véi céc bit ban rd
P.,.P, ban md K[y, ]va khod K, ..K,. Ching ta s& viét

P ®P ®.®P duéi dang gon la Ply,]va c6 thé vi€t mot xdp xi tuyén
tinh dudi dang

Plyp] ©Clycl=Klxkl (2.24)
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Néu phuong trinh (11) ding véi xdc sudt p = L+, v6i phép chon
ban rd ngiu nhién va khoa c6 dinh thi ta néi ching c6 do léch 1a €. D€ tan
cong DES, ta thuong 4p dung phuong phap 2-R v6i phuong trinh ¢6 dang
sau day

Plyp] ©Clrc 1O F (P, K)xn]®F(C . K ) 1] =Klxk] (2.25)
& day céc bit khod xuét hién trong phuong trinh trén 1a nhi€u hon so véi
dang (2.24). Mbi phuong trinh dang (2.25) s& cho ta mot thuat todn tan
cong tuyén tinh ki€u 2-R doi véi DES. Phuong trinh nao c6 do léch 16n
nhat s€ cho ta thuat toan tdn cong hiéu qua nhat.

Tuy nhién, ta ciing biét rang c6 nhiéu xap xi tuyén tinh khdc nhau
doi véi mot hé ma khoi trén mot s6 vong cho trude. Trong truong hop cac
xap x1 nay lai cing bao ham cac bit khoa hiéu qua, liéu do phic tap tan
cong co thé 1am giam di duoc hay khong. Véan dé nay da duoc giai quyét
bbi phuong phdp tdn cong sir dung xap xi nhiéu 1an [5].

Gia st ta ¢6 n xdp xi tuyén tinh bao ham cung cac bit khoa nhung
khac nhau céc bit ban r6 ban ma trong cac xap xi dé c6 dang:

Plyp1®Clac)® F(PLK)x 19 F,(C . K ) xr 1= Kl g (2.26)

Gia thiét khong mat téng quat ring tat ca cdc phuong trinh trén déu c6
do léch & la duong. Khi d6 ta c6 thuat toan sir dung n xap xi trén dé quyét
dinh cdc bit khod cung xuat hién trong chiing nhu sau.

Thudt todn 2M.
Budc 1. Giasu K¢ (g=1,2,...)va K" (h=1,2,...) lacac khoa ting
ct vién cua K, va K, . Khi d6 v6i méi cap (K#,K™) va v6i moi xap xi i,

gia sit 7/, 1a s6 cdc ban r6 sao cho vé€ trdi cia phuong trinh (2.26) la bang
0 khi K,duoc thay thé boi K® va K, duogc thay th€ boi K. Gia sit N 1a
sO tat ca cac ban ro dugc dung trong thuat toan.

Budc 2. Dat ¢, =¢,/) " & . Tinh véi méi g, h céc s6

n
. i
Ug,h - Z aiTg,h
i=1

Budc 3. Gia su U
céac gia tri U,
+néu | U, -N/2| >| U_. —N/2 |, thi chdp nhan bo khod tng ctr vién
tuong ung v6i U, va cho K[y, ] = 0. (chd y & day gia thiét g, duong)

o 12 gid tri cuc dai va U, 14 gid tri cuc tiéu trong tat ca

min
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+néu| U, -N2| <| U, —N/2 |, thi chdp nhan bo khod tng cr vién
tuong ung vé6i U, vacho K[y, ] = 1. (chd y 6 day gia thiét €, duong)
Theo S. Burton, Jr. Kaliski, M.J.B. Robshaw [5], thuat todn trén day s€
cho ti 1¢ thanh cong cao hon so véi thuat toan 2 nguyén thuy cua Matsui
tuong ung vGi cung sO ban rd duoc chon trong tdn cong. Diéu nay dugc
thé hién qua dinh ly sau.

Gid thiét I: V6i moi i va j, v6i i#], x; = X; v6i xdc suat 1/2, & day xdc suat
dugc 14y trén tat cac cac ban r6 lua chon ngiu nhién.

Gid thiét 2: Phan bo cta thong ké U c6 thé dugc mo hinh hod mot cach
chinh xdc nho st dung mot phan phoi chuén.

Dinh ly 2.11. Duéi cac Gia thi€t 1 va 2, ti 1é thanh cong cua thuét toan
2M véi céc trong s a; toi uu la

Khi 3" ? 1a nho, ching ta c6 thé xdp xi ti I¢ thanh cong bsi d2VNY &?),
d6 chinh 12 tong quét hoa cua ti 1é thanh cong trong thuit todn nguyén
thuy clia Matsui CD(2\/W g)

II1.4. Ap dung t6 hop x4p xi nhiéu lan va x4p xi phi tuyén dé tan cong
DES
Trong phan trudc ching ta da thiét lap xap xi (2.23) ctia DES 16-vong. S6
cac bit text va so cac bit khod hiéu qua cua (2.23) tuong tng la 24 va 26.
Do d6 sé 1a khong hiéu qua néu thiét k&€ tim 26 bit khod hiéu qua ngay
mot ldc, vi ¢d bang dé€m cho céc bit khoa nay qud 16n. Dé tranh van dé
nay, ching ta giai quyét moi thira s6 trong (2.23) moét cach doc lap.
Phuong trinh sau day Ia thira so thi hai trong (2.23):

P[16, 17, 20] + F,(P, ,K)) [16, 17,20] = K,[25,26,29]. (2.27)
Khi (2.27) ding, do léch cua (2.20) thay d6i thanh g, = (1/2)(5/16)p,, =
(8/5)p,,. Khi (2.27) khong diing, né thay déi thanh g, = 2.(1- (8/5)/2)p,, =
(2/5)p,s- Nhu vay ching ta s€ lam viéc véi xdp xi tuyén tinh (9) nhu 12 hai
phép xap xi, mdt 1a khi (2.27) ding, va hai 1a khi (2.27) khong ding.
Gia st N 1a so0 cac cap R6-Ma. T, (, T)) 1a s6 cac cap R6-Ma sao cho vé
trai cua (9) 1a bang 0 va phuong trinh (14) 1a ding (, hodc khong ding).
Ta c6 thé tinh todn thong ké U = a,T, + a,T, v6i céc trong so a,, a, sao cho
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a, + a, = 2. Dé cuc dai hoa khoang cach giita N/2 va gid tri trung binh
E[U] theo huéng do léch chudn, ching ta st dung Bo dé sau.

B0 dé 2.12. (Kaliski va Robshaw): Khodng cdch /N2 — E[U] /! oy la
cuc dai voi moi N cho trudc khi cdc trong so a;, ti 1é thudn voi cdc do léch
cua cdc xdp xi do.

T B6 dé 2.12, ta thay rang phép chon t6t nhat cho cdc trong so a,, a, 1a
Ay a, =¢,:¢, =4:1.

II1.5 Thuat toan cai tién dé tan cong DES 16-vong

Trong phin nay, chiing toi s€ néu thuat todn cai tién dé tan cong DES du
16-vong. N6 van con doi hoi mot khoi luong 16n cac ban rd ma hiéu qua
va cédc khod hiéu qua trong phuong trinh (2.22). D€ t6i thi€u hoa luong
cong viéc st dung trong xur 1y dit liéu, cac tac gia [34] da chia thuat toan
ra lam hai phan. Phan dau la thuét toan nguyén thuy ctia Matsui (cac budc
1,2,3). Phan hai 1a phan cai ti€n ding dé thay thé phép vét can tim khoa
trong tan cong ctua Matsui véi cdc xap xi nhicu lan (cac budce 4,5,6).

Thuat todn:

1. Tinh todn cdc cdp bdn ré va ban md va cong thém vao cdc bit text hiéu
qud cua phuong trinh (2.22) va (2.27).

2. Cong thém (tang) cdc bo dém trong tdp K tuong ting vdi cdc bit khod
hiéu qud ciia (2.22) néu vé'trdi ciia (2.22) bang 0.

3. Xdp xép, lua chon cdc khod hiéu qud ciia (2.22) bang cdch sit dung cdc
bo dém K theo thit tu thuc té c6 thé duoc.

4. Voi cdc khod hiéu qua cé khd ndng nhdt cua (2.22) khi vé phdi cuia
(2.27) bang 0, hdy cong thém vao cdc bo dém trong tap H, tuong ting voi
cdc bit khod hiéu qua cia (2.27) mot luong la 4 hay 1 tuy theo vé'trdi ciia
(2.27) la bang 0 hay 1 mot cdch tuong ving, hodc la cong thém vao cdc bo
dém trong tdp H, mot luong la 1 hay 4 tuong iing nhu thé khi vé phdi cua
(2.27) bang 1. H, duoc sit dung khi vé phdi cua (2.27) bang 0, con H,
duoc sit dung khi vé phdi cia (2.27) bang 1)

5. Xdp xép thit tu, lua chon cdc khod hiéu qud cia (2.27) bdang cdch s
dung cdc bo dém H,va H, theo thit tu do tin cdy thitc té ¢ thé duoc.

6. Twr cdc khod hiéu qud c6 khd ndng nhdt cua (2.22) va (2.27), hdy tim
cdc bit khod con lai.
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Trong bai cua Matsui, cac bit text va bit khod hiéu qua cua (2.22) da dugc
chi 3. Cu thé 1a c6 13 bit text hiéu qua 1a:
P[32], P[1],..., P[5], P[16],...., P[21], P[3, 8, 14, 25] + P,[17] + C|[3, 8,
14], (2.28)
Va 12 bit kho4 hiéu qua la:

K,[1]...., Ki[6], K,[25]...., K,[30]. (2.29)
C6 17 bit text hiéu qua cua (2.27) néu cac bit khoa trong (2.29) la co
dinh:

P[16,17,20],P[8], ...., P[17], (2.30)

Va 13 bit khoa hiéu qua cua (2.27) néu cac bit khoa trong (2.29) la c6
dinh la:

K,[13],..., K [24], K,[25, 26, 29]. (2.31)
Ngoai ra ching ta c6 thé sir dung cac phép xap xi khdc thay thé céc ban rd
ma trong (2.22) va (2.27).

Trong thuat todn nay, ho da dung bd dém c& 12-bit cho cac bit khoa hiéu
qua trong (2.22) va bd d€m 13-bit cho céc bit khoa hiéu qua trong (2.27).
Nhu vay ta da rit gon cd bo dém tir 2x2% xudng con 2x(2'* + 2") nho
thuat toan cai ti€n nay.

Véi thudt todn cdi tién trén ddy, cdc tdc gid T. Shimoyama
Shimoyama va T. Kaneko [34] da thuc hién tdn cong DES-16 vong chi sir
dung 25/34.2% bdn ré da biét dé tim du 56-bit khod vdi ti 1é thanh cong
ciing nhu thudt todn nguyén thuy cua Matsui.

II1.6 Thuc hanh tan cong phi tuyén véi DES tim du 56-bit khoa

O day ching ta quy udc cac tir (word) 1a cac thanh ghi 32 bit va thir tu
cac bit duoc danh tir bén trai sang phai. P,, P; 1an luot 13 nira bén phai va
bén trai cua khdi ban ro; C,, C lan lugt 14 ntra bén phai va bén trai cua
khéi ban ma; K; 1a khoa ¢ vong thi i.

1. Ap dung quan hé bac hai ciia cac hop S cho viéc tham ma DES-8
vong

pé phuc vu cho vi¢c tham ma tuyén tinh DES 8 vong, ching ta st dung
xap xi tuyén tinh tot nhat ciia DES-6 vong, dugc ghép ndi tir 3 xap xi
tuyén tinh A, C, D ciia ham vong theo thir tu A-ACD-. Xap xi tuyén tinh
hiéu qua nay c6 do6 1éch tuyén tinh 1a pg = 1,95.2”.

P,[8,14,25] + C4[3,8,14,25] + C{[15]
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= K,[26] + K;5[4] + K4[26] + K¢[26] (2.32)

Tir xdp xi tuyén tinh t6t nhat cia DES — 6 vong & trén (phuong trinh
(2.32)), ap vao h¢ ma DES 8-vong (tu vong 2 t6i vong 7) ta thu duoc Xap
xi tuyén tinh cho hé ma DES 8 ‘vong (2.33) va theo chiéu nguoc lai (tir
vong 7 t&i vong 2) ta thu dugc xap xi tuyén tinh (2.34).

P,[3,8,14,25] + P[17] + C\[8,14,25] + Fy(P.K,)[17] + Fs(C..Kg)[8,14,25]
— K,[26] + Ku[26] + Ks[4] + K¢[26] (2.33)

C,[3,8,14,25] + Ci[17] + P[8,14,25] + F,(P,.K,)[8,14,25] + F(C,,Ke)[17]
= K3[26] + Ku[4] + Ks[26] + Ko[26] (2.34)

Theo két qua cua T. Shimoyama Shimoyama va T. Kaneko, ta c6 xap xi
phi tuyén A* cho ham vong thu i:

A*: (Fi[3,8,14,25] + X{[17] + Ki[26] + 1)(X[16,17,20] +
Ki[25,26,29]+1) = 0 (2.35)

Piém dic biét ¢ day la phan tir th nhét trong biéu thirc phi tuyén A*
triung voi xap xi tuyén tinh ctia ham vong A ma Matsui da thu duoc (d6
léch 5/16). Cing theo 13p luan cta T. Shimoyama Shimoyama va T.
Kaneko; A* 1a biéu thirc phi tuyén véi do 1éch 1/2 va bang viéc thay xap
xi phi tuyén A* cho A trong biéu thirc x4p xi tuyén tinh ciia DES 8 vong
A*-ACD-, ta thu dugc biéu thirc xap xi phi tuyén sau:

(P[3,8,14,25] + P[17] + Ci[8,14,25] + F1(P,,K\)[17] + Fs(C..Ks)[8,14,25]
+ Ko[26] + Ku[26] + Ks[4] + Ke26] + 1) . (P[16,17,20] +
F.(P,,K1)[16,17,20] + K,[25,26,29] + 1) = 0 (2.36)

Hoan toan tuong tu, ta thu duoc xap xi phi tuyén (2.37):

(P[[8,14,25] + C,[3,8,14,25] + Ci[17] + F,(P,,K))[8,14,25] + Fy(C,.Kg)[17]
+ Ki[26] + Ku[4] + K[26] + Ko[26] + 1) . (C[16,17,20] +
F&(C,,K)[16,17,20] + K5[25,26,29] + 1) = 0 (2.37)

O day ta chi tap trung xét xap xi phi tuyén (2. 36), boi xap xi (2.37) cling
hoan toan tuong ty. D6 léch cua xap xi phi tuyén (2. 36) cao hon xap xi
tuyén tinh cua (2.33). Tuy nhién, chung ta khong thé truc tiép sur dung
(2.36) dé khoi phuc lai cac bit khoa hiéu qua ctia DES-8 vong, boi 18 s6
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bit text hi¢u qua va khoa hi¢u qua trong (2.36) lan luot 13 24 va 26. Bé
tranh van dé nay, chiing ta giai quyét mdi thira sb trong (2.36) mot cach
doc 1ap. Biéu thire sau 14 thira s6 thi hai ciia (2.36):

P|[16,17,20] + F,(P,.K,)[16,17,20] = K,[25,26,29] (2.38)

Khi (2.38) xay ra, do Iéch cua (2.33) 1a gy = (1/2)(5/16)ps = 8/5ps. Khi
(2.38) khong xay ra né thay ddi thanh &, = 2(1-(8/5)/2)ps = 2/5ps. Do d6,
ta coi xap xi tuyén tinh (2.33) nhu 2 xap xi tuyén tinh; mot 1a khi (2.38)
xdy ra va mot 1a khi (2.38) khong xay ra. Va nhu vay ta s€ su dung
phuong phép xép xi boi dé giai biéu thuc phi tuyén (2.36).

Gia st N 1a sd cap ro/ma, Ty, T; lan luot 1a sO cdp r6/ma sao cho vé
trai cua phuong trinh (2.33) bang 0 va phuong trinh (2.38) x4y ra, va
phuong trinh (2.38) khong xay ra. Chung ta tinh toan thong ké U = a, T, +
a; Ty, v6i1 cac trong s6 ag +a; =2 dé quyét dinh khoa ung cu vién. Viéc
chon ag, A duoc Kaliski va Robshaw phat biéu trong B6 d¢, theo do lyua
chon tét nhat cua a,, a laay:a; =¢g :¢€ = 4:1. Hoan toan tuong tu ta

cling s& xét t6i thira s6 tha hai cua (2.27) theo mdt cach twong tu.
Ci[16,17,20] + Fg(C.,K5)[16,17,20] = K4[25,26,29] (2.39)

2. Thuit toan cai tién tham ma DES - 8 vong
Thuat toan duogc chia thanh 2 phan; phan thtr nhat 13 tin céng gdc cla
Matsui (Budc 1, 2, 3), phan thtr hai 1a phan cai tién ma thay thé phan vét

can kho4 trong tan cong ctia Matsui bang xap xi boi (Budc 4, 5, 6).

Buwée  Tao N cip rd/ma va dém céc bit text hiéu qua ctia phuong trinh

1 (2.330) va (2.38).
Buoc  Tang gié tri cia cac by dém trong tdp K tuong Uing vdi cac bit
2 khod hi¢u qua cua (2.33) n€u vé trai cua (2.33) bang khong.

Buwde3  Sap xép céac bit khoa hiéu qua cta (2.33) st dung cac bd dém K
theo dg tin cay.

Buwée  Voi cac khod hiéu qua tin cdy nhat cta (2.33) (43 tim dugc &

4 Buée 3), khi vé phai cta (2.38) bang 0 ting cac bd dém trong
tap Ho twong Gmg vai cac bit khoa hiéu qua cua (2.38) mot luong
1a 1 néu vé trai cua (2.38) bang khong hoidc 4 néu (2.38) khéc
khong. Nguoc lai, khi vé phai cia (2.38) bang 1 ting cac b dém
trong tap H, twong tmg voi cac bit khoa hiéu qua cua (2.38) mot

luong 13 4 néu vé trai cua (2.38) bang khong, hodc 1 néu vé trai
cua (2.38) khac khong.
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Buéc  Sap xép céc bit khoa hiéu qua cua (2.38) sir dung cac bo dém H

5

theo thar tu d6 tin cay.

Buwéc T cac bit khoa hiéu qua tin cdy nhat cia (2.33) va (2.38), ta tim

6

cac bit khoa con lai.

Chu y:

13 bit text hi€u qua cda ntra trai phuong trinh (2.33) 1a: P,[32], P,[1] ...
P.[5], C[16] ... C\[21], P,[3,8,14,25] + P|[17] + C[8,14,25].

(2.40)
va 12 bit khod hi¢u qua cua nura trai phuong trinh (2.33) la: Ky[1] ...
Ky[6], Kg[25] ... Kg[30]. (2.41)

17 bit text hiéu qua cua nua trai phuong trinh (2.38), néu cac khoa
trong (2.40) da co dinh la: P[32], P,[1] ... P[5], Pi[16,17,20], P,[8] ...

P[17]. (2.42)
Va 13 ‘pit khod hi¢u qua cua (2.38) néu cac bit khoa trong (2.41) da
duoc cb dinh 1a: K [13] ... K [24], K;[25, 26, 29] (2.43)

Viéc tim cac bit khoa hiéu qua trong biéu thirc phi tuyén (2.27) hoan toan
tuong tu nhu véi bi€u thac phi tuyén (2.36). Cudi cung, ching toi trinh
bay Thuat toan cai tién chi tiét d€ tan cong DES-8 vong :

Chi tiét thuit toian tham mi DES 8 vong ciia chiing tdi

Ta dinh nghia mot s6 vector sau:

a

= P[3,8,14,25] + P[17] + C|[8,14,25] + F,(P,K))[17]
+ F8(C9K8)[8914725] S GF(2),
1a vé trai cua biéu thuc (2.33).
= P,[32], P[1]... P,[5], Ci[16] ... Ci[21], P,[3,8,14,25] + P,[17] +

C|[8,14,25] e GF(Q)",
1a 13 bit text hiéu qua cua (2.33).

= K,[26] + Ku[26] + Ks[4] + K¢[26] e GF(2),
1a vé phai cua (2.33).

= K [1]... Ki[6], K§[25] ... Kg[30] e GF(Q)",

1a vector 12 bit khod hi€u qua cua (2.33).
= P,[32], P[1]... P,[5], P|[16,17,20], P,[8] ... P,[17] € GF(2)",
la tap 17 bit text hi¢u qua cua (2.38).

= K,[25,26,29] e GF(2),
la v€ phai cua (2.38).
= K, [13] ... Ki[24] e GF(2)",

1a tap 12 bit khod hiéu qua cua (2.38).
49



Tuong tu, ta cling dinh nghia cac vector bit khod, text hi€u qua lién quan
td1 phuong trinh phi tuyén (2.37): a', b', ¢', k', d', ', m'".

Buorc
1

Buwoc

Buwoce3

Buwoc

Buwoc

Bwoc

(Chuan bi dir liéu va dém di liéu)

Tao N cip & ma ngau nhién {(P,, C)), ..., (Px, Cn)}. Vi mbi
cap rd/ma tuong Ung ta tinh vector cac bit text hi€u qua b, b' va
tang cac bd dém cho bit text hidu qua cta (2.33) 1a TA[b], TB[b']
1én 1.

(Pém khod hiéu qua ciia phwong trinh (2.33))

Véi mdi mot vector khoa tmg cir vién k (k'), ting b dém KA[Kk]
(KB[K']) 1én TA[b] (hoic TB[b']) néu vé trai cia phuong trinh
(2.33) bang 0.

(Ouyét dinh cdc bit khod hiéu qua ciia (2.33))

Tim gia tri 16n nhat va nho nhat cia KA[k], KB[k'] va quyét
dinh cac bit khoa theo Thudt todn 2 ciia Matsui. Gia st (k, k') €
GF(2)*° 1a vector khoa thu dugc, ta thuc hién viéc dém dir liéu
lan tht 2.

Véi mdi cip ro/ma tuong Ung, ta ting cac bd dém cho céac bit
text hiéu qua cua (2.38) (va (2.39)) la TC[d] (va TD[d']) Ién 1
néu vé trai cua (2 33) bang vé phai cua (2.33) (tuong tng, néu vé
trai ctia (2.34) bang vé phai cta (2.34)).

(Pém khod hiéu qua ciia phirong trinh (2.38))

Véi mdi khoa hiéu qua cta (2.38), ta ting bd dém tuong tmg véi
12 bit khoa hiéu qua UC[e,m] mdt luong 1 néu vé trai cta (2.38)
bang vé phai hodc 4 trong trudng hop nguogc lai. Tuong tu véi
UDJe', m'] ctia biéu thire (2.39).

(Scip xép khod)

Sap xép tap vector khoa {h; = (e, a)}, {h'y = (¢',a")} thudc khong
gian vector hiéu qua (e, m) hodc (¢', m') theo do 16n cua [UC(h;) -
5/4N|, hodc [UD(h';) - 5/4N| tuong ung.

(Vét can s6 khod con lai)

Vi modi mot vector khoa (k;, k', h;, h'}), thyc hién tim vét can 18
bit khod con lai cho dén khi tim ra khoa ding.

Trong thuat toan cai tién nay, tong sd cac bit khoa hiéu qua 1a 52 bit, tuy
nhién c6 14 bit khoa trung, cu thé la:
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Ki[4] = Ks[3], Ki[28] =Ks[26], Ki[1]=Ks[5], Ki[21] = Ks[1],
Ki[24] =Ks[18], Ky[18] =Ks[13], Ki[l6]=Ks[14], K,[2] = K;[16],
Ki[3]=Kg[17],  Ki[5]=Kg[19], K [22]=Ks[20], K,[15] =
Ks[21], Ki[6] = Kg[22], Ki[17] = Ks[23].

Nhu vy, sb bit khod can phai vét can 1a: 56 - (52-14) = 18 bit khoa.

Chii y: Trong phin mo ta thuét toan chi tiét & trén cua ching toi ¢ sira
lai mdt s6 diém sau so véi Thuadt toan ma Takeshi Shimoyama va
Toshinobu Kaneko da trinh bay:

o Tép cac bit text hiéu qua cua biéu thirc (2.38) 1a 17 bit chtr khong
phai 11 bit nhu T. Shimoyama va T. Kaneko. Boi 18 khi xét vé trai
cua (2.38), khi d6 6 bit khoa anh huong té1 Fi(X, K;j)[17] (tuong
tmg voi hop Sp) da duoc cb dinh thi 6 bit text (twong ung véi Sy)
van anh huodng t6i gi tri cua F; (X, K)[17].

o Trong Budc 4 viéc ting cic bd dém tuong tng voi tap Hy (hodc H;)
1én 1 hodc 4 nguogc thir tr v6i T. Shimoyama. Su stra doi ndy xuat
phat tir két qua thyc hanh tham DES 8 vong ctia ching t6i.

3. Két qua thwe hanh va danh gia

Chung t6i da thé hién chuong trinh Demo thdm ma DES-8 vong va chay
thir nghi€ém trén HE diéu hanh Linux, va da thu duoc cac két qua nhu sau.
Ching toi da chay thir tham tim da 56-bit khoa 14y ngau nhién, két qua la
v€ trung binh chuong trinh chay mat khoang 1 ngay trén may toc do 400
MHz s€ tim dugc du 56-bit khod da cai dat. Thoi gian chay cac bude 1,2,3
trong thuat todn 1a khong déng ké, thoi gian chay tap trung cht yéu trong
giai doan vét can tim 18 bit khod con lai sau khi da thuc hién thuat todn
cai tién da néu. Listing chuong trinh thAm ma dugc cho trong Phu luc A
cua tai liéu.

IV. TAN CONG VI SAI BAC CAO
IV.1. Khai niém

Trudc hét ta dinh nghia khai niém vi sai (dao ham) bac cao ctia cic ham
mat ma.
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Dinh nghia 2.13 (X. Lai): Gia su (S, +) va (T, +) la cdc nhém Abelian.
Doi v6i ham f: S — T, dao ham (vi sai) cua f tai diém a € S duoc dinh
nghia boi:

A, f(x) = f(x+a) - f(x).

Dinh nghia 2.14 (X. Lai): Gia sit ham f nhu trong dinh nghia 2.13. Dao
ham (vi sai) bac i cua f tai diém a,, a,, ..., a, duoc dinh nghia b&i cong
thic:

A(zil) ..... a[f(x) = Aa, (A(fi]_j?aa[—lf(x»

Chud ¥ rang cdc dac trung va vi sai duoc sit dung boi Biham va Shamir
trong cac tin cong cua ho la twong tng véi vi sai (dao ham) bac nhat dugc
mo ta boi X. Lai. Do d6 duong nhu mot cach tu nhién ta mé rong khai
niém vi sai thanh vi sai bac cao.

Pinh nghia 2.15: Vi sai mdt vong bac i 1a mot bo (i+1) ¢6 dang (a,, ..., o,
B), sao cho:

Ny .o S () =P

Khi ham dugc xét trén truong véi truong co s GF(2) (khi d6 phép tru
ciing chinh 1a phép cong), cic diém a,, ..., a, phai 1a doc 1ap tuyén tinh dé
dao ham bac i khong nhan gia tri zéro tam thuong.

Ménh dé 2.16. (X. Lai) Gia st L[a,, a,, ..., a,] 1a danh s4ch cta 2' t6 hop

tuyén tinh c6 thé cta a,, a,, ..., a,. Khi d6

AD )= D f(x®y)

Néu a, 1a phu thuoc tuyén tinh cua a,, a,, ..., a, ;, thi

Ta ciing st dung ménh dé sau day cua X. Lai.

Ménh dé 2.17. (X. Lai) Gia su ord(f) 1a bac phi tuyén ctia ham da thic
nhiéu bién f(x). Khi dé:

ord(A, f(x))< ord(f(x)) - 1.
Diéu nay dan t6i ménh dé sau day.
f 12 16n hon hay bang i.
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Chitng minh: Tt ménh dé 2.17, ¢6:
ord(f)zord(A, f(x)+12.20rd(A])  f(x)+i

IV.2. Tan cong su dung vi sai bac cao

Xét mot hé ma Feistel véi ¢d khoi 1a 2n. Gia st rdng X -nlra phai clia ban
rd 1a dugc c¢6 dinh nhu 1a mot hang sd, va ta xem xét v€ phai cua ban ma
y* 12 ddu ra ctia hé ma thu gon. Tir chd x; 14 hdng s6, cdc bit trong y*,
luon c6 thé dugc biéu dién nhu 1a da thic trén GF(2)[x,, X,,..., X,] theo céc
bit cua x; = (X, X,,..., X,). Gia st rdng da thitc ndy c6 bac khong 16n hon
d. Khi d6 theo cdc ménh dé trén ta c6

zp(xL) =cC

xpely

(2.44)

& day L, 1a khong gian con d-chiéu ctia GF(2)", ¢ 1a nhu nhau d6i véi bat
ky khong gian con song song véGi L, p 1a ham tinh toan dau ra cia hé ma
thu gon. Tir d6 suy ra rang

o(w)= D p(x, +w)=0, v6i moi weGF(2)"

X €Lgy

(2.45)

néu va chi néu p(x) la da thic bac d hoac thap hon. Trong thuat toan sau
day cac bién x = (x;, Xg) va y = (y;, Yg) dong vai tro ban rd va ban ma cua
hé mat.

L 1a hang ctia ma tran (d+1) x n chiéu trén GF(2) va F 1a ham vong.
1. Gia sir x; va w 1a cdc hing s6 n-bit
2. Véimoi a eGF(2)*":
(a) Giasux; =alL + w.
(b) Tinh ban ma y(a) cua ban 16 (X, Xg).
1. Vi moi gia tri k cua khoa vong cudi cung:
(a) Giasuo =0.
(b) Vé6i moi a eGF(2)*:
i. Gia st y=y(a).
ii.  Giasuy*; =y; @ F(k, yp).
iii. Giasu o = o ®y*;.
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Céc khod 1am cho o tré nén bang 0 1a khoa ding tai vong cudi cing véi
X4ac suat cao.

Heé qua 1a v6i mdi gid tri khod k c6 thé tai vong cu6i cling, chiing ta kiém
tra xem gid tri o tuong ting ¢6 biang 0 hay khong, néu nd bang 0, tic 1a
ching ta da tim ra dugc khoa ding véi xac sudt cao. Néu chiing ta mudn
chic chin hon, thi ¢6 thé thuc hién lap lai thuat todn v6i cac lua chon
khéc cta gid tri w. Phuong phdp nay c6 thé tong qudt hod doi véi cdc ma
lap, ching ta phat bi€u diéu d6 bang dinh ly sau day.

Dinh 1y 2.19 [14]. Cho trudc mot md khoi ldp, gid su d la bdc cua da thiic
cua cdc bit ban md ciia vong sdt vong cudi cung nhu la ham ciua cdc bit
bdn ré. Ngoai ra, gid sit b la s6 cdc bit khod vong cudi cung. Gid sit rang
bdc cua da thiic cua bdn md la tang theo s6 vong. Khi dé ton tai mot tdn
cong vi sai bdc d véi do phiic tap thoi gian trung binh la 2" doi hdi 2+
bdn ré lua chon sé thanh cong trong viéc md ra khod tai vong cudi cing.

Chiing minh. Chuing ta chiing minh truong hop ma khoi lap dang Feistel,
va tir do c6 thé téng quat hod 1én cho céc truong hop khac. Xét phép lap
(3b). Gia st k 1a gia tri khod chinh xac tai vong cuodi cung, va gia st k' Ia
gia tri khoa sai. Khi do
y*r = LD F(K, yp).
Y*'r = yL.® F(K, yg).
= y*r® F(k, yr) @ F(K', yg).

Su sai khac gitta y nhan dugc tir sit dung khoa ding véi y*'; nhan duoc tr
viéc dung khod sai, 1a bang hai 14n 4p dung ham F. Tir gia thiét bac cta da
thiic 1a ting theo s6 vong, ta c6 thé hy vong ring o s& bang 0 chi véi gid
tri ding cua khoa vong cudi cung véi xac suit cao. Viéc chay mot thuat
todn tuong tu nhu thuat toan trén s&€ mat khoang 2! budc véi méi gid tri
ctia khod vong cudi cling. V€ trung binh, chiing ta phai ki€ém tra mot nira
s6 khoa trudc khi tim ra khod ding, diéu nay dan tGi cong thiic tinh do
phtc tap thoi gian.

Tan cong trén c6 thé duoc cai tién bdi mot thira so 12 2, néu hing s6 cua
phuong trinh (2.44) 1a ¢6 thé du dodn duoc. Trong trudng hop dé cac phép
lap (2) va (3b) cua thuat toan trén la dugc thuc hién chi véi moi a
eGF(2)". Gi4 tri khod twong tng v6i o=c s& la khod ding v6i x4c suat
cao. Doi v6i hau hét cdc ma khoi, phu thuoc vao ham F ¢6 thé mé rong
tdn cong trén. Ta ciling c6 thé tdn cong vao mot tap con cta khod vong
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cudi cing, hoic ciling c6 thé tim kiém khod (mot tap con) ctia khoa vong
dau tién.

Sau day ching ta 4p dung tan cong trén vao hé ma xa¢. Ching ta
chon cdc ban rd6 ma v€ phai la c¢6 dinh. Tir chd cédc bit dau ra cua ham
vong chi la bac hai do6i véi cac bit dau vao, cac da thic trong tdn cong
dugc mo ta trén doi véi phién ban 6-vong cé bac khong 16n hon 8. Do d6
tdn cong chi doi hoi 2**' = 512 ban rd lua chon va thoi gian chay trung
binh 12 vao ¢d 2*'. Mot bién thé cho tdn cong tim khoa tai hai vong cu6i
cung doi hoi khoang 32 ban ro lua chon va thoi gian chay trung binh la
27 Tuong tu c6 cdc tdn cong trén cdc phién ban 7 hay 8 vong ctia hé X,
do phuc tap twong tng 1a 2°, 27 va 2", 2%2. Viéc tan cong st dung vi sai
bac cao doi v6i X da duge chay thir, va n6 da tim ra khoa ding tai vong
cudi ciing ding nhu du dodn. Chd y ring tdn cong nay c6 thé 4p dung cho
cac hé ma véi ¢d khoi bat ky 2n, véi s6 cac ban 1o luwa chon nho hon 2"
V6i cac hé ma ¢& khoi 16n hon hay s6 vong nhiéu hon ciing c6 thé bi tdn
cong.

(M6 td hé md xe: la hé md khoi Feistel 64-bit. Ham F: GF(2%?) —
GF(2%) cho bdi cong thiic:

F(k, x) = d(fle(x) @k)),
dday f: GF(2¥) = GF((2%¥), flx) = X, k eGF(2%”), e: GF(2%) -GF(2%)
la ham md rong doi so ciia né bdng cdch noi thém mot t6 hop affine ciia
cdc bit ddu vao, va d: GF(2%) — GF(27) la ham bd di mét bit tir doi s
cua no.)

V. TAN CONG NOI SUY
Trong phan nay chung ta gidi thiéu mot kiéu tan cong méi doi v6i ma
khoi. Tan cong nay dua trén cong thitc ndi tiéng sau day.
Gia st R 1a mot truong. Cho trude 2n phan t X,..., X,, Yi»..., ¥, € R, & day
céc x,; la khac nhau. Pinh nghia

f0=Yr []

1<j<n,j#i X, — xj

X—)Cj

(2.46)
Khi d6 f(x) 1a da thdc trén R v6i bac nhiéu nhét 1a n-1 sao cho f(x,) =y,
v6i moi i = 1,...,n. Phuong trinh (2.46) dugc goi la cong thic noi suy
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Lagrange. Trong tadn cong noi suy chung ta s& xay dung cic da thiic bing
céch st dung céc cap ban rd va ma. Ching ta s€ gia thiét ring thoi gian
can thiét dé xay dung cdc da thifc nay 12 nho so véi thoi gian can thiét dé
ma hoa cac ban ro trong tan cong nay.

Xét hé ma khoi PaRre véi r-vong. Ching ta 1gi dung yéu to thao
tdc XOR duogc st dung trong hé ma tuong ung véi phép cong trén truong
hitu han vé6i dac s6 2. Hé qua 1a, hé ma nay chi bao gom cac phép toan dai
s6 don gian, va do d6 mdi mot trong hai nlta cia ban ma y, chang han nira
trai clia n6 1a c6 thé duoc mo ta nhu 1a da thite p(x, xz) € GF(2*H)[ X, Xg]
clia ban rd v6i nhiéu nhat 12 3*' + 37+ 3™ + 1 hé s6 ( chd ¥ ring bac cha x,
va x, cao nhat 12 3"va 3" tuong tng va (3*' + 3"+ 3" + 1) =(3" +1)(3" '+ 1)). Nhu
vay chiing ta c6 thé xay dung da thiic nay bing cdch xét nhiéu nhat 1a 3"
'+ 3"+ 3" + 1 cap ro/ma (p/c cip) bing cach sir dung cong thitc noi suy
Lagrange. V4i r=6 tdn cong nay can nhiéu nhit 2'* cip ro/ma da biét,
ching s& cung cidp mot thuat toan dé suy dién tong thé. Chu y rang so cac
hé s6 1a thap hon so véi an dinh trén, tir chd khong phai tat ca cac phan tir
xix2 v610<1<3"va0<j< 3" déu xuat hién trong da thic do.

Chiing ta c6 dinh ly tong quét sau
Dinh Iy 2.20. Xét mot md khoi ldp voi ¢d khoi la m. Biéu dién ban ma nhu
la mot da thitc cua bdn ré va gid sit n ky hiéu la so cdc hé so cua da thiic
nay. Néu n <2", thi sé ton tai mot tdn cong noi suy voi do phiic tap thoi
gian la n doi hoi n bdn ré da biét duoc md bdi cung mot khod mdt K,
chiing sé thiét ldp mot thudt todn tuong duong vai phép md hod (hay phép
gidi md) voi khod K.

Trong bién thé tdn cong ban rd lua chon cha tan cong nay, nd co
thé cho ké tan cong thi€t 1ap céac da thic v6i s6 hé so it hon bing cach co
dinh mot vai bit trong cac ban r6 lua chon. Trong truong hop do, két qua
1a mot su suy dién tic thi, tir chd thuat todn nhan duoc c¢6 thé ma céc ban
rd v6i mot s bit ¢6 dinh bang cac gid tri nao d6. Nhu 14y hé @R, 1am
vi du, PR c6 thé bi tan cong theo cach nhu thé nho st dung chi 730
cap r6/ma lua chon. Hé qua la ké tan cong da c6 mot thuat toan, ching ma
ho4 2* ban rd ma khong cin biét khod mat.

(Mo td hé paeres: la hé mda khoi Feistel 64-bit. Ham F: GF(27?) —
GF(2%?) cho bdi cong thiic:

F(k, x) = fix @),
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dday f: GF(2?) = GF(2%), fix) = X, tic la ddu vao ctia ham ldp phuong
la khong dugc md rong ciing khong bi cdt bot nhu trong vi du hé ma X7e.)

Chy y: ca hai hé ma Xa¢ va PURS déu la an toan chong lai duoc tan
cong vi sai va tan cong tuyén tinh (chi cdn s6 vong bang 6). Tuy nhién
ching déu c6 nhuoc diém 1a bac phi tuyén cua ddu ra 12 thap theo cdc bién
dau vao hé ma, va chiing ¢6 thé bi loi dung dé tdn cong nhu da noi trén.

Khoi phuc khoad

Trong phin nay ching ta s&€ m& rong phuong phdp trén dé thuc hién tan
cong khoi phuc khod. Trudc hét xét tan cong ban rd da biét. Thay vi viéc
4n dinh ban ma nhu 12 mot hAm cla ban 16, ching ta sé biéu dién dau ra
tr hé ma thu gon y* nhu la da thic p(x)e GF(2™)[x] cta ban ro. Gia su
rang da thic nay c6 bac d va rang (d+1) cip rd/ma 1a c6 thé ¢6 duoc. Khi
d6 v6i moi gia tri ctia khod vong cudi cung ta thuc hién giai ma cac ban
ma mot vong va thir xay dung da thic. VGi mot cap ro/ma thém vao hay
kiém tra xem da thic ¢6 diing hay khong. Néu né diing, thi gia tri chinh
xac cua khoda vong cudi cung da duogc tim thiy véi xac suét cao, bai 1y do
twong tu nhu trong chitng minh dinh 1y 2.19.

Bién thé cho tdn cong ban rd lva chon 1a hoan toan tuong tu. Chiing ta s&
minh hoa phuong phdp nay bang mot vi du, 1dy chinh hé ma pPauRe 6-
vong. Gia su v€ phai x; cta ban rd la cé dinh, va xét vé€ phai cua dau ra
y*z = p(x,) tir hé¢ ma rit gon nhu 13 da thic p(x;)eGF(2*)[x,]. Pa thic
nay c6 bac nhiéu nhat 1a 3° =27 tir chd bac ctia n6 khong ting trong vong
dau tién va do y*; 1a bang vé trdi cua diu ra tai vong thi 4. Hé qua 1a 28
cap cdc gia tri tuong ng cua x; va y* 1a du dé xac dinh né mot cdch duy
nhat (sit dung noi suy Lagrange).

Ching ta s& kiém tra xem y* ¢4 phai 1a dau ra thuc su ciia hé ma rit gon
hay khong. Thuc hién diéu nay bang cach ki€ém tra xem 29 cdp rd/ma cé
thoa man da thic d6 hay khong. Néu ding, khi d6 c6 thé xem riang ching
ta da tim ra khoa ding tai vong cudi cung. P06 phic tap thoi gian trung
binh s& 1a 29. 2°*! ~ 2°° Téng quét ta c6 dinh 1y sau.

Dinh ly 2.21 [14]. Xét mot md khoi ldp voi ¢d khoi la m. Biéu dién ddu ra
tr vong gan cudi cung nhu la mot da thitc cua bdn ré va gid sut n ky hiéu
la s6 cdc hé so cua da thitc nay. Ngoai ra, gid sit ky hiéu b la so cdc bit
khod vong cudi cung. Khi dé ton tai mot tdn cong ndi suy voi do phiic tap
thoi gian trung binh la 2" .(n+1) doi hdi n+1 bdn ré da biét (hodic lua
chon) chiing sé thanh cong trong viéc mo ra khod tai vong cudi cung.
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Tuwong tu nhu tan cong trong dinh 1y 2.19, ta c6 thé thuc hién tdn cong chi
trén mot tap con cua cac khoa vong cudi cung hay chi tim kiém mot tap
con cua khod tai vong dau tién (phu thudc vao cau triic ctia ham vong).

Tiép cdn kiéu tdn cong gdap nhau ¢ giita

Muc nay s€ md& rong tdn cong trén theo cach ti€p can gap nhau & giita.
Chiing ta chi trinh bay d6i véi tan cong mé khoa da xét trén.

Ngay lap tdc ching ta thir ggi ra gia tri khoa ding vong cudi clng va su
dung né dé (hy vong) dat dugc y*, ddu ra tir hé ma rit gon. Sau day ta chi
xac minh cho y* da mo ta. Cho truéc mot ma khoi 1ap r-vong, gia st z la
ddu ra tai vong s, & day s < (r-1). Gi4 tri cua z biéu dién theo ban rd x nhu
1a da thic g(x) eGF(2™)[x], & day m 1a ¢& khoi. Tuong tu, z ¢ thé biéu
dién nhu da thic h(y*))e GF(2™)[y*] cua dau ra y* clia hé ma rit gon. Gia
sur bac cua g(x) 1a dg, bac ctia h(y*) la d,, va ky hiéu d, = d, + d,. Nhu vay,
phuong trinh sau day g(x) = h(y*)

c6 nhiéu nhat 1a d,, +2 an s6. Phuong trinh nay s& duoc giai bang phép
nhan va phép cong ca g va h v6i mot hing s6. Do d6, dé dam bao ring
ching ta sé dat dugc mot 16i giai khong tam thuong va duy nhét, ching ta
phai dit cdac hé s6 tuong tng véi lu§ thira cao nhét 1a bang 1 va sd hang
hing s6 1a bang 0. Sau d6, ching ta giai phuong trinh nay bang cach s
dung dg, ban rd da biet hoac lua chon. Sau d6 chiing ta kiém tra xem véi
cap ro/ma (x, y*) khac c6 thoa man g(x) = h(y*) hay khong. Néu ding, ta
c6 thé xem rang da doan diing khod tai vong cudi cling.
Ta ciing s& minh hoa diéu nay bang tadn cong hé PAURE 6-vong.
Gia st rang v€ phai xi clia ban rd 1a cd dinh. Ky hiéu z; 1a nua tréi cua
ddu ra tai vong thit 4. Gi4 tri z, duoc biéu dién theo ban 16 nhu 1a da thic
g(x;) €GF(2*)[x,]. Pa thitc ndy c6 bac t6i da 1a 32, titc 1a ¢6 nhiéu nhat
12 10 hé s6 khac khong trong g(x, ). Tuong tu z; ciing c6 thé biéu dién nhu
1a da thic h(y*,, y*z) eGF(2*)[y*,, y*z] clia ddu ra cia h¢ ma rit gon.
Tir d6 suy ra rang h(y*,, y*p) =(y. ] ®@a(y, ) @by, @c®y,, 5 day a, b, c
la cdc hé s6 phu thudc khod nao d6. Nhu vay c6 nhiéu nhat 1a 10+3=13 hé
sO chua bi€t trong phuong trinh
g(xy) =h(y*., y*p)

(2.47)
Dit s6 hang hang so cta g bang 0 (hé s tuong tng vé6i luy thira cao nhat
trong h da bang 1 nhu da thdy), sau d6 ta ti€n hanh giai hé thong két qua
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phuong trinh bang cach st dung 12 cap rd/ma (x, y*) tir hé ma rit gon.
Diéu ndy s& cho ta cac da thic g, h. Sau do ta ki€ém tra bing mot cap
rd/ma khdc (x, y*) xem c6 cho ding thitc g(x,) = h(y*,, y*;) ding hay
khong. Néu ding, ta da doan ra dugc khoa ding.

Tan cong tuong tu c6 thé 4p dung cho phién ban hé Pare 32-vong. Gia
st ky hiéu g(x;) €GF(2*)[x,] la biéu dién da thiic cla 7z, tai dau ra clia
vong thit 22. Bac clia da thic nay t6i da 1a 3%°. Gid st h(y*,, y*p)
eGF(2*)[y*,, y*z] 1a mot biéu dién da thiic ctia z, d6i v6i ddu ra ciia he
ma dang xét. Trong dang chudn dai s6 cta h(y*;, y*y), s0 cua luy thira
trong y* va y*, t6i da 1a (3° + 1) va (3" + 1). Nhu vay s6 cdc hé so trong
h(y*,, y*p) t0i da la (3° + 1).(3" + 1) ~ 3" . Diéu d6 c6 nghia ring so cic
hé so trong phuong trinh (2.20) nhiéu nhat 1a 3%° + 3" ~ 2% tic 1a do
phiic tap thoi gian trung binh clia tin cong nay 1a 2% va né doi hdi khoang
2°2 ban 16 lwa chon. Tir d6 ta c6 két qua sau.

Dinh 1y 2.22. Xét mot md khoi ldp r-vong voi ¢é khoi la m. Biéu dién ddu
ra tuw vong thir s, s < (r-1) nhu la mot da thiic cua ban ré va gid su n; ky
hiéu la s6 cdc hé s cua da thitc nay. Ciing vdy, biéu dién ddu ra tir vong
thit s nhu la mot da thitc cua dau ra tai vong thit (r-1), va gid sit n, ky hiéu
la s6 cdc hé s6 ciia da thitc nay. Ngoai ra, ddt n=n, + n, va gid su ky hiéu
b la so cdc bit khod vong cudi ciung. Khi dé ton tai mot tdn cong noi suy
v6i do phiic tap thoi gian trung binh la 2" .(n-1) doi hdi n-1 bdn ré da
biét (hodc lua chon) sé thanh cong trong viéc mo ra khod tai vong cudi
cung.

*DE trdnh tdn cong vi sai bac cao va tdn cong ndi suy, can phai dam bao
bac dai so cao cua cac S-hop phi tuyén.

VL. TAN CONG KHOA QUAN HE

Trong phan nay ching ta s& trinh bay mot kiéu tan cong méi trén cdc ma
khai: rat gon do phtic tap ctia viéc vét can khoa trén co s& tan cong ban ro
lua chon va tdn cong khoa lua chon ma trong dé chi chi ¢c6 quan hé giita
cap cdc khod quan hé 1a dugc chon bai ké tdn cong va anh ta khong hé
biét chinh cac khod d6. Cac tin cong ban ro lua chon rit gon do phuc tap
cua tim ki€ém vét can va do phtic tap nay nhanh hon tan cong ban ro lua
chon trén co s& tinh chét bu téi 3 1an. Cac tdn cong khoa lua chon ¢é do
phic tap rat thap, tuy nhién ching chi cé thé dugc st dung khi ké tan

59



cong c6 thé chon dugc mdi quan hé giita cdc khod chua biét va mong
muon biét chinh cac khoa dé.

Céc tdn cong nay dua trén co sd quan st thdy rang trong nhiéu hé ma
khoi, chiing ta cé thé xem Iugc d6 tao khod nhu 1a mot tap céc thuat toan,
mobi mot trong ching trich ra mot khod con cu thé tir cac khod con clia
mot so it vong trudc d6. Néu tat ca cac thuat toan trich khoa con cta cac
vong khdc nhau 12 nhu nhau, thi cho truéc mot khoa chiing ta cé thé dich
toan bd cac khoa con ngugc trd lai mot vong va cé mot tap hop méi cac
khod con c6 gid tri ma chiing c6 thé dugc thiét l1ap tir mot vai khod khdc.
Ching ta goi c4c khoa nay la cidc khod quan hé.

Mot dac trung rat hay ctua cac tdn cong dua trén khod quan hé la
ching la doc 1ap véi s6 vong cua hé ma dang bi tan cong. Cac tan cong
nay c6 thé dp dung vao ca hai bién thé ciia LOKI va ca doi vé6i hé Lucifer.
Tuy nhién, chiing khong thé dp dung dugc vao DES, vi quan sat thdy ring
s6 céac budc dich clia cac thanh ghi khoa (C va D) trong luoc do tao khoa
la khong nhu nhau. Puong nhién, néu cic phép dich 1-bit trong lugc d6
khoa ctia DES duoc thay thé boi phép dich 2-bit, thi khi d6 DES ciing bi
ton thuong doi vé6i kiéu tan cong ndy.

Ap dung tiém tang khéac clia khod quan hé 1a viéc phan tich cdc ham
HASH (hoac 12 ham hash dua trén cdc ma khoi, hoac cdc ham hash tong
quan). Trong cac ham hash nhu thé, ¢6 thé chon thong bdo theo céch sao
cho tinh chat khoa quan hé goi y mot thong bao thém vao véi cuing mot
gid tri hash. Hién tai, chiing to6i chua ghi nhan mot dp dung cu thé nhu thé
d6i v6i cdc ham hash, nhung ngudi thi€t k€ ham hash nén can than dé
thiét k&€ cdc ham hash mién dich d6i v6i diém yéu nay.

Két qua cu thé cta tan cong nay nhu sau. Do phic tap cua tin cong
ban rd lua chon trén LOKIS89 1a khoang1.5. 2°*, gan nhu nhanh hon 3 1an
0 VGi cac tdn cong ban rd luwa chon da bao cdo trude day. Tan cong ban rd
lua chon khod lua chon mat ching khoang vai giay trén mot may tinh ca
nhan va do phic tap ciia n6 1a 27, va do phic tap tan cong ban rd da biét
khod lua chon Ia khoang 2%. D¢ phic tap twong tng trén LOKI9I la
1.375. 2%, 232 va 2%, Do phiic tap clia tdn cong ban rd lua chon khod lua
chon trén Lucifer 1a khoang 2*. Cac hé¢ DES, IDEA va FEAL khong bi
ton thuong boi tdn cong ndy.

Tdn cong khod lua chon.
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Trong tdn cong khoa lua chon, hai khoa c6 quan hé véi quan hé nao d6 la
duoc st dung va mot vai ban ro 1a duoc ma hod dudi mbdi mot trong
chiing. K¢ tan cong chi biét quan hé gitta hai khod, nhung khong hé biét
chinh chiing. Anh ta nhan dugc cdc ban ma va st dung ching dé tim ra ca
hai khoa. Hai loai tdn cong khoa Iwa chon dugc nghién cttu 1a: tdn cong
ban rd da biét khod lua chon trong d6 chi c6 quan hé giita cac khoa la
dugc chon boi ké tan cong, va tan cong ban ro lua chon khoa Iwa chon
trong d6 ké tan cong chon quan hé giita cdc khod ciing nhu cdc ban rd dé
ma hoa. Cac tan cong nay la doc lap doi véi so6 vong cua hé ma bi tan
cong, ngay ca khi s6 vong la tang 1én (dac biét néu la gap doi so6 vong ban
dau) thi hé ma van bi t6n thuong véi cling mot tdn cong.

LOKI&9

Trong LOKI89 mobi phép chon hai khod con, mot tir vong 1& va mot tir
vong chan, ta ¢c6 mot khod 64-bit tuong ting. Tir chd tét ca cac thuat todn
thi€t k& cac khoa con tir hai khoa con ding truéc (preceding) 1a nhu nhau,
vi tri cua cac vong trong d6 hai khoa con ¢6 mat khong anh huong téi viéc
thiét k&€ cac khoa con ti€p theo. Néu ching ta chi cd dinh hai khoa con K2
va K3 cua khod K, va dinh nghia K* bang cdch chon K1* = K2 va K2*
=K3, thi céc gia tri ctia khod con Ki* ctia K* 1a bang cdc khod con K(i+1)
cua K. Trong truong hop nay, K* = (K2, K3) = (K, ROL12(K,)). Do d6
tinh chat sau day la ding véi bat ky hai khoa quan hé nhu thé: Néu di liéu
trudc vong thit hai trong phép ma hod véi khod K bang dit liéu truGe vong
dau tién trong phép ma hoa véi khoa K*, thi dit liéu va cac dau vao cua
ham F la nhu nhau trong ca hai cach thuc hién véi su sai khac mot vong.
Trong truong hop nay, néu ban ré P duoc ma hoa dudi khoa K, thi dit liéu
truéc vong thi hai s€ 1a (Py® Ky, P, @K, @ F(P;®K,, K,)). Dit liéu nay la
bang dit liéu truéc vong diu tién trong phép ma hoa vdi khoa K*, gia tri
cta chung 1a P*®K*= (P, *® Ky, Py*®ROL12(K,)) va nhu vay trong mot
cap

P* = (P,,P, ®K, ® ROLI12(K,)® F(P,®K,, K,)) (2.48)
Chiing ta thdy rang v€ phai ctia P bing vé trdi ciia P* va quan hé giita hai
ntra con lai 1a phu thuoc vao khoa. Trong mot cap nhu thé, tung tu cling c6
moi quan hé gifta cdc ban ma
C* = (Cy@®K; @ ROLI12(K,)® F(C, @Ky, K;), C;) (2.49)
Tan cong ban 1o lua chon khoa Iua chon, dua trén tinh chat nay
thuc hién bang cdch chon mot gid tri 32-bit Py, 2'° ban 16 Py, ..., Pgss3s ma
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v€ phai ctia ching bang P, va cac v€ trdi 32-bit 1a duoc chon ngau nhién,
va 2'° ban 10 Py*, ..., P*.s;s ma v€ trai ctia ching bing Py va cac v€ phai
32-bit 1a dugc chon ngau nhién. Hai khod quan hé chua biét duoc st dung
dé ma hod céc ban 1o nay trén mot mdy muc tiéu: khod K duogc ding dé
ma 2'° ban 16 ddu tién va khoa K*=(K;, ROL12(K,)) dung dé ma 2'° ban
15 con lai. Trong moéi cap ban 16 P; va P*, chiing ta dam bao ring P¥ = P,
va theo nghich 1y ngay sinh v6i xdc sudt cao ton tai hai ban r6 P; va P*
sao cho

P* = P, ®K, ® ROL12(K)® F( Py ®Ky, Ky).

Trong mot cap nhu thé dit liéu 1a nhu nhau trong ca hai cach thuc
hién dugc dich di mot vong. Dé dang nhan ra dugc cap nay, bang cédch
kiém tra xem C*; = C_ hay khong. Phép kiém tra nay c6 xac suat thanh
cong 13 272, va nhu vay chi c6 it cip qua duoc kiém tra nay.

Mot cap véi tinh chat nay lién quan tGi cac gia tri cua hai ban ro va
hai ban ma t6i khoa bdi cac phuong trinh 1 va 2. Nhu vay, mot cap nhu
thé s€ tiét 10 ra gia tri cua

F( P, ®K,, K )® F( C, ®Kg, K,) = P*,® P,® C*,® C,

trong d6 chi c6 gid tri chua biét 1a K; ®K,. Thuc hién duyét ca 2% gia tri
c6 thé clia K; @Ky, chi ¢6 vai gid tri 1a thod man phuong trinh. Sau khi
tim duoc K; @Ky, dé dang tinh todn gia tri K, @ ROL12(K,) bdi phuong
trinh (2.48) va (2.49) tir d6 thiét 1ap duogc cac khoa K va K*.

Tuwong tu tdn cong ban rd da biet khod Iuva chon sit dung 2** ban rd
da biét P, duoc ma hod duéi khod K va dung 2** ban 5 da biét P*; dugc
ma hod dué6i khod K* = Ky @ ROL12(K, ). Theo nghich 1y ngay sinh vé6i
Xé&c sudt cao ton tai mot cip thoa man tinh chat da néu. Dé dang nhan ra
duoc cap nay bing 32 bit chung cua céc ban rd va 32 bit chung clia cic
ban ma. Cap nay c6 thé sir dung dé bdc ra khoa theo cling cdch nhu trong
tan cong ban ro lua chon khoa lua chon.

Tdn cong ban ré lua chon

Trong phan nay ching ta mo ta tan cong ban ro lua chon chiing rit gon do
phtic tap cta tdn cong vét can bang cich st dung khod quan hé. Tan cong
nay c6 thé dugc két hop véi céc tian cong trén co sd tinh chét bu va phién
ban nhanh nhét cua né hau nhu gép 3 1an nhanh hon tin cong tuong tng
chi dua trén tinh chat bu. Khi tdn cong nay dugc ap dung trén cac ma khoi
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64-bit, s6 ban o ddi hoi khoang tir 2°% dén 2%, cdc ban ma tuong tng
dugc luu trong bo nhé truy nhap ngiu nhién.

Y tudng & day 1a tuong tu véi tin cong dua trén tinh chit bu cla
DES. Vi tinh chit bi ctia DES goi ra rang khi mot ban ro P dugc ma hod
dudi khod K thanh ban ma C = DES(P, K), thi phan bu ctia P dugc ma hoa
bdi phan bu cua K ciing s& dugc ban ma la phan bu cua né C* = DES(P*,
K*). Tan cong nay chon mot cap bu nhau cua cac ban r6 P, va P, = P *.
Cho trudc cac ban ma cua ching la C, = DES(P,, K) va C, = DES(P,, K)
duéi cing mot khod K, ké tdn cong tim ki€ém khod k bang cdch thit tdt cd
cdac khod K' vdi bit ¢6 nghia loén nhdt cia né bang 0, (tiic 12 mot nira
khong gian khod). V6i méi khod nhu thé, anh ta ma hoa P, thu duoc ban
ma C' = DES(P,, K'). Néu C' =C,, thi K'= K. Thém vao d6, ké tan cong c6
thé du doan duogc (c6 dugc luon) ban ma cua P, duéi khoa K'* 1a C', ma
khong can thuc hién ma hoa. Néu C' = C,* thi ta c6 ngay K = K'*#, do tinh
chat bu C,* = DES(P,, K*). Ngugc lai, ca K' va K'* déu khong phai la
khoa K. Tan cong nay c6 thé thuc hién dudi mot ki€u tan cong ban ro da
biét, cho truéc khoang 2** ban rd da biét, theo nghich 1y ngay sinh vé6i xac
sudt cao s€ ton tai hai ban rd bu nhau trong s6 2* ban rd ngiu nhién. Va
khi d6 ta s€ lap lai thu tuc tan cong nhu trén da mo ta.

LOKI89 cé mot vai tinh chat bu. Mot tinh chat bu cua khoa gay ra
la mot khod bat ky déu c6 15 khod tuong duong, chiing ma ban rd bat ky
thanh ciing ban ma. 15 khoa dé 1a khoa ban dau (nguyén thuy) XOR véi
15 s6 hexadecimal 64-bit ma cac chit so cua ching la nhu nhau. Ma hoa
vGi cédc cac khod nay két qua 1a déu cho ciing cac dau vao t6i ham F trong
tat ca 16 phép ma thuc hién. Do vay hau hét ciac khoa déu c6 do du va tan
cong ban 1o da biét co thé thuc hién véi do phic tap 2% thay cho 2%

Mot tinh chat bu khdc cia LOKI89 1a do quan sét thdy rang phép
XOR khoa véi gia tri hexadecimal gggggggghhhhhhhh, va XOR ban rod

.................. "F.} vai=g ® h, két qua Ia bing
gon do phiic tap clia tdn cong ban rd luwa chon boi mot thira s6 16n hon 1a
16 dé do phuc tap con la 2%,

Tan cong chung toi trinh bay trong phan nay 1a c6 thé dodn duoc
cac gia tri ciia ban ma thém vao dugc tao tir cac ban r6 thém vao dudi cac
khoa quan hé. Gia st P 1a ban r6 bat ky, K 1a khoa bat ky va C 1a ban ma
tuong tng C= LOKI8I(P, K). Gia sit K*=(Ky, ROL12(K,)) va P* la ban
ro ma dit liéu cua né truGe vong dau tién cua phép ma hoa dudi khoa K*
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la giong nhu dit liéu trudc vong thit hai ctia phép ma hoa nguén thuy ciua P
dudi khoa K. Khi d6, 15 vong dau tién ctia phép ma C* = LOKI89(P*,
K*) ¢6 chinh xac cung dit liéu va cic khod con nhu 15 vong cudi cung
ctia phép mi nguyén thuy cua P, va nira phai ctia C* 1a bang véi nira trai
cua C (tuc la Cg* = C)).

Vi méi mot khod, c6 mot khod tuong duong véi 4 bit ¢6 nghia
nhét ctia né 1a bang 0, va mot khod bu véi 4 bit ¢6 nghia nhat cta ca hai
nua déu la 0. Trong dinh nghia sau day, phép todn next thuc hién phép
quay mot ntra khod di 12 bit (nhu trong lugc d6 khod trén moi vong), va
tim duoc gia tri tuong duong cta két qua.

Dinh nghid 2.23: Toan tlr next tac dong trén gia tri 32-bit, quay n6 di 12
bit sang trai (ROL12) va XOR né v6i mot s6 hexadecimal 32-bit ma tat ca
céc chit sd clia n6 1a bang nhau, sao cho 4 bit ¢6 nghia nhat cua két qua 1a
bang 0.

Trong tin cong cua ching ta, ta sit dung quan sat rang dich di mot vong
cuia dit liéu va cac khod con c6 thé dugc thuc hién trong ca hai hudéng xuoi
va nguoc. Do d6, méi khod dem thir ¢6 thé du dodn cdc ban ma dudi 3
khoa quan hé, va nhu vay tan cong nay chi doi hoi thir khoang 1/3 s6 khoa
doi hoi boi tan cong dua trén tinh chat bu. Thudng khong thé tim ra mot
tap con cdc khoa thoa man di€u kién quan hé ma lai chita ding 1/3 s6
khoa toan bo. Phép chon tot nhat cho LOKIS9 1a thu 3/8 s6 khoa. Chiing
ta thuc hién trudc mot danh sach ctia cac nira khoa {L.} véi tinh chat: (1)
4 bit ¢6 nghia nhat cla tit ca cic khod trong danh sich déu bang 0, (2)
Danh sich chita ding mot gia tri tr moéi mot chu ky cua todn tir next.
Danh sdch ndy chita khoang 2% nira khod. Danh sdch nay c6 thé luu trong
mot bo nhé khodng 4.2%° = 27 bytes, hodc nhu mot bitmap st dung 22%/8 =
2% bytes.

Tan cong doi hoi 2*7 ban rd lua chon ma ban ma cha ching dugc
luu trong bd nhé truy nhap ngau nhién RAM (c& khoang 2*° bytes). Tan
cong cu thé nhu sau:

1. Chon ban rd bat ky P, , tinh todn 15 ban 6 P, i € {1

... F.} béi

X9

2. V6i mdi ban rd P, chon 2°* ban 1 thém vao P, = (P, P, @ k) vdi
nira trai ctia ching bang nlra phai ctia P, con nira phéi cia ching
nhan dugc tat ca cdc gia tri c6 thé boi phép XOR tit ca céac gid tri
32-bit ¢6 thé k véi nira trdi cha P,
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. V6i méi ban 15 P, chon 2% ban rd thém vao P*, , = (P @k, P)
vGi nlra phai cua ching bang nira trdi cia P, con ntra trdi ctia ching
nhan duoc tat ca cdc gid tri ¢6 thé boi phép XOR tat ca cdc gid tri
32-bit c6 thé k véi nlra phai ciia P,

. Cho truéc cac ban ma {C;}, {C;  },{C*; , },thlt v6i moéi cap nia khod
(I, L;) tat ca 24 khod K' ¢6 dang K' = (RORm(L;), ROLn(L))), & day
m 1a boi cia 4 va n =m, n=m+4, hoiac n=m+8.

. Ma hod ban rd P, du6i mdi khod tht K' thanh ban ma C' =
LOKI89(P,, K).

duong cua ching.

. C6 dinh k 1a dau ra cua ham F trong vong d4u tién ctia phép ma hoa
ti€p tuc ma hoa P, v6i mot vong thi 17 (C6 thé tinh todn thém mot
vong tir C' stt dung khod con K17' ching c6 thé dé dang duoc thiét

ky mot trong 15 khod tuwong duong.

. Tinh toan nguoc tré lai mot vong tir P, sit dung khoa con K'O ching
c6 thé dé dang duoc thiét ke tir khod K', va ¢6 dinh k 1a dau ra cua
ham F trong vong d6. Néu dit liéu sau vong thi 15 trong phép ma

la bat ky mot trong 15 khoa tuong duong.

Phép ma hoa khoa K phai dugc nhan dang hoac & bude 6, budc 7, hoac
budc 8. Tir chd phép so sanh trong cac budc 6, 7 va 8 1a nhanh hon nhiéu
phép ma thur, nén d6 phic tap cta tdn cong nay tap trung chu yéu ¢ budc
5. Néu s0 cdc phan tir trong moi chu trinh dugc chia cho 3, do phic tap
cua tdn cong giam tuong doi so véi tdn cong dua trén tinh chat bu khoang
1/3. Trong truong hop cua LOKI89, nhan tir nay 1a 3/8, va do d6 do phic
tap cua tan cong trén 1a (3/8).(2%)* = 1,5. 2°* phép ma thur.

VII. CAC PAC TRUNG AN TOAN CO BAN CUA MOT HE
MA KHOI
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Qua cac khao sat trén day va qua cac nghién cttu cua th€ gidi, ching ta c6
thé rit ra cic dic trung an toan co ban sau day d6i véi mot hé ma khoi bat
ky.

- Hé ma phai c6 d6 dai khoi 16, khoi khoa du 16n (khong gian r6 va khoa
16n) dé tranh tan cong vét kiét trén khong gian rd ciing nhu khong gian
khod (thudng do dai c& khoi 16n hon hoic bang 128).

- Hé ma phai c6 do do vi sai va do do do léch tuyén tinh t6i thiéu dé tranh
dugc hai ki€u tdn cong nguy hi€ém nhat 1a tdn cong vi sai va tdn cong
tuyén tinh theo cac nguyén ly nhu da trinh bay trén.

- Céc hop thé, cdc phép bién doi phi tuyén can phai c¢6 bac dai s6 cao
tranh tan cong noi suy, tdn cong vi sai bac cao.

- TAng tuyén tinh trong cdc ham vong can phai duoc lua chon can than dé
khi phdi hgp vé6i tang phi tuyén phai tao ra hé ma c6 tinh khuyéch tan tot
theo cdc nguyén ly clia chuong 1, d€ tranh céc tin cong dia phuong trén
cac khoi ma nho.

- Céc phép bién déi dau vao dau ra ctia mot hé ma khoi ciing khong dugc
qua don gian (nhu DES) ma can phai la tang che dau, ngan can viéc thiét
1ap céc vi sai hay cac mang danh dau tuyén tinh cac vong dau cudi da biét
trudc doi véi tham ma.

- Lugc d6 tao khod can phai tranh duoc cac 16p khod yéu, va néi chung
nén dung kiéu khod phién doc 1ap (néu cé thé duoc). Pic biét lugc do
khod khong ton tai nhitng quan hé khod don gian do tinh déu, hay can
xtng trong luoc d6 gay nén, nhung lai phai dam bao céc khoa 1a to6t nhu
nhau dé tranh cdc kiéu tdn cong khod quan hé, tan cong truot khoi dua
trén tinh giong nhau trong cac phan doan tao khoa con (khéng phu thuoc
sO vong cua hé ma).
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CHUONG 3: KHAO SAT HE MA KHOI AN TOAN
THEO CAC PAC TRUNG PO PO GIAI TiCH

Xuat phat tir cac tdn cong phan tich ma thuc t€ da trinh bay trong chuong
2, dong thoi can ct vao nguyén ly thiét k€ va cac yéu cau co ban doi véi
mot hé ma khoi an toan, hiéu qua, trong chuong nay va hai chuong tiép
theo s€ danh cho viéc trinh bay cac nghién ctu xay dung cac hé ma khoi
an toan chong lai duoc cdc tdn cong co ban da néu. Cu thé 1a, chuong 3
danh cho viéc khao sit hé ma khéi dua trén cdc dac trung do dugc bing
cac cong cu giai tich; chuong 4 sé khao sat hé ma khoi theo dai s6 nhém
sinh cac ham ma hod; va chuong 5 s€ khao sat hé ma khdi an toan theo
quan diém xich Markov. Thong qua ba chuong nay chiing ta s& c¢6 duogc
céi nhin tuong doi tong thé vé mot hé ma khai an toan trén cdc quan diém
cua todn hoc. Khia canh an toan ma khoi trén quan di€ém céc nha cong
nghé-k§y thuat s€ khong dugc ban t6i & day.

Nhu chiing ta da biét mo6 hinh chung phé bién cua mot hé ma khoi
gom hai phan: phan ngiu nhién hod di liéu va phan lugc do6 tao khoa cho
hé ma. Phan ngau nhién hod dit liéu gdm céc cdu tric co ban da gidi thiéu
trong chuong 1, c6 thé thdy né thudng chita ba 16p: cac hop thé (16p trong
cung), ham vong (I6p giita) va cau tric ma-dich (16p ngoai cung). Phan
luoc d6 khoa ciing s& dugc gidi thiéu & cudi chuong, né cé thé gébm luoc
do on-line (tinh cuing qua trinh ma-dich), hay off-line (tinh truéc qua trinh
ma-dich), hoac 1a lugc do khoa doc lap véi phan ngau nhién hoa dir liéu
hay phu thuoc phan ngiu nhién hoa dir liéu. D€ cho hé ma Ia an toan
chong dugc cédc tdn cong da néu, can phai thiét ké xay dung cac hop thé,
ham vong va nghién ctu Iya chon cau tric ma-dich sao cho han ch€ t6i da
cac tan cong phan tich ma hoac vo hiéu hoa cac phuong phap thim ma cu
thé. Dong thoi luge d6 khoa phai tranh dugc cdc quan hé khoa don gian
hodc tranh cdc su tuong tu gitta cac cong doan tao khoa...Muén vay ching
ta phai xay dung va theo d6i dugc su anh hudng 1an nhau gitra cac do do
an toan cua cac thanh phan ciu tao nén hé ma. Vi thé, ndi dung chinh cua
Chuong 3 s€ gom cac nghién ctu khao sat va xay dung cac thanh phan co
ban sau day cua hé ma khoi:

1. Nghién cttu vé cdc hop thé€ clia ma khoi
2. Nghién ctu vé cac dang ham vong an toan

3. Nghién cttu do an toan thuc t€ cua cau tric ma-dich ki€u Feistel
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4. Nghién ctru vé cac lugc do6 tao khod cua ma khoi.

Cac khao sat hé ma khoi an toan trén quan diém dai s6 hay x4c sudt sé
dugc trinh bay trong hai chuong ti€p theo. Mot chi y nita 1a, khi xay dung
phan tich mot hé ma khoi cu thé, chiing t6i khong ham y 1a phai tach bach
cac cong cu toan hoc da néu o day.

I. HOP THE TRONG MA KHOI

1.1. MOT SO DO PO PHI TUYEN CUA HOP THE
Ky hiéu V, 1a khong gian cdc bo n-phan tir cta truong GF(2). Gia str o =
(a,, ay,..., a,) va B = (b, b,,..., b,) 1a cdc phan tir ctia V. Ta ky hiéu tich vo
huéng claa vaBla<a, B>=a, b, ®a, b, ®... ®a, b, , & day téng va tich
thuc hién trong truong GF(2).
Gia st f: V, > GF(2) 1a mot ham boolean bat ky. Khi d6 goi day
(=) (=) =) )
la day cua f, va day
(flag).f(a)...f(a,_))
la bang chan ly cua f, ¢ day: o,=(0,..,0,0), o,=(0,...,0,1),..., a2" —1=
(1,...,1,1).

Dinh nghia 3.1: Ham f dugc goi 1a can d6i néu bang chan ly ctia n6 cé
diing 2™ s6 khong (tic 1a so bit 0 va bit 1 bang nhau).

Dinh nghia 3.2: Ham f trén V, dugc goi 1a ham bent néu n chan va:

22 Z(_l)f(X)@dﬁD —+]
xel,
vGi moi BeV, . & diy X = (X,X,, ..., X,) va f(X) @ <B, x> xem nhu 1a ham
gid tri thuc.
Tur dinh nghia trén ta thdy ham bent khong can doi, nhung né c6
tinh chat sau:

Ménh dé 3.3.  Ciac phat biéu sau 1a tuong duong:

(1) f 1a ham bent.

(ii) <€, I> = + 2" v6i moi ddy affine bat ky 1 c6 do dai 2°, & day &
la day cua f.

(iii) f(x) @ f(x @ o) 1a can do6i véi bat ky véc to khac khong aeV,,
6 day X = (X{,Xp, ooy X)-
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Tiéu chuén thac chit (SAC) da duoc dé xudt khi nghién citu tao céc
hop nén manh vé mat ma (S-hop). Ta nhic lai dinh nghia ciia khai niém
nay.

Dinh nghia 3.4: Ham f trén V_ dugc goi 1a thod man tiéu chuén thac chat
(SAC) néu f(x) @ f(x @ a) 1a can doi véi bat ky véc to aeV, c6 W(a) =1,
6 day x = (X,Xy, ..., X,)-

C6 mot thuc t€ chung da chap nhan trong mat ma la cac S-hop su
dung trong ma khai 1a phéi thoda man tiéu chuan SAC. Hién nhién cdc ham
bent thoa man tiéu chuan SAC t6t nhat.

Mot S-hop n x s (n-bit ddu vao, s-bit ddu ra) cé thé xem 12 mot 4nh
xa tir V, vao V,_ (n > s). D€ tranh c4c tdn cong thong ké tAm thudng thi S-
hop F phai ¢6 tinh déu, tic 1a F(x) phai 1ay tat ca cdc gia tri trong V, moi
cai ding 2" lan khi x chay qua ding mot lan tét ca cac véc to trong V..

Ménh dé 3.5. Gia st F = (f,, f,, ...f) , & day f, [a ham tir V, vao GE(2), (n
> s). Khi d6 F 1a 4nh xa déu néu va chi néu moi t6 hop tuyén tinh khic
khong cua

£, f,, ...f. 12 can d6i.

Pinh nghia 3.6: Cho f va g la hai ham trén V, khoang caich Hamming
gitra f va g, ky hiéu la d(f, g) l1a trong s6 hamming cua bang chan 1y cua
ham f(x) @ g(x), & day x = (x,,X,, ..., X,). PO phi tuyén cua ham f , ky
hién 1a N; 1a s6 bé nhat ciia khoang cich Hamming giita f véi tat ca cac
ham affine trén V , tic la

Ne=min_, .d(f.e),
0 day ¢,,9,....9,. ky hiéu la cic ham affine trén V.

Vé6i anh xa F tr V, vao V, (s >1) ta ¢6 dinh nghia sau v¢ do phi
tuyén

Dinh nghia 3.7: Cho anh xa F = (f, f,, ...f) : V, > V, 6 day f, f,, ....f,
la cac ham boolean trén V. Khi d6 do phi tuyén cua F dugc xac dinh boi
cong thiic sau day:

Ne =min Ny p
& day L(f,, £,,...,£) \ {0} 12 tap tat ca cdc t6 hop tuyén tinh khic khong cla
f,, f,,..., f..

Ménh dé 3.8. V6i ham boolean bat ky trén V, ta c¢6 udc lugng sau vé do
phi tuyén:  N; < 2"'-2®2-! Véin chin, dau bang xdy ra khi f 12 ham
bent.
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Pinh nghia 3.9 (K. Nyberg): Ham F: V, — V_, duoc goi la ham bent néu
va chi néu v6i moi ¢ € V_, ham boolean x — ¢.F(x) la ham bent.

Chi y ring ham bent véc to ciing co do phi tuyén cuc dai so v6i cdc ham
cung so bién.

Do phi tuyén cua dnh xa lién quan chdt ché véi tdn cong tuyén tinh.
Mot S-hop s€ 1a mién dich ddi véi tdn cong tuyén tinh néu do phi tuyén
ctia mdi t6 hop tuyén tinh khic khong clia cdc ham thanh phan cta né 1a
cao, tic 1a khong dugc léch qua xa so véi s6 2",

Khai niém do do vi sai déu lién quan dén tinh mién dich doi voi tin
cong vi sai.

Doi v6i mot S-hop n x s bat ky, bang phan bo vi sai cua né 1a mdt ma tran
2" x 2°. Méi phan tlr (o, B) ctia bang cho ta s6 cic véc to dau vao khi dugc
thay d6i mot luong 1a a (theo phép XOR), thi két qua ddu ra s& thay doi
mot luong 1a B (cling theo phép XOR).

Dinh nghia 3.10: Gia st F 1a mot S-hop (n x s). Ky hiéu o 1a gia tri 16n
nhat trong bang phan b6 vi saictia S-hop (khong ké dong dau tién, tng véi
XOR dAu vao bang 0), tic 1a:

0= max max |{x.‘F(x)®F(x®a):,6’}|.

ael, a#0  BeV;
Khi d6 F duoc goi 1a 8-vi sai déu, va - dugc goi 1a do déu vi sai cua F.
V6i mot S-hop (n x s) bat ky ta luén cé 2" * <6 <20,

Ménh dé 3.11. Do do vi sai déu ctia mot S-hop déu 1a 16n hon 2™ °.
Duéi day la céc tinh chat bat bién qua phép bién ddéi khong suy
bién.

Ménh dé 3.12 . Gia st f 1a ham trén V_, A 1a ma tran khong suy bién cap
n trén GF(2), va gia st g(x) = f(x.A). Khi d6 f va g c6 cung bac dai s6, do
phi tuyén va s6 chiéu tuyén tinh.

Ménh dé 3.13. Gia st F 1a anh xa tt V, vao V, 6 day n > s, A l1a ma tran
khong suy bi€n cip n trén GF(2), B l1a 1a ma tran khong suy bién cap n
trén GF(2). gia st G(x) = F(x.A) va H(x) = F(x).B. Khi d6 F, G va H ¢6
cung tinh déu va do do vi sai déu.
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Dinh nghia 3.14: Gia st f :K? — R, 1a mot ham tuy y, ching ta ky hiéu f*
12 bién d6i Hadamard-Walsh ctia ham f, duoc xac dinh boi cong thiic:
FHw)=D f(x)(-1)"",YweK",

xeK?
& day x.w 1a tich vo hudng trén truong K va gia tri tong duoc tinh trén
truong so thuc.

Bay gio gia st F: KP — K9 1a ham ma chiing ta muén phan tich

tham ma. Poi véi tan cong vi sai chiing ta cin ¢6 cac tap hop dang sau:
Di(a,b) = {xe K’/ F(x® a) @ F(x) = b},
6 day ae KA\{0}, va be K% Do hiéu qua cua tham ma vi sai dua trén luc
luong cuia tap Dg(a, b) ky hiéu Ia
Or(a, b) = # Dg(a, b).
Tuong tu d6i véi tdn cong tuyén tinh ching ta can cac tap c6 dang
Ly(a,b) = {xe KP /a.x @ b.F(x) =0},
6 day ae KA\{0}, va be K9, sao cho # Lg(a, b) # (1/2) | KP |. P06 hiéu qua
ctia tham ma tuyén tinh phu thuoc vao khoang cach giita luc luong cua tap
Lg(a, b) va luc lugng trung binh: Ae(a, b) = # Lg(a, b) - (1/2) | KP|.
T d6 do mién dich cia ham F ¢6 thé dugc do boi cdc thong so
Ay =supS,(a,b) d6i v6i tan cong vi sai, va A, =sup|A.(a,b)| d6i véi tdn
b#0,a

a#0,b

cong tuyén tinh. Néu cac gia tri nay cang nho thi kha nang chéng lai cac
tdn cong trén cang cao. Chi ¥ rang néu A; = §, thi ham F duoc goi 1a 3-vi
sai déu.

Binh nghia 3.15: Cho trudc tap (F ctia cac ham, ching ta s& néi rang mot
ham Fe 7, 1a mién dich d6i véi thim ma vi sai néu Ag 12 dat cuc tiéu.
Ciing vay, ta goi ham F 1a mién dich d6i v6i thim ma tuyén tinh néu nhu
A; dat cuc tiéu.

* Vi lop ham bent véc to ta co cdc két qud sau.
Dinh ly 3.16. Doi v6i anh xa F bat ky ta luon cé: Ag > 279, Tir d6 mot ham
F duoc goi 1a ham phi tuyén hoan thién néu va chi néu Ag = 279,

Dinh ly 3.17. (K. Nyberg):
(1) Mot ham 1a phi tuyén hoan thién khi va chi khi n6 1a ham bent.
(ii) Ham véc to bent chi ton tai khi va chi khi p > q va p chan.

Trong [35] ciing chi ra ring Ay dat cuc tiéu v6i ham bent F. Do vay,
khi p 1a chdn va 16n hon hoac bang 2.q, tinh mién dich déi véi tdn cong vi
sai 1a tuong duong v6i mién dich tidn cong tuyén tinh va dat duoc doi véi
16p ham bent.
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* Ham Phi tuyén gan hoan thién, ham gan bent
Pinh nghia 3.18: Ching ta c6 Ap > 2. Néu ham F c6 Ax= 2, thi ta goi n6 la
ham phi tuyén gan hoan thién (Almost Perfect Nonlinear).

Nhdn xét: Do Ag > 2”9, nén ham phi tuyén gan hoan thién chi ton tai khi
qz p.

Trong [35] da ching minh can sau day cua Ay.

Dinh ly 3.19. V61 moi 4nh xa F ta c6:
I -l 1/2
PRSI EPYID NP El VE SRl v I
2 27 -1
Khi ddu bang xdy ra ta néi ham dé la ham gan bent. Ngoai ra, mot ham
gan bent luon 1a ham phi tuyén gan hoan thién.

Dinh ly 3.20. Néu F: KP — K9 Ia ham gan Bent va khong phai 1la ham
Bent, khi d6 p = q, va p phai la s6 1é. Can trén day s€ tr¢ thanh
1 p+l

_1,5
Ap=527. 3.1)

Vi du 1: (K. Nyberg) Gia stt F(x) = x*' 12 da thic lu§ thira trén truong
GF(2"). Néun 1é, 1 <k <n va GCD(n, k) = 1, thi F 1a mot hoan vi gan
bent. Diéu nay sé dugc chiing minh truc ti€p & phan sau.

* Tom lai cdc két qud dda thu duoc la
- Khi p>=2q, va p chan, tinh mién dich tan cong vi sai la tuong duong véi
mién dich tdn cong tuyén tinh va dat duoc do6i véi cdc ham bent véc to.
Trong truong hop nay ta co

Ap = (1/2)2°2 va A, = 2P
- Khi p = q va p 1é, tinh mién dich tan cong vi sai la tuong duong vdi tinh
phi tuyén gan hoan thién (& day A =2), tinh mién dich tdn cong tuyén
tinh 13 tuong duong véi tinh gin bent (& day A = (1/2)2%* Y2 ) va tinh
mién dich tdn cong tuyén tinh suy ra tinh mién dich tan cong vi sai.

1.2. KHAO SAT MOT SO LGP HAM CU THE

Trudc hét ta nhic lai dinh nghia vé do do vi sai déu dé phat bi€u mot két
qua lién quan d€n mo hinh ma tua DES (DES-like).
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Dinh nghia 3.21: Gia st G, va G, 1a cic nhém Abelian hitu han. Mot anh
xa F: G, - G, duoc goi 1a & -vi sai déu, n€u véi moi o € G, a #0va B
eG,tacé: #{z €G,|F(z+a)-F(z) = B} < 8.

boi véi hé ma DES-like (twa DES) ta c6 két qua sau [25].

Dinh Iy 3.22. Néu cac ham vong ctia hé ma DES -like trén nhém Abelian
G la 5-vi sai déu va cac khoa vong 1a doc 1ap ngéu nhién déu thi v6i moi
cap dau vao cho trudc (x+a, x), o # 0, xac suat trung binh trén cic khoa
dé dat duoc mot vi sai dau ra B # 0 tai vong thit s, v6i s > 4 s& nho hon
hoac bang 2(8/ G )%

Néu tit cd cac ham vong 1a nhu nhau va 1a mot phép hodn vi thi khang
diinh con ding véi s > 3.

Bay gio ta s€ khao sat mot s6 16p ham cu thé ¢ cac tinh chat mat
ma tot. Trudc hét ta nhic lai hai két qua sau dé sir dung

Ménh dé 3.2. Gia su A: G, > G, va B: G, - G, la cac phép dong céu
nhém va F: G, — G, la dnh xa 8-vi sai déu. Khi d6 B° F ° A cung la dnh
xa 8-vi sai déu.

Ménh dé 3.24. Gia st F: G, —» G, la mot song dnh 3-vi sai déu. Khi d6
anh xa nghich dao cta F ciing 1a 3-vi sai déu.

I..2.1. CAC PA THUC LUY THUA F(x) = xzk +1 TRONG GF(2").
Dinh Iy 3.25. Gia st F(x) = ¥ +11a mot da thic Iuy thira trong GF(2")
va gia st s = ged(k, n). Khi d6 F 1a dnh xa 2° - vi sai déu. Néu n/s 12 s6 1€,
tic F 1a mot hoan vi, thi khoang caich Hamming cua ham Boolean f,(x) =
tr(owF(x)) doi vé6i tap cdc ham Boolean tuyén tinh s& bang 2™ - 2+9/%1 y6i
moi ® € GF(2"), » # 0.
Chitng minh: Cho truée o , B e GF(2"), a # 0, phuong trinh sau day

F(x+o ) +F(x) = (x+a )" " +x* " = g (3.2)
hoac khong c6 nghiém hoac c¢6 it nhat hai nghiém (do truong dac s6 2).
Goi x, va X, la hai nghiém khéac nhau. Khi dé ta co:
(x, +x2)2ka+(x1 +x2)a2k =0
hoac tuong duong
(xl +X, )2’&1 :azhl
Tu d6 suy ra rang
X, + X, €ea(G\{0})
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6 day G la truong con cuia GF(2") véi bac 1a 2°.
Tir d6 cho truée mot 101 giai x, cua (3.2) thi s€ thiét 1ap duoc tap tat ca cac
101 giai twong tng la x, + aG va c¢6 luc luong tuong tng la 2°.

Bay gio gia sit @ € GF(2"), o # 0 va ky hiéu F,* 1a bién doi Walsh
cua f,. Khi d6 dé ching minh y thit hai ta chi cin ching minh ring

n+s

max |F)(t)=27

teGF(2")
Gia su te GF(2"). Khi d6
(Fm*(t))Z — Z(_l)fm(x)-%—t.x Z(_l)fw(x+y)+t.(x+y)

xeGF(2") yeGF(2")

= Z(_l)ﬁy Z(_l)f;)(xﬂ')ﬁ;(w

yeGF(2") xeGF(2")
Gia sty # 0 va ky hiéu E, 1a mién anh ctia 4nh xa tuyén tinh
x— F(x+y) + Fx)+ F(y) = x* y+ y* x
Tuong tu nhu chiing minh ctia phan d4u ta thiy rang hat nhan ctia dnh xa
tuyén tinh nay la yG. Nhu vay s6 chiéu ctia khong gian tuyén tinh E, s€ la
n-s. V6i mo6i y # 0, hoac la tr(wPf) = 0 v6i moi B €E,, hoac
D (=) =0.

BeE,

Cac véc to'y lam cho tr(of}) = 0 v6i moi B €E, , tic la

fo(x+y) + To(X) + To(y) = tr(@(x* y+y*x)) =0
vGi moi xe GF(2"), ching sé 1ap thanh mot khong gian con tuyén tinh cua
GF(2"). Tixr d6 dé chiing minh ta chi cin cho thay ring Y c¢6 2° phan tir.
GiasttyeY. Khi do6
tr(avx® )=tr(ay” x)=tr(0* y* x> )
v6i moi xe GF(2"), diéu niy tuong duong véi ay = > »* hoac, néu y # 0,
(0F(y))? " =1, tir day ta c6 ding 2° -1 15i giai khac khong cta y, do F
dugc gia thiét 1a mot hoan vi.
Diéu nay hoan thanh viéc ching minh dinh 1y.
Nhdn xét:
Néu n 18, 1< k < n, va ged(n, k) = 1, thi da thitc luy thira F(x) =x*"
trong GF(2") s€ 1a mot hoén vi 2-vi sai déu.
K. Nyberg [30] ciing da thi€t 1ap moi quan hé gitta do do tham ma
tuyén tinh véi do phi tuyén cua mot anh xa f: K" — K" nhu sau:
L(f):=2. max, . | Pr@aX ®bf(X)=0)-1/2 | =1-2"" N(f)
St dung cong thiic trén day, néu lay k=1, thi ta ¢6 da thic lu§ thira F(x) =
x> trén truong GF(2") véi n-1é sé& dat ca céc can dudi d6i vé6i ca hai chi so6
do do tan cong vi sai va tan cong tuyén tinh:
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Ap=2 Vi A, = (1/2)20+ D2
tiic n6 1a hodn vi gan Bent va Phi tuyén gan hoan thién s& duoc dung dé
thi€t 1ap cac hop thé sau nay.

1.2.2. HAM NGHICH PAO F(x) = X! TRONG GF(2").

Xét anh xa F: GF(2") — GF(2") thiét 1ap bai cong thic

x', x#0

F(x) = . (3.3)
0, x=0

Khi d6 ta c6 dinh 1y sau.

Pinh Iy 3.26. Anh xa nghich dao F x4c dinh bdi (3.3) La dnh xa 4-vi sai
déu trong nhém (GF(2"), +).

Chitng minh:
Cho trudec o, B e GF(2"), o # 0, xét phuong trinh sau day
F(x+a ) +Fx)=(x+a) ' -x'= B (3.4)
Gia strrang x # 0, va x # -o.. Khi d6 (3.4) twong duong véi
Bx*+Pax-a=0, (3.5)

chiing c6 nhi€u nhat hai nghiém trong GF(2"). Néu hoac x =0, hoac x =- a
12 nghiém cta (3.4) thi ca hai ching déu 1a 10i giai va B = o'. Trong
truong hop dé (3.5) tuong duong véi

xX>+ax-0’=0, (3.6)
chuing c6 thé cho 2 hay nhiéu hon 10i giai cta (3.4).
Bay gid binh phuong (3.6) va thé x* = a. x + o chiing ta nhan duoc

x(x*+ o) =0,

ching khong ¢6 101 gia nao khac ngoai x = 0 hoac a néu ged ( 3, 2" -1) =
1, hoac tuong duong n -1a s6 1€. Néu n-chan thi 3 1a udc cua 2" -1. Pbatd =
(1/3)(2" -1), khi d6 ¢6 2 hay nhiéu hon hai 15i gii c6 dang x =o' va x =
o2 []

*Tur két qua trén chuing ta liét ké cac tinh chat sau cta anh xa
nghich dao trong truong GF(2").
(1) N(F) = ming.min | e, mMin ,cgpen d(tr(ox', L(x)) =2*' - 2"
(i)  deg(tr(owx™)) = w,(2"-2) = n-1;
(iii) F 1a 2-vi sai déu néu n-1¢, va 1a 4-vi sai déu néu n-chin;
(iv)  Thuat toan Euclid d€ tinh x™' 12 trong thoi gian da thiic theo n.
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1.2.3. ANH XA THIET KE TU ANH XA MU TRONG TRUONG NGUYEN TO
Gia su p -la s06 nguyén t6 xét nhém Abelian G = {0, 1, ..., p-1} v6i phép
cong modulo p. Gia st u la phan tir bac q trong truong hitu han GF(p).
Chiing ta dinh nghia anh xa F: G — G thiét lap boi cong thiic

F(x) =u*, v6i x €G,
6 day phép mii la duoc tinh toan trong truong GF(p).

Giastra , B €G, a # 0, khi d6 phuong trinh

F(x+o ) +F(x) = u®®mede_y* = B 3.7)
tuong duong v6i
u—u* =8, and 0<x<p-a-1 (3.8)
or
(3.9)

u " —ut =, and p-a<x<p-1.
Tu cho 101 gidi cta x theo modulo p 13 duy nhét nén tir (3.8) suy ra rang

pP—

c6 nhiéu nhat a—l loi giai trong G. Tuong tu phuong trinh (3.9) cling

q
c6 nhiéu nhat 1a {ﬁw 1oi giai trong G. Hé qua la phuong trinh (3.7) ciing
q

c6 nhiéu nhat 1a | 2= —I [ —‘ p—_1+1
q

161 giai trong G.

Tir d6 ta c6 khang dinh sau.

Ménh dé 3.27. Gia st F 1a anh xa tlr tap cac sO6 nguyén modulo mot s

nguyén td p vao chinh né nhu da dinh nghia trén bang cdch sit dung phép

mi hod va mot phan tir bac q trong truong GF(p). Khi d6 F 1a (p—_1 +1)-vi
q

sai déu.

Chu y: 4nh xa F dinh nghia trong phan nay c6 vé du phic tap dé st dung
nhu mot ham vong cua DES-like trén cac s6 nguyén modulo mot so
nguyén to6 véi mot s6 nho cac vong lap. Do phiic tap tinh toan ctia cic ma
khoi nhu thé tang theo bac cua phan tir co s6 u. Ménh dé trén cho thay
mot trade-off gitta do phiic tap ctua thuat todn ma hoa (va giai ma) va do
an toan chong lai tdn cong vi sai.
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II. HAM VONG TRONG CAC MA KHOI LAP
Phan nay sé tap trung trinh bay vé cac ki€éu ham vong t6 hop trén cic hop
th€ va cac ham thé phu thudc khoa tao ra cac vong lap c¢6 do do vi sai-
tuyén tinh an toan ching minh duoc.

II1. CAC DO PO AN TOAN CUA HAM VONG PHU THUQC KHOA

Mot trong nhitng nguyén nhan dan dén cac hop nén ctia DES con ton tai
nhitng yéu di€ém d6 1a do ching 1a cdc "hop nén", titc 1a do khong gian
ddu vao khong bing khong gian ddu ra, do d6 kho c6 thé tim duogc cic
hop nén vira ¢6 phan b6 vi sai déu vira c6 do 1éch tuyén tinh t6i thiéu. Do
do, & day chung ta chi lam viéc véi cac hop thé€ ¢6 dinh véi ¢d dau vao va
dau ra bang nhau (bang n).

Dinh nghia 3.28:

ChoadnhxaS: X —>Y ,trongdé X =Y = {0, 1}", n € N. Cho truéc Ax, I'x
eX va Ay, 'y € Y.Ta dinh nghia:

DPS(Ax —  Ay) =(1/2"). #{x eX: Sx) ® S(x @ Ax) = Ay}
(3.10)

(3.11)

LPS(Tx—Ty) = (z#{xe”’x‘r’“zs(’f”w4)2

X
& day, ky hiéu a e b ¢6 nghia la @"_,(a..b,), trong d6 a = (a,, a,,..,a,) va b
= (b, b,,.., b,). Chi ¥ ring cic s6 DP® va LP® nam trong khoang [0,1].
Trén co s& cac tdn cong vi sai va tuyén tinh doi véi DES ta thay
ring mot hop thé manh phai 13 hop c6 cdc s6 DP® va LP® dli nhd v6i moi
Ax(% 0), Tx eX va Ay, I'y(# 0) € Y, nén cdc tham s6 sau day c6 thé
duoc xem 1a cdc yéu t6 mién dich ctia mot hop thé€ S chong lai céc tan

cong vi sai va tan cong tuyén tinh trén ching.

Dinh nghia 3.29: V6i cac qui udc da néu, ta dat:

DP° = max DP® (Ax = Ay) (3.12)
Ax# 0, Ay

LP° = max LP’(T'x = Ty) (3.13)
I'x, T'y=0
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Bo dé 3.30.
Vé6i anh xa S bat ky, ta ludén co:

D DP°(Ax—Ay)=1, > LP¥(Tx—>Ty)=1. (3.14)
AyeY I'xeX
Ngoai ra, néu S la mot phép song anh thi ta c6 thém céac hé thiic:
D> DP°(Ax— Ay)=1, > LP*(Tx—>Ty)=1. (3.15)
AxeX TyeY

Tiép theo chiing ta s& xét vé do do do an toan ctia cac ham phu thuoc khoa
nhu trong hinh 3.2.

Gia str K 1a tap tat ca cdc gia tri khod c6 thé. Chiing ta s&€ dinh nghia
dd manh ctia ham F phu thuoc khong gian khoa K nhu 1a @6 manh trung
binh ctia F< k > khi k chay trén toan bd khong gian K, & day F< k > ky
hiéu 12 ham mot bién tng vdi khoa k ¢6 dinh. Cu thé, ta ¢6 céc dinh nghia

sau.

Dinh nghia 3.31:
DPT(Ax —> Ay) = ¥, DP™K>(Ax = Ay) (3.16)
LP'Tx = Ty) =3 LP<**(I'x = Ty) (3.17)

Trong thuc t€, khi F 1a mot phép bién d6i ma ho4, va céc gid tri DP", LP"
la dG nho véi bat ky Ax(#0 ), I'x € X va Ay, I'y(= 0) € Y, ching ta n6i
rang F ¢6 do an toan ching minh dugc chong lai cc tAn cong vi sai va tdn
cong tuyén tinh. Mot cach twong duong duong, F dugc goi 1a ¢c6 do an
toan chiing minh duoc, néu cac gia tri sau day 1a di nho.

Dinh nghia 3.32:
DP" = max DP" (Ax - Ay) (3.18)
Ax# 0, Ay
LP" = max LP" (I'x —» Ty) (3.19)
I'x,T'y=0

Dén day, ching ta thdy rang vai trd va cdc yéu cau ham vong dugc lua
chon sir dung trong mat ma 1a hét stic quan trong. Ta c6 thé xem ham phu
thuoc khod nhu 12 mot tap cic phép bién déi da dugc cai dit trong hé
thong ma dich, va yéu cdu dit ra 1a méi mot phan tir ctia tap hop nay déu
phai c¢6 cac do do vi sai va do do tuyén tinh di nho; hoac trong qua trinh
lua chon, ta can phai loai bo duoc nhitng khoa lam cho cac do do ctia ham
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vong tuong ung 16n, vi khi d6 méi dam bao dugc tinh an toan chiing minh
dugc cua ham ma hoa dang su dung. Sau day ching ta s€ xét hai mo
hinh co ban clia cac ham ma hod phu thudc khod, nhu da chi ra trong cac

Hinh 3.3 va 3. 4.

Pinh Iy 3.33. [25]. D6i vé6i ham F cho trong Hinh 3.3 ta ¢ céc dang thic

sau:

DPf(Ax —»> Az)= > DP’(Ax > Ay). DP*(Ay > Az)

AyeY

LP'I'x —> I'z)= > LP"(I'x > Ty).LP*(Ty - I'z)

IyeY

*
X x| Fol©
S F K S,
\J Y‘ F, Q
S,
Y
Hinh 3.1. Hinh 3.2. Hinh 3.3.
X
é{) KO,
K1,
F,
$ 1\02
F, K1,
Y
Hinh 3. 4.

(3.20)

(3.21)
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Chitng minh:
Trude hét ta thdy khoa k, €K, khong anh hudng t6i két luan cua dinh 1y,
nén ta co

DPf(Ax > Az) =

=Y Y DPY(Ax — Ay). DB (Ay — Az| Ax — Ay)

k,eK, AyeY
=Y DP(Ax —> Ay) > DP"* (Ay - Az| Ax = Ay) (3.22)
AyeY kyeK,

& day s6 hang cudi cung biéu dién xéc suat c6 diéu kién sao cho Ay dan
t6i Az khi Ax gay ra Ay. N6i cdch khac, ton tai mot tap con Y cla khong
gian Y d€ ta c6

DP"*> (Ay = Az| Ax — Ay)
=#{5 e¥ | F,<xk,>(5 ) ® E,<k,>(5 ®Ay) = Az} /#7 .

Do do6 téng thit hai ctia (3.22) sé 1a
> DP"(Ay - Az| Ax = Ay)

k,eK,

=Y #{5 eV [F<k,>(5) @ F<k,>(5 DAy) = Az} #7 .

k,ekK,

=Y #5 eV S k) ®S,(5 ®kDAY) = Az}/#7 .

k,ekK,

=Y #{keK, | S(5 @k, @ S,(5 ® k,®Ay) = Az} #K,

ye¥
= DP*(Ay — Az)
ye¥
= DP¥*(Ay - Az).
Toém lai ta c6

DP'(Ax - Az)= Y DP®(Ax - Ay). DP*(Ay - Az).

AyeY
tic 1a (3.20) duoc ching minh.
Bay gi¢ ta ching minh (3.21). Xudt phat tir dinh nghia va ap dung Bo dé
3.30taco
> LP(I'x —» Ty). LP*(T'y - I'z)

TyeY

— Z Z Z Z Z (_l)xorx®Sl(x)OFy®x’orx®Sl(x’)d"y@yd"y@Sz(y)d"z@y’d"y@Sz(y’)‘Fz

I'yeYxeX x'eX yeY y'eY
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— 2 Z Z Z (_l)xorx@)x'orx@Sz(y)ﬂ"z@Sz(y’)-FZ X

xeX x'eX yeY yleY
(Si(x)DS|(x')DyDy')eI'y
UZE:Y (-1)
Trong biéu thic trén ta thiy tong sau ciing chi khdc khong khi va chi khi
SX)DS,x)Py@y =0.Tudo,taritray = S,(x) ® S,(x") @ y va thay
y bdi k, (vi vai tro clia y va k, 1a nhu nhau do dac tinh ctia phép XOR), ta
s€ tinh duoc
> LP(I'x > Ty). LP*(T'y - I'z)

I'yeY

' '

— Z Z Z (_l)x'l"x@x’-l"x@sz(kz)OFZ@SZ(kZ@Sl(x)®Sl(x’))-Fz

xeX x'eX kek,

' '

= Z Z Z (—l)XOFx@x’-l"x@Sz(kz@Sl(X))ol"z@Sz(kz@Sl(x,)).rZ

xeX x'eX kek,
(& day ta da thay k, boi k, @ S,(x), nén bi€u thiic k,® S,(x) ® S,(x") trén
mii da bién thanh k, @ S,(x"))

= Y LP™(Tx—>TIz) (do B6 dé 3.30 va dinh nghia)

kyekK,

=LPF (Tx — T72)

Vay ding thic (3.21) dugc chitng minh. Tém lai dinh 1y dugc chitng minh
hoan toan. (bPCM)

Chi y rang dinh 1y trén day gia thiét S, va S, 1a cic hop th€ ¢6 dinh. Khi
ching 1a cac ham phu thudc khoa thi ta ciing c6 két qua sau day.

Dinh ly 3.34.
Poi vGi ham ma hoa cho trén Hinh 3.4, ta s€ c6 cac dellng thic sau.

DP'(Ax - Az)= > DPFi(Ax - Ay). DP2(Ay —> Az) (3.23)

AyeY

LP'I'x »> I'z)= > LPAi('x > I'y).LPH(Ty —» I'z)  (3.24)

I'yeYy
Hé qud 3.35.
Dai v6i ham F cho trong Hinh 3.4, ta s€ ¢4 cdac ddnh gid sau vé do do vi
sai va do do tuyén tinh ctia ching thoa man:

DP: <DP" +pP": | LP' <LP" +LP" (3.25)

max max max % max max
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Ngoai ra, néu F la song anh véi bat ky gia tri khoa nao, thi ta s€ c6 danh
gia:
DP! <min{ DP" ,DP"” } LP’ <min{LP! LP } (3.26)

max max

I.2. MOT SO DANG HAM VONG AN TOAN-CHUNG MINH PUGC

Bay gio van dung cac két qua co ban trén day, truée hét ching ta s€ khao
sat hai ki€u phoi ghép cdc hop thé, ham thé phu thuoc khéa trong mot
dang m6 hinh ma dich duoc cho trong Hinh 3.5 va Hinh 3.6. Ta c6 dinh
ly:

Dinh ly 3.36. (Matsui, 1996 [25]) Do6i v6i ham n-vong F dugc cho trong
Hinh 3.5, gia thiét n > 3, va gia si rang mo6i mot hop S, déu 1a song 4nh ¢6
cac do do vi sai (hoac do do tuyén tinh) thoa man DP’ < p (hoac tuong

max

ting LP. < p). Khi d6 ta s& c6 cic do do ctia ham F s& dugc ddnh gia boi

max —

bat dang thiic:

DP, < p’ (hoic tuong tng LP. <p?) (3.27)
Chitng minh:

Trude hét ta chiing minh cho n = 3, con d6i vé6i n > 3 s€ duoc suy truc tiép
tr Hé qua 3.35. Ta xét bon truong hgp sau day:

Trudng hop 1: Ax® = 0, khi d6 Ax" # 0. Tir d6 theo doi so d6 ma hoa ta co:

DP(Ax — Ay) =
= DP%(Ax" - Ax" ® A" ) DP%(Ax" = Ay @ AYF)
< DP%: DP% =p* (theo dinh nghia).

max max
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X4 XR
S,
| «
>% .
S,
>% K3
S,
Yt YR

Hinh 3.5.

Truong hop 2: Ax" = 0, khi d6 Ax® # 0. Khi d6 vi sai dau ra ctia S* 12 bing
0 va vi sai ddu vao ctia S’ phai bang Ay®; tir d6 Ay® # 0 va ta co:

DP(Ax — Ay) =

= DP (A" > AY® ) DP%(Ay® > Ay @ AYF)

< DP;, .DPy;, =p’.
Truong hop 3: Ay~ @ Ay® = 0, khi d6 vi sai ddu vao cta S, bing khong va
vi sai ddu ra ctia S, phai bing Ax". Tir d6 Ax" = 0 va Ax® # 0, va do vay ta
co:

DPF(Ax - Ay) =

= DP%(Ax" - Ax" ) DP%(Ax" — AY®)

< DP% DP%: =p’.

max max
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Truong hop 4: Xét cac kha nang con lai ciia Ax, Ay. Ching ta gia st rang
vi sai ddu ra cta S, 1a Aa, né khong dugc xdc dinh duy nhat. Bang cédch
chitng minh tuong tu nhu trong dinh 1y trén, ta nhan dugc:

DP(Ax — Ay) =

> DPY(Ax® = Aa)DP¥ (Ax" — Ax* @ Ay ® Aar) X

Aa
DP% (Ax* @ Aa — Ay" D AY®)
> DPY (A @A — N @ AT )

Aa

< DP5 pDp>

max max

= DF,, .DP,:. =p".

Tém lai ta ¢6 Dinh ly 3.36 dugc chiing minh hoan toan. -

(PPCM)-
Néu cac hop th€ S, trong Hinh 3.5 dugc thay thé€ bang cdc ham phu

thuoc kho4 thi bang cdch chitng minh tuong tu phoi hop vé6i cac bd dé da

néu ta s€ c6 két qua sau.

Xt XR
K 1
F, KI,
| o
>% o
F
2 KI,
>% o
>£F3 ;
Yt Y

R

Hinh 3.6.
84



Dinh ly 3.37. D6i véi ham n-vong F dugc cho trong Hinh 3.6, gia thiét n
>3, va gia st rang mdi mot ham F, déu 1a song dnh véi bat ky khoé nao va
c6 cac do do vi sai (hoiac do do tuyén tinh) thoa man DP’ < p (hoic tuong

ting LP. < p). Khi d6 ta s& c6 cic do do ctia ham F s& dugc ddnh gia boi

bat dang thiic: DP! < p? (hoac tuong ting LP. < p?)
(3.28)

Nhdn xét: Trén co s& cdc Dinh 1y 3.36, 3.37, chiing ta ¢ thé xay dung
dugc cac ham vong kiéu truy hoi ddm bdo c6 cac do do tot vé tinh an toan
va toc do nhanh. Ciing ap dung cach chiimg minh va cac lap luan trén day,
chiing ta s& nhan dugc cdc danh gid vé do an toan cta mo hinh ma dich
quen thudc- mo hinh DES-like.

XH xR

=
2

A

;

Hinh 3.7.
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Dinh ly 3.38. (Nyberg-Knudsen, 1995 [31]) Do6i v6i ham n-vong F duoc
cho trong Hinh 3.7, gia thiét n > 3, va gia st rang mdi mot hop S, déu 1a
song anh c6 cac do do vi sai (hoac do do tuyén tinh) thoa man DP> < p

(hodc twong ing LP’:

ax

< p). Khi d6 ta sé c6 cac do do ctia ham F s€ duoc
d4nh gid boi bat dang thic:

DP/ <2p* (hodc tuong ting LP. < 2p?) (2.29)
Cdc mo hinh ham vong trén ddy cung voi cdc két qud cua chuong 3 cung
cdp cho chiing ta nhitng co sd ly thuyét quan trong dé thiét ké, xdy dung
cdc hé md khoi an toan, hiéu qud.

Chu y: Dé bao toan cdc do do an toan d6i v6i cac hop thé, cac phép todn
tac dong trude khi dit liéu di vao hop thé can phai la cac song anh tuyén
tinh (hay ding cédu trén khong gian khéi dit liu). Mot diéu quan trong
nira 1a khi chon cac phép toan tac dong trude khi dit liéu di vao hop thé
cling cin phai luu y t6i kha nang, hay tac dung khuyéch tin déu ctia phép
toan d6. R6 rang 1a, chi véi phép XOR véi khda K chua dam bao day du
tinh khuyéch tdn dit liéu, du rdng né 1a song anh tuyén tinh. Thong
thuong, theo kinh nghiém nghién cttu, ta nén két hop gitta phép XOR véi
cac phép dich vong (c6 budc nguyén t6 v6i do dai khoi), cung véi cac
hoan vi ¢6 phan bd khoang cach ngau nhién. Pay la nhiing cong cu ta da
c6 va c6 thé chi dong dugc.

Diéu chi ¥ cudi ciing 1a s6 luong cac vong lap ctia ma khéi can can
doi gitra toc d0 ma dich va do do do an toan ctia hé ma, ngoai viéc dua
vao cdc can cit 1y thuyét can ¢6 cdc can ci thong ké s6 liéu thuc hanh vé
céc do do an toan da néu dé lua chon s6 vong lap cu thé. Mot mit nita 1a
trong diéu kién cho phép thi lugc do tao khéa nén dung ki€u khéa phién
doc lap, dé vira tranh viéc dung khéa qué lau, hodc vira tranh su phu thudc
gilta cac khoa con trong cac ham vong, di rang vé€ nguyén tac néu tham
mi tdn cong duoc khoéa tai vong cudi cling thi hoan toan c6 thé tan cong
ti€p cdc vong trén dé tim khéa ma khong can ding t6i lugc do tao khéa da
biét trong khi van khong tang do phc tap tinh toan bao nhiéu.
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. DO AN TOAN THUC TE CUA MA FEISTEL
I11.1. D6 do an toan thuc té cua cau tric Feistel (cau triic ngoai cung)

Khi thiét k€ cac hé ma Feistel an toan thuc té, ta can thiét 1ap dugc cac
dac trung vi sai va dac trung tuyén tinh cuc dai.

Nhu phan trude khai niém dac trung vi sai da dugc gidi thiéu. D6 1a mot
danh sach (phu hop nhét) cta cic XOR dau vao va XOR dau ra ctia moi
vong trong hai phép ma hoa cia mot hé ma khoi. Masey-Lai-Murphy
cling da gi6i thiéu khai niém vi sai, & d6 cac XOR dau vao va dau ra cua
cac vong trung gian la khong c6 dinh (tic 1a né dugc tinh tit ca cac duong
dan trung gian c6 thé noi giita cdc XOR dau vao va ddu ra cta hai ddu cua
hé ma khoi d6). Nhin chung xac suat cia mot vi sai 1a 16n hon xac suét
cia mot ddc trung tuong tng. Tuy nhién doi v6i cac hé ma Feistel DES-
like, s& 1a cuc kh6é dé tim mot vi sai hitu ich s-vong, khi s > 4 ma véi
ching thi xdc sudt cta vi sai chac chin 16n hon xdc sudt cla ddc trung
tuong ung.

Tuy nhién trong [31] da chi ra rang trong mot ma lip DES-like R-vong
vGi cdc khod vong doc lap thi xdc sudt ciia mot vi sai s-vong bat ky déu bi
chin trén bdi s6 2. (p,,,)°, 6 day s=4, 5, ..., R va p,, 1a xdc sudt cuc dai
cua ddc trung mot vong khong tam thuong. Yé&u t6 nay cling da duogc st
dung dé 1am can trén cla cla cic xac suat cua cdc vi sai tot nhat (tuong
ting v6i hé ma khoi an toan-chiing minh duoc). Twr cho doi hdi khod vong
doc ldp noi chung phi thuc té, nén dinh nghia sau day la hitu ich.

Pinh nghia 3.39: Mot hé ma khoi véi khoa vong phu thuoc dugc xem la
an toan thuc té¢ chong lai tan cong vi sai néu khong ton tai mot ddc trung
ndo voi xac suat du 16n dé tan cong vi sai duéi gia thiét khod doc lap la
thanh cong.

Chui y: D0 phiic tap cua tan cong vi sai 1a xap xi v6i gia tri nghich dao ctua
xdac sudt dac trung duoc su dung trong tan cong do.

Mait khéac dé tranh tdn cong 2-vong dau cudi ta cAn xem xét do an toan
ctia hé ma (R-2)-vong, titc cac dac trung (r-2) vong can dugc khao sat.

Tiép theo ta sé dua ra khai niém dac trung tuyén tinh.
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Dinh nghia 3.40 (Knudsen): Mot dac trung tuyén tinh mdt vong la mot
danh sich ctia cac bit dau vao, khoa, va dau ra ctia mot ma khoi va mot
xéc sudt p, sao cho gia tri boolean dat dugc bang cach cong (mod 2) cdc
bit ddu vao va khod bang gia tri boolean dat dugc bang cach cong (mod 2)
cac bit dau ra vGi xac suat p. Mot ddc trung tuyén tinh r-vong la mot su
ghép ndi cua r ddc trung tuyén tinh mot vong.

C6 thé trong cdc vong nao do cac xap xi dic trung tuyén tinh 1a khong can
thi€t khi ghép n6i thanh dac trung toan cuc, nén ta goi cac vong d6 la cac
dac trung tam thuong. Tuong tu véi tdn cong vi sai ta cé dinh nghia sau.

Pinh nghia 3.41: Mot hé ma khoi véi khoa vong phu thuoc duge xem la
an toan thuc té¢ chong lai tan cong tuyén tinh néu khong ton tai mot ddc
trung tuyén tinh nao vé6i xdc suat di 16n dé tdn cong tuyén tinh duéi gia
thi€t khoa doc 1ap la thanh cong.

Chii y: Do phiic tap cua tan cong tuyén tinh 1a xap xi vGi gia tri binh
phuong nghich dao cua do léch xac suét (so véi 1/2) cua dac trung tuyén
tinh dugc st dung trong tan cong d6. Va ciing vay, dé tranh tan cong 2-
vong dau cudi ta can xem xét do an toan ctia hé ma (R-2)-vong, tic cac
dac trung tuyén tinh (R-2) vong can dugc khao sat.

* Trong [18] Knudsen da dua ra phuong phdp dé danh gid can trén cua
xdc sudt dac trung cho hé ma Feistel. § twdng co ban 1a tim so t6i thi€u
céc diac trung mot vong khong tdm thudng c6 thé phai ¢6 mit trong mot

dac trung (r-2)-vong. Khi dé xac suat cuc dai ciia mot dac trung mot vong
khong tdm thudng sé cho mot can trén ctia xac suét cuc dai clia dac trung
(r-2)-vong tot nhat c6 thé.

Gia sur rang chi c6 cach tan cong ma Feistel bang cach tim cac dic trung
vi sai (hay dic trung tuyén tinh) t6t nhat, titc 1a rat khé ¢ thé tim duoc
cac vi sai (hay xdp xi tuyén tinh), thi cac so liéu sau:

+Xac sudt cta dac trung vi sai (tuyén tinh) 1-vong khong tdm thudng tot
nhat

+S06 vong trong dac trung dé
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s€ cho ta tinh dugc can duéi do phic cua hai tdn cong nay. Can dudi nay
c6 thé di dé khiang dinh do an toan -chitng minh dugc d6i véi cdc tng
dung thuc t€ trudce hai tdn cong trén, néu nhu xac sudt cta dac trung vi sai
(tuyén tinh) 1-vong khong tdm thuong tot nhat 1a du nho.

Bdng cdch sit dung cdc hop thé cé cdc do do tot ta cé thé thiét lap
cdc ham vong cé cdc ddc trung 1-vong du t6t dé chong duoc hai tdn cong
co bdn hién nay.

Trong [18] Knudsen da chi ra rdng v4i hé ma Feistel, gia thiét cac
ham vong 1a song 4nh thi so t6i thi€u cdc dic trung vi sai (hay tuyén tinh)
1-vong khong tdm thudng can 2 cho mdi bo 3 vong lién ti€p tuong dng.

Tur d6 ta c6 cong thic sau:

UDCP? < p*" \ULCP® <q* khi R=3r3r+1.

max max

UDCP} < p*' ULCPR <q*™*' khi R=3r+2.
(3.40)

Khi xem xét dén tdn cong-2R (2-vong dau cuodi), can danh gia can trén
ctia xac suat dac trung vi sai/tuyén tinh cuc dai cia ma Feistel (R-2)-vong.

II1.2. Mot kiéu thiét ké ham vong 2-SPN (c4u tric giira)

Cau tric mang thay thé€ hoan vi 2-tang (2-SPN) 1a mot céu tric tot da duoc
cac nha khoa hoc Nhat ban st dung trong thiét k€ hé ma khoi E2. Cau
tric nay c6 2 tang S-hop dugc xen gitta bdi mot tang tuyén tinh P. Véi cdu
tric ndy s6 cdc S-hop hoat dong trong mot ham vong cé thé tang lén
nhanh chéng. Tang tuyén tinh P can dugc thiét k€ sao cho s6 cac S-hop
hoat dong trong mot ham vong 1a 16n, va khong qué phic tap véi cac ung
dung phan cing. Cac tac gia thi€t k&€ E2 da dua ra céc tiéu chi lua chon va
da tim dugc phép bién ddi tuyén tinh trong ting tuyén tinh dam bao so S-
hop hoat dong kha 16n. Ching to6i ciing da hoc tap y tudng nay, nhung do
kha nang han ché€ nén khong thé lap lai nhitng gi ho da lam cong véi
nhiing y dinh riéng cua minh dugc. Tir d6 ching t6i quyét dinh theo
phuong an don gian hon, dé ching minh hon, nhung khong kém phan
hiéu qua. Chung t6i da dung phép dich vong déng vai trd 1 tang bién doi
tuyén tinh, v6i buéc dich lua chon can than. D€ tranh su don gian cua ting
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tuyén tinh, trong tang phi tuyén gdm cac S-hop chiing t6i da diung 2 S-hop
luan phién thay vi chi st dung 1 S-hop trong E2. Di¢u nay hy vong s€ lam
tang hiéu qua khuyéch tan cua tang S-hop.

Vé mit ly thuyét c6 thé thay so t6i thi€u cac S-hop hoat dong trong mot
ham vong véi cau tric Feistel s€ la 2. Nhung qua thr nghiém lap trinh
ching t6i thay s6 t6i thi€u cdc S-hop hoat dong qua hai vong trong mbi 3-
vong s€ la .

Nhu vay vé mat 1y thuyét cac lugng lién quan téi tAn cong vi sai va tuyén
tinh s& dugc danh gia boi cong thiic:

UDCP? < p ™ ULCPF* <q > khi R=3r3r+1.

max max

(3.41)
UDCPE < p >V yLcpt <q ™" khi R=3r+2.

max max s

Néu ta chon cdc S-hop sao cho p, = q, = 2%, R =16 thi do phiic tap cua tin
cong vi sai va tuyén tinh s& vao ¢d 2'*. Pay 1a con s6 an toan chip nhan
duoc hién nay.

IV. LUGC DO KHOA, CAC PHEP BIEN POI DAU VAO PAU RA
CUA HE MA KHOI

1.1. PHAN LOAI LUGC DO KHOA CUA CAC HE MA KHOI

Mot van dé hét siic quan trong trong thiét k&€ ma khoi d6 1a xay dung luge
do tao khoa cho hé ma. Thong thuong mot hé ma khaoi lap thuong cé s6
vong tuong doi 16n. Khod phién khong thé ¢6 do dai tuy y, do d6 tir khoa
bi mat can thiét phai xay dung mot thuat todn dé tao ra du s6 khoa con
can thiét dé cung cdp cho cédc vong lap. Khoa chinh thudong dai tir 128 bit
dén 512 bit, trong khi téng s6 bit khoa con c6 thé 1én t6i hang ngan bit.
Do vay viéc nghién ctiu luge do tao khoa 1a khong thé tranh khoi. Lugc d6
tao khoa khong chi don thuan cung cap cac khoa con cho cic vong lap
trong hé¢ ma khoi ma né con déng gop vai tro quan trong trong do an toan
cuia chinh hé ma do.

Tuy nhién chiing ta ciing da thdy mot s6 lugc dé khoa da c6é nhitng diém
so hd dé thim ma c6 thé 1gi dung, nhu luge d6 qud don gian, luge d6 tao
ra cadc dang khod quan hé, hay c6 su tuong tu 1ap lai trong cic giai doan
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tao khoa con. Dé tranh céc dang tan cong di xét, Knudsen da dua ra mot
sO yéu cau doi voi mot lugc do tao khod manh d6 1a tit ca cac khod phai
tot nhu nhau, va khong cé cac quan hé don gian.

Dinh nghia 4.1: Xét mot hé ma khoi 1ap r-vong, ¢& khoi 1a 2m-bit véi r
khod con vong, mébi khod con ¢6 do dai 1a n-bit. Mot lugc d6 khod manh
phai c6 cac tinh chat sau:

-Cho trudc bat ky s-bit clia r khod con vong duoc thiét k&€ tir mot khoa
chinh chua biét, khi d6 khé c6 thé tim ra duoc rn-s bit khod con lai tir s-bit
khoa da biét.

-Cho truéc mot quan hé nao do giita hai khoa chinh, khi d6 khé c6 thé du
doan dugc cac quan hé gitra bat ky cac khoa con vong nao duogc thiét ké tir
céac khoa chinh do.

N6i mot cach don gian hon 1a lugc d6 khod manh 1a lugc d6 ma céac hiéu
biét vé mot khod con nao d6 khong lam do di bat ky thong tin gi doi véi
cac khoa con khac trong lugc d6 d6. Trong phan nay truéc hét chiing ta di
phan loai cidc lugc d6 khoa da cé, va sau d6 dua ra mot s6 dé xudt lién
quan dén viéc xay dung luoc d6 khod manh.

Cdc luoc do khod hién tai co thé duoc chia thanh hai kiéu.

*Kiéu 1 1a ki€u & d6 tri thitic vé mot khod con vong s& cung cap mot cach
duy nhit cac bit khod cua cac khod con vong khac hay cua khoa chinh.
Trong dé:

+Kiéu 1A Ia kiéu don gian nhat dung khod chinh trong méi vong ma ho4.

+Kiéu 1B, cdc khod con vong dugc tao tir khoa chinh theo cach sao cho
hiéu biét vé mot khoa con vong bat ky c6 thé xdc dinh truc tiép cdc bit
khoa khéc trong cic khod con vong khiac hay trong khod chinh. DES,
IDEA, LOKI, GOST la cé4c vi du vé kiéu nay.

+Kiéu 1C, tri thitc vé mot khoa con vong cé thé gitip x4c dinh mot cach
khong truc ti€p cac bit khod khac trong cac khoa con vong khac hay trong
khoa chinh. Mot vai thao tac can thiét phai duoc st dung gidp xac dinh
tim ra cdc bit khod khdc hay trong khoa chinh. Vi du vé ki€u nay la lugc
do khoa cua hé CAST, SAFER.

Trong CAST, m6i mot vong trong 4 vong dau tién déu st dung 16 bit cua
khod chinh, chia né thanh 2 khéi 8-bit, méi khéi cho qua mot S-hop co
dinh. C4c dau ra ctia mdi S-hop 1a 32-bit, va két qua dugc XOR véi nhau
tao nén khod con vong dé. Néu bi€t mdt khod con nay, ching ta phai thir
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2'® bit 1a dau vao cho mdi S-hop dé tim ra xau bit nao cho diu ra phit hop
vGi khod con da biét. Chd y rang néu biét bat ky khod con nao tir vong thi
5 trd di n6 déu khong thé dp dung cach trén day dé thu dugc cac thong tin
khac vé khoa.

Trong SAFER, néu K = (k, |, ...k, ) 1a mot khod chinh 8-byte, khi d6 khoa
con 8-byte vong thir i, K, ; s€ dugc xéac dinh nhu sau:

ki =k, <<3 (3.42)

i-1,j

K, ;= k; ; + bias[i, j] mod 256 (3.43)

Gia st K; ; ¢6 thé dugc xdc dinh theo mét cdch nao d6. Tir phuong trinh
(3.43),k; ; ¢o thé duoc x4c dinh boi K, ; - bias[i, j] mod 256, tur cho bias[i,
j] 1a mot hang s6 da biét khi biét j, j. Sit dung quan hé truy hoi k;; =k,
<<3, k1 ; ¢6 thé dugc xdc dinh, tir d6 K, ; c6 thé dugc xdc dinh tir quan
hé truy héi K| ; =k, ; + bias[i-1, j] mod 256, & day bias[i-1, j] 1a hang s6
da biét. Nhu vay cdc hiéu biét vé K; ; c6 thé cho phép chiing ta x4c dinh
dugc duy nhat K, ; 1a khod vong trudc d6. RS rang thu tuc nay cé thé
dugc ti€p tuc dé xac dinh ra dugc khoa chinh.

*Kiéu 2, 12 cdc luge do tao khod ctia cdc hé ma ma & d6 tri thiic vé mot
kho4 con vong bat ky déu khong ta biét thém bat ky bit nao cua cdac khoa
con vong khdc hay ctia khod chinh nhu trong trudng hop ctua Kiéu 1.
Nhiéu hé ma hién dai thuoc 16p nay. Trong qu4 trinh tao khod cu thé, mot
s6 hé ma sir dung thong tin vé cac dai luong da dung dé tao ra khoa con
vong trudc d6. Trong nhi€u truong hop khod con duogc tao mdi thuong
duogc st dung nhu 1a mot phan ctia qua trinh tao clia cac khoa ti€p theo.
Nhu vay tri thitc vé mot khod vong cu thé khong cung cip kha nang c6 thé
tim dugc khod ngay trudc hoac cac khoa ti€p theo. RC5 la mot vi du,
trong hé¢ ma nay khod con vong thtt i, S[i] duogc tinh todn nhu sau: S[i] =
(S.[i] +S[i-1] + B, )<< 3, & day S_[i] 1a mot hang s6 da biét, S[i-1] 1a khoa
con vong thit (i-1), va B, phu thuoc vao khoa chinh. Nhu vay, néu biét
S[i], thi S[i-1] + B, ciing biét. Nhung hiéu biét ndy khong thé loi dung
dugc néu ching ta khong thé xdc dinh duoc B, ;, va néu biét duge B, thi
chiing ta sau d6 mdi tinh ra dugc S[i-1]. Tuong tu tir ché S[i+1] = (S.[i+1]
+S[i] + B)<< 3, cdc hiéu biét vé S[i] ciing khong giip xdc dinh dugc
S[i+1]. Lugc d6 nhu thé duoc goi 1a thuodc kiéu 2A.

Cac lugc do trong d6 tri thitc vé mot khoa con vong khong cung cap
mot ti gi vé thong tin d6i véi cdc khod con vong khac hay khoa chinh, cho
t6i khi nao c6 thé giai dugc cac bai todn khé chang han nhu viéc nghich
dao ham mot chiéu, ching ta goi né thuoc ki€u 2B. H¢ md REDOC II c6
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luoc dé khod thoa man tinh chat nay. Mot cdch dé tao ra lugc d6 khod
kiéu 2B d6 1a dam bao ring mbi khod con vong 12 mot ham mot chiéu cua
chi riéng mot minh khoa chinh. Theo cach d6, cac khoa con vong xuét
hién mot cach doc lap du rang tat ca ching déu phu thuocc vao khoa
chinh. Su khdc nhau gifta cic ki€u 2A va 2B 1a ¢ chd trong kiéu 2A, néu
biét thém mot chiit thong tin thi né c6 thé trd thanh mot bai todn don gian
trong viéc suy dién ra cac khoa con vong khéc; trong khi & kiéu 2B, viéc
biét thém mot chidt thong tin van con 1a bai toan khé doi véi viéc tim ra
thong tin vé khod con vong khac hay khoa chinh.

Kiéu 2C la kiéu trong d6 viéc tao cac khoa con vong 1a hoan toan
doc lap. Rat it hé ma c6 luoc do khoa thudc kiéu nay, 1y do 12 bai todn
quan 1y khoa s& tr& nén khong thé khi do dai khod chinh qué 16n. Mot vi
du vé kiéu 2C d6 1a DES véi khod con vong doc 1ap (768 bit khoa chinh-
goi la DESI).

Theo su phan loai trén chiing ta thdy méi kiéu loai déu c6 nhiing uu diém
va nhuoc diém, c6 nhitng kiéu cho do an toan cao nhung khong thuan tién
trong st dung, c6 kiéu thuan tién trong su dung thuc t€ nhung do an toan
lai phu thuoc vao phan ngiu nhién hod dit liéu, thAm chi phan luoc do6
khod c6 thé tao ra cdc ké hd dé thim ma c6 thé dp cdc tan cong trén
ching. Viéc stt dung kiéu loai nao phu thudc vao su can doi do an toan va
tinh tién dung trong thuc tién ciing nhu tinh kha thi clia hé mat trong cac
moi truong thuc té.

IV.2. MOT SO LUGC PO KHOA MANH
Trong [6], cdc tdc gia da dé xudt mot luge d6 khod kiéu 2B sau day. Trudc
hét gia thiét ton tai mot ham mot chiéu manh OWF. Gia sit MK 1a khoa
chinh cua mét hé ma khoi r-vong, qua trinh tao cac khoa con vong nhu
sau:
+Buéc 1: OWF(MK) = Kho4 con vong (1)
+Budc 2: Véi i=1 dénr-1

Thuc hién hoén vi bit MK dé tao ra MK,

OWF(MK,) = Kho4 con vong (i+1).
Mot chi y trong thuat todn trén 1a m6i mot khoa con vong déu dugc tao
boi toan bo cac bit ctia khod chinh MK. Diéu nay c¢6 thé tao ra hiéu tng
thdc, tic 1a su thay doi mot bit ciia khod chinh s€ tao ra su thay doi nhiéu
& trong moi khod con.
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*Knudsen [17] cling da dé xuat mot lugc do6 khoa sau.

Gia st E¢(.) Ia mot ma Feistel r-vong v6i do dai khoi 1a 2m, su dung khoa
chinh K tao ra r khod con vong do6 dai n-bit, v6i n < 2m.

+Bude 1. Xac dinh mot luoc do khoa khoi dong (ban dau), véi chiing dau
vao l1a khoa K cho dau ra la r khoa vong phu thuoc 1a {K,} =K, ..., K

(a) E4 () la an toan chong lai tan cong ban rd da biét sit dung phép ma
hod nhi€u nhat r ban r6 da biét, theo nghia rit gon thong tin trong dé viéc
c6 dugc mot thong tin khong tAm thudng 13 khong thé.

(b) E,() khong chita cdc quan hé don gian nhu G,(P, K) =P @ a, a la
hing s6

+Budc 2. Xac dinh cac khoa con vong {RK,} = RK|, ..., RK, st dung cho
phép ma hod nhu sau

6 day IV la mot gia tri ¢6 dinh va ky hiéu nMSB(X) nghia la n-bit bén trai
nhat ctia X.

Chu y lugc d6 khod trén 1a manh theo nghia khong chia cac khoa quan hé
va tri thitc vé mot khoa con vong nao d6 khong giup gi trong xac dinh céc
thong tin vé khod con vong khac ciing nhu khod chinh K.

IV.3. VIEC SU DUNG HOAN VI TRONG CAC HAM VONG VA
CAC PHEP BIEN POI PAU VAO PAU RA CUA MOT HE MA
KHOI

Pé dam bao cho tinh khuyéch tdn dit liéu hoan toan trong phan ngiu
nhién hod dit liéu ctia mot hé ma khoi, van dé xay dung va lua chon hodn
vi st dung trong cac ham vong 1a hét stic quan trong. Trén cac tai liéu da
cong khai, chiing toi chua thiy c6 tai liéu nao cho nhing chi dan cu thé vé
van dé nay. Tat nhién, cac hodn vi lua chon & day phai dam bao mot s6
tinh chat nao d6, nhu c¢6 khoang cach trung binh Ia 16n, hay c¢6 khoang
cach déu hoac khoang cich ngiu nhién. Phép dich bit trong chuidn ma di
lieu Soviet GOST c6 thé xem nhu mot hodn vi ¢6 khoang cach déu nhung
nho. Do d6 theo mot nghia nao dé su dung hoan vi nay ciing s€ cho do
khuyéch tan t6t nhung cham, tic la phai v6i s6 vong kha 16n. Hoan vi
trong DES c6 khoang cach trung binh kha 16n nhung lai 1a hoan vi theo
bit nén toc do cham anh hudng trong thiét k& phan cing. C6 thé sir dung
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hodn vi ngau nhién duoc lua chon theo céc thuat todn cu thé, nhung dé 1a
bai toan khé néu s6 phan tir trong hoan vi la 16n. Mot cach tich cuc ¢ day
1a dua vao cdc két qua da nghién ciu sau vé cic dang hodn vi trong mat
ma ta c6 thé thiét k& va lua chon dugc céc hodn vi ddm béo cic yéu ciu
dat ra, chang han cdc hodn vi gid ngiu nhién, hodn vi tao b&i phép dong
du tuyén tinh hay phi tuyén. Tuy nhién cac Iua chon cu thé cin phai dugc
tinh todn can than dé dam bao t6i uu yéu cdu khuyéch tan dit liéu nhanh,
dong thoi khong anh hudng 16n dén té¢c do ma hod ctia hé ma khoi.

D6i v6i viee lua chon cdc phép bién doi dau vao diu ra cho mot hé ma
khoi kiéu Feistel, hay bat ky hé ma khoi nao c6 st dung cdc ham vong
lap, nguoi thiét k€& thuat todn ciing can phai hét stc chi y. Chang han
DES, str dung cac hoan vi c6 dinh cho trudc, doi véi tham ma hoan vi nay
hoan toan khong c6 y nghid gi ca, nhung néu chon mot phép bién ddi nao
d6 phu thuoc khod, thi duong nhién luoc d6 khoa can phai tinh toan ra
khod d6 va c6 nghia phan thiét ké Iuoc do khoa can phai dam bao an toan
cho ca khoa con vong cuing v6i khod cho phép bién d6i diu vao dau ra.
Pay ciling 1a mot yéu cau khong don gian. Mot chi y nita 1a cac phép bién
déi diu vao ddu ra trong hé Feistel phai dam bao tinh doi xdng thuan
nghich, khi d6 méi khong anh hudng t6i qui trinh ma dich tuong tu kiéu
E/D nhu da néi trong chuong mé dau. C6 mot s6 hé ma khoi da dé cap
dén van dé nay nhu trong hé E2, hé Rijndael, Twofish...Ching ta hoan
toan c6 thé nghién cttu hoc hoi va van dung trong cic thiét ké cu thé. Tat
nhién, khi lua chon céc phép bién ddéi dau vao dau ra can phai thiét ké
ngay lugc d6 khod tuong ting dam bao tranh cic tan cong da khao sat
trong cac phan trén.
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CHUONG 4: KHAO SAT MA KHOI THEO NHOM SINH
CUA CAC HAM MA HOA

Viéc tim cac tinh yéu cia mot hé ma khoi can cit vao nhiing dac tinh cu
thé ciia nhém sinh ctia cdc ham ma hoa clia hé ma dé trén co s& dé hinh
thanh nén nhitng tiéu chuén khi thiét k&€ xay dung cdc hé ma khéi an toan
1a mot hudng di dugc mot so tac gia nhu Kennth G. Paterson (xem [33]),
Ralph Wernsdorf (xem [38]), Sarval Patel, Zulfikar Ramran va Ganapathy
(xem [32])...quan tam va ciing da dua ra dugc nhiing két qua cé y nghia.
Trong chuong nay ching toi bat chude theo nhitng ¥ tudng clia cac tic gia
néu trén, trong dé c6 trinh bay lai két qua theo ching t6i cho 1a ¢6 y nghia
nhdt vé mat mat ma dé 1a khai niém nguyén thuy cta nhém céc phép thé
cua tdc gia Kennth G. Paterson roi 1dy d6 lam trong tAm phét trién. Cong
lao chu yéu ctia ching t6i dua ra trong bai nay 1a dua ra cac két qua lién
quan dén khai niém t-phat tan va t-phat tin manh cung véi ¥ nghia mat
ma cta ching. Qua cdc két qua da dua ra cling toat 1én mot van dé rat
thuc t€ d6 1a moi tinh y&u vé nhém cac phép thé c6 anh hudng dén tinh an
toan ctia hé mat thi viéc loai bd chiing chi 1a can thiét vi rat dé khic phuc
céc khuyét tat hinh thifc trén nhém sinh (chi bang céch b xung vao tap
cdc ham ma ho4 cung 1am 12 2 ham don gian) trong khi ban chit mat ma
chi phu thudc vao chinh tap cac ham ma hoa.

l. KHAI NIEM CO BAN

1.1.MA KHOI

Mot hé ma khéi m-bit duge dinh nghia 1a mot bo 3 {#, e, E, D}, trong d6
A 12 khong gian cac ban ro, € 1a khong gian cac ban ma, E 1a tap cac ham
ma hod con D 1a tap cdc ham giai ma v6i M = € ={tap cac sau bit 0, 1}, E
la tap con nao d6 cac phép thé trén tap {0;1}™ va D Ia tap cac phép thé
nguoc cta E. Néu ta ky hiéu E={f.: {0;1}™—>{0;1}™ v6i keK} thi D={f"
{0;1}"—>{0;1}™ v6i keK} va tap K dugc goi la tap khod cua hé mat.

A muon truyén thong bdo M cho B theo phuong thiic sau.
Budc 1. A va B thoa thuan vé6i nhau khoa keK cuia phién lién lac.
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Buéce 2. (Qua trinh ma hod)

Thong bao M duoc chia thanh cac khéi m bit M=M,M,...M, va
duoc ma hod thanh C=C,C,...C, v6i C=f,(M,) (i=1+t).
Budc 3. (Qua trinh giai ma)

Khi nhan dugc C=C,C,...C, thi B thuyc hién tim lai M=M M,...M
theo cong thic M=f, '(C) (i=1+t).

T

1.2. NHOM SINH CUA CAC HAM MA HOA

Ta biét rang tap tat ca cdac phép th€ trén mot tap hitu han v6i phép todn
nhan anh xa 1ap thanh mét nhém, theo 1y thuyét nhém véi mot tap cac
phép ma hoa E trén tap X={0;1}™ ludn ton tai mot nhém con nho nhat
chia E va dugc goi 1a nhém sinh bdi E. Tt nay ching ta ky hiéu nhom
sinh boi E cua mot ma khoi 1a G, va trong chuong nay ta s€ quan tam dén

cac tinh chat cua G lién quan dén tinh an toan ctia hé mat.

II. MOT SO TiINH CHAT CO BAN CUA G
I1.1. NHOM CON BAT PONG TREN MOT TAP
Dinh nghia 4.1. Cho O=YCX, ta ky hiéu Gy={g: g /,;Y—>Y} va dé dang
thdy rang Gy la nhém con cia G va duoc goi la nhém con bdt dong trén
tap Y.
Ta lai biét rang khi nay G duoc phan hoach thanh cac 16p ké cua Gy va

moi 16p ké cuia Gy thoa man tinh chat sau.

Tinh chdt 4.2. Vi moi g €G ta c6 Gyg={heG: h:Y >Yg}.

Chttng minh.

RO rang VfeGytacd Y —L>Y ma Y —£->Yg vay ¥ —£>Vg.

Nguogc lai Vh:Y — Yg thi do g': Yg—Y nén hg': Y—Y hay hg'eG,.
ma h=hg'g nén heG,g.[]

11.2. TINH PHAT TAN CUA G
Két qud 4.3. Cdc tdp xG={y: y=xg, g€G} vdi xeX ldp thanh mot phdn

hoach cua X.
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Chitng minh.
Hién nhién X=|JxG cho nén ta chi cin ching t0 Vx,yeX thi

xeX

xG =yG
xGNyG=¢

Qua vay néu zexGNyG tic 1a z=xg,=yg, hay x=yg,g," do d6 VwexG ta
c6 w=xg= yg,g,'geyG hay xGcyG. Bao ham thitc ngugc lai chitng minh

tuong tu.. |

Két qud 4.4. Tdp xG dong kin vdi G theo nghia: Yw exG, néu w=yg vdi g
nao do thi y exG.

Ching minh.

Tir wexG ta c6 w=xh véi nao d6 heG, lai tir w=yg nén y=wg'=xhg™"' hay
yexG.[

DPinh nghia 4.5. G duoc goi la co tinh phdt tdn néu xG=X.
Tir tinh chat 4.2 thi G dugc phan hoach thanh cédc 16p ké clia nhém con
G,,, ma s6 cdc 16p ke nay chinh bang s6 cac tap {xg} khdc nhau hay la s6

phan tir ctia tap xG vay ta c6 ngay hé qua sau.
Hé qua 4.6. vx X ta c6 'G="G,,/(xG).l
Chu y ring néu G c6 tinh phat tdn *(xG)=2" nén *G 1a boi ciia 2™,

Ky hiéu &={YX: Y=t} khi d6 VgeG ta c6 thé cam sinh 4nh xa g* trén
@, nhu sau: Yg*=Yg. Néu cac g* van la cac phép thé€ thi tap cac phép thé
nay 1a G* cling 1a nhom va theo két qua 4.3 ta c6 cac tap YG* tao ra mot

phan hoach cua &, va ta s€ goi G la t-phat tdn néu YG*=a,.

Chid y rang néi chung luc luong cua G* khong qud luc lugng cia G.
Trudng hop t="X thi G* chi con ding mot dnh xa va tinh *X-phét tan luon

luon dung véi moi G.
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I1.3. TINH NGUYEN THUY CUA G
I1.3.1. Block cua nhom cdc phép thé.
Dinh nghia 4.7. Cho G la mét nhém cdc phép thé nao dé trén tdp hiiu

han X. Tdp Y < X duoc goi la mot block ciia G néu Vg eG:
[ Y= Yg

YNnYg =0 (4.1)

Ching ta dé dang thdy rang cac tap X, & va {y} la céc block va duoc goi
la cac bock tam thuong.

Tinh chdt4.8. Néu Y, va 'Y, la cdc block thi Y=Y ,NY, ciing la block.
Chitng minh.

VY g% {YFYlg

VgeGtaconéu YNYg#ld = {Yszzg:tQ Y, =Yg

=>Y=Yg.[|

Tinh chdt 4.9. NéuY la block thi Vg eG ta c6 Yg ciing la block.
Chitng minh.
Néu JheG dé Yh khong phai 1a block tic 12 3geG sao cho

Yh\Yhg # D
4.2)
YhnYhg # O
nhu vay ta cé
{ Y\Yhgh™ = Yhh™ \Yhgh™ = & 43)
YNYhgh™ =Yhh™' "Yhgh™ # @ '

titc 1a 'Y khong phai block.[

Hé qud 4.10. Y la block ciia G khi va chi khi cong thiic (4.1) duoc thod

man Vg eR voi R la tdp sinh cua G.

Tinh chdt 4.11. Néu Y= la block cua nhém phat tan G thi tdp {Yg:
g eG} lap thanh mot phdn hoach trén X.

Qua vay, tr cong thic (4.1) ching ta da c6 {Yg} la cac tap con roi nhau
cia X cho nén dé ching minh tinh chit nay ta chi cdn chi ra ring
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Xc | JYg (4.4). Do Y#(J, gia st xeY, theo tinh phét tdn clia G thi xG=X

geG
cho nén VyeX sé ton tai geG sao cho xg=y va nhu vay yeYg vay tinh
chat da duoc ching minh.[]

DPinh nghia 4.12. Nhém G phdt tdn trén X duoc goi la nguyén thuy néu
chi ton tai nhiing block tam thuong.

Tinh chdt 4.13. Cho Y la mot block khong tam thuong ciia nhom phdt tan

trén Xva gid su{Y;: i=1+r} la mot phdn hoach Xtheo Y. Khi do:

(a).Véi moi g eG ton tai hodn vi rtrén tdp {1,2,...r}sao cho Vi=1<+rta cé:
Y=Y, (4.5)

(b).dnh xa ting g eG vdi m néu trong (a) la dong cdu nhom tiw G vao nhom

ITtdt cd cdc hodnvi trén tdp {1,2,...r}.

IIl. QUAN HE GIUA CAC TiINH CHAT cO BAN CUA G VOI TiNH
AN TOAN CUA HE MAT
I1.1.TINH PHAT TAN
RO rang mot yéu cau veé tinh phat tin ctua G 1a hop 1y d6i v6i mot hé ma
khéi bai vi trong truong hop tap cac ham ma hoa trung v6i G thi hé mat
nhu vay chita dung mot thuoc tinh rét tot trong mat ma dé 1a moi khéi ma
déu c6 thé duoc ma tir mot khoi rd bat ky.

Ta c6 thé phan tich k§ hon tinh yé&u ctia hé mat trong trudng hop tinh phat
tdn ctia G khong dugc thod man. Chi y rang tinh phat tan 12 twong duong
vGi phan hoach dua ra trong két qua 4.2 c¢6 ding mot tap do d6 su khong
phat tan cia G dan dén X bi phan hoach bdi cac tap con xG, gia su
X=X +X,+...+X, v6i X.=x.G. Nhu vay doi v6i nhitng khoi ma thudc tap X,
¢6 luc luong khong 16n 1am thi do khéi rd tuong ting clia né chi thudc tap
nay va c6 thé tim dugc bing céach vét can. Trong trudng hop céc tap trong
phan hoach c¢6 luc lugng nhu nhau thi s6 luong duyét toan bo cac khoi ro
c6 thé d6i véi moi khoi ma sé 1a "My

100



Ngoai ra ching ta cling ¢ thé chi ra yéu cdu vé tinh phat tdn cia mot hé

ma khai la chua day da qua vi du sau day.

Vi du 4.14. Xét hé ma c6 E={f:X—>X} v6i xf=(x+1) (mod 2™), (& day ta
dong nhat phan tir x nhu mot véc to trong khong gian m chiéu {0;1}™ véi
gid tri nguyén c6 biéu dién nhi phan 1a diy m bit toa do tuong ting cla
nd). Hé mat trén 1a rat toi th€ nhung r6 rang nhém G cta nd cé tinh phat
tin do Vx,yeX ta lay g=f'eG véi t=(y-x) mod 2™ la ¢6 ngay xg=y hay
xG=X.

111.2.TINH YEU CUA CAC MA KHOI CO G LA KHONG NGUYEN THUY

Cho ban ma ¢ duoc ma bang geG nao d6 véi gia thiét rang chiing ta luon
thuc hién duogc viéc ma hod cac thong bio m khic biang mg.

Gia st {Y,Y,,...,Y,} 1a mot phan hoach X tir block khong tam thuong Y
nao d6 cta G. Vi méi i 18y m,eY, va tinh ¢=m,g, tir d6 xac dinh nell
dugc tuong Gng boi g.

Xac dinh j sao cho ceY;. Khi nay hién nhién meY,=Y;,"' 1a mot tap chi

1]

c¢6 *— phan tir.
r

Né&u nhu viéc tim meY, chi theo phuong thiic vét can thi s6 budc thuc tin

cong trén chi la
r+—r >2 /x| (4.6)

Qua phan tich trén cho chiing ta mot yéu cau can thiét doi véi viéc thiét k&
mot hé ma khoi dé 1a nhom G cuia né phai ¢6 tinh nguyén thuy. Ciing nhu
yéu cdu vé tinh phat tdn ching ta ciing ¢6 thé chi ra yéu cdu vé tinh

nguyén thuy chiing khong day du qua vi du sau.
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Vi du 4.15. Xét hé ma khoi c6 tap cac ham ma hod la E=G+{g*} v6i G la
nhom cua hé ma néu trong vi du 4.14 con g* la phép th€ xac dinh nhu

Sau.

x khi x<l1
VxeX thi xg*=|2k+1 khi (x=2k)A(x>1) 4.7).

2k khi (x=2k+DA(x>1)

Theo vi du 4.14 thi nhém cac phép thé clia hé méat néu trén ciing ¢6 tinh
phat tan, gia st nhom nay la khong nguyén thuy thi khi d6 ton tai block
khong tdm thuong Y v6i hé day du cac block véi dang Yg. Khong giam
tong quéat ta coi 0€Y. Do Y khong tdm thudng nén ton tai it nhat O#xeY.

Trudc hét ta thay rang néu x,yeY, tir tinh phat tdn ta ¢6 Ig sao cho xg=y
lai do Y 1a block nén Y=Yg. Tut nhan dinh trén ta ¢6 n€u 0 va xeY thi ix
(mod 2™) v6i moi s6 nguyén i. Néu x 1a s 1€ ta c6 ngay tap

Y>ofix (mod 2™): i nguyén }=X. (4.8).
Do Y la khong tam thuong nén ta suy ra Y chi gom nhiing s6 chan.
Xét Yg*. Tu (4.7) ro6 rang 0g*=0 nén Yg*=Y, vay xg*eY. Nhung ciing
theo (4.7) thi xg* lai 1a mot s6 1€ nén mau thuan vé6i (4.8). Tom lai Y

khong thé 1a block thuc sy hay hé ma cta ching ta ¢c6 nhém phép thé 1a
nguyén thuy.

V6i hé ma néu trong vi du trén ta dé dang nhan ra rang rit khong an toan.

IV. MOT SO PIEU KIEN DU BDE NHOM CAC PHEP THE CO TiNH
PHAT TAN VA NGUYEN THUY

DPiéu kién 4.16. Néu c6 ham md hod g€eE sao cho quy dao vdi phan tu
ddu la xeXla {xxgxg,..}=X, va duoc goi la phép thé cé quy dao cuc dai,
thi nhom cdc phép md hod cé tinh phdn tan.
Ching minh.
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Tir gid thi€t clia diéu kién trén ta thdy xG,=X v6i G, 1a nhém cyclic sinh

boi g, ma G,cG nén ta c6 ngay xG=X.[

Mic di riang chi can ton tai mot ham ma hod cé quy dao cuc dai 1a dam
bao cho nhém céac phép thé c6 tinh phat tdn nhung dac tinh nay cta cac
ham ma ho4 12 mot dac tinh t6t vé mat mat ma nén chiing ta nén dua ra
yéu cAu vé cdc ham mi hod do la:

Tiéu chudn 4.17. Tdp cdc ham md hod E gom cdc phép thé cé quy dao

cuc dai.

Diéu kién 4.18. Néu G la 2-phdt tdn thi G ciing la nguyén thuy.
Ching minh.
Pau tién ta chiing to G la phat tan.

Qua vay, gia str x,y=0 bat ky, xét tap {0,x}. Do tinh 2-phéat tan nén 3geG

sao cho

{0.x}g={xy} (4.9).
Tir dang thic (4.9) ta c6 0g=0. Khong giam téng quat coi c6

Og=x (4.10).
Bay gio VzeX bat ky, lai do tinh 2-phat tin nén ton tai g,€G sao cho:

{0,x}g,={x,z} 4.11).

Néu 0g,=z thi ze0G, ngugc lai ta c6 0g,=x va xg,=z vay 0g,’=z nén
z€0G. Tom lai ta da c6 0G=X.
Bay gio néu G khong nguyén thuy tic 1a ton tai block khong tdm thuong
laY, ta gia su x,yeY. Xét ze X bat ky. Do tinh 2-phat tan nén ton tai he G
sao cho:

{x,y }h={x,z} (4.12).
Dang thitic (4.12) c6 nghia 12 YhnY=Z va do d6 Y=Yh. R rang
[x,z}cYh=Y vay ta c6 ngay ze Y hay Y=X. Mau thuin nay chiing to rang
G la nguyén thuy.[]
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Két qua trén chiing to rang tinh 2-phét tdn 1a manh hon tinh nguyén thuy.
Do diéu kién thoi gian va kién thitc chua cho phép nén chiing toi chua c6
mot khang dinh gi vé diéu nguoc lai, tuy nhién giita tinh phat tan va 2-
phit t4n thi ching ta cé dugc duoc khang dinh sau.

Két qud 4.19. Tinh 2-phdt tan manh hon hdn tinh phdt tan.

Chitng minh.

Trong chiing minh diéu kién 4.18 ching ta da chi ra ring néu G 2-phét tin
thi phat tdn. Nguoc lai, nhém G néu trong vi du 4.14 di dugc khang dinh
12 phat tdn tuy nhién ta dé dang kiém tra duoc rang tap céc so chin Y
chinh 1a mot block khong tdm thuong cua nhém nay va do di€u kién 4.18

ta c6 ngay G la khong 2-phét tan.[]

V. MOT SO PHAN TiCH THEM VE TiNH T-PHAT TAN

Maic du ching ta da thu duoc mot két qua vé tinh manh hon han caa tinh
2-phét tin so véi tinh phét tdn thé€ nhung trong chi y dua ra vé khdi niém
nay trong phan II chiing ta cling thdy ring moi nhém bat ky céc phép thé
déu c6 tinh 2™-phat tdn diéu nay c6 nghia khong thé ¢6 dugc mot két luan
v€ tinh manh hon cuta tinh (t+1)-phdt tdn so véi tinh t-phdt tdn mot cach
tong quét. C6 thé c6 ging dé chiing minh thém dugc mot s6 két qua tuong
tw cho mot s6 gia tri t cu thé nhung ¢ 1€ y nghi clia ching ciing chua
duoc rd rang 1Am nén trong phan nay chdng t6i md rong thém khai niém t-
phat tan dé dua ra duoc mot so két luan 1y thuyét bé ich hon.

V.1. KHAI NIEM T-PHAT TAN MANH
Ky hiéu X, 1a tap tit ca cac chinh hgp chap t cua 2™ phan tlr cia X va véi
moi geG ta thdy rang V{x,,X,,...x,} €X,, do g 1a phép thé nén:

{X,8,X,8,....x,g} X,

(4.13).
Biéu thiic (4.13) ¢6 nghia 1a tir g:X—X ta da cam sinh dugc g*:X, —X,
bdi cong thiic sau:
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{X1,X0,0 00X } 25 ={X,2,X,8,...,X, } (4.14).
Hon th€ nita, néu {X,,X,,...X,}#{y;,¥2,....y,} thi hién nhién:

{X18:%,8,... X} #{Y12.Y28,--,Y:8) (4.15).
Biéu thiic (4.15) c6 nghia 1a g* 1a phép thé trén X..
Ky hiéu G*={g*: geG} ta dé dang chi ra rang G* ciing 1a nhém véi phép
nhan cam sinh tir phép nhan trén G tiic la:

g* h*=(g.h)* (4.16).

Dinh nghia 4.20. G duoc goi la t-phdt tdn manh néu G*={g*: geG} la

phat tan trén X.

Qua dinh nghia trén ta thay ring néu G 1a t-phdt tdn manh thi méi bo t
khoi m bit déu 1a anh ctia moi bo t khoi m bit nhu vay néu hé ma c6 E=G
12 nhém t-phdt tdn manh thi mdi t kh6i m bit bat ky déu c6 thé 1a ban ma
ciia mot t khoi m bit bat ky va day chinh la dac trung rat tot cho tinh an
toan cua hé mat. Ching ta ¢ thé dua ra cac thudc tinh t-phdt tin manh dé
1a cdc tiéu chuan cho mot hén ma khai, nhung trude hét & day ta sé chi ra
céc thuoc tinh trén 12 ton tai bang két qua sau.

Két qud 4.21. Vt: 0<t<2" lubn ton tai hé md khoi c6 G la t-phdt tdn
manh.

Ching minh.

V6i moi bo t phan tir c6 thit tw {X;,X,,....x,} €X,, ta ky hiéu gy, ) 12
phép thé trén X duoc xac dinh nhu sau:

X &(x1xy..x,) =X; VOL X=1,2,..t
X &(xx,..x,) =1 VOI X=X; 4.17).
X &(xx,..x,) =X trong cac truong hop con lai.

xét hé ma khoi c6 E={f,: Vae X }.

Néu ky hiéu a,={1,2....,t} hién nhién ta c6 a,f,*=a do d6 a,E*= X, vay
o,G*= X,  v6i G la nhém sinh bdi E tic 1a G 1a t-phat tdn manh.[ |
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Chu y: Thuc ra dé c6 duogc két luan néu trong 4.21 ching ta chi can dua ra
hé ma khoi c6 E Ia tap toan bd cac phép th€ trén X. Tuy nhién viéc chiing
minh ctia két qua 4.21 thuc chat con bao gobm mot minh hoa cho su ton tai
mot hé ma khoi t6i ¢6 tinh t-phat tdn manh d6 1a hé ma c6 E 1a tap cac
phép the g . ...

v.2. MOT SO TINH CHAT

Tur cdc dinh nghia thi hién nhién ta co.

Tinh chdt 4.22. Néu G la t-phdt tdn manh thi né ciing la t-phdt tan.]

Trong khi tai phan IV, v6i két qua 4.19 ching ta da chi ra riang tinh 2-phat
tdn 1a manh hon thuc su tinh phdt tdn va dong thoi ciing cho thdy rang
moi nhém déu c¢6 tinh 2™-phat tan thi d6i véi tinh t-phét tdn manh ching
ta c6 tinh chat sau.

Tinh chdt 4.23. Néu G la (t+1)-phdt tan manh thi né ciing t-phdt tdin
manh.

Chitng minh.

Xét bo t phan tir c6 thit tu {x,,X,,..,x,} bat ky. Lay x,,, khac véi tat ca cac
X; VOi i=1+t, khi d6 do G la (t+1)-phat tin manh nén ton tai geG sao cho

{1,2,.. tt+1 }g*={X{,Xp, 0, Xp X1 } (4.18)
Tu dinh nghia cta g* ta c6 ig=x, v6i moi i=1+(t+1) va nhu vay ta lai c6

{1,2,..t}g*={X.X,,....X } (4.19)
Hay G la t-phét tdn manh.[.

Tinh chdt 4.24. Néu G la t-phdt tan manh thi "G>'X..

Chitng minh.

Theo dinh nghia cua t-phiat tin manh thi v6i moéi bo c6 thi tu

{X,X5,..,X, } €X, Iuon ton tai geG sao cho c¢é dang thitc (4.19). Rd rang
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néu {X;,X,,....X,} va {y;,¥,,....y,} 1a hai bo t khac nhau thi cac phép thé g va
h tuong ting dé thod man dang thiic (4.19) tiic 1a.

{1,2,..t}g*={X,Xp,....X}

{1,2,...t}h*={y,y,,....y,}

ciing 12 khac nhau do d6 ta di c6 diéu cin ching minh.[

Mot 1an nita cling vi 1y do thoi gian va trinh d0 nén tai phan nay ching toi
van con dé lai mot so van dé nhu sau.

Thit nhét ta thdy ring mot diéu hién nhién 12 tinh 1-ph4t tdn va 1-phat tdn
manh chi 1a mot, ngugc lai véi G chi gobm phép thé€ don vi 1a 2™-phat tin
nhung khong 2™-phat tin manh. V&i nhiing 1<t<2™ con moét ciau hoi chua
giai quyét la>

Vin dé 4.25. Liéu co ton tai 1<t<2™ sao cho tinh t-phdt tin manh la
manh hon han tinh t-phdt tdn? .

Lai xuat phat tir bat dang thic néu trong tinh chat 4.24. DAu tién véi vi du
4.14 v6i hé mat cé tinh phat tin d6 la hé c6 E={f:X—>X} véi xf=(x+1)
(mod 2™), ta thdy rdng nhém G sinh bai E 12 nhém cyclic ¢6 diing 2™ phan
t khac nhau d6 la f; duoc xac dinh nhu sau.
xf.=(x+i) (mod 2™). (4.20)

Do d6 ton tai nhém 1-phdt tdn manh ¢ luc luong bang luc luong cua
X=X.. Mat khac nhém toan bd cac phép thé 1a 2™-phat tin manh ma nhém
nay c¢6 (2™)! phan ti va cling trung v6i s6 phan tir cha tap X, . Dén day

mot bai todn nita c6 thé dugc dit ra 1a.

Vidn dé 4.26. Liéu c6 ton tai nhitng nhém t-phdt tan manh véi 1<t<2™ dé
xdy ra ddu bdng trong bdt ddng thitc néu trong tinh chdt 4.24 hay
khong? .|

Dé ¢6 thé dua ra nhitng 101 két luan cudi cung, sau day ta cing xem xét
dén mot két qua lién quan dén van d€ can quan tam nhat d6 1a tinh chat
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yéu cau cao nhat vé nhom cdc ham ma hod ma ta dua ra duoc trong bai
nay doé la 2™-phat tdn manh cé du cho tinh an toan cta hé mat khong.

Két qua 4.27. Ton tai hé md khoi khong an toan ma nhém sinh bdi cdc
ham md hod cua né cé tinh 2™-phdt tan manh.

Ching minh.

Xét hé ma khoi c6 tap cac ham ma hoa E={f: i=1+(2"-1)} trong d6
i—-1 khi x=i

xfi=3 i khi x=i-1 4.21)

x (x#)A(x=i-1)

(Trong cong thitc (4.21) ciing ¢6 su déng nhat ddy m bit véi gid tri ¢ bi€u
dién nhi phan la day bit do).

Hién nhién hé mat trén 12 khong an toan vi chi ¢6 cing 1am 1a hai kh6i 1o
1a ¢6 khoi ma khéc né con lai cadc khoi ma déu chinh 1a khoi 6.

Sau day ta s€ chi ra rang nhém G sinh b6i E 1a 2™-phdt tdn manh.

Vi i<j ta ky hiéu

gij~ fjfj-l“fi+1 (4.22)
Tir dinh nghia clia cdc ham f; thi ta thdy rang cdc ham g;; c¢6 tinh chat sau:

jgi,j:i (4.23)

kg, =k Vk<i (4.24)

Xét mot hoan vi bat ky {xy,X,,..,x,;} cua tap n s6 {0,1,...,n-1} (& day
n=2").

Dau tién, gia sit x;=0. Néu j>0 ta xét nh ctia {0,1,...,n-1} qua g; va gid sut
la

{0,1,...n-1} g%, ={x¢" X, seeXpy '} (4.25)
Theo (4.23) thi x;'=0.
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Tiép theo, gia su x,=1 va twong ung x,'=r. Hién nhién r>1 va néu r>1 ta
xét anh cla {x,',x,",....x,;'} qua g, , va gia sir 1a

{Xo" X, e Xt Y €F L X0 X e Xt ) (4.26)
Lai theo (4.23) ta ¢6 x,'g, =1 va theo (4.24) thi x;'g, =0. (4.27)

... Nhu vay néu lap thuat toan trén dén budc thit u thi day anh thu dugc 1a
{X0"X "X, "} s€ c6 tinh chat sau: x,"=X; tai moi vi tri i thoa man x<i.
Nhu vay day anh dén bude thi n-1 1a

(XXX = X X e X ) (4.28)

Pang thiic (4.28) ching t6 {0,1,...,n-1}g*={X,,X,,....x,.;} V6i g 1a tich clia
cdc g;; duoc thuc hién trong n-1 budc trén va diéu nay c6 nghia G la 2™-
phét tin manh.[]

Hé quad 4.28. Nhém sinh cua {f,f,} (trong d6 f 1a phép thé€ dua ra trong vi
du 4.14 con f| 1a phép thé dua ra trong két qua 4.27) la 2™-phdt tdn manh.

Dé chitng minh hé qua nay chiing ta chi cn chi ra rang nhém sinh ctia tap
{f,f,} chia E vé6i E 1a tap cac ham ma hoa dua ra trong két qua 4.27 1a du.
Qua vay ta luon c6 f="f,f' Vi>0 va ciing van ky hiéu n=2".[]

KET LUAN

1. Moi tinh y&u cua mot hé ma khai duge xuét phat tir nguyén nhan nhém
sinh cua tap cac phép ma hoa clia n6 ¢6 mot tinh chat dac biét nao dé
(chic chén 12 do né khong triing véi nhom toan bo cdc phép thé) phai
dugc dua vao thanh tiéu chuin dé xay dung thiét k€ mot hé ma khoi.

2. Trong nghién cttu cua ching toi, dac biét 1a hé qua 4.28, cho thay viéc
lam cho mot hé ma khoi ¢6 nhom sinh clia tap cac phép ma hoa E
trung v6i nhém toan bo cdc phép thé l1a rat dé dang d6 1a chi can bo
xung vao E hai ham f va f, nhu da trinh bay trong hé qua do.

3. C6 thé nhiéu két qua ma ching t6i trinh bay trong bai viét nay chua
gan b6 gi v6i nhitng diéu chiing ta quan tAm nhat (thé hién su lién quan
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dén tinh an toan cua hé ma khoi) nhung qua né ta c6 thé thay duogc
nhiing khai thac vé mat cu tric ciia nhém cac phép thé.

. Cudi cung chung toi ciing thira nhan rang cic két qua méi chi dimg &
mitc do 1y thuyét, dé€ c¢6 thé vuon t6i cdc két luan thuc t€ ching ta can
phai dau tu vao viéc xem xét cac thudc tinh da duoc nghién ctru vao
nhitng mo hinh ma khoi quen thuoc nhu DES, FEAL, IDEA, GOST,...
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CHUONG 5: KHAO SAT CAC DAC TRUNG CUA MA
KHOI THEO QUAN DIEM XiCH MARKOV

R4t nhiéu ma khoi, ma dién hinh 1a DES va IDEA, c6 thuat todn ma hod
tién hanh lap di lap lai mot ham (thuong dugc goi la ham vong). Hai
phuong phap tan cong rat néi tiéng doi voi loai ma khoi nay 1a tdn cong
luong sai va tan cong tuyén tinh. Trong tdn cong lugng sai, nguoi ta da
lién hé Iuong sai ctia hai khoi vao véi luong sai ctia cac khoi ra tuong ting
ctia ham vong dé thiét 1ap cong thitc lugng sai. Trén co s& cdc cong thiic
lugng sai nay nguoi ta chon mot tap cac cap rd, thu cic cdp ma tuong ing
roi tién hanh tim céc bit khod cua nguoi 1ap ma. Tu cac bit khod nay, c6
thé dung phuong phdp thir va sai dé tim céc bit khod con lai. Trong tin
cong tuyén tinh, cac cong thiic tuyén tinh lién hé cac bit khoa véi cac bit
rd va cac bit ma tuong tng duoc thiét 1ap (ding véi mot xac suit nao do)
tlr mai lién hé tuyén tinh cta cac bit vao va cac bit ra twong ting clia ham
vong. Trén co s& cac cong thic tuyén tinh nay, khi thu dugc mot tap cac
cap ro/ ma tuong ¢ng, nguoi ta tim cac bit khoa ctia nguoi 1ap ma.

Hiéu qua cta hai phuong phéap nay dugc thé hién trén cdc phuong dién sau
day: tap cac cap r0, va cac cap ma tuong ung (trong tan cong lugng sai),
tap cac cap rd/ ma tuong tng (trong tan cong tuyén tinh) c6 do 16n la bao
nhiéu thi x4ac sudt thanh cong clia ngusi ma tham du cao? Khi ¢6 tap nay
roi thi thoi gian ti€n hanh c6 thuc t€ hay khong? Kha nang thuc t€ trong
viéc thu thap tap hop nay?

Doi v6i nguoi 1ap ma, cac cau hoi thuong dugc dat ra nhu sau: Ham vong
phai dugc thi€t k& nhu thé nao dé cic cong thitc & trén ding v6i x4c suat
bé? S6 vong lap t6i thi€u phai 1a bao nhiéu dé khién cho luc luong céin
thiét cua tap r6/ma lam nan long cac nha ma tham?

Viéc nghién ctiu ma khéi trén quan di€ém xich Markov da gitip céc nha
mat ma tra 10i cac cau hoi d6 trén nhitng diém 16n, khai quat.

. MOT SO €O SG TOAN HOC
1.1. XICH MARKOV HOU HAN
Mot day cac bi€n ngau nhién roi rac v,,v,,...,v, dugc goi la mot xich
Markov néu vé6i 0< i < r ( ¢6 thé r=0), ¢

P(vm = ﬂi+1|vi =BV, BiisesVo = Bo ): P(Vm = IBi+1|vi = IBl)

111



Mot xich Markov dugc goi 1a thudn nhdt néu P(v,,, = plv, = «) khong phu

thuoc vao i doi véi tat ca a, B. Trong chuong nay, khi khong néi gi thém
thi ta chi xét cac xich Markov thuan nhat. Néu cac bién ngau nhién v,
cung nhan gia tri trén mot tap hitu han (ky hiéu s6 phan tir clia tap nay la
N) thi ta c6 xich Markov hitu han.

Dai luong

v, =z)

pij = P(vn+1 = .]
dugc goi 1a xéc suat chuyén sau mot buée. Pai luong sau day duge goi 1a
x4c suat chuyén sau k budc
plﬁk) = P(Vn+k = j|vn = Z): P(Vk+1 = j|vl = l)
Rorang p; = p, . Ta quy uéc
1, i=j
Py ={ o
0, i # ]
Ma tran P=(p;), pW = (pg")) lan luot duoc goi 1a ma tran xdc suat chuyén
sau 1 budc, ma tran xac suat chuyén sau k budc.
Phan phoi cua xich tai thoi diém n la:
p;’ = P(vn = j), n=0,1,..
bat 1" = (p!")). Khi d6 T1=11) dugc goi 1a phdn phoi ban ddu ca xich
Markov hitu han, thuan nhat.
Phan phoi ban ddu dugc goi 1a dirng néu IT™ khong phu thudc vao n, tiic
1a TT=11" | hay IT=ITP.

Mo hinh ctia mét xich Markov roi rac va thuan nhét cé tip trang thai hitu
han E ={1,2,...,N} 1a bo ba (v,IL,P), trong dé (v,) la day cic dai luong
ngau nhién roi rac nhan gia tri trén E, IT 1a phan phoi ban dau, P 1a ma
trn x4c suét chuyén.

Dinh ly 5.1. Gia stt (v,,I1,P) 1a mo6 hinh ciia mot xich Markov roi rac va
thuan nhat c6 tap trang thai hitu han E ={1,2,...,N}.

(i) Néu P chinh quy theo nghia sau: ton tai n, sao cho
min p§”°)>0 (5.1)
thi ton tai cic so m, _my sao cho
>0, Y 7, =1 (5.2)

JjeE
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va v6i moi jeE
limp" =7 . (5.3)

n—>0 Yy J

(ii) Nguoc lai, néu ton tai cdc s6 m; _my thod man cic diéu kién (5.2) va
(5.3) thi s€ ton tai n, thod man (5.1).

(iii) Céc so m, my 1a nghiém cua hé phuong trinh
X, =Y x.py.j€E (5.4)

va d6 1a nghiém duy nhat thod man diéu kién

x,20,YjeE ; Y x =1

JeE
néu (5.1) duogc thuc hién.

Nghiém khong am ( «t; _my) clia phuong trinh (5.4) sao cho Y, =1 duoc
goi 1a phdn phoi dimg (hay bat bién) cua xich Markov v6i ma tran xac
suéit chuyén P=(p; ).

Véi phan phoi dimg, ta ¢6 7! = P(v, = j)=x,, titc 1a v,,...,v, ,... ¢6 phan
phoi xac suat nhu nhau.

Ta noéi rang xich Markov c¢6 phan phoi gidi han, néu Vj=1,2,...,N ton tai
cac gidi han lim p\" = 7, khong phu thuoc vao i va thoa man cdc diéu kién

n—o0 l']
n>0, > z,=1. Trong trudng hop d6 ta goi ( m, my) la phan phoi gidi
JjeE

han.
Dinh Iy 5.2. Néu ton tai phan phoi gidi han, thi d6 1a phan phéi dimg duy
nhat.
Ta noéi rang trang thdi i lién thong véi trang thai j né€u ton tai cic s6
nguyé ho p{' >0 va p'*h >0, déng thoi ky hiéu i <>j. C6 thé

guyeén r,,r, sao cho p;"”' >0 va pi*' >0, dong thoi ky hiéu i <>j. C6 the
thdy <> la quan hé tuong duong.
Néu xich Markov chi c6 1 16p twong duong thi né dugc goi 1a bdt khd
quy. Trang thi i c6 chu ky d=min{ k: p’' >0} ( Néu p%'=0 doi véi tat
can >1 thi dat d,=0) va dugc néi 1a khong co chu ky néu d=1. R6 rang néu
i lien thong véi j thi d;=d; .
Chu ky d cta xich Markov duoc dinh nghia 1a wdc so chung lon nhdt cta
d,,d,,...,dy va xich dugc néi 1a khéng cé chu ky n€u d=1. D1 véi xich bat
kha quy thi d= d,=d,=...=dy.
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Xich Markov hitu han, bat kha quy va khong c¢6 chu ky duoc goi la
ergodic.
Dinh 1y 5.3. Néu xich Markov la ergodic, thi ton tai phan phéi duy nhat IT
= (m,  Ty) sao cho

n=1lim p". (5.5)

U
Tacé ) p, =1 theo dinh nghia, va ngoai ranéu ) p, =1 thi P dugc néi la
j i
ngdu nhién kép.
Tir nay vé sau, trong nhiéu trudng hop, thay cho néi ' diy ... 1a ergodic'
thi ta c6 thé néi 'P 1a ergodic' cho gon.
Dinh ly 5.4. Néu P (xich) 1a ergodic va ngiu nhién kép thi phan phdi gidi
han cho né 1a phan phoi déu IT=(1/N,...,1/N).
Pat
[0 =P, = jv, # eV, # jive =i j € E.
Khi d6 i dugc goi la trang thai hoi quy néu f.=1; va dugc goi la trang thai
khong hoi quy néu f,<1.
Gia str i 1a trang thdi hoi quy. Ta ndi i 1a trang thai duong néu p; <o, i la

trang thdi khong néu p; =oo, trong d6 u, => nf" .

n=0
Dinh ly 5.5. Néu (v, ) la xich Markov bat kha quy, khong c¢6 chu ky, cé
hitu han trang thdi thi tit ca cc trang thai 1a hoi quy duong.
Dinh ly 5.6. Gia st (v, ) 1a xich Markov c¢6 hitu han trang thai. Khi d6 céac
diéu kién sau la tuong duong:
(1) (v, ) l1a bat kha quy va khong cé chu ky.
(ii) (v, ) 1a bat kha quy va khong c6 chu ky, tét ca cac trang thai 1a hoi quy
duong.
(iii) Ton tai cac gi6i han

— lim »™ P _
7= }ll_r)l;.}py. sao  cho 7w, >0,VjekE, Zﬂ'j =1.
JeE

(iv) Ton tai n, sao cho voi moi n>n, thi min p{" > 0.
LJ

11.2. DO THI NGAU NHIEN
Nhiéu tdc gia da nhan xét ring, c6 thé xem ma tran chuyén P nhu ma tran
ké ctia do thi c6 huéng G=(V, E), trong d6 V={ v,,v,,...,vy} la tap dinh va
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c6 canh dinh huéng tir v; t6i v; néu va chi néu p;; >0. Nguoi ta goi G 1a d6
thi co s& cua P.

Do thi ¢6 huéng G dugc goi 1a ¢6 lién két manh n€u véi tat ca v, , v; luon
ton tai duong dan c6 huéng tir v; t6i v;. Khi d6 P la bat khd quy néu va chi
néu G Ia lién két manh.

Chu y rang néu G ¢6 vong ( ¢6 canh tir v, tGi chinh né, hay p, >0) thi P
khong c6 chu ky.

Ta s&€ néi rang hdu hét cac d6 thi N dinh va m canh c6 tinh chat nhét dinh
néu ty 1é cac do thi c6 tinh chat nay dan dén 1 khi N—oo. Nguoi ta chi ra
rang hau hét cdac do6 thi ¢6 hudng G véi N dinh va m canh ¢6 vong khi
m=N*y,, Yy —0. Hon nita, Palésti [11] da chi ra ring hau hét cdc do6 thi
c6 huéng G vé6i N dinh va m canh 1a lién két manh khi m=N(logN+yy), ¥x
—0. O day, vy 12 ham bt ky tién dén oo khi N—oo.

Dinh ly 5.7(Palasti). Cho m=N(logN+yy), v6i vy —o0 Khi d6 hau hét cac
do thi c6 huéng G vira 1a khong ¢6 chu ky, vira lién két manh.

Chiing minh. V&i hai bién c6 bat ky o, o, ta co:
Pr(a,+ a,)=Pr(a,)+ Pr(a,)-Pr(a, o)< 1;
do do
Pr(a, a,) = Pr(a,)+ Pr(a,) - 1.

Néu o, =" G khong c6 chu ky", o, =" G lién két manh" thi v6i gia thiét
noéi trén, Pr(a,), Pr(o,) dan dén 1 khi N—oo. Tt d6 Pr(a; o,) —1 khi
N—oc0.

Gia thiét rang v6i mbi N va m, d6 thi duoc chon ngiu nhién déu. Ta ¢ hé
qua cua dinh ly trén.

Hé qud 5.8. Cho G la d6 thi ¢6 huéng véi m canh, N dinh. Cho
Pr{ m > N(logN+yy) } —1, trong d6 yy —o. Thé thi khi N—oo
Pr{ G khong c6 chu ky va lién két manh} —1.

Il. MAT MA MARKOV VA THAM LUONG SAl
IL.1. MAT MA MARKOV

Ta xét viéc ma hod mot cap cac ban rdo khac nhau béi mat ma 1ap r vong
nhu dugc chi ra trong hinh sau day:
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Y(r-1)

YO=X —Y() Y .. 1 Y
7 7) "
- Y (r-1) ‘ Y'(r)
YO =X F—Yd @) e o o f
AX=X®(X*)' AY(1)  AY(Q2) AY(r-1)

Trong hinh nay luong sai AY(i) gitta hai khoi m bit Y(i) va Y*(i) dugc
xac dinh nhu
AY (1) = Y1) ® Y*(i),

trong d6 ® ky hiéu phép toan nhém dac biét trén tap cac khoi m bit va
Y*(i)"! chi phan tir nghich ddo ctia Y*(i) trong nhém.
Ta nhan duoc

day cdc luong sai AY(0), AY(1), ..., AY(r)
v6i Y(0) = X va Y*#(0) = X* la cap ro sao cho AY(0) = AX, va Y(i), Y*(1)
(O<i<r) 14 dau ra clia vong thit i, dong thoi cling l1a dau vao clia vong thit
(i+1). Cac khoa con cho vong thtt i duge ky hi¢u la ZY va f 1a ham vong
sao cho Y(i) = f ( Y(i-1), Z?).
Sau nay ta s& luon luon gia thiét ring X # X* vi khi X=X*, tit ca AY(i)
s€ bang phan tir trung hoa e ctia nhém. Day 1a truong hgp ma thim lugng
sai khong quan tam. Nhu vay, AY(i)e F;"- {e}. Ta ciing gia thiét rang cac
kho4 con dugc dung trong mobi vong cua mat ma lap la doc lap thong ké
va ¢6 phan phoi déu, tuy thé trong thuc t€ cac két qua nay ung dung tot
cho cdc mat ma lap du rang & day cdc khod con vong duoc sinh boi thuat
todn tadc dong 1én khod bi mat.
I1.1.1. Dinh nghia.

Dinh nghia 5.9. Mat ma lap v6i ham vong f 1a mdt md Markov néu ton tai
phép todn nhém & doi voi cdc luong sai xdc dinh sao cho, voi moi o (a #
e)va p(p =e), dai luong

PAY =Bl AX=a, X =),
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trongdoY =f(X,Z) va Y* =f{ X* Z), la doc ldp voi y khi khod con Z la
ngdu nhién phdn phoi déu; hodc tuong duong, néu
PAY =f AX=0a,X=y)=PAY(1)=f AX =)
doi véi moi y khi khod con Z la ngau nhién phdn phoi déu.
I1.1.2. Cdc tinh chiit.
DPinh 1y 5.10. Néu mdt md ldp r vong la mdt md Markov va r khod vong
la ngdu nhién, doc ldp, phdn phoi déu, thi day cdc luong sai AX = AY(0),
AY(1), ..., AY(r) la xich Markov thudn nhdt. Hon nita, xich nay la ding
néu AX phdan phoi déu trén cdc phan tir khong trung hoa cuia nhém.
Chitng minh. D€ chiing minh ring day AX = AY(0), AY(1), ..., AY(r) 1a
xich Markov ta s€ chi ra rang
P(AY(2) = B,| AY(1) =B, AX =0) = P(AY(2) = B,| AY(1)=B)).
Muén thé, chi ¥ ring
P(AY(2) =B, | AY(1) =B, AX =)
=X, P(Y(D)=7,AY(2) = B,| AY()) =B, AX =)
=X, P(Y(D=7] AY(1) =B, AX = )
xP(AY(2) = B2| AY()) =B, Y(D)=y,AX=qa)
= ¥, P(Y()=7] AY(1) =B, AX = @) PAAY(2) = B,| AY(1)=B,,
Y(D=7)
= %, P(Y()=7| AY(1) = B,, AX = @) PAAY(2) = B,| AY(1)=B))
=P(AY(2) = B,| AY(1) = B)).
trong d6 dang thitc thit 3 ¢6 tir viéc Y(1) cling véi AY(1) xéc dinh ca Y(1)
va Y(1)* sao cho AY(2) khong con phu thuoc vao AX nira khi Y(1) va
AY(1) dugc chi ra. Vi cing mot ham vong duoc str dung trong moi vong
nén xich Markov la thuan nhat. D6i v6i khoa bat ky Z=z, ham vong f( .,
z) 1a song anh tlr tap cac ban rd vao tap cac ban ma. Song dnh nay dan dén
mot song anh tr cap cac ban ré khac nhau (X,X*) dén cap cac ban ma
khic nhau (Y,Y*) = ( {(X,z), f(X*,z)). Su kién X va AX (#e) doc lap va
phan phoi déu kéo theo rang (X,X*) phan phdi déu trén cap cdc ban rd
khdc nhau. Nhu vay, (Y,Y*) ciing phan phoi déu trén cap cdc ban ma
khac nhau va vi thé AY(#e) cling phan ph6i déu. Nhu vay, phan phdi déu
la phan phoi ding doi v6i xich Markov nay.
Vidu. 1) Ma khoi DES la mat ma Markov khi dinh nghia luong sai AX =
XQ(X*)'=X®X*, trong d6 @ chi phép XOR bit.
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2) V6i dinh nghia lugng sai AX = X@X* ngudi ta c6 thé chi ra ring cac
mat ma khoi LOKI, FEALva cac mat ma DES-like, REDOC ciing 1a mat
ma Markov.

Dinh ly 5.11. Néu ham vong cua mat ma lap c6 dang
f(X,Z)=g(X®Z,,Zy),

trong d6 ® la phép toan nhém trén F,” va ham g(., Zz) kha nghich doi véi
moi Zg, thi mat ma 1ap nay 1a mat ma Markov vé6i dinh nghia luong sai la
AX=. X®(X*)!

Cha y. Tix dinh 1y nay suy ra rdng, mat ma khoi IDEA 1a mat ma Markov.

Chitng minh dinh lIy. Cho S=X®Z, va Y=g (S, Zy),thi S*=
X*®Z,yva  Y* =g (5%, Zg). Nhu vay,

AS= S®(S%)! = (X®Z,) ® (Z,'®(X*)") = AX.
Vi
AY =g (S,Zy) ®(g(S,Zy))" =g (S,Zp) ®(g (AS'®S, Zp))",

suy ra rang AY khong phu thudc nita vao X khi AS va S duoc chi ra. Nhu
vay, dai lugng

PAY =pl AX=0a,X=7Y)

=P(AY =Bl AS=a, X=Y)

=Y PAY=,8=1| AS=a. X =7)
A

=Y PAY=B| AS=a,X=v,S=A)P(S=A | AS=a,X=17)
A

=Y PAY =8| AS=a, S=1) P(Z,=1 @)
A

=2™3 PAY =B| AS=a, S=1),

A

doc lap véi y. O day ta da sir dung diéu kién Z=(Z,,Z;) ngiu nhién phan
phai déu, doc 1ap véi X va cong thic

P(S=A | AS=a, X=7) =P(X®Z,=\| AX = a,X =7)
=P(Z,=r ®X"'| AX=0a,X=7)=P(Z,=A ®X"'| X =)
=P(Z,=\ ®y™).

D6i v6i mat ma Markov bat ky, cho IT 1a ma tran x4c sudt chuyén cua
xich Markov thuan nhat AX = AY(0), AY(1), ..., AY(r). Phan t (i,j)
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trong IT1a P(AY(1) = oy | AX = o), trong d6 0,005, 0y 12 MOt céich sip
tht tu nao d6 M gid tri cua AX va M = 2™-1 d6i v6i mat ma m-bit. Khi
do, véiméi r> 1,

T = [p0] = [ PAY(r) = o, | AX = ). (5.6)
Chd y ring mdi dong cua IT 1a mot phan phoi xdc sudt do d6 téng cdc

phan tlr trong moi dong 1a 1. T dinh 1y 5.10 suy ra rang phan phoi déu la
phan phdi dimg. Nhu vay, v6i moi j ta cé

1 2" 1 1 2"
2m _1 _Zi=l pij 2m _1 - 2m _12[:1 pif

do d6 méi cot ctia IT ciing c6 téng bing 1. Vay,

Dinh Iy 5.12. Ma trén chuyén cua mdt ma Markov la ngdu nhién kép,
nghia la méi dong cé tong la 1 va méi cot cé tong la 1.

I1.1.3. Anh xa luong sai déu

Anh xa F duoc goi la lugng sai & -déu néu méi phdn tit & bang XOR ciia F
( trix phdan tir & dong, cot dau tién) cé gid tri lon nhdt la 6.

Vi méi phan tir trong bang XOR 1a s6 chan nén dnh xa lugng sai 2-déu c6
bang XOR chi chita cdc phan tir O va 2, va ma tran chuyén tuong ting c6
chinh xé4c 2™ phan tir khdc O trén méi dong. S6 phén tir khac 0 ctia n6 1
(2"-1)2"" = N(N+1)/2.

Vi du. Anh xa p : GF(2*)— GF(2%) nhu sau: p(x) = x> mod f(x), v6i f(x)
= x’+x+1 1a da thic bat kha quy trén GF(2). Khi d6 p thuc hién tuong
tng 0-0, 1-1, 2-3, 3-4, 4-5, 5-6, 6-7, 7-2. D6 1a luong sai 2-déu. Bang
XOR cho p va ma tran P tuong ting la

<~ O n A W NN = O

O o ©o o o o o o« o
I SR N R T T
T S S T R S S I
O NN O O NN o w
=TT ST R SR SR ] BN
I T SR T S I S IR
NN NN O o o o o
=T SR S R SR S S R ] R
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P= (1/8)*

\SEEN S e =l )
\SHEN S NNl S S =)
S NN O NN
S S NN NN O
N O O O NN
[\CIE (ST S RN S e e N )
(==l S e S =l )

Chi ¥ rang P nhan dugc tir bang XOR bang cach xod dong diu va cot dau
roi chia cho 8. P khong c6 chu ky vi p,,>0.

Ma tran P két hop véi 4nh xa luong sai 2-déu c6 (2-1)2""' = N(N+1)/2 >
N?%/2 phan tit khac 0. Pinh 1y Paldsti néi ring ma tran chuyén véi it nhat
N*log N canh khac 0 dugc phan ph6i ngau nhién 1a ergodic voi xdc suét
cao. Ta dua ra gia thiét sau:

Ménh dé 5.13. Cho F: Z} — Z} la ham song dnh, luong sai 2-déu. Khi dé
ma trdn chuyén P rit ra ti F dugc gid thiét la ergodic.

K&t qua thuc nghiém cho thay: tir 40320 anh xa song anh F: 7} — 77, ¢6
10725 1a lugng sai 2-déu, mdi cdi nay c6 ma tran chuyén ergodic. Chi ¢
7 ma tran chuyén P khdc nhau, v6i 1536 dnh xa F thuc hién cing ma tran
chuyén P (chi y ring n=3 1a s6 nho nhat dé 4nh xa song 4nh luong sai 2-
déu ton tai).

I1.2. THAM LUQNG SAI
I1.2.1. Cac luong sai vong
Tham luong sai, do Biham va Shamir gigi thiéu, 1a tdn cong ban r6 lua
chon doi v6i mat ma lap. D6 1a mot trong nhiing tdn cong tot nhat doi véi
mat ma 1dp. Thdm luong sai khai thiac chd yéu cia mat ma lap 1a ham
vong f don gian va né thudng l1a yéu vé mat ma theo nghia sau: doi véi
Y(@) = f(YG-1),ZP) va Y'(i) = f(Y'(i-1),Z”) néu nguoi ta biét mot hoic
hon cdc bo ba (AY(i-1), Y(i), Y (i)) thi c6 thé x4c dinh khod vong Z®.
Nhu vay, néu cap ban ma da biét va lugng sai cua cap dau vao clia vong
cudi cung bang cdch nao d6 ciing biét, thi thuong 1a c6 thé xac dinh mot
phan chinh khod con ctia vong cudi cung. Trong thim luong sai, di€u nay
dat duoc nhd chon céc ciap 16 (X,X') c6 luong sai cho trudc o sao cho
luong sai AY(i-1) cta cap dau vao doi v6i vong cudi cling s€ nhan mot gia
tri dac biét  v6i xac suat cao. Dya trén y tudng nay, ta cé dinh nghia sau.
Dinh nghia 5.14. Luong sai i vong la cdp (a,p), trong do « la luong sai
cila mot cdp bdn ro khdac nhau X va X¥, con f la luong sai cé thé doi voi
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cdc dau ra ciua vong thir i la Y(i) va Y*(i). Xdc sudt cia luong sai i vong
(a,B) la xdc sudt cé diéu kién dé B la luong sai AY(i) cua cdp bdn md sau
i vong dd cho va néu cdp ban ré (X, X¥) c6 luong sai AX = a khi bdn ro X
va cdc khod con Z(1),...,Z(i) la doc ldp va phdn phoi déu. Ta ky hiéu xdc
sudt luong sai nay la P(AY(i) = ﬁ/AXz a).

Tir (5.6) ta thay rang d6i véi mat ma Markov , xdc suét ctua luong sai i
vong chinh 12 phan tir (a.,B) trong ma tran chuyén I1%,

I1.2.2. Tdn cong phdn tich luong sai

Thu tuc co ban cua tdn cong phan tich luong sai trén mat ma lap r vong ¢6
thé duogc tém tat nhu sau:

1) Tim luong sai (r-1) vong (a.,) sao cho P(AY(r-1) = ,B/AX= a) dat cuc
dai hoac gan cuc dai.

2) Chon ban rd X ngau nhién déu va tinh X* sao cho AX = . Lam sao
nguoi ta chdp nhan ma X va X* boi khod ding Z. T cac ban ma thu
dugc Y(r) va Y*(r), tim méi gid tri ¢6 thé ctia khod con Z® clia vong cu6i
cung tuong tng véi luong sai cho truée AY(r-1) = f. Cong 1 vao bo dém
s0 14n xuat hién ctia méi gid tri ¢ thé ctia khod con Z©.

3) Lap lai 2) cho dén khi mot hoidc hon cac gia tri ¢6 thé clia khoa con Z®
dugc dém nhiéu hon mot cdch déang ké so véi cac gid tri khac. Chip nhan
gid tri dugc dém nhi€u nhat nay, hoic mot tap nhd cdc gia tri nhu thé, nhu
quyét dinh clia nha ma tham doi véi khod ding Z©.

Chui y. Néu biét nhi€u luong sai r vong cé xac suét cao, thi phan tich
luong sai ¢6 thé duoc 1am hiéu qua hon nhiéu theo nghia sau day. Cho Q
la tap cac lugng sai ban rd da biét trude doi véi nguoi tan cong sao cho véi
moi aeQ, ton tai luong sai (r-1) vong (a,B,) Vi xdc suét cao. Tan coOng
luong sai dua trén hiéu biét vé Q ¢ thé duoc thuc hién nhu sau:

V6i moi cap (da biét hoac lua chon) cac cap ro/ma (X,Y) va (X*,Y*), néu
luong sai AX = X®(X*)'= o thudc vé tap Q, thi tim ting gid tri ¢6 thé
ctia khoa con Z® clia vong cu6i cing tir hai ban ma tuong ting va luong
sai biét trudc AY(r-1) = Pa. Cong 1 vao bo d€m s6 1an xuat hién clia moi
gia tri nhu thé. Lap lai budc trén cho moi cap cla cdc cip ro/ma nhu thé,
Néu mot vai gia tri ¢6 thé clia khoa con Z® dugc dém nhiéu hon ddng ké
cac gia tri khac, thi nhiing gia tri nay dugc chon lam tng ctr vién cho khoa
con ding Z™ va c6 thé duoc kiém tra béi nhing test bd sung khac dé thu
duoc quyét dinh ma thdm d6i véi khod con ding Z®.

Gia st rang tan cong ban r6 lua chon nho sir dung mot luong sai cin T cip
ma hod va gia su tap Q chia N phan tir va N luong sai tuong tng cé gan
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nhu cing mot xac suat. Khi d6 tdn cong ban r6 Iuwa chon mo ta & trén chi
can khoang T/+/N ban rd lua chon vi ngudi ta c6 thé chon +/N ban rd theo
cdch sao cho mdi cdp ban rd nay cé luong sai thudc ve tap Q khién cho
JN ban rd san sinh N luong sai c6 ich cho tdn cong.

I1.2.3. Gid thiét tuong duong ngau nhién

Trong tan cong phan tich luong sai, tat ca cac khoa con l1a c6 dinh, chi c6
ban rd 1a c6 thé chon ngiu nhién. Tuy nhién, trong tinh todn x4c suat
lugng sai, ban r6 va tat ca khoda con 1a doc 1ap va ngau nhién déu. Trong
khi chudn bi tdn cong phan tich luong sai, ngudi ta dung xdc suat lugng
sai tinh dugc dé xac dinh luong sai s& dung dé tdn cong, va ngudi ta da s
dung gia thiét sau day.

Gid thiét tuwong duong ngdu nhién

Doi vai tdt cd cdc luong sai (r-1 ) vong (a.,B),cong thiic

P(AY(r- 1) = B/ AX = @)

~P(AY(r-1) = B] AX = o, ZV=z,,...2" " =z.,)  (5.7)
diing doi voi phdn cdn bdn cua cdc gid tri khod (z,,...,2, ;).
Mot lugng sai (r-1) vong s€ dugc goi la ¢ ich trong tdn coéng phdn tich
luong sai ( DC-useful) néu (5.7) ding do6i v6i lugng sai nay.
T mo6 ta tdn cong luong sai va tir viec c6 2™-1 gia tri c6 thé ctia (AY(r- 1)
doi v6i mat ma khoi m bit, nguoi ta rit ra két qua sau.
Dinh ly 5.15. Gid si gid thiét tuong duong ngdu nhién la diing, khi dé mdt
md ldp r vong vdi cdc khod con doc Idp sé bi ton thuong doi voi phdn tich
luong sai néu va chi néu ham vong la yéu va ton tai mot luong sai cé ich
(r-1) vong (a,B) sao cho

P(AY(r- 1) = B/ AX = @) >> 1/(2"-1),

trong dé m la do dai khoi ciia mdt ma.

Tu nhitng thao luan trén, ta thay rdng do an toan cia mat ma 1ap chong lai
tan cong phan tich lugng sai phu thudc vao cac xac suat luong sai, dai
luong ndy lai phu thudc vao su lua chon phép todn nhém duoc dung dé
xdc dinh “lugng sai”. D€ phan tich lugng sai thanh cong, phép todn nhém
phai duoc chon dé€ cuc dai hod xdc sudt luong sai cé ich. Su lua chon phép
toan nhém lam cho mat ma Markov to6 ra la thich hop nhat.
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11.2 4. Do phiic tap cua tdn cong phdn tich luong sai

Tu nghién citu vé tan cong phan tich luong sai, ta thdy rang do phiic tap
dit liéu cla tan cong 1a hai ldn s6 cap ban r6 can thiét dugc chon cho ma
kép. Do phiic tap dit liéu cla tan cong phan tich luong sai chu yéu 1a 16ng
s0'tinh todn dugc dung dé tim gid tri c6 thé cho khoa con Z tir cdc bo ba
( AY(r-1), Y, Y*), trong thuc t€ chiing doc l1ap vGi r va trong hau hét
trudong hop téng s6 nay 1a twong d6i nho vi ham vong 1a yéu vé mat ma.
Do phiic tap clia tdn cong phan tich lugng sai d6i v6i mat ma r vong da
duoc dinh nghia nhu s cdc phép md hod duge st dung. Chi ¥ rang & day
sO nay la do do do phiic tap dit liéu.

Cho Cy(r) 1a do phuc tap dit liéu cua tan cong phan tich lugng sai. Bay gio
ta chi ra cdn dudi @6 phic tap dit liéu cta tdn cong phan tich luong sai 1én
mat ma lap r vong (phép chitng minh cdn dudi nay da thuc hién trong
Chuong 2).

Dinh 1y 5.16. Gid si gid thiét tuong duong ngdu nhién la ding, thi trong
tdn cong lén mdt md ldp r vong bdi tdn cong phdn tich luong sai, ¢

Cd(r)ZZ/(pr(;a;)_zml_lj, (5.8)

max

trong dé  pUV = maxmﬁaxP(AY(r ~1)=p | AX = a), va m la do dai khoi

? ? ~ (%2 . A A _ 1 N A A A ’ .
ctia bdn ro. Pdc biét, néu p'V ~ TIE thi tdn cong phdn tich luong sai

khong thé thanh cong.

Tix bat dang thic (5.8) ta thdy ring khi p~) <3*2™ thi it nhat 2™
cap phép ma hoa cin cho tdn cong. Suy ra rang s6 cic cap ro/ma (lua chon
hoac dugc bi€t) can thiét 1a khoang 2™. Nhung chi c6 2™ cac cap khac
nhau nhu thé d6i véi mot khoa cd dinh khién cho néu d6i v6i hau hét cac
ban ma, cac ban r6 tuong tng nay duoc biét doi véi nguoi tdn cong, thi
anh ta khong c6 nhu ciu xac dinh khod vi anh ta biét ban ro d6i v6i moi
ban ma. Nhu vay, ta c6 thé néi ring mat ma thuc t€ 12 an toan chong lai
tan cong phan tich lugng sai néu p!-Y <3*2™ tham chi néu do phic tap
dir lieu(2™) 1a nho hon nhiéu do phic tap (xur 1y) cua tdn cong tim kiém
vét can tat ca khoa con doi véi mat ma lap.

Luong sai va ddc trung
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Khi trinh bay phuong phdp tham lugng sai tdn cong DES, Biham va
Sharmir dua ra khai niém “céc déc trung 1 vong”. V61 quan niém trong bai
nay cua ching ta, dac trung i vong dé 1a mot bo (a, B, ..., duoc xem
nhu mot gia tri c6 thé cua (AX, AY(1), ..., AY(i)). Nhu vay, dac trung
mot vong trung véi luong sai mot vong va dic trung i vong xac dinh mot
day i lugng sai, (AX, AY(j)) = (o, B;). Hai tdc gia trén da dinh nghia xac
suit cua dac trung i vong Ia
P(AY(1) = B,, AY(22) =B, ..., AY(Q) = B.| AX=01)

trong d6 ban rd X va cac khoa con Z,..., Z% 1a doc 1ap va phan phoi déu.
O day, ta st dung quan niém luong sai thay cho dic trung 12 vi trong phan
tich luong sai mat ma r vong, duy nhét tri thiic vé AY(r-1) 1a cin thiét dé
xac dinh khod con Z™, con cdc luong sai trung gian AY(j), 1< j <r-1, cé
thé khong thanh van dé. Nhu vay, bang cdch sir dung xac suat luong sai
thay cho xéc suat dic trung, trong thuc t€ ta xét xdc sudt that su dé thim
luong sai thanh cong ma khong phai la can duédi cua xac sut nay. Day la
1y do vi sao ta da c6 thé rit ra cdn dudi cho do phic tap clia tAn cong phan
tich lugng sai tir xac sudt cac luong sai. Mat khac, xac suét cua cac dac
trung cung cap cdn trén vé do phic tap dit liéu cua tan cong. Dac biét, doi
v6i mat ma Markov ma xdc sudt luong sai clia n6 c6 thé duoc xap xi tot
boi xac sudt dac trung (d6 1a truong hop DES ¢6 s6 vong nho), viéc su
dung céc dic trung 1a thuc t€ hon vi xéc suat cta dic trung i vong c6 thé
dé dang tinh duoc tlr x4c sudt cua cac dac trung 1 vong.

Dai v6i mat ma Markov véi cac khod con ngau nhién doc 14p phan phoi
déu, xdc suit cta dic trung r vong dugc cho boi phuong trinh Chapman-
Kolmogorov nhu

PAY()= o AY()= 5, | AX = )=[]PlaY()=p, | AX=5.)
i=1
Tir phuong trinh trén suy ra rang x4c sudt clia lugng sai r vong (B, B,) 1a

A =5)=S3.3 [[ParM)=5| ax=g5.)

B B P 0=l

P(aY(1)= B,....AY(r) = B,

trong d6 cédc tong 14y trén tit ca cdc gia tri c6 thé cta luong sai gifta cac
phan tlr khac nhau, nghia la trén tit ca cac phan tir nhom trir phan tir trung
hoa e.
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11.2.5. Bo an toan cua cac mdt ma Markov

Dai v6i phan tich Iuong sai cho mat ma lap, diéu quan trong 1a xac dinh
xac suat luong sai. V6i mat ma Markov, cac xac suat nhu thé duoc xac
dinh duy nhat b&i ma tran chuyén ctia né. Poan sau day, ta thao luan do
an toan cuia mat ma Markov bing ciach xem xét ma tran chuyén P vé tinh
bat kha quy, gia tri riéng va tinh d6i xing cta nd. Doi khi, ta s€ néi xich P
thay cho viéc néi xich Markov ¢6 ma tran chuyén P.

I1.2.5.1. Khi nao thi mdt mda Markov la an toan?

Do an toan ctia mat ma lap dua trén niém tin rang, ¢4 thé nhan duoc ham
"manh" vé mat ma bang cdch lap mot ham "yéu" vé mat ma dua s6 lan. Cac
két qua sau day chi ra ring d6i véi cdc mat ma Markov c6 cdc ma tran
chuyén P nguyén thuy (nghia 1a ton tai r sao cho ma tran P khong c6 phéan
tu 0), phép lap s€ nang cao do an toan chong lai phan tich luong sai.

Dinh 1y 5.17. Cho F: 7! — 7! la ham vong vdi ma tran chuyén ergodic P.
Khi dé voi luong sai bdn ré AP khdc 0 bdt ky va luong sai ban ma AC,
khdc 0 bdt ky, khi s6 vong r—»oo, ta c6

P{AC,=j /AP =i} —>1/N. (5.9)

Nhu vay, cdc mat ma c¢6 ma tran chuyén ergodic s& triét tiéu tdn cong
phan tich luong sai sau s6 vong du 16n.
Dinh ly 5.18. Doi voi xich Markov cé dang néu trong dinh ly 6.11, xich
cdc luong sai la bdt khd quy néu va chi néu voi moi cdp bdn ré (x,x*) va
moi cdp ban md (y,y*), ton tai s6 nguyén r, va mot su lua chon cdc khod
con cho ryvong dau tién sao cho, vdi r,vong ddu tién nay va voi cdc khod
con dd lua chon, thi x duoc md thanh y va x* duoc md thanh y*.
Chirng minh. Cho S=X®Z, va S*=X*®Z,, thi AS=AX
Gia str rang xich lugng sai 1a bat kha quy. d6i véi cap ban ro (x,x*) va
cap ban ma (y,y*), cho o 1a luong sai ctia x va x*, 3 1a lugng sai cua y va
y*. Tl tinh bat kha quy suy ra rang c6 mot r, sao cho

P(AY(ry) =Bl AS=a)= P(AY(r) =Bl AX =a)>0,
n6 kéo theo ring ton tai cic khod con z{,z?,z? .,z 20 va s, s* véi

AS = a, sao cho dué6i cac khod nay, s bién thanh y, s* bién thanh y*. Cho
) = x®s™, khi d6 s*=x*®z!) vi AS=AX. Nhu vay, dudi cdc khod lua
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chon z{,zQ,z(,.,z(»,z{" cap ban 16 (x,x*) bién thanh cap ban ma
(y,y*).
Diéu nguoc lai 1a rd rang va ding doi véi tat ca cdc mat ma Markov.

Tu dinh 1y 5.18 ta thdy rang doi véi xich Markov ¢6 ham vong dang nay,
néu ma tran chuyén 1a nguyén thuy (suy ra xich la bdt khd quy), thi ton tai
r, sao cho, v6i moéi cap ban rd (x,x*) va moi cap ban ma (y,y*) va véi moi
r>1,, tOn tai su lua chon cac khoa con sao cho ham mat ma r vong véi cac
khoa con nay c6 thé dnh xa cip ban 16 (x,x*) thanh cip (y,y*). Néu xich
Markov bat kha quy nhung khong nguyén thuy, nghia la néu xich c6 chu
ky, thi v6i méi r, ton tai cap ban rd (x,x*) va cap ban ma (y,y*) sao cho,
Vi tit ca cac khod con c6 thé, ham ma hoa r vong khong thé anh xa cap
ban 16 (x,x*) thanh cap (y,y*).
Cho A(P), hoac don gian 1a A, 1a s6 phan ti khac O trong ma tran P. Néu F
duoc chon ngiu nhién déu thi A 1a bién ngiu nhién nhan gia tri nguyén.
Muc tiéu cua chiing ta 1a chi ra raing A vuot troi N*logN véi xédc suét dan
dén 1 va nhu vay kéo theo riang P 1a ergodic vdi hau hét F. Ta thira nhan
két qua sau day:
Dinh 1y 5.19. Néu ham F dvoc chon ngau nhién phdn phoi déu thi

PAA = N? /(21og(N +1))f =1 - 0[N oetoe V53 (5.10)

Nhu vay, v6i s6 dinh N bat ky va s6 canh da cho A bat ky,dudi gia thiét
hop 1y, dua trén 1y thuyét d6 thi co s& ngau nhién, ta ¢6 hé qua:

Hé qud 5.20. Néu ham F duoc chon ngdu nhién phdn phoi déu thi xdc
sudt dé "xich Markov cdc luong sai la ergodic” sé ddn dén 1 khi N —»co.
11.2.5.2. Sw hoi tu va xdo tron nhanh

Cho P=[p; ;] 1a ma tran ergodic v6i I = (m,,...,my) 12 phan phai gidi han
clia né. Phép todn nhém & day dugc hiéu 1a XOR. Cho p’'1a phan phoi
trang théi sau r budc khi duoc bat ddu & trang thai i. Do léch gitta p) va
IT duogc x4c dinh 1a

O gl s 0,121y 0
Hp,« —HH—EZ,-ZI\P@/ _”./“Ezjzleﬂ (5.11)
Mot xich 1a xdo tron nhanh néu ¢!’ — 0 nhu ham nhanh cta r. Ban déu,

cac két qua lién quan véi xdo tron nhanh chi dugc dp dung vao nhiing
xich dac biét (nhu xich kha dao theo thoi gian). Xich P l1a kha dao theo
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thoi gian néu I, p, = I1p;; vOi tat ca cac trang thai i,j. Néu P khong thé dao

nguoc theo thdi gian thi xét M(P)=PP, v6i P= [éy},bﬁ —T1,p, /T,
Nguoi ta ching minh dugc rang, M(P) kha dao theo thoi gian, 12 ergodic
néu P la ergodic, va c6 phan phoi giéi han IT né€u IT 1a phan phoi giGi han
clia ca P va P. Loi ich ctia M(P) 1a ¢6 thé gi6i han HP}” —HH bang cach s
dung cac gia tri riéng cua no.

Doi v6i xich ergodic P, dinh 1y Perron-Frobenius phét biéu rang gid tri
riéng 16n nhat cua nd 1a 1, con tat ca cac gia tri riéng khac bé hon 1 theo
modun. Pac biét, N gia tri riéng ctia M(P) 1a thuc va khong am. Hé qua 1a,
su hoi tu ctia xich duoc xac dinh béi do 16n cha gia tri riéng 16n thi hai.
Cho N gia tri riéng cua M(P) 1a 1=5,>B, > ...>By >O0.

Dinh Iy 5.21 [Fill]. V6i trang thai bat ky i, c6 41T, |P" —HHZ <(8,) .

C6 vai phuong phap danh gia B, khi M(P) kha dao theo thoi gian va
phuong phdp ta st dung & day dua trén bat dang thic Poincaré va céc
duong dan chinh tic. Mot két qua tir nghién cifu xdo tron nhanh cac xich
Markov da chi ra rdng su hoi tu clia xich P phu thudc vao cic tinh chit
hinh hoc ctia Gy, ( do thi co s& ctia M(P)). Cho M(P) = [q;;] , tir tinh khd
dao theo thoi gian ta xac dinh

d;; =1L q;; =1 q; - (5.12)
Véi Gy = (V.E), cho 8(v;,v)) la duong dan c6 hudéng giita v; va v; v6i céc
canh khong lap lai. Cho I" 1a tap cic duong dan &(v,v;) chi chita mot
dudng dan déi v6i moi cap vécto (v;,v) trong Gy. Tap I ton tai vi P va
M(P) la bat kha quy. D¢ dai cia dudng dan 8(v;,v;) duoc xéc dinh la

50y, )= Ydle)” (5.13)

eed(v,.v;
véi tong duoc 14y trén tat ca cdc canh e trong 3(v,,v;) va d(e) = d;; . Cudi
cung xdc dinh R
def
R=R()=max Y111 |6(v,.v,] (5.14)
¢ ees(vv; Jer

trong d6 max dugc 14y trén tat ca cdc canh dinh huéng trong do thi va
tong 14y trén tat ca cdc dudng din chita canh e.
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Bdt ddng thitc 5.22 [Poincaré]. Doi vé6i xich kha dao thoi gian ergodic,
co

< 1-(1/R) (5.15)
N6i chung, vi ma tran chuyén P mo ta phan phoi luong sai khong thé dao
thoi gian nén muc tiéu cla ta 1a chi ra ring su hoi tu ctia P* c6 thé duoc
d4nh gid nho dinh 1y Fill va bat dang thitc Poincaré.
11.2.5.3. Bdnh gid cdc gid tri riéng
Trong muc nay, ta xét ma tran P rut ra tir anh xa luong sai 2-déu.

Bo dé 5.23. M(P) = PP".

Dé dang chiing minh b6 dé nay vi TT; =TT, nén P =P’ .

Hé qua 5.24. M(P) khong ¢6 phan tir 0, hay do thi co s& G, cia M(P) 1a

day du.

Chitng minh. Cho M(P)=[q; ] va chd y ring

N ~ N

q; :ZPik ij :ZBkij (516)
k=

k=1 1
Nhung theo cau triic, méi dong P,,,P,,,....P, ctia P c6 2™ = N/2+1/2 phén
t khac 0, nghia la trén 2 dong bat ky s6 phan tir khac 0 1a N+1. Néu véi
moi k=1,....Nma P,*Py =0 (ticlaPy =0 hoac P, =0) thi trén 2 dong
i va j s6 phan tir O it nhat 1a N, hay s6 phan ti khdc O nhi¢u nhat 1a N. Ta
gap mau thuan. Vay, trén 2 dong i va j, ton tai it nhat mot k sao cho
P, *P; >0, kéo theo g;; >0 v6i moi i,j =1,...,N. DPCM.

Bay gid xét viéc tng dung bat dang thitc Poincaré dé danh gia do
léch trong P, & d6 can dén tap duong dan I' cho Gy,. Nhung vi G, 1a day
dl nén ta chi don gidn lay duong dan 5(v;,v;) la canh dinh huéng noi cic
dinh nay, nghia 1a 8(v;,v)=e; ;. Vi m6i canh chi dugc dung 1 lan trong
dudng dan nén téng trong (5.14) chi ¢6 1 tir. Dé x4c dinh R, ta chi xdc
dinh |6(Vi,Vj) | clhia méi dudng din, nghia 12 cia mbi canh. Do dai cla
canh e=g ; 1a nghich ddo cta d;; =TI, g;; trong d6 1/IT; =N va g;; dugc cho
trong (5.16). Vi p;; = 2/2" néu p;;>0, hay p;; = 2/2".[p;;>0] nén c6 thé viét

4 N
4y =23 [p, >0, > 0) (5.17)

= 2n
2793

Khi i=j thi tong trong (5.17) 1a 2™' = N/2+1/2. Tuy nhién, khi i # ], ta s&
mo hinh hod viéc 14y tong nhu bién ngiu nhién o, c6 phan phéi nhi thitc
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2
b(p,N) v6i p= L) 1 xdc sudt dé 2 dong khac nhau cua P 1a khac 0
2 2n

trén ciing mot vi tri. C6 N*-N bién ngiu nhién o, dé xem xét twong ting
vOi q;;,1#].
Khi cho nhiing han ch€ nay trén M(P), cong thiic (5.14) doi v6i R 1a

2n
R= R(F) = max%ﬁ = max
¢ N7 4a, e

(N +1)
4Na,

(5.18)
2[

t 2

Do d6 R dat cuc dai khi o, dat cuc tiéu. Dé y ring B, <2'khi R=

kéo theo viéc c6 a, nao dé sao cho ( e dat max)

2 =1 (N+1)

= ay ey

(5.19)

Thé thi o, - pN = -2"pN. Tir day suy ra rang mot can tot cho B, 1a ¢6 duoc
néu gia tri o, nho nhat nho hon chiit it gia tri trung binh pN cua phan phoi
nhi thdc b(p,N) ctia né.

Vi du. D61 v6i ma tran P clia 4nh xa luogng sai 2-déu p & phén trén, c6 thé
kiém tra rdang M(P) 1a ma tran 7x7 véi 1 trén dudng chéo chinh va 1/8 &
nhiing vi tri khdc. Khi d6 pN=16/49 va o, = (1-2)pN véi tat ca q;; , i # j,

23
kéo theo R=——,
27 -1

P") ~11| ¢6 gid tri nhu nhau véi tat ca i. Bat dang thic

Poincaré phat biéu ring B, < 27, va céc gi4 tri tinh to4n cu thé & bang dudi
day chi ra rang (B, )'=2""1a can trén clia (4/7). [P - 11| nhu dinh 1y Fill

da du doan.
| e Jemnp| >
1 0.10714 0.45918 0.875
2 0.53571 0.11479x10" 0.10937
3 0.13392x10" 0.71747x107 0.13671x10"
4 0.66964x10 0.17936x107 0.17089x10
5 0.16741x10 0.11210x10* 0.21362x107
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D6i v6i n 16n ta khong thé tinh M(P) chinh xdc nhu trong vi du trén va
cAn mot vai phét biéu xdc sudt. B dé sau cho mot can vé xdc sudt dé | o-
pN |> 27pN.

Bo6 dé 5.25. Néu 0<p<1/2 va (pN)*<e<1/6 thi
P(l opN [2 pN) <exp( -epN/G(I-p)te/(1-p)}  (5.20)
trong doé e 1a co s cua logarit tu nhién.

Néu 2% = O(N) va cho p=1/4 thi xac suat dé tat cad N*-N dai luong o, léch

N?-N
v6i pN mot lugng bé hon 27pN la [1 —exp{gl;t +%}j hay ap dung
cong thic (1+y)*~1+ky, ta c6 x4c suat

In N+In(N-1)- Nzﬁi, 21nN—%
l-e 927032 1 0le  ? (5.21)

Str dung (5.21) ta c6 thé 1ap luan cac két qua hoi tu cho nhitng mat ma c6
tham so 16n nhu kich ¢& khoi va s6 cac vong.

Vi du. Xét mat ma 16 vong c6 ¢ khoi n = 64 hodc N=2°-1 ma ta muén
chi ra rang B, < 1/32. Trong trudong hgp nay t=5 va (5.21) gi6i han xéac
sudt lech 16n hon 1-¢'%" | day 1a dai luong ma trong thuc hanh duoc coi
bang 1. Khi dé néu it nhat mot o, bé hon gia tri trung binh, thi dinh 1y Fill
tuyén bo rang

ar [0 -n < (p,) <270 =2

-80

Vi do lech c6 N tir nén do léch trung binh phuong xdp xi |- -,

11.2.5.4. Su khong doi xiing ciua ma tran chuyén

Mic du tinh bat kha quy va cdc gid tri riéng clia ma tran chuyén c6 tim
quan trong dac biét doi voi su an toan cua mat ma Markov , nhung kho
xdc dinh cédc dai luong ndy doi v6i cdc mat ma c¢é cd 16n ( chiang han
m=64, ma tran chuyén c6 c& (2*-1)x (2%-1)). Mot yéu cau thuc t&€ quan
trong hon 12 nhu sau: Ma trdn xdc sudt chuyén ciia mdt ma Markov phdi
khong doi xiing.

Gia sit ma tran chuyén P 1a d6i xding. Khi d6, méi cip cic luong sai 1-
vong dang (a,b) va (b,a) s& c6 cling xdc sudt p,,.=p,,. Gia st ring (a,b) 1a
cong thic Iuong sai 1-vong cé kha nang nhat. Khi d6 (a,b,a,b,...,a,b,a) s€
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la dac trung 2i-vong c6 kha nang nhat. Daéi v6i i nho va doéi véi truong hop
P, 160 déng ké, (a,a) s& 12 lugng sai 2i-vong véi xac suat cao. Xdc sudt
cao ndy c6 thé s& duoc x4p xi boi xdc suat ciia dic trung 2i-vong tuong
ting, nghia 1a p*) ~ p2. Tuong tu, (a,b) s& 1a lugng sai (2i+1)-vong véi
x4c sudt cao. X4c suat cao nay cé thé s& dugc x4p xi bdi xdc suat cla dic
trung (2i+1)-vong c¢6 kha nang nhat (a,b,a,b,...,a,b), nghia 1a p®*) ~ p2i+,
Nhu vay, viéc noi cong thitc luong sai 1-vong c6 kha nang nhat véi chinh
no r-1 1an sé cho dac trung 2i-vong ¢6 kha nang nhat, n6 s€ dan dén cung
cap luong sai r-vong véi xac suat cao. Tinh khong do6i xting ctia ma tran
chuyén ngan chin viéc noi cong thiic luong sai 1-vong ¢6 kha nang cao.

lIl. THAM TUYEN TiNH
Day 12 tdn cong khong vét can vao DES néi tiéng vao bac nhat. Co s& clua
tan cong nay la tim quan hé tuyén tinh gitta nhitng bit nhat dinh ctia ban
o P, ban ma C va khod K, dugc biéu dién nhu Y P+>.C=Y K. Hinh thtc
hon, tan cong nay rut ra xap xi dang:

Zn:a“pi + iaZi = ia3iki (mod?2). (5.22)
i=1 i=1 i=1

v6i a;€{0,1} va P=p,,....p,; C=c,,....c,; K=k,,....k . Matsui da chi ra
ring > K c6 thé duoc xdc dinh mot cdch chinh xac nho sit dung phuong
phap hop 1y cuc dai néu c6 di téng s6 N, cdc ban ma da biét. Dac biét,
néu xap xi trong (5.22) ding vGi xac suat g* thi tdn cong nay dugc hy
vong thanh cong 98% khi N, ~| q*-1/2 | . Két qua cia tén cong la tri thic
vé 1 bit thong tin lién quan vé6i khod, cu thé 1a gid tri cta 2 K.

Ta s& gia thiét ring & modi vong, khod con duoc XOR véi ban ma hién
thoi. Cho Y; = y;,¥i,-..Yin 12 véc to nhi phan n-chiéu véi i=0,1,...,n. Ban
mi trung gian & vong i dugc ky hiéu 1a C; = ¢;c;,...c;,; khod con Ki =
ki ki,...k,. Xdp xi duoc st dung o vong i s€ 1a

Zlyij (cij + ki/' ) = Zlyi+l,_jci+l,j > (523)
J= j=

i,n°

va né diing vdi xdc sudt g, ndo d6. Nhu vay Y, ky hiéu tdng clia cac bién
vao duoc ding trong x4p xi & vong i va ciing 1a tong cua céc bién ra dugc
dung trong xap xi & vong (i-1), v6i i>1. Khi r cdi x4p xi nay dugc cong
modulo 2, hai tir ¢6 Y, s& duogc bd qua, d€ lai mot xap xi v6i xdc sudt q*
theo ki€u mot tong cac bit rd Y, = 2P, mot tong cdc bit ma Y, = 2.C va
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mot téng cdc bit khod YK, ¢6 dang nhu (5.22). Tat ca céc tuyén tinh hod
ctia mat ma 1ap déu c6 thé duoc rit ra theo ki€u nay.

Khi cédc bit khoa dugc gia thi€t 1a ngau nhién va doc 1ap, nhitng xap xi
trong (5.23) vGi cac i khac nhau 1a doc lap. Khi d6, Gallager da chiing to
rang

1

. - 1
—— 42! —— 5.24
¢ =3+ 103 (524)
né von duoc dé cap dén nhu b dé Piling-Up ctia Matsui. S thuan loi hon
néu viét lai cong thiic q° dang céc hé so tuong quan. Néu f va g 1a hai ham
boolean n-bit thi hé s6 tuong quan, hoac don gian hon 1a twong quan cua f
va g, dugc ky hiéu c(f,g) véi dinh nghia
of,g)=2" Y (1) (1) = pr(f = g)-Pr(f # g)

X

co(v.,.7,)

A se Re o N ! ~ 1
Néu v6i mai i ta xem Y; nhu ham boolean ) y,c, , thi g, 5= i

J=1

ij

B6 dé 5.26. Cho Y, = YP va Y, = X.C biéu dién té hop tuyén tinh ctia ban
r0 va ban ma tuong Gng trong mat ma lap r vong dung cac khoa con doc
lap K,,K,,....K,. Cho q" 1a xdc suat ctia xdp xi Y, = Y+ 2 K. Néu ta xem
Y, nhu ham cua ban ro va tat ca cac khoa con thi

¢ =2 e, (5.25)

111.1. XICH BE THAM TUYEN TINH

Cho ham vong F:Z] — Z} lasong anh vaf, : Z; -7, la ham boolean mo6
ta bit thit i cua F, nghia la F=(f,,...,f,). Ky hiéu X=x,x,...x, la véc to bién
vao.. Cho N=2"-1, ta xdc dinh ma tran NxN 1a P=[p;; ], 1 <i,j <N, trong
do6 i=(i,...i,),, j=(j;...j,)» 12 biéu dién co s6 2 va

Dj :Cz(zikxkszjkfkj- (5.26)

Nghla 13, p; ; 1a binh phuong cla h¢ s6 tu’cmg quan giita t6 hop tuyen tinh
clia x; vd mot t6 hop tuyén tinh cua f;. Chd y ring xich nay bao gém cic
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gia tri tam thuong i=j=0. Nguoi ta goi P 1a ma tran tuong quan. Ta s€ chi
ra rang, P ¢6 tong mdi dong va tong moéi cot bang 1 (nghia 1a ngiu nhién
kép). Di€u nay c6 ung dung manh mé d6i vGi phan phoi gidi han cia mil
cta P (n€u no ton tai). Trudc hét ta xét cac cot cua P. Téng mot cot cho
trudc tuong ng 1a tuong quan téng cong giita =), f, va tap tat ca cac
ham tuyén tinh khong tim thudng. Vi f 1a can bing nén tuong quan tong
cong v4i tat ca cac ham tuyén tinh 1a 1 doi v6i ham boolean bat ky. Mat
khéc, vi F 1a song 4nh nén bién ddu vaocé thé duoc biéu dién nhu ham
song 4nh F!' clia cac bién ddu ra. Bing lap luan tuong tu, ngudi ta thay
rang moi dong cua P ciing c6 tong 1a 1. Vi vay, ta ¢

Bo dé 5.27. Daoi véi ham F, ma tran tuong quan cta né 13 ngau nhién kép.
Cho Y=(Y,,Y,,...,Y,) la ky hiéu xap xi r-vong ctia mat ma khdi. Cho P’
=|p!?] 12 luy thira bac r ctia P. Theo dinh nghia ctia xich ta c6

pl/ Z Hc .Y) (5.27)

lAPk t=1

Z/kck
Nhu th€, binh phuong clia tuong quan toan thé bi chin trén boi p ") (Nghia

1a,

p,/ >Hc LY))vate bo dé....dinh 1y ....( limpf/.’) :% ) ta suy ra
Dinh ly 5.28. Doi voi ham vong F:Z) —Z) ¢6 ma trdn tuong quan
ergodic P, tuong quan giita ham tuyén tinh Y, bdt ky ctia ban ré P va ham

tuyén tinh bdt ky Y, ciua bdan mda C doi voi so lon r vong sé thod man tiém
can

2g" -1 =

ﬁc(x_l,d sﬁ. (5.28)

Nhu vay, vé6i gia thiét twong tu v6i gia thiét vé su tuong duong ngiu
nhién, dinh 1y nay di chi ra rdng nhitng mat ma ¢4 ma tran tuong quan
ergodic 1a triét tiéu tham tuyén tinh sau s6 vong du 16n.

111.2. TINH ERGODIC POI VOI CAC HAM VONG NGAU NHIEN

Cho A(P) ( hoac don gian 1a A) ky hiéu s6 cac phan tir khac O trong ma
tran tuong quan P. Gia sit F duoc chon ngiu nhién déu, khi d6 A tré nén
mot bién ngiu nhién nguyén c6 thé dugc bi€u dién dang tong nguyén
A=Y IZ _ 4; clia cdc bién ngau nhién nhi phan, trong d6 ;=1 néu p;>0
va A;=0 né€u p;=0. Muc tiéu cua ta la tim ky vong va phuong sai cua A.
Ngudi ta ¢6 thé ching minh dugc ring
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E[A]= 3 (-p,) (5.29)

1<i, j<N

Var[A]: Z(pi/'_p;)-i- z Z(pgj,i"j'_pijpi'j')’ (530)

1<i,j<N 1<i, j<N 1<i',j'<N

trong d6 p=P, (A4=0), p;5=P:(24=0, 1';;=0).
Bay gio ta xac dinh nhiing xac suat nay va hanh vi tiém can cua chiing khi
2" I6n nhu trong thuc hanh.

Bé dé 5.29. D6i v6i bat ky i,j

(2)1—1]2
def | D772 / ]
pij :Pl - ( o J - 2" : (5‘31)

2n71
Viéc rit ra cac xac sudt cap p; ;- con khé khan hon nhiéu. C6 3 trudong
hop: (1) i’=i va j’#j, (2) i’#i va j’=j, (3) i’#1 va j’#j. Ching duoc ho trg boi
2 bo dé sau:
Bo6 dé 5.30. Doi véi bat ky i’=i, j’#j hodc i’#i va j’=j

-2 2 n-2
def Zk:O k 8

Py =Pr== ¥y vy (5.32)
2n—1
Bo6 dé 5.31. Daoi véi bat ky i’#i va j’=j
“f 1 2" 8
P =Py = = 7 z ~ (5.33)

2 V(o 4 Hiom(;) 72"
211—1 211—2
trong d6 M Ia tap tat ca cac nghiém nguyén khong am (m(0),...,m(15))
cua hé 16 phuong trinh tuyén tinh dang (v6i ky hiéu 1=(1,,1,,15,1,),)
>om(l)=2"2v1 1 (5.34)
Iyl

doi véi (s;,s,)=(1,2),(3,4),(1,3) va (2,4) tuong tng, trong do (s,,5,,83,54)
l1a hoan vi cua (1,2,3,4).
Tix cdc b3 dé vira néu, theo (5.29), (5.30) va bat dang thitic Chébusép ta c6

Dinh Iy 5.32. D6i v6i ham F dugc 14y phan phoi déu, s6 A cdc phan ti
khac 0 trong ma tran tuong quan thoa man

P {A>N(logN+y,)} = 1-0(1/N). (5.35)

T dinh Iy nay va ly thuyét do thi ngdau nhién, ta suy ra
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Hé qud 5.33. Doi v6i ham F duoc 14y phan phoi déu, xac sudt dé xich
Markov d6i véi tham tuyén tinh 1a ergodic s€ dan dén 1 khi N—co.

IV. MAT MA MARKOV VA CAC NHOM LUAN PHIEN
IV.1. CAC PIEU KIEN LY THUYET NHOM CHO HAM MOT VONG

Ta xét mdt md ldp r vong trén tdp hitu han y va no la mdt mda Markov
trong lién hé voi luong sai da cho. Ta tim diéu kién cho xich Markov
tuong ting la bdt khd quy va khong cé chu ky. Nhiing diéu kién nay doc
ldp voi luong sai dd cho.

Ky hiéu
G=<{[f: zeZ}> (Zla tdp cac khod vong) la nhom hodn vi trén y
duoc sinh boi cac ham 1 vong f, va

VieN,H, = <{f o f, 0o filzsZ00z,)E 2! }>
la nhom hodn vi duoc sinh boi cdc ham t vong.
Bo dé 5.34. VteN, hoac G = H, hoac H, 12 nhém con chudn that su ctia G.

Két quad sau ddy duoc iing dung phdn tich DES va IDEA(32):

Dinh ly 5.35. Néu G la nhom doi xtiing hoac nhéom luan phién trén y va
| x| =5 thi d6i véi tat ca cdc mat ma Markov tuong tng, cdc xich Markov
cua luong sai l1a bat kha quy va khong c6 chu ky.

IV.2. UNG DUNG CHO DES
Ky hiéu
<II> la nhém hoan vi duoc sinh boi tdp cdac hoan vi IT;V,={ 0,1}™;
Ay la nhém ludn phién trén 'V, (nhém cdc hodn vi chdn);
S, la nhom doi ximg trén'V g, (nhom tdt cd cdc hodn vi).
Trong [38] Ralph Wernsdorf da chitng minh cdc két qud sau.:
Dinh 1y 5.36. G= 4,
Hé qua. G(n) = 4, trong d6 G(n) 1a nhém sinh boi cdc ham n vong ctua
DES véi cac khoa con doc 1ap, n=2,3,...
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Tuw dinh ly 5.34 va cdc két qud nay, suy ra

Dinh ly 5.37. Cho f, 1a ham mot vong cua DES thi d6i véi tit ca cac mat
ma Markov tuong tng, xich cac lugng sai 1a bat kha quy va khong c6 chu
ky, nghia 1a sau di nhi€u vong céc luong sai sé€ hau nhu ¢6 xdc suat gian
béang nhau.

Nhu vdy, néu gid thiét tuong duong ngau nhién diing cho phdn mdt md
tuong ting, thi DES la an toan chéng lai tham luong sai sau du nhiéu vong
doi vai tdt cd cdac mdt md Markov nay. Nhitng két qud nay con diing cho
tdt cd cdc mdt md ldp r vong, néu cdc ham mot vong la tuong tu DES sinh
ra nhom ludn phién.

IV.3. UNG DUNG CHO IDEA

Doi vdi cac mdt mda IDEA(8) va IDEA(16) nguoi ta da chitng minh rang
cdc xich Markov dua trén cdc luong sai dd cho la bdt khd quy va khong
c6 chu ky [22]. Diéu nay cho bang chitng dé phong dodn rang IDEA(32)
va IDEA(64) c¢é cung tinh chdt. Trong [22] ddy con la mot vin dé mao,
nhung [13] dd dua ra cdu trd loi cho IDEA(32).

Dinh Iy 5.38. Do6i v6i IDEA(32),tacé6 G= 4.

Tw day suy ra

Dinh ly 5.39. Cho f, 1a ham mot vong cua IDEA(32) thi doi véi tat ca cac
mat ma Markov tuong ung, xich cac luong sai la bat kha quy va khong c6
chu ky, nghia 1a sau di nhiéu vong cédc lugng sai s&€ hau nhu ¢6 x4c suit
gan bang nhau.

Nhu vdy, néu gid thiét tuong duong ngau nhién ding cho phdn mdt ma
tuong ting, thi IDEA(32) la an toan chéng lai tham luong sai sau du nhiéu
vong doi vdi tdt cd cdc mdt md Markov nay.

Cha y. eDinh ly 5.38 kéo theo rdang mot vai "viéc lam ngdan” IDEA(32)
dé tham c6 thé bi loai triv hodc bi han ché. Mdc du cdc két qud néu trén
khong dé cdp dén IDEA(64) day du, nhung chiing déng vai tro nhiing ly lé
cho sitc manh mdt md cho thudt todan nay.

136



e D61 voi mdt md ldp r vong va doi voi nhitng khod ddc biét nao do, cdc
ham mot vong (f.;,....f.,) ¢ thé chi sinh nhém con G'cG nghia la khong
bdc cdu doi (mot nhém hodn vi trén y diugc goi la cé tinh bdc cdu néu voi
moi X,y trén y luén ton tai mot hodn vi chuyén x thanh y. Nhém duoc goi
la bdc cdu doi néu véi 2 cdp co thit tu bdt ky trén y, ton tai mot chuyén vi
bién cdp nay thanh cdp kia...). Diéu nay cho thdy gid thiét tuong duong
ngdu nhién khong luén Iuon ding ([1]). Vi vday, DES va IDEA(32) c6 thé
khong an toan doi voi tdt cd cdc luong sai thod man dinh ly 5.38 va 5.39
tuong ung.

e Hanh vi ciia cdc luong sai khong sinh ra cdc xich Markov van chua
duoc biét. Su phdn tich né van con la van dé md, thii vi.

V. KET LUAN

e Khi nghién cttu ma khoi duéi goc do6 mat ma Markov, nguoi ta da tim
cach chiing minh mat ma nay cé xich Markov tuwong Gng 1a bat kha quy va
khong c6 chu ky. Néu 1am duoc diéu nay thi c6 thé khang dinh mat ma 1a
an toan trudc tan cong luong sai va tdn cong tuyén tinh khi s6 vong lap du

2,

16n.

e D3 c6 hai cdch dé ching minh xich Markov 1a bat kha quy va khong c6
chu ky. Mot 1a dung 1y thuyét d6 thi ngiu nhién, va phuong phap tha hai
la su dung tinh chat cuia nhém luan phién. Phuong phdp thit hai 1a kho
song két qua cua no la tat dinh.

e Nhin chung ta van chua dua ra dugc "s6 vong du 16n" 1a bao nhiéu?

e Gia thiét tuong duong ngiu nhién khong phai luon luon ding vi vay dé
chitng minh mot ma khai 1a an toan trén quan diém xich Markov ciing con
rdt nhi€u viéc phai lam.

137



CHUONG6
XAY DUNG THUAT TOAN MA KHOI MK_KC-01-01

Trong chuong nay van dung cac co s& ly thuyét da nghién ctu khao sat
trong cdc chuong trudc, ching toi thi€t k€ mot thuat toan ma khaoi cu thé
dam bao céc thong s6 an toan, hiéu qua phuc vu cho dé tai. Thuat toan 1ay
tén 1a MK_KC-01-01.

Trude hét, phan ngau nhién hod dit liéu dugc xay dung theo ciu
tric 3 16p: trong, gitta va ngoai cung. LGp ngoai cung ching to6i chon cau
tric Feistel c6 thé danh gid duoc ciac do do an toan truc cdc tdn cong
manh nhat hién nay. L6p giita 12 ¢6 cau tric kiéu mang thay thé hodn vi
2-SPN (c6 2 tang phi tuyén dugc xen gilra boi 1 tang tuyén tinh) nhu da
néu trong chuong 3. Ldp trong cung 1a cac hop thé phi tuyén. Cac hop thé
nay dugc lua chon tir 2 hop th€ S1 va S2 da duge khao sat trong chuong 3
c6 cac do do an toan tot tranh céc ki€u tan cong da khao sdt. Ngoai ra cac
phép hodn vi, phép dich vong dugc lua chon cén than sao cho hé ma cé
tinh khuyéch tdn ngiu nhién déu. Cdc phép bién d6i dau vao va dau ra déu
lay 1a phép XOR véi khod tuong tng.

Phéan luge d6 khoa, dung dé ngiu nhién mot mam khod c6 do dai
128-bit thanh cdc khod con dl cho cdc vong lap va cac phép bién doi dau
vao va ddu ra. Phin lugc do khod ciing di chd y dé tranh tdn cong ki€u
trugt khoi, dong thoi su dung t6i da cac hop thé phi tuyén cua phan ngau
nhién ho4 dir liéu.

Duéi day 12 mo ta cu thé thuat toan MK_KC-01-01.

L. PHAN NGAU NHIEN HOA DU LIEU
I.1. M6 hinh ma, giai ma (dua trén cau truc Feistel)
a/ Cdc thanh phan, phép todn co ban tham gia trong mo hinh.
-Phép cong (modulo 2) gitta cac dir liéu 64-bit va 128-bit: ky hiéu la XOR
-Phép dich vong sang trai 11-vi tri: ky hiéu la LRO-11.
-Hoan vi gia ngau nhién trén tap hop 32 phan ti: ky hiéu 1a RP-32.

-Céc hop thé€ dua trén ham lily thira trén cdc truong GF(2%): ky hiéu 1a S,,
S,.

-Ham vong: cau tric 2-SPN (hai tang hop thé)
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-Mo hinh ma-dich:  (kiéu cau tric Feistel)

-Luoc d6 tao khoa:  (twa ngau nhién)

b/ Mé td cu thé

MK-KC 01 1a m6 hinh ma khéi véi do dai khoi ro6-ma la 128-bit. Khoi ro
128-bit dugc tac dong bdi khoa cé do dai 128-bit theo 16-vong lap nhu
sau.

+Trude hét khoi réo X duge cong XOR véi khod K;-128 bit dugc X;-128
bit.

+Sau do6 ta viét khoi X, = L(R,, trong d6 L, 1a 64 bit bén trai, R, 1a 64-bit
bén phai cta X,,.
+Tiép theo L R, bién déi qua 16 vong lap theo mot ham xac dinh dé dugc
cac xau LR,, 1<1i < 16, theo qui tac:
L, =Ry,
R,=L_, ® FR,, K).
trong d6 F 1a ham s€ duoc mo ta ngay dudi day.
Sau 16 vong lap ta lay ra khoi Y, = R (L.
+Thuc hién cong XOR khoi Y, v6i khoa K,,-128 bit ta s& nhan dugc ban
ma:
Y =Y,XORK,,.
Khi dich md chi can dp luoc do md héa trén ddy vao ban ma Y voi khéa
con co thir tw nguoc lai: K,,, K, ..., K, K,,.
*Ham F(x, K) trong cac vong 1ap duoc thuc hién nhu sau:
-Trudc hét xau x duoc cong XOR véi khda K (64-bit), duoc xau (64-bit)
x'=x XOR K;

-Tiép theo x' dugc chia lién ti€p thanh 8 xau con do dai 8-bit, va dugc dua
vao 8 hop thé S, S,,S,, S,,S,, S,, S, S,;

-Qua 8 hop th€ ghép noi ti€p 8 xau con do dai 8-bit thanh xau x" (64-bit);
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-Sau d6 xau x" dugc dich vong sang trai 11-vi tri dugc xau x"":
x" =LRO-11 (x");

-Tié€p theo xau x" lai dugc chia lién ti€p thanh 8 xau con do dai 8-bit, va

duogc dua vao 8 hop thé' S, S,,S,, S5, S, S5, S, Ss;

-Qua 8 hop thé€ ghép noi ti€p 8 xau con do dai 8-bit thanh xau x"" (64-bit);

-Xau x"" duogc chia lién ti€p thanh 32 nhom do dai 2-bit, va duoc dua vao
hoan vi RP-32;

-Xau két qua (64 -bit) sau khi ghép lién ti€p 32 nhom 2-bit da qua hoan vi
chinh 1a F(x, K).

Liy 1(64) (64)

R,

v

L, 1(64) (64) l R,

Hinh 5.1: So do mot vong ldp cua thudt todn.
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1.2. Cac tham s6 cu thé

Cac da thic dé tao cdc hop th€ S,, S,, va hodn vi gid ngiu nhién RP-32
duoc lua chon la:

f(x) =1+ x + x> + x* + x®(trén trudng GF(2®); bat kha qui
g(x) =1 +x +x° + x° + x* (trén truong GF(2*); nguyén thuy

h(x) =1+ x>+ x°.

Trong d6, S, 1a 4nh xa affine clia 4nh xa nghich ddo o' mod f(x), véi ae
GF(2%) trong trudng GF(2%), va S, 1a 4nh xa affine clia 4nh xa nghich dao
B! mod g(x), v6i Be GF(2%) trong trudng GF(2*), cu thé:

S, =A(a! mod f(x)) + B,
S, = C(B" mod g(x)) + D.

Trong dé A va C 1a cdc ma tran c6 ngugc 8x8, va B va D la cic véc to nhi
phan 8-bit sau day:

A =[F8, 7C, 3E, 1F, 8F, C7, E3, F1];
B=C6"=(11000110)".
C=[8F, E3, C7, F1, 1F, 3E, 7C, F8];
D=DA"=11011010)".

*Bdng tra hai S-hop cu thé'la:

Hop thé S,

198, 62,238,222, 79,214,246,163, 12,128,230,212,127,235,213,110,
83, 65,147,190, 95,154,226, 15,181, 43, 69,245, 57, 37, 78, 3,
237,191,201,100,108,252,239, 51, 44,165,167,143,142, 27,140,168,
32,227,196,195, 24,105,160, 89,224, 72, 1, 71,215,228, 77,174,
144,193, 52, 88,216,118, S0, 5, 74,220,107,205,148,199,244, 33,
202,139, 0,183, 4, 63,141,218, 86,211,125,156, 82, 50, 26,243,
11,247, 85,223,194,178,204,161,162,159, 64,254, 10, 60,249, 21,
138,197, 2,241, 73,185, 28,175, 61,109, 91,132, 8,255,207, 75,
179, 48,200, 55,250,233, 34,232, 35,229,126,188, 38,186,152,206,
6,129,242, 59, 68, 84, 9, 17, 98,119, 29, 40,123,122,208,219,
7, 76, 92, 80,146, 96, 36, 58, 67,203, 53, 70,137,169, 39,158,
231, 19,236,182,177,171,114,149, 54,106, 47, 87,166, 94,117, 16,
93, 30,164,116, 56,101, 45, 99, 23,187, 46,248,210,189,209, 81,
14,124,173,102, 18,192,111,112,134,172,234,157, 97,131,184,121,
135, 31, 25,136,150,155,113, 41,217,120,225,151,115,170, 20,251,
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49,133,145,176,253,103, 66, 22,130,153,180,240, 13, 42,221,104,

Hop thé S,

218, 85,155, 91,195, 90, 26,206,145,252,154, 94, 3,239, 40,245,

64,196, 14, 59, 67,121,152,227, 72,161,198,104, 37,166,181,224,
233, 77,171,240,241, 31,237, 32,209,200,204,141,251, 97,255,189,
210,238,222,174, 19,133,188, 69,156,179,228,194, 44,158,199,187,
124,170, 80, 51, 93,116, 55,230,183, 95,129,169,126,172, 30,164,
217,143,146, 76,144, 35,137, 89, 52, 4e¢, 7,127, 54, 86, 23,110,
225,108, 70, 45,216, 56,223,202,184, 13,178, 27,151, 81,107,102,
249,168,150,106,197, 75, 17,205, 39,135, 65,254,147,109,173,193,
78, 82,221, 34, 25,235,214,157,160,232,117, 63,212, 57,125,219,
148,138, 24, 33,176, 48,229,100,246, 2,103,211, 1,119, 92, 47,
226,177, 49, 50,120,242,208, 87,192,175, 38,180,139,203,162,123,
236, 96,159, 58, 74,207,118, 8, 84,247,163, 66,186, 53, 6, 18,
71, 21,190,112, 83,134,167,128, 98, 79,213, 29, 88, 73, 42, 68,
149,113,201,244, 22,220,131,114,250,191,153, 9,132,142, 61, 5,
140, 99,101,253,122, 15, 4,165, 43,115,234, 12, 0,185, 16,111,

36,136, 10, 60,105,130,182, 20,248, 11, 62, 28,231,215, 41,243,

*Hodn vi gia ngau nhién RP-32, dugc 14y tir két qua da nghién ctu, ching
c6 khoang cdach phan bo déu gép phan tao ra do khuyéch tan tot cho dit

liéu.
Il. PHAN LUGC DO KHOA
—>
v
LR,
v
Cil Dll
\ 4 . .
Y < KV, KU,
v )
8 S-hop 8 S-hop I K(21+4) mod 16 +1 K(21+5) mod 16 + 1
Hinh 5.2: So do mét vong ldp tao khod
MO TA

Cho khoa K d¢ dai 128-bit.

143



Trude hét chia K thanh 2 xau lién tiép 64-bit, ky hi¢u 1a C, Il D,,.
e C, I D, dugc dich vong sang trdi LR-vi tri duoc xau C,' [l D,'.

e C,IID, dugc cong XOR v6i KV, Il KU, va dua vao hai day 8 S-
hop.

e (Qua hai bo 8 S-hop ta thu duoc khod K Il K.

e bitC, IID,:=C,IID, (XOR) KV,Il KU,.

e Dit KV, I KU, :=K; Il K, va 1ap lai qud trinh trén.
Sau 8 vong lap trén day ta duoc 16 khoa con K, (i =1..16).
Hai khod K, va K, 1a két qua cua vong lap thit 9 va thi 10.
Véc to ban dau KV, Il KU, := 0123456789abcdef , oy
Cac budce dich vong trdi qui dinh nhu sau:

LR, =23 vé6ii=1,2,4,8.
LR;=5,v611=0,3,5,6,7,09.

. CAC THONG SO AN TOAN LY THUYET VA THUC NGHIEM

1. Trude hét, cac hop thé S, S, duoc xay dung nhu trén s€ cé cac do do an
toan 1a: DP(S),,. = LP(S),..x = 2 °. M®i vong c¢6 it nhat 2 S-hop hoat
dong. Sau 16 vong s6 cac S-hop hoat dong it nhat 1a 2 x 10 = 20. Do do

max

theo cac chi y va két qua da néu, vé6i s6 vong lap da chon cia mo hinh
MK-KC 01, thi cac do do an toan thuc t€ ciia mo hinh sé la:

DP(MK-KC 01),,, < 2-6x210 = 0120
LP(MK—KC 01) < 2-6X2X10 — 2_]20.

max —

Tur cac thong s6 nay, do phuc tap cua cac tdn cong vi sai hay tan cong
tuyén tinh tuong tng ciing s& vao ¢ 2 '*°. Pay la con s6 an toan chip
nhan dugc v6i nang luc tinh toAn manh nhat hién nay.

2. Dé khdo sit do an toan thuc hanh, nhém nghién citu da tién hanh hai
cong viéc:

- Thit nhat, nhém da thuc hién sinh cac mau khéa gia ngau nhién tir mo
hinh theo kiéu tao chu trinh khéa dong. Sau d6 da tién hanh kiém tra cdc
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mau khéa d6 theo hé tieu chuin ki€ém tra khoa ngau nhién. Két qua 1a
nguon khoa do so d6 MK-KC 01 sinh ra hoan toan dam bao dugc chit
luong vé tiéu chuin khéa ngiu nhién nhu da noi trén.
- Thit hai, nhém nghién cttu da thir chay thong ké phan bé vi sai bang
cach 14y AX ngau nhién, sau d6 c6 dinh lai. Cho ban rd X chay ngau
nhién, dat X' = X @ AX, sau d6 chuong trinh sé tinh phan b6 s6 lugng cac
vi sai ddu ra AY tuong tng. Két qua 1a v6i 10° cip ban rd ngiu nhién, ta
thay khong c6 AY nao xuat hién qua mot 1an. Diéu nay ching to do do vi
sai thuc t€ cua MK-KC 01 1a rat nho.
- Ngoai ra toc d0 ma hda khoi ctia thuat toan dat ¢d 20 Mb/s trén may tinh
933 MHz.

V6i cac thong s6 an toan 1y thuyét va thuc nghiém trén day, ching
toi thdy mo hinh thuat toan MK-KC- 01-01, hoan toan dap tng dugc cac
yéu cau thuc t€ dat ra.
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. Phu luc A:
Ma3a nguon chwong trinh thim ma DES-8 vong

Thu vién ham m:&/dich DES, céac khai b4o chung d}rqc khai bao trong file glodes.h.
Chuong trinh thé hién tham ma DES 8 vong cu thé nhu sau:

#include <stdio.h>
#include <math.h>
#include "glodes.h"

/* Compute n random plaintext-ciphertext corresponding under the same
key */
void create randomPC (void)
{
long 1i;
struct timeval timeval;
struct timezone timezone;

timezone.tz dsttime=0;

/* Tao khoa con */
khoades8rt (kst, khoatham, 1) ;

if (gettimeofday(&timeval, &timezone) !'=0) {
printf ("\n Can't get system time in sub function
partl step2");
}

srand ( (unsigned long ) ((timeval.tv_usec <<10) *
timeval.tv usec));

for (i=0;i<N;i++) {

bro[i] [0]=((unsigned long) rand()<<16)”“rand();

bro[i] [1]=((unsigned long) rand()<<16)”“rand();
bma[i] [0]=bro[i][0];
bmal[i] [1]=bro[i][1];
des8r (bma[i], kst) ;
}

void create randomKey (void)

{
long 1i;
struct timeval timeval;
struct timezone timezone;
timezone.tz dsttime=0;

if (gettimeofday(&timeval, &timezone) !'=0) {
printf ("\n Can't get system time in sub function
partl step2");
}
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srand( (unsigned long ) ((timeval.tv_usec <<10) *
timeval.tv usec));

for (i=0;i<8;i++) {
khoatham[i] = (unsigned char) (rand()”“rand()):;

}

/* LINEAR ATTACK FUNCTIONS */

/* 2 phuong trinh tuyen tinh: (theo quy uoc trai->phai la STT tu thap -
> cao)
o
Pr([3,8,14,25]+P1[17]1+C1[8,14,25]+F1 (Pr,K1) [17]+F8 (Cr,K8) [8,14,25]
K2[26]+K4[26]+K5[4]+K6[26] (1)

o
P1[8,14,25]+Cr[3,8,14,25]+C1[17]+F1(Pr,K1) [8,14,25]+F8(Cr,K8) [17]
K3[26]+K4[4]+K5[26]4+K7[26] (2)

*/

void effective text()

{
unsigned long eff textl, eff text2;
unsigned long i;

for (i1=0; 1i<N; i++) {
eff textl = eff text2 = 0;

/* Deal with Equation (1) */

/* Pr[3,8,14,25]+P1[17]+C1[8,14,25] */
eff textl [= (((bro[i][1]&0x20000000)
>>29) " ((bro[1][1]&0x01000000)>>24)
A((bro[i1i][1]1&0x00040000)
>>18) " ((bro[i]1[1]1&0x00000080)>>7)
A ((bro[1]1[0]&0x00008000)
>>15) " ((bma[1i] [0]&0x00000080)>>7)
A ((bma[1][0]&0x01000000)
>>24) " ((bma[1i] [0]&0x00040000)>>18));

/* Cr[l6-Cr[21] a/h toi F8(Cr,K8)[8,14,25] - S5 */
eff textl |= (bma[i][1]&0x0001£800)>>10; /* eff text =
0x0000007£*/

/* Pr[32], Pr[l]-Pr[5] a/h toi F1(Pr,K1)[17] - S1 */

eff textl |= (bro[i][1]&0x£8000000)>>20; /* eff text =
0x00000fff*/
eff textl |= (bro[i][1]&0x00000001)<<12; /* eff text =

0x00001fff */

TA[eff textl] += 1;
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/* Deal with Equation (2) */

/* PL[8,14,25]+Cr[3,8,14,251+4C1[17]*/
eff text2 |=
(((bro[i][0]&0x01000000)>>24)" ((bro[1][0]&0x00040000)>>18)
*((bro[1][0]&0x00000080)>>7)
~((bma[i1] [1]&0x20000000)>>29)

~((bma[i] [1]&0x01000000)>>24)~ ((bma[i][1]&0x00040000)>>18)
~((bma[i][1]&0x00000080)>>7)
~((bma[i] [0]&0x00008000)>>15)) ;

/* Pr[l6]-Pr([21] a/h toi F1(Pr,Kl1)([8,14,25] - S5 */

eff text2 |= (bro[i][1]&0x0001£800)>>10; /* eff text =
0x0000007£*/

/* Cr[32], Cr[l]-Cr[5] a/h toi F8(Cr,K8)[17] - S1 */

eff text2 |= (bmal[i][1]&0x£8000000)>>20; /* eff text =
0x00000£££*/

eff text2 |= (bma[i][1]&0x00000001)<<12; /* eff text =

0x00001fff */
TB[eff text2] += 1;
}
}

/*
Consider left side of equation (1)
*/
int left side 1(UINT4 k, UINT4 t)
{
int tmp = 0;
UINT4 1=0x00000000L, r;

UINT4 candidate[2], temp; /* = */

tmp *= (t&l); /* Pr([3,8,14,25]+P1[17]1+C1([8,14,25] */

/* Chuyen 6 bit khoa a/h toi F1(Pr,K1)[17] - S1 */

candidate[0]=candidate[1]=0;

candidate[0] |= (k&0x0000003f)<<24; /* 6 bit dau vao S1 -
0x3f000000 */

r = 0;

r |= (t&0x00000£80)<<20;

r |= (t&0x00001000)>>12; /* r = 0x£f8000001 */
/* F1(Pr,K1l)[17] */

r = (r<<1) | (r>>31); /* r = 0xf0000003 */
Ft(l,r, &candidate([0]) ;

1 = (1<<31) | (1>>1);

tmp "= ((1>>15)&l);

r = 0;
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(t&0x0000007e)<<10;
0x00000000L;

r |=
1

/* Chuyen 6 bit khoa a/h toi F1(Pr,K1l)[17]

candidate[0]=candidate[1]=0;

candidate[0] |= (k&0x00000£fc0)<<2;
0x3f003f00*/

/* F8(Pr,K8)[8,14,25] */

r = (r<<1l) | (r>>31);
Ft(l,r, &candidate[0]) ;

1 = (1<<31) | (1>>1):

tmp M= (((1>>7)7"(1>>18) " (1>>24))&1);
return tmp;

}

/*

Consider left side of equation (2)
*/
int left side 2 (UINT4 k, UINT4 t)
{

int tmp = 0;

UINT4 1=0x00000000L, r;

UINT4 candidate[2], temp; /* = */

tmp = (t&l); /*
/* Chuyen 6 bit khoa a/h toi F8(Cr,K8) [17]
candidate[0]=candidate[1]=0;

candidate[0] |= (k&0x0000003f)<<24;

0x3£000000 */

/* Chuyen 6 bit text a/h toi F8(Cr,K8)

P1[8,14,25]+Cr[3,8,14,25]+C1[17]

- Cr[32],

- s1 */

/* 6 bit tiep vao S5 -

*/

- 381 */

/* 6 bit dau vao S1 -

Cr[l]1-Pr[5] */

r = 0;

r |= (t&0x00000£80)<<20;

r |= (t&0x00001000)>>12; /* r = 0x£f8000001 */

r = (r<<1l) | (r>>31); /* r = 0xf0000003 */
Ft(l,r, &candidate[0]);

1 = (1<<31) | (1>>1);

/* F8(Cr,K1) [17] */

tmp = ((1>>15)&1);
/* Chuyen 6 bit text a/h toi F1(Pr,Kl)
* trong t = 0x0000007e - S5 */
r = 0;
r |= (£t&0x0000007e)<<10;
1 = 0x00000000L;
/* Chuyen 6 bit khoa a/h toi F1(Pr,K1l)[17]

- Pr[32],

Pr[l6]-Pr[21]

- 85 */
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candidate[0] |= (k&0x00000fc0)<<2; /* 6 bit tiep vao S5 -
0x00003£f00*/
r = (r<<1l) | (r>>31);

}

candidate[0]=candidate[1]=0;

Ft(l,r, &candidate[0]) ;

1 = (1<<31) | (1>>1);

/* F1(Cr,K1)[8,14,25] */

tmp "= (((1>>7)"(1>>18) " (1>>24))&l);

return tmp;

void effective key ()

{

}

UINT4 t, k;

for (k=0; k<4096; k++) { /* 2712 effective key bit */
for (t=0; t<8192; t++) { /* 2713 effective text bit */

/* Kiem tra ve trai cua phuong trinh 1 */
if (left side 1(k, t)==0) KA[k] += TA[t];

/* Kiem tra ve trai cua phuong trinh 2 */
if (left side 2(k, t)==0) KB[k] += TB[t];

/* Rearrange KA in order of magnitude of |KA - N/2|*/
void rearrangeKA ()

{

long 1i;
unsigned long maxKA, minKA;
unsigned long kmax, kmin, fkey;

maxKA=minKA=KA[O];
kmax=kmin=0;
for (i=1l; 1<4096; 1i++)
{
if (KA[i]>maxKA) {
maxKA=KA[i];
kmax=1i;

}

if (KA[i]<minKA) {
minKA=KA[i];
kmin=i;
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if (labs (maxKA- (N/2))>labs (minKA-(N/2))) {
/* Chap nhan khoa ung cu vien tuong ung Kmax */

fkey = kmax; suml = 1;fixed l=kmax;
}
else {
/* Chap nhan khoa ung cu vien tuong ung Kmin */
fkey = kmin; suml = 0;fixed 1 = kmin; /* [6bit K8] [6 bit Kl1]
*/
}
/* fkey = [6 bit K8][6bit K1] */
/* Chuyen khoa tim duoc - fkey vao foundkey */
foundkey[2] |= (unsigned char) ((fkey&l)<<7); /* Kl1[6] <-> K[17] */
foundkey[6] |= (unsigned char) ((fkey&2)<<6); /* K1[5] <-> KI[49] */
foundkey[7] |= (unsigned char) ((fkey&d)<<2); /* K1[4] <-> K[60] */
foundkey[4] |= (unsigned char) ((fkey&8)<<3); /* K1[3] <-> K[34] */
foundkey[6] |= (unsigned char) ((fkey&0x00000010)<<1); /* K1[2] <->
K[51] */
foundkey[1l] |= (unsigned char) ((fkey&0x00000020)<<1); /* K1[1l] <->
K[10] */
foundkey[3] |= (unsigned char) ( (fkey&0x00000040)>>4); /* K8[30] <->
K[30] */
foundkey[3] |= (unsigned char) ( (fkey&0x00000080)>>6); /* K8[29] <->
K[31] */
foundkey[1l] |= (unsigned char) ( (fkey&0x00000100)>>5); /* K8[28] <->
K[13] */
foundkey[7] |= (unsigned char) ( (fkey&0x00000200)>>6); /* K8[27] <->
K[61l] */
foundkey[6] |= (unsigned char) ((fkey&0x00000400)>>8); /* K8[26] <->
K[54] */
foundkey[1l] |= (unsigned char) ( (fkey&0x00000800)>>7); /* K8[25] <->
K[12] */

}

/* Rearrange KB in order of magnitude of |KB - N/2|*/
void rearrangeKB ()
{

long 1i;

unsigned long maxKB, minKB;

unsigned long kmax, kmin, fkey;

maxKB=minKB=KB[0];
kmax=kmin=0;
for (i=1; 1<4096; 1i++)
{
if (KB[i]>maxKB) {
maxKB=KB[i];
kmax=1i;

}
if (KB[i]<minKB) {
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minKB=KB[1i];
kmin=i;

}

if

(labs (maxKB- (N/2))>labs (minKB- (N/2))) {

/* Chap nhan khoa ung cu vien tuong ung Kmax */

fkey =
}

else {

/* Chap nhan

fkey =
}

/*

fkey =

kmin;

[6

/* Chuyen khoa

foundkey[5]
foundkey[6]

foundkey[5]
K[41] */

foundkey[4]
K[36] */

foundkey [0]

*/
foundkey[4]
K[(37] */

K[4]

foundkey[4]
K[39] */

foundkey[3]
K[28] */

foundkey[2]
K[22] */

kmax; sum2=1;fixed 2 =

kmax;

khoa ung cu vien tuong ung Kmin */

sum2=0; fixed 2 = kmin; /* [6bit K1] [6
bit K1][6bit K8] */
tim duoc - fkey vao foundkey */
(unsigned char) ((fkey&l)<<5); /* K8[6]
/* K8[5] <-> K[10]
(unsigned char) ((fkey&d)<<4); /* K8[4]
/* K8[3] <-> K[60] -
(unsigned char) ((fkey&0x00000010)<<3) ;
(unsigned char) ((fkey&0x00000020)>>1) ;
(unsigned char) ((fkey&0x00000040)>>2) ;
(unsigned char) ((fkey&0x00000080)>>4) ;
/* K1[28] <-> K[54]
(unsigned char) ((fkey&0x00000200)>>8) ;
(unsigned char) ((fkey&0x00000400)>>6) ;
(unsigned char) ((fkey&0x00000800)>>9) ;

/* Tu cac bit tim duoc o

*/
foundkey[0]

(unsigned

phuong trinh (1) + (2)

char)

bit K8] */

<-> K[43] */

- dup */

<-> K[50] */

dup */

/* K8[2] <->

/* K8[1] <->

/* K1[30] <->

/* K1[29] <->
- dup */

/* K1[27] <->

/* K1[26] <->

/* K1[25] <->

suy them bit so 7

(((sum2” (foundkey[0]>>4) "~ (foundkey[6]>>7) " (foundkey[4]>>1)) &1)<<1

)7
}

/* In ket qua tim duoc ra file hoac man hinh */
void printResults (int a)

{
long 1i,3;
FILE *f;

f=fopen ("Ketqua.txt","a");
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/* In ket qua tim kiem de so sanh */
fprintf(f,"\n\n KET QUA THAM MA DES 8 VONG - Lan
zd", a);
fprintf (f,"\n\n Khoa can tham - Khoa tim duoc (DANG NHI
PHAN) \n\n ")
for (i=0;i1<8;i++)
for (3=7;3>=0;3--)
fprintf (£, "%d", (khoatham[i]>>7) &1);
fprintf (£, "\n ")
/* in -> kiem tra lai */
for (i=0;i1<8;i++)
for (3=7;3>=0;3--)
fprintf (£, "%d", (foundkey[i]>>7) &1);
fclose (f);

int matsui linear()

{
/* Stepl: Initial */

/* Step 2: dem so 13 bit text a/h toi 1 - TA */
effective text();

/* Step 3 + 4: KA - key bit a/h toi 1 */
effective key();

/* Step 5: Sap xep lai va quyet dinh khoa dung */
rearrangeKA () ;
rearrangeKB () ;

/* DEAL WITH EQUATION 11 */
void effective textll (void)
{
unsigned long eff text, b;
unsigned long i, sum=0;

for (i=0; i<N; i++) {
eff text = 0;

/* P1[16,17,20] */
eff text |=
(((bro[i]1[0]>>12) " (bro[i] [0]>>15)" (bro[i][0]>>16))&1);

/* Pr[8]...Pr[17] */
eff text |= ((bro[i][1]&0x01££8000)>>14); /* eff text =
0x000007££f */

/* Pr[32], Pr[l]-Pr[5] a/h toi F1(Pr,K1)[17] - S1 */
eff text |= (bro[i][1]&0x£f8000000)>>16; /* eff text =
O0x0000ffff*/
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eff text |= (bro[i][1]&0x00000001)<<16; /* eff text =
Ox0001ffff */

b = 0;

/* Deal with Equation (1) - 9 */

A

/* Pr[3,8,14,25]+P1[17]+C1[8,14,25] */
b |= (((bro[i][1]&0x20000000) >>29)" ((bro[i][1]&0x01000000)>>24)
((bro[1][1]1&0x00040000) >>18) " ((bro[i][1]&0x00000080)>>7)
A ((bro[1][0]1&0x00008000) >>15)" ((bmal[i][0]&0x00000080)>>7)
((
i

)
)
bma[1][0]&0x01000000)
1 [0]&0x00040000)>>18))

’

>>24) " ( (bma [

/* Cr[l6-Cr[21] a/h toi F8(Cr,K8)[8,14,25] - S5 */
b |= (bma[i][1]&0x0001£800)>>10; /* eff text = 0x0000007£f£*/

/* Pr[32], Pr[l]-Pr[5] a/h toi F1(Pr,K1)[17] - S1 */
b |= (bro[i][1]&0x£8000000)>>20; /* eff text = 0x00000fff*/
b |= (bro[i][1]&0x00000001)<<12; /* eff text 0x00001fff */

if (left side 1(fixed 1, b)==suml) {
TC[eff text] += 1;
}

}

/* Left Side of : P1[16,17,20] + F1(Pr,K1)[1l6,17,20] = K2[25,26,29]
(11) */
/*
Description:
k = 12 bit = [6 bit S3][6 bit S4]
t =11 bit = [10 bit S3,S4]1[1 bit tong]
*/
int leftside 11 (unsigned long k, unsigned long t)
{
int tmp=0;
UINT4 1=0x00000000L, r=0;

UINT4 candidate[2], temp; /* = */
tmp = (t&l); /* P1[16,17,20] */

/* Chuyen 6 bit khoa a/h toi F1(Pr,K1)[17] - S1
tim duoc tu phuong phap cua Matsui*/
/* fixed 1 = [6bit K8] [6 bit K1] */
candidate[0] = candidate[l] = 0;
candidate[0] |= (fixed 1&0x0000003f)<<24; /* 6 bit dau vao S1 */

/* Chuyen 6 bit khoa a/h toi F1(Pr,Kl1l)[1l6] - S3 */
candidate[0] |= (k&0x00000£fc0)<<10; /* 6 bit dau vao S1 */

/* Chuyen 6 bit khoa a/h toi F1(Pr,K1l)[20] - S4 */
candidate[1l] |= (k&0x0000003f)<<1l6; /* 6 bit dau vao S4 */
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/* Chuyen 10 bit text a/h toi F1(Pr,Kl)[16,20] vao r -
Pr[8]..Pr[17] */
r |= ((t&0x000007fe)<<14);

/* 6 bit text a/h toi F1(Pr,K1l)[17] */

r |= ((t&0x0000£800)<<16);
r |= ((t&0x00010000)>>16) ;
r = (r<<1l) | (r>>31);

Ft(l,r, &candidate[0]) ;

1 = (1<<31) | (1>>1);

/* F1(Pr,K1)[16,17,20] */
tmp "= (((1>>12)"(1>>15)"(1>>16))&l);

return tmp;

}

/* Counting up effective key bits (12 bits) */
void effective keyll (void)
{

unsigned long k /* 13 key bit */, t, m;

int right;
for (k=0; k<4096; k++) { /* 12 key bit */
for (t=0; t<131072; t++) {
for (right=0; right<2; right++) {
m = k;
m | ((righte&l)<<12);

if (leftside 11(k, t)==right) {
U0 [m] += TCI[t]:;

}

else {
U0 [m] += 4*TC[t];

}

/* DEAL WITH EQUATION 11' (phay) - PHUONG TRINH THU HAI */
void effective textllp(void)
{

unsigned long eff text, b;

unsigned long 1i;

for (i=0; i<N; i++) {

eff text = 0;
/* NOTE:

158



Pr = bro[i][1] Pl = bro[i][0]
Cr = bma[i][1] Ccl bmal[i] [0
*/

/* Cl[l6,17,20] */
eff text |=
(((bma[1][0]>>12)"(bma[1][0]>>15)"(bma[1]1[0]>>16))&l);

/* Cr[8]...Cr[17] */
eff text [= ((bmal[i][1]&0x01££8000)>>14); /* eff text =
0x000007£f */

/* Cr[32], Cr[l]-Pr[5] a/h toi F8(Cr,K8)[17] - S1 */

eff text |= (bmali][1]&0x£8000000)>>16; /* eff text =
0x0000f£f££*/
eff text |= (bmal[i][1]&0x00000001)<<16; /* eff text =

0x0001ffff */
b = 0;

/* Deal with Equation (2) */

/* P1[8,14,25]+Cr[3,8,14,25]1+C1[17]*/

b |= (((bro[i]1[0]&0x01000000)>>24)"((bro[1][0]1&0x00040000)>>18)
A((bro[i1i][0]1&0x00000080)>>7) "~ ((bmal[i][1]&0x20000000)>>29)
"((bma[i1][1]1&0x01000000)>>24)" ((bma[i][1]&0x00040000)>>18)
A((bma[i][1]1&0x00000080)>>7) "~ ((bmal[i]l[0]1&0x00008000)>>15));

/* Pr[l6]-Pr([21] a/h toi F1(Pr,Kl1)([8,14,25] - S5 */

b |= (bro[i][1]&0x0001£800)>>10; /* eff text = 0x0000007f*/

/* Cr[32], Cr[l]-Cr[5] a/h toi F8(Cr,K8)[17] - S1 */

b |= (bmal[i][1]&0x£8000000)>>20; /* eff text = 0x00000fff*/

b | (bma[1][1]1&0x00000001)<<12; /* eff text = 0x00001lfff */

if (left side 2(fixed 2, b)==sum2) {
TD[eff text] += 1;
}

/* Left Side of : Cl1[16,17,20] + F8(Pr,K8)[16,17,20] = K7[25,26,29]
(r1v)y =/
/*
Description:
k = 12 bit [6 bit S3][6 bit S4]
t =11 bit = [10 bit S3,S4]1[1 bit tong]

*/
int leftside 1llp(unsigned long k, unsigned long t)

{
int tmp=0;
UINT4 1=0x00000000L, r=0;
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UINT4 candidate[2], temp; /* = */
tmp ~= (t&l); /* Cl[le6,17,201 */

/* Chuyen 6 bit khoa a/h toi F1(Pr,K1)[17] - S1
tim duoc tu phuong phap cua Matsui*/

/* fixed 1 = [6bit K8] [6 bit Kl1] x/

candidate[0] = candidatel[l] = 0;

candidate[0] |= (fixed 2&0x00000£fc0)<<18; /* 6 bit dau vao S1 */
/* Chuyen 6 bit khoa a/h toi F8(Cr,K8)[16] - S3 */

candidate[0] |= (k&0x00000£fc0)<<10; /* 6 bit dau vao S3 */

/* Chuyen 6 bit khoa a/h toi F8(Cr,K8) [20] - S4 */

candidate[1l] |= (k&0x0000003f)<<16; /* 6 bit dau vao S4 */

/* Chuyen 10 bit text a/h toi F8(Cr,K8)[16,20] vao r -
Cr([8]..Cr[17] */
r |= ((t&0x000007fe)<<14);

/* 6 bit text a/h toi F8(Pr,K8)[17] */

r |= ((t&0x0000£800)<<106);
r |= ((t&0x00010000)>>16) ;
r = (r<<1l) | (r>>31);

Ft(l,r, &candidate[0]);

1 = (1<<31) | (1>>1);

/* F8(Cr,K8)[16,17,20]1 */
tmp "= (((1>>12)"(1>>15)"(1>>16))&l);

return tmp;

}

/* Counting up effective key bits (12 bits) */
void effective keyllp(void)
{

unsigned long k /* 13 key bit */, t, m;

int right;
for (k=0; k<4096; k++) { /* 12 key bit */
for (t=0; t<131072; t++) {
for (right=0; right<2; right++) {

m = k;

m |= ((righté&l)<<12);

if (leftside 1llp(k, t)==right) {

Ul[m] += TD[t];
}
else {
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}

/* Find remaining key bits */
int exhaustive search (unsigned char fk[8])

{

unsigned long tmp, i;

unsigned char testkey[8];

UINT4 plaintext([2];

for (tmp = 0; tmp<2097152; tmpt++) {
plaintext[0] = bro[0][0];plaintext[1l] = brol[0]

/* Copy found key to testkey */
for (i=0; i<8; i++) testkey[i] = fk[i];
/* Move tmp into testkey */
testkey[0] |= (unsigned char) ((tmp&l)<<3); /*K
testkey[0] |= (unsigned char) ((tmp&2)<<1l); /*K
testkey[1l] |= (unsigned char) ((tmp&d)<<5); /*K
testkey[1l] |= (unsigned char) ((tmpé&8)<<2); /*K
testkey[l] |= (unsigned char) ( (tmp&0x00000010)
testkey[l] |= (unsigned char) ((tmp&0x00000020)
testkey[2] |= (unsigned char) ((tmp&0x00000040)
testkey[2] |= (unsigned char) ((tmp&0x00000080)
testkey[2] |= (unsigned char) ((tmp&0x00000100)
testkey[3] |= (unsigned char) ((tmp&0x00000200)
testkey[4] |= (unsigned char) ((tmp&0x00000400)
testkey[4] |= (unsigned char) ((tmp&0x00000800)
testkey[5] |= (unsigned char) ( (tmp&0x00001000)
testkey[5] |= (unsigned char) ((tmp&0x00002000)
testkey[5] |= (unsigned char) ((tmp&0x00004000)
testkey[5] |= (unsigned char) ((tmp&0x00008000)
testkey[6] |= (unsigned char) ((tmp&0x00010000)
testkey[6] |= (unsigned char) ((tmp&0x00020000)
testkey[7] |= (unsigned char) ( (tmp&0x00040000)
testkey[7] |= (unsigned char) ( (tmp&0x00080000)
testkey[7] |= (unsigned char) ((tmp&0x00100000)
/* Call key schedule routine */
khoades8rt (kst, testkey,1);
des8r (plaintext, kst) ;
/* Check correstive cipher text */
if ((plaintext[0]==bma[0][0]) & (plaintext[1l]
found */
/* Save the results to foundkey */
for (i=0; i<8; i++) foundkey[i] = testkey|

return 1;

(117

5 */

6 */

9 x/

11 */
>>2); /*K
>>4); /*K
>>2); /*K
>>4); /*K

) 14
)
)
)
>>7); /*K
)
)
)
)

15
20
21
23
29
33
38
42
45
46
47
53
55
57
62
63

>>6); /*K
>>3); /*K
>>9); /*K
>>6 /*K
/*K
/*K
/*K
/*K
/*K
/*K
/*K
/*K

>>10)
>>12)
>>14)
>>13)
>>16)
>>11)
>>17)
>>19)

==bma [0] [1]))

il;

*/
*/
*/
*/
*/
*/
*/
*/
*/
*/;
*/;
*/;
*/;
*/;
*/;
*/;
*/;

{

/*
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}

return 0;

int checkkey(unsigned long fkl, unsigned fk2)

unsigned char temp fk[8];
int 1i;

/* Copy cac bit khoa da tim duoc tu thuat toan cua Matsui */
for (i=0; i<8; i++) temp fk[i] = foundkeyl[i];

/* Chuyen 12 bit khoa tu fkl vao khoa da tim duoc foundkey */
/* fkl1 = tong 3 35 26 25 44 58 59 1 36(trung) 27 18

41 (trung) */
/* K1[24] <-> K[41] trung */

temp fk[2] |= (unsigned char) ((fkl&2)<<5);/* K1[23] <-> K[18] */
temp fk[3] |= (unsigned char) ((fkl&4)<<3);/* K1[22] <-> K[27] */
/* K1[21] <-> K[36] trung */
temp fk[0] |= (unsigned char) ((£k1&0x00000010)<<3);/* K1[20] <->
K[1] */
temp fk[7] |= (unsigned char) (fk1&0x00000020);/* K1[19] <-> K[59]
*/
temp fk[7] |= (unsigned char) (fk1&0x00000040);/* K1[18] <-> K[58]
*/
temp fk[5] |= (unsigned char) ((£k1&0x00000080)>>3);/* KL1[17] <->
K[44] */
temp fk[3] |= (unsigned char) ((fk1&0x00000100)>>1);/* K1[1l6] <->
K[25] */
temp fk[3] |= (unsigned char) ((£k1&0x00000200)>>3);/* KL1[15] <->
K[26] */
temp fk([4] |= (unsigned char) ((fk1&0x00000400)>>5);/* K1[14] <->
K[35] */
temp fk[0] |= (unsigned char) ((fk1&0x00000800)>>6);/* K1[13] <->
K[3] */
/* Chuyen 12 bit khoa tu fk2 vao khoa da tim duoc */
/* fk2 = tong */
temp fk[0] |= (unsigned char) ((fk2&1)<<6); /* K8[24] <-> K[2]
*/
/* K8[23] <-> K[44] trung */
/* K8[22] <-> K[17] trung */
/* K8[21] <-> K[26] trung */
/* K8[20] <-> K[27] trung */
/* K8[19] <-> K[49] trung */
temp fk([2] |= (unsigned char) ((fk2&0x00000040)>>1);/* K8[18] <->
K[19] */
/* K8[17] <-> K[34] trung */
/* K8[1l6] <-> K[51] trung */
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temp fk[6] |= (unsigned char) ((fk2&0x00000200)>>5);/* K8[15]
K[52] */

<=>

/* K8[14] <-> K[25] trung */
/* K8[13] <-> K[58] trung */

/* Voi moi gia khoa co the, vet can so khoa con lai */

printf ("\n Trying to find correct key ... ");

if (exhaustive search(temp fk)==1) /* tim duoc khoa dung */ {
return 1;

}

return 0; /* correct key */

/* Rearrange U - Both UC and UD */
int rearrangeU(int a)

{
unsigned long i, j, tg; unsigned long fkeyl, fkey2;

for (i=0; i<8192; i++) pos[i] = posl[i] = 1i;
/* Sap xep lai U0 theo do lon cua 5N/4 */

for (i=0; i<8191; i++) {
for (j=i+1l; 3<8192; 3++) {

if
((labs (U0[1i]-(unsigned long) (5*N/4))) < (labs(UO0[]j]-(unsigned
long) (5*N/4)))) |

tg = U0[1i];
U0[i] = U0[]J];
U0[3] = tg;
/* position */
tg = pos[i];
pos[i] = pos[j];
pos[j] = tg;

}

/* Sap xep lai Ul theo do lon cua 5N/4 */
for (i=0; 1i<8191; i++) {
for (j=i+1l; 3<8192; j++) {

if
((labs (Ul[i]-(unsigned long) (5*N/4))) < (labs(Ul[j]-(unsigned
long) (5*N/4)))) |
tg = Ul[i];
Ul[i] = Ul[3j];

Ul[j] = tg;
/* position */

tg = posl[i];
posl[i] = posl[]j];
posl[j]l = tg;
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}

}

/* try to find the correct key */
for (i=0; 1i<16; i++) {
for (3=0; j<1l6; j++) {
fkeyl = pos[i]; fkey2 = posl[]];
if (checkkey(fkeyl, fkey2)==1) return

}

for (i=0; 1i<1l6; 1i++) {
for (3=8176; j<8192; J++) {
fkeyl = pos[i]; fkey2 = posl[j];
if (checkkey(fkeyl, fkey2)==1) return

}

for (i=8176; 1i<8192; i++) {
for (3=0; j<16; Jj++) {
fkeyl = pos[i]; fkey2 = posl[]j];

if (checkkey (fkeyl, fkey2)==1) return
}
}
for (i=8176; 1<8192; i++) {
for (3j=8176; j<8192; j++) {
fkeyl = pos[i]; fkey2 = posl[jl;
if (checkkey(fkeyl, fkey2)==1) return

}

/* Could'nt find a correct key */
return 0;

/* Using quadratic relations to attack DES with non-linear and multiple

*/

linear cryptanalysis methods.

void multiple linear (int a)

{

/* Initial */

/* Counting up effective text bits (11 bits)
effective textll();
effective textllp();

/* Counting up effective key bits (12 bits)
effective keyll();
effective keyllp();

/* Guess 12 effective key bits by Multiple Linear Method */

if (rearrangeU(a)==1) {
printf ("\n FOUND CORRECT KEY !\n");
}

Determize 2 following equations:

*/

*/
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else {

printf ("\n SORRY, I COULDN'T FIND CORRECT

}
}

void initial ()
{

long i;

printf ("\n Initialing the arrays

fixed l=fixed 2=suml=sum2=0;

for (1i=0; 1<8192; i++) TA[1i]=TB[1]=0;

KEY

'\n");

for (i=0; 1<4096; i++) KA[i]=KB[i]=UO0[i]=U1[i]1=0;

for (i=0; 1i<8; i++) foundkey[i]

for (1i=0; 1<131072; 1i++) {
TC[1]=TD[1]=0;

/*

* THE MAIN OF PROGRAM

*/

int main ()

int m; /* So lan thu */
struct timeval tl, t2;
struct timezone tz;

for (m=0; m<100; m++) {
printf ("\n LAN THU %d ", m);
tz.tz dsttime=0;

if (gettimeofday(&tl, &tz) !=0)

printf ("\n Can't get system time in sub function

partl step2");
}

/* Create 8 random bytes key */
create randomKey () ;

initial();

/* Create random N Plain/Cipher text pairs */

create randomPC () ;

matsui linear();

/* Using quadratic relations to attack DES with non-linear and

multiple
linear cryptanalysis methods
multiple linear (m);

*/
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printResults (m) ;

if (gettimeofday(&t2, &tz)!=0) {
printf ("\n Can't get system time in sub function

partl step2");
}

print time(t2.tv sec-tl.tv sec);
} /* for m */

return 1;
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LISTING CHUGNG TRINH THUAT TOAN MA KHOI MK_KC-01-01

/* Ma khoi cho KC01l - Theo so do MK KC01l */

/* Phien ban 32 bit

PHU LUC B:

(VisualC6 - Linux)

/* Dang Van Truong - 18/03/2003 */

/* Modify: Tran Hong Thai - 06/06/2003 */

#include
#include
#include

#include
#include

/*

#ifndef

#error "This module compile on 32 bit processor only"

#endif

*/

#define
#define
#define
#define
#define
#define

#define

#define
#define
#define
#define
#define

#define

<string.h>

<stdio.h>

<stdlib.h>

<assert.h>

<sys/time

WIN32

.h>

MK _BLOCK SIZE
MK_KC01 KEY LENGTH
ENCRYPT 1
DECRYPT 0
NUMBUF 1600
ROUND 16

M16 0x0000FFFF
M2 00 0x00000003
M2 02 0x0000000C
M2 04 0x00000030
M2 06 0x000000CO
M2 08 0x00000300
M2 10 0x00000C00

16
16

*/
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#define M2 12 0x00003000

#define M2 14 0x0000C000
#define M2 16 0x00030000
#define M2 18 0x000C0000
#define M2 20 0x00300000
#define M2 22 0x00C00000
#define M2 24 0x03000000
#define M2 26 0x0C000000
#define M2 28 0x30000000
#define M2 30 0xC0000000

struct mk kc0l key st {
unsigned long roundkey[4*10 + 1];
}i

typedef struct mk kc0l key st KCO01l KEY;

/* UINT4 always 32 bit */

typedef unsigned long int UINT4;

static const unsigned int

S1[256]=(

198, 62,238,222, 79,214,246,163, 12,128,230,212,127,235,213,110,
83, 65,147,190, 95,154,226, 15,181, 43, 69,245, 57, 37, 78, 3,
237,191,201,100,108,252,239, 51, 44,165,167,143,142, 27,140,168,
32,227,196,195, 24,105,160, 89,224, 72, 1, 71,215,228, 77,174,
144,193, 52, 88,216,118, 90, 5, 74,220,107,205,148,199,244, 33,
202,139, 0,183, 4, 63,141,218, 86,211,125,156, 82, 50, 26,243,
11,247, 85,223,194,178,204,161,162,159, 64,254, 10, 60,249, 21,
138,197, 2,241, 73,185, 28,175, 61,109, 91,132, 8,255,207, 75,
179, 48,200, 55,250,233, 34,232, 35,229,126,188, 38,186,152,206,

6,129,242, 59, 68, 84, 9, 17, 98,119, 29, 40,123,122,208,219,
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7, 76, 92, 80,146, 96, 36, 58, 67,203, 53, 70,137,169, 39,158,
231, 19,236,182,177,171,114,149, 54,106, 47, 87,166, 94,117, 16,
93, 30,164,116, 56,101, 45, 99, 23,187, 46,248,210,189,209, 81,
14,124,173,102, 18,192,111,112,134,172,234,157, 97,131,184,121,
135, 31, 25,136,150,155,113, 41,217,120,225,151,115,170, 20,251,
49,133,145,176,253,103, 66, 22,130,153,180,240, 13, 42,221,104},
S2[256]={

218, 85,155, 91,195, 90, 26,206,145,252,154, 94, 3,239, 40,245,
64,196, 14, 59, 67,121,152,227, 72,161,198,104, 37,166,181,224,
233, 77,171,240,241, 31,237, 32,209,200,204,141,251, 97,255,189,
210,238,222,174, 19,133,188, 69,156,179,228,194, 44,158,199,187,
124,170, 80, 51, 93,116, 55,230,183, 95,129,169,126,172, 30,164,
217,143,146, 76,144, 35,137, 89, 52, 4¢, 7,127, 54, 86, 23,110,
225,108, 70, 45,216, 56,223,202,184, 13,178, 27,151, 81,107,102,
249,168,150,106,197, 75, 17,205, 39,135, 65,254,147,109,173,193,
78, 82,221, 34, 25,235,214,157,160,232,117, 63,212, 57,125,219,
148,138, 24, 33,176, 48,229,100,246, 2,103,211, 1,119, 92, 47,
226,177, 49, 50,120,242,208, 87,192,175, 38,180,139,203,162,123,
236, 96,159, 58, 74,207,118, 8, 84,247,163, 66,186, 53, 6, 18,
71, 21,190,112, 83,134,167,128, 98, 79,213, 29, 88, 73, 42, 68,
149,113,201,244, 22,220,131,114,250,191,153, 9,132,142, 61, 5,
140, 99,101,253,122, 15, 4,165, 43,115,234, 12, 0,185, 16,111,
36,136, 10, 60,105,130,182, 20,248, 11, 62, 28,231,215, 41,243},

LR[101={5,23,23,5,23,5,5,5,23,5};

static const UINT4 KUV0O[4]={0x3210,0x7654,0xBA98, 0xFEDC};

#define S BOX8(x,y) iw=(unsigned char*) (x); ow=(unsigned char*) (y); \
*ow++ = (unsigned char)Sl[*iw++]; *ow++ = (unsigned
char) S2 [*iw++]; \
*ow++ = (unsigned char)Sl[*iw++]; *ow++ = (unsigned

char)S2 [*iw++]; \
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*ow++ = (unsigned char)S1[*iw++]; *ow++
char)S2 [*iw++]; \

*ow++ = (unsigned char)S1l[*iw++]; *ow = (unsigned
char)S2[*iw];

(unsigned

/**
* Expand the cipher key into the encryption key schedule.
*/
int mk kcO0l set encrypt key(const unsigned char *userkey, KCO0l KEY
*key)
{
UINT4 register tO,tl;
unsigned char *iw, *ow;
UINT4 rO,rl,i,iround;
UINT4 roundkey[40],CD[4],KUV[4];
if (luserkey || 'key)
return -1;

memcpy (CD, key, 16) ;

memcpy (KUV,KUVO0, 16) ;

/* Calculate round key */
for (1=0;1<10;1++) {
/* Shift Left */
t0=LR[1];

t1=32-LR[1i];

r0=CDI[O0];

CD[0] = (r0<<t0) | (CD[1]>>tl);
CD[1] = (CD[1]<<t0) | (CD[2]>>t]l);
CD[2] = (CD[2]<<t0) | (CD[3]>>t1);
CD[3] = (CD[3]<<t0) | (r0>>tl);

/* XOR (KVi KUi) */
CD[0] "= KUVI[O0];
CD[1] "= KUV[1];

CD[2] "= KUVI[2];
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CD[3] "= KUVI[3];

/* Throught S-box */

S_BOX8 (CD, KUV) ;

S BOXS8 (CD+2,KUV+2) ;

/* Store */

if (i<e) {
/* K5 ... Kl6 == roundkey[4*2] ... roundkey[15*2] */
roundkey[i*4+ 8]=KUV[0];
roundkey[i*4+ 9]=KUV[1l];
roundkey [1*4+10]=KUV[2];
roundkey [1i*4+11]=KUV[3];

} else if (i<8) {
/* K1 ... K4 == roundkey[0*2] ... roundkey[3*2] */
roundkey [1*4-24]1=KUV[Q];
roundkey[1*4-23]=KUV[1];
roundkey [1*4-22]1=KUV[2];
roundkey [1*4-21]1=KUV[3];

} else {
/* First and last key */
roundkey[i*4 ]=KUV[O0];
roundkey [1*4+1]=KUV[1];
roundkey [1i*4+2]=KUV[2];

roundkey [1i*4+3]=KUV[3];

return 0;

/* Ma hoa/ giai ma 1 block 128 bit, key 128 bit,

fEnc = 0:dich, #: ma */
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static void MK KCOl (char *data,KCO0l KEY *key, int fEnc)
{
UINT4 register tO0,tl, *pl, *pr, *pk;
unsigned char *iw, *ow;

UINT4 rO,rl,i,iround;

pl=(UINT4*)data;

/* XOR first key */

if (fEnc) {
*pl++ = key->roundkey[32];
*pl++ "~= key->roundkey[33];
*pl++ = key->roundkey[34];
*pl ~= key->roundkey[35];
pk=key->roundkey;

} else {
*pl++ ~= key->roundkey[36];
*pl++ = key->roundkey[37];
*pl++ = key->roundkey[38];
*pl  *= key->roundkey[39];

pk=key->roundkey+ ( (ROUND-1) *2) ;

pl=(UINT4*)data; pr=(UINT4*) (data+8); /* 8 byte = 64 bit = 2 word
32 */

for (iround=0;iround<ROUND; iround++) {
/* 1 Round */
rO=pr[0]; rl=pr([l];
/* XOR key */

pr[0] 7= pk[0]; pr[l] 7= pk[l];
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/* set pk point to key of next round */

if (fEnc)

pk += 2;
else

pk += -2;

/* Hoan vi qua cac hop S1 - S2 */
S _BOX8 (pr,pr) ;
/*Thuc hien dich trai 23 bit ca so 64 bit */
t0=pr[0]; tl=pr[l];
pr[0]l=(t0 << 23 ) | (t1l >> 9);
prll]l=(tl << 23 ) | (t0 >> 9);
/* Hoan vi qua cac hop S1 - S2 lan 2*/
S _BOX8 (pr,pr);
/* Thuc hien hoan vi theo bang sau, dung toi tO0,tl (UINT4) */

/x4 0 2 4 6 g8 10 12 14 16 18 20 22 24
26 28 30 */

/* t0 {22, 42, 20, 10, 4, 0, 2, 32, 16, 8, 36, 18,
40, 52, 26, 12,*/

/* t1 38, 50, 56, 60, 62, 30, 14, &6, 34, 48, 24, 44,
54, 58, 28, 46};*/

tO=pr[0]; tl=pr[l];

pr[0] = ((t0 << 22) & M2 22) | ((t0 << 16) & M2 20) |
((t0 << 4) & M2 10) | ((t0 >> 4) & M2 04) |
((t0 >> 10) & M2 00) | ((t0 >> 10) & M2 02) |
((t0 ) & M2 16) | ((t0 >> 10) & M2 08) |
((t0 >> 4) & M2 18) | ((t0 >> 2) & M2 26) |
((£0 >> 18) & M2 12);

pr[0] [=((tl << 20) & M2 30) | ((tl << 2) & M2 14) |
((£1 >> 8) & M2 06) | ((tl << 4) & M2 24) |

((t1 ) & M2 28);
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26

8,

22,

/*

/x4 0 2 4 6 8 10

28 30 */

/* t0 { ~r lOI ~r T “r -
201 “r _I*

/* tl 6, 18, 24, 28, 30, -,

26, -, 14});*/

pr[l] = ((t0 << 8) & M2 10) |

((t0 >> 14)

((t0 >> 16) & M2 04) | ((t0 >> 16)

((t0 >> 6) & M2 20);

prll] |=((tl << 6) & M2 06) |

((tl << 16)

((El << 20) & M2 24) | ((tl << 22)

((tl << 22) & M2 30) | ((tl >> 14)

((e1 >> 2) & M2 16) | ((tl >> 10)

((E1 >> 2) & M2 22) | ((tl

((tl >> 16) & M2 14);

/* Last XOR */

pr[0] 7= pl[0]; pr[l] 7= pl[l];

pl[0] = rO0; plll] = rl;
// printf ("$5d",iround) ;
}
/* Last revert */
rO0=pl[0]; already! */
pl[0]l=pr[0]; pl[l]l=pr[l];
pr[0]=x0; prlll=rl;
/* XOR last key*/
if (fEnc) {
*pl++ *= key->roundkey[36];
*pl++ ~= key->roundkey[37];
*pl++ *= key->roundkey[38];
*pl ~= key->roundkey[39];

} else {

)

& M2_08)

& M2 28)
& M2_02)
& M2_12)

& M2 26)

& M2_00)

& M2_18)
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*pl++ ~= key->roundkey[32];
*pl++ *= key->roundkey[33];
*pl++ ~= key->roundkey[34];

*pl ~= key->roundkey[35];

void mk kcOl ecb encrypt (const unsigned char *in, unsigned char *out,
const unsigned long length, KCO0l KEY *key,
unsigned char *ivec, const int enc) {

int n;
unsigned long len = length;
unsigned char tmp[1l6];

assert (in && out && key && ivec);
assert (length $ MK BLOCK SIZE == 0);
assert ( (ENCRYPT == enc) || (DECRYPT == enc));

while (len > 0) {
memcpy (out, in, 16);
MK_KCO01
(out, key, enc);
len -= 16;
in += 16;
out += 16;

}

unsigned char *
padbuf (unsigned char *inbuf, unsigned int inlen, unsigned int
*outlen)
{
unsigned char *outbuf;
unsigned int mk _kcOl len;
unsigned int i;
unsigned char mk kc0l pad len;

mk_kc0l len = (inlen + MK BLOCK SIZE) & ~ (MK BLOCK SIZE - 1);

outbuf = (unsigned char*)malloc(mk kcOl len);
memcpy (outbuf, inbuf, inlen);

if (outbuf == NULL) {
printf ("\n padbuf: out of memory!");

return NULL;
}

mk kcO0l pad len = mk kc0Ol len - inlen;

for (i = inlen; i < mk kcOl len; i++)
outbuf[i] = 0x55;
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int
main

tmp [

*outlen = mk _kcOl len;
return outbuf;

(int argc, char **argv)

FILE *f, *fd;

unsigned char buf [NUMBUF], out[NUMBUF], userkey[l6], ivec[l6],

NUMBUF] ;

int n, i, padlen, encrypt;
struct timeval tl1, t2;
struct timezone tz;

KCO01l KEY *key;

key = malloc(sizeof (KCO1l KEY));
tz.tz dsttime=0;

if (gettimeofday(&tl, &tz)!=0) {
printf ("\n Can't get system time");
}

if (argc<b) {
printf ("\n Su dung: mk kcOl-cbc in out keyfile e/d\n");
printf (" Ngam dinh la encrypt\n");

exit (1) ;
}
if (strcmp(argv([4],"e")==0) encrypt = 1;
if (strcmp(argv([4],"d")==0) encrypt = 0;
if (! (f = fopen(argv([l], "rb"))) {

fprintf (stderr, "Loi mo file %s\n", argv[1l]);
exit (1) ;
}

if (! (fd = fopen(argv[3], "rb"))) {
fprintf (stderr, "Loi mo file %s de doc khoa\n", argv[3]);
exit (1) ;

}

if ((n=fread(userkey, 1, 16, fd))<le) {
fprintf (stderr, "Trong file %s khong du khoa (512 bits)\n",

argv[3]);

exit (1) ;
}

fclose (fd);

if (mk _kcOl set encrypt key(userkey, key)>0) {
fprintf (stderr, "Key equal zero in set encrypt key()!\n");
exit (1) ;

}

for (i=0; i<16; i++) ivec[i]=0;
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if (! (fd = fopen(argv[2], "w"))) {
fprintf (stderr, "Loi mo file %s de ghi ma\n", argv([2]);
)7

exit (1
}

while ((n=fread(buf, 1, NUMBUF, f))>0) {
if (n % MK BLOCK SIZE != 0 ) {
memcpy (buf, padbuf (buf, n, &padlen), padlen);
n = padlen;

}

mk _kcOl ecb encrypt (buf, out, n, key, ivec, encrypt);
fwrite(out, 1, n, £d);
}

fclose (fd);
fclose (f);

if (gettimeofday(&t2, &tz)!=0) {
printf ("\n Can't get system time");

}

printf ("\n Tong thoi gian tim khoa la: %d\n\n",t2.tv _sec-
tl.tv _sec);

return O;
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