Chuong trinh KC-01: Pé tai KC-01-01:

Nghién citu khoa hoc Nghién citu mot so6 van dé bao mat va
phat trién cong nghé thong tin an toan thong tin cho cac mang dung
va truyén thong giao thitc lién mang may tinh IP

Bdo c¢do két qud nghién cdu

PAM BAO TOAN HOC CHO CAC HE MAT

Quyén 3A: “Sinh tham s6 an toan cho hé¢ mat RSA”

HA NOI-2003



Bdo c¢do két qud nghién cda

PAM BAO TOAN HOC CHO CAC HE MAT

Quyén 3A: “Sinh tham s6 an toan cho hé mat RSA”

Chu tri nhém nghién citu:
TS. Léu Ditc Tan



MUC LUC

CHUONG I- HE TIEU CHUAN CHO HE MAT RSA
1. MO PAU

1.1. Thong s6 an toan cho mot hé mat c¢é do an toan tinh toan
1.2.Van dé xay dung hé tiéu chuan cho hé mat RSA
1.2.1. Chudn X9.31

1.2.2. Phuong phdp xay dung chudn ciia chiing ta

2. MOT SO TIEU CHUAN DUKIEN CHO HE RSA
2.1. Tiéu chuéan vé do 16n cia N

2.2. Tiéu chudn vé do 16n cac udc nguyén t6 p va q cia N
2.3.Tiéu chuin vé udc nguyén to clia p1

2.3.1.MJ dau

2.3.2. Co so cua thudt todn

2.3.3. Thudt toan Williams

2.4. Tiéu chuin vé€ u6c nguyén t6 cla p-q

24.1. MJ dau

2.4.2.Tdn cong kiéu gidi hé phuong trinh

2.5. Tiéu chuéin vé ged(p£1,q£1)

2.5.1. MJ dau

2.5.2. Phdn tich s6 nguyén dua vao gcd(p#1, g£1)

2.6. Tiéu chuén vé cdc udc nguyén to cua A(pxl)

3. HE TIEU CHUAN CHO HE MAT RSA

TAI LIEU THAM KHAO

CHUONG II-XAY DUNG PHAN MEM SINH SO NGUYEN
TO DUNG CHO HE MAT RSA

MG PAU

1. THUAT TOAN KIEM TRA TINH NGUYEN TO

Moé dau

1.1. Mot so két qua chuén bi

1.2. Mot s6 thuat todn kiém tra tinh nguyén t6

1.2.1. Ham PocklingtonPrimeT est

1.2.2. Ham LucasPrimeT est

1.2.3. Ham LucasPocklingtonPrimeT est

2. THUAT TOAN SINH SO NGUYEN TO BANG PHUONG
PHAP TANG DAN DO DAI



2.1. Mot s6 ham sinh s6 nguyén t6 don gian

2.1.1. Ham sinh cdc so nguyén t6 khong qua 32 bit

2.1.2. Ham sinh cdc so nguyén to tir k+1 dén 3k bit tir nhdn
nguyén to'k bit

2.2. Thuat toan

2.3. DBéanh gia thuat todn

2.3.1. 86 lan dan trung binh

2.3.2. Mdt do s6 nguyén t6 sinh duoc

3. SINH SO NGUYEN TO RSA-MANH

3.1. M& dau

3.2. Thuat todn Gordon

3.2.1. Ham PrimeP-1Generator(k)

3.2.2. Dung thudt todn Gordon xdy dung ham sinh cdc s6 RSA-
manh

3.3. Danh gia lyc luong

4. SINH CAP SO NGUYEN TO CO QUAN HE MANH
4.1. M& dau

4.2. Thuat toan sinh cap s6 RSA-manh p va q véi ged(p-1;q-1) cé
udc nguyén td khong dudi E bit

4.2.1. Ham GordonGenerator/(.,.,.)

4.2.2. Ham RSA-Generator(.,.)

TAI LIEU THAM KHAO

PHU LUC- CHUONG TRINH NGUON



CHUONG I

HE TIEU CHUAN CHO HE MAT RSA

1. MO PAU

Hé mat RSA 1a mot trong nhitng hé mat c6 do an toan dua trén quan diém tinh
todn do d6 mot hé tiéu chudn can thiét dé 4p dit cho hé mat nay chinh 1a nham
cho n6 ¢6 dugce tinh an toan can thi€t. Mot hién thuc 1a véi cac hé mat ¢6 do an
toan tinh toan thi gia tri ctia n6 chi dugc gidi han trong thoi gian ma thong tin
do n6 bao mat (thoi gian d6i phuong tim ra duoc ndi dung that clia thong tin
sau khi da c6 ban ma). Thoi gian trén tuy theo yéu ciu cua van dé can bao mat
ma dit ra cu thé tuy nhién chung ta c6 thé dua ra mot s6 nam Y kha 16n nao d6
(nhu vai chuc nim chang han). Do thoi gian tinh toan phu thudc vao hai yéu to
quan trong d6 1a thuat todn st dung va ning luc (cu thé & day la toc do tinh
toan va dung luong luu trit ctia hé thong may tinh phuc vu) tinh toan.

1.1. Thong s6 an toan cho mot hé mat ¢6 do an toan tinh toan

Do kién thitc vé thuat todn tan cong 1a chi c6é duoc tai thoi diém hién tai, trong
khi d6 nang luc tinh toan luén duoc tang trudng theo luat Moore (sau 18 thang
thi toc do x{r Iy ctia may tinh tang gap do6i) cho nén khi xem xét thoi gian an
toan cta hé mat chiing ta c6 thé quy chiéu dén téng s cdc thao tic can thiét
ma may phai thuc hién, ky hiéu 1a T, va goi la thong s6 an toan ctia hé mat.
Néu ky hiéu t 12 téng s6 céc thao tac ma hé thong tinh toan duogc trong 1.5 nam
v6i kha ning tinh tai thoi diém hién hanh thi theo luat Moore téng s6 thao tac
ma né thuc hién duge trong 1.5 k€ ti€p 1a 2t... cho nén sau mot thoi gian k 1an
cta 1.5 nam hé théng tinh to4n ctia d6i phuong c6 thé hoan thanh dugc tong s6
thao tac 1a T dugc tinh u6c lugng nhu sau.

T<2t+2%+.. +t25=t(21_1) (1-1)



Theo cong thifc trén ta hoan toan c6 thé dung gia tri T,=t2* dé 1am thong s an
toan cho hé méat ¢6 thoi gian bao mat 1a 1.5k nam.
Gi4 tri t dugc tinh theo cong thuc

(=1.5%365%24*3600*R~2%R (1-2)
O trén R 12 t6c do xtr 1y ctia mdy tinh tai thoi diém hién hanh. Tai thoi di€ém
hién hanh (nam 2003) thi hé may tinh c6 toc do xu 1y tién tién nhat 1a 2.8Ghz,
nhu vay véi loai mdy tinh nay cé t6c do tinh todn vio khoang 700Mip~2*
phép todn trong 1 giay vay ta thu duoc t=2°°.
Dé x4c dinh dugc gid tri T, tai thoi diém nam y véi thoi gian an toan 12 Y nam
ta c6 thé tinh todn ching theo cong thic sau.

56, V=203

T=2"" (1-3)

Trong nhitng phan tich sau nay, ching ta chi can quan tam dén s6 mil cua T,
va ky hiéu la E,, khi nay cong thuc tinh E,, la.

| ¥+ 2003

E,=56 (1-4).

Mot khi da xac dinh gid tri E theo yéu cau bao mat cia hé mot mat c6 do an
toan tinh to4n néi chung va cho hé RSA néi riéng thi né€u tén tai mot kiéu tan
cong doi v6i né thi bat budc thoi gian tan cong d6 phai khong dudi O(2 ).

Vi du. Dé c6 duoc mot su an toan trong thdi gian Y=15, 30, 45, 60,... nim
tinh tr 2003 thi E, tuong ting 12:66, 76, 86, 96,....

Trong nhiéu tai liéu, khi ddnh gia vé do an toan cua mot hé mat cac tac gia con
dua ra don vi do khdc nhau chéng han nhu chi phi (theo don vi tién hay thoi
gian) phai tra khi muén pha dugc hé mat dé... véi phan tich ma ching ta da
dua ra & trén thi thong so thoi gian an toan dugc xem xét trén don vi mot may
PC. Hién nhién trong mot s6 diéu kién nao d6 (chu yéu 1a kha nang thuat todn
c6 thé song song duoc) thi bing cdch thuc hién dong thoi trén nhiéu may thi
tong thoi gian thuc hién thuat todn s& dugc giam di. V6i cdch tinh trong cong
thac (1-4) thi v6i thoi gian an toan trong Y nam khi thuat todn chi thuc hién



trén 1 PC vay dé rit ngéan thoi gian chi trong 1 nam thi s6 PC cin dén s& 1a
Y

215, Vi Y=45 nam (tuong tng v6i do phitc tap O(2*%) thi néu lién két song

song duoc 2*° mdy PC bai todn s& giai duoc trong 1 nam.
Tir nay v€ sau, trong moi phan tich chiing t6i s&€ dua vao s6 mii an toan

E,=86. (1-5)

1.2.Van dé xay dung hé tiéu chuan cho hé mat RSA

Muén dua dugc hé mat RSA vao st dung thi mot trong nhiing cong viéc phai
lam d4u tién d6 1a xay dung nhiing yéu ciu vé né nham muc dich loai bo
nhiing nguy co mat an toan mét khi vi pham cac yéu cau dé- Hé thong cac yéu
cau noi trén duoc goi 1a hé tiéu chudn. Trén the gidi thudng xuyén cé nhing
cong bo vé nhitng tan cong doi v6i cdc hé mat néi chung va RSA néi riéng va
twong ing véi nhung cong bo do 1a cac cap nhat vé hé tiéu chudn cho RSA.
Mot co sG ndi tiéng nhat va ¢6 1€ 1a chuyén nghiép nhat trong Iinh vuc trén 1a
“RSA Laboratories” va d6i v6i ho chuin X9.31 cong b6 nam 1997 cho dén

nay van duoc str dung.

1.2.1. Chudn X9.31

Chuén X9.31 do RSA Laboratories quy dinh cho viéc sinh tham s6 cho hé mat
RSA, n6 bao gém cdc tiéu chuén sau.

S1. Cdc modulo N=pq duoc sit dung cé so bit la 1024+256x voi x=0, 1, 2, ...
va nhu mot hé qud p, q la cdc s6 512+128x bit.

S2. Cdc gid tri p-1, p+1, g-1, g+1 déu c6 uoc nguyén té lon khong dudi 100
bit.

S3. ged(p-1,q-1) nho.

S4. p-q c6 udc nguyén td' lon trén 64 bit,



1.2.2. Phuong phdp xdy dung chudn ciia chiing ta

Pé c6 mot chudn cua riéng minh d6i véi hé RSA chiing ta tot nhit nén xuat
phat tr chudn X9.31, tim hi€u nguyén do dé dua ra cdc yéu cau trong chuin
do, b6 xung thém cdc thong tin mdi hon lién quan dén RSA vao chuan. Béng
cdch ti€p can nay, cling véi thong tin vé s6 mil an toan E, dugc dua ra trong
muc 1.1 ching t6i da dua ra dugc mot hé tiéu chuin phong phd hon vé mit
dinh tinh va rd rang hon vé mat dinh luong so véi X9.31.

2. MOT SO TIEU CHUAN DU KIEN CHO HE RSA
2.1. Tiéu chuan vé do 16n cuna N
Phuong phédp sang truong so cho dén nay duoc coi la mot phuong phap phan

tich s6 nguyén tién ti€n nhat. Thoi gian tinh tiém can cua phuong phap sang
trudng s6 dé phan tich duoc hgp s6 N duogc cho boi déanh gid sau.

T,=exp{(1.92+0(1)) (InN)*(Inln N)? } (1-6)

Nhu vay dé phan tich duoc s6 nguyén N ¢6 do 16n 1a n bit (n=log,N+1) ta can
phai thuc hién mot s6 thao tdc nhu da dua ra trong cong thiic trén. D€ cho hé
RSA chong duoc kiéu tdn cong phan tich theo phuong phdp sang trudng so thi

ching ta can chi ra dugc s6 n toi thiéu dé T,>T,,.
Bién déi T, theo luy thira ctia 2 ta dugc

T, =2E® véi

2 2
3

E(m) =(1.92+0(1))n*(In2) *(Inn +Inln2)?

1 2 2

~2.46n3(In2) 3(Inn+Inln2)3

1 2

~4.91n3(Inn+1nln2)3 (1-7).

Tur cong thiic (1-7) ching ta tinh dugc cac gia tri E tuong tng d6i v6i mot so
modulo RSA ¢6 s6 bit n=512+x%256 (x=0,1,...14) cho bai bang 1 dudi day.



Badng 1.

n 512 768 1024 1280 1536 1792 2048
E(n) 64 77 87 96 103 110 117
2304 2560 2816 3072 3328 3584 3840 4096

123 129 134 139 144 148 152 157

Qua céc tham so6 tinh dugc ¢ bang 1 thi s6 modulo N vé6i 1024 bit 1a phu hgp
vGi yéu cau c6 s6 mi tan cong E=87 la khong dudi E,=86 vay ta c6 du kién

sau

Du kién 1. S6 modulo N dung cho hé mdt RSA phdi khong dudi 1024 bit.

2.2. Tiéu chuan vé do 16n cac uéc nguyén to p va q cia N

Trong céac thuat toan phan tich s6 nguyén c6 mot 16p thuat toan ma thoi gian
tinh cta ching phu thudc vao do 16n cac ude trong s6 nguyén cin phan tich.
Tiéu biéu trong s6 nay la thuat todn phan tich dua vao dudng cong elliptic (ky
hiéu 1a ECM) dugc mo ta nhu sau.

Input: N 1a hop so
Output: p 1a uéc cua N.
1.repeat
1.1. LAy ngiu nhién dudng cong E(a,b): Y*Z=X*+aXZ*+bZ>.
1.2. Lay ngiu nhién diém P=(x,y,z)€E, p<1,i<«1.
1.3. While (i<I) and not(N>p>1) do
1.3.1. i<-1+1.

1.3.2. (x,y,2)<1(X,y,Z).




1.3.3. p<—gcd(z,N).
2. Until (N>p>1).

3. Output<—p.

o trén [=max{rlog N: r 1a cac s6 nguyén t6 <B}.

Ta biét rang néu (x,y,z) tinh duoc tai budc 1.3.2 1a diém O (diém c6 toa do
z=0) cua duong cong E trén truong F, (hodac F)) thi tai buéc 1.3.3 ta s& thu
duoc udc khong tam thudong ctia N. Lai biét ring, néu i! 12 boi clia s6 diém clia
duong cong trén cac truong tuong Ung trén thi (x,y,z) tinh duogc tai bude 1.3.2
chinh 12 diém O cho nén theo dinh nghia ctia I thi néu s6 diém clia dudng cong
chi ¢6 céc udc nguyén t6 khong qua B thi cung 1am 1a I buéc trong vong
“While” néu trén thuat toan sé thanh cong.

Bang cach t6i uu hod gid tri B nguoi ta da chiing td6 dugc rang phuong phap
ECM c6 thoi gian tinh tiém can 1a.

T,= O(exp{ 2In plnin p }) (1-8)

Do khong c6 trong tay tai liéu nao phan tich tudng minh vé s6 liéu trén nén dé
ban doc yén tam chiing toi ¢6 gang 1y giai va thu duoc mot két qua khiém ton
hon nhu sau.

Két qud 1.1. Thoi gian tinh tiém cdn cua ECM la

T,= O(exp{1.5\/Inplnlnp }) (1-9)
Chiing minh.
TruGe hét ching ta thdy rang tham s6 I= max{rlog N: r 1a cdc s6 nguyén to
<B} duoc dua ra trong thuat todn c6 thé thay bang tham s6 M=B! (véi chu y
rang ching 12 cic vo cling 16n cling bac) va thay vi cho viéc 1an luot tinh P<—iP

nhu da néu trong 1.3.2 vé6i i=2,3,...,B ta chi can tinh mot 1an gia tri P<~M (&



day P=(x.y,z)). Bing phuong phap xich cong thi viéc tinh di€ém tich MP can
dén O(InM) phép cong hoidc nhan doi di€m.

Do M=B! ma B’*’<B!<B® nén 0.5BInB<InM<BInB hay InM=cBInB véi ¢ la
mot hang s6 0.5<c<1. Tém lai ta ¢6 thoi gian tinh diém MP 1a.
O(BInB). (1-10)
Trong [N.M.Stephens] (trang 413) cho biét ring xac suat dé s6 x 1a B-tron 12
i (1-11)

4 Inx
VOl U=——-.
InB

Va trong [Blanke-Seroussi-Smart] (b6 dé IX.1 trang 161) cho biét s6 diém ctia
dudng cong 1a phan bé déu trén doan [p+1-,/p ;p+1+./p] cho nén dé thuat
toan thanh cong ta can phai duyét vao c¢d O(u") duong cong hay thoi gian thuc
hién thuat toan ECM la

T,=0(BInB.u") =0(exp{nB+InlnB+ulnu}) (1-12)

vOi uzln—p.
InB

Lay InB=./ln pInln p , thi s6 mii v€ phai cta (1-12) la

InB+IninB+ulnu=./In plnln p +lnlnB+ln—p(lnlnp—lnlnB)

vInplnln p

=21/lnpln1np—%(lnlnp—lnlnlnp)( 111;1? -1)
ninp

=1.51/1nplnlnp—%(lnlnp+lnlnlnp f%—lnlnlnp)
\Inln p

1“;1’ “Inlnlnp)la vo cling 16n bac thdp hon so Vi
nlnp

JInplnln p khi p—oo nén

Do %(lnlnp+lnlnlnp



Tur (1-12) ta duoc T,=O(exp{1.5/InpInlnp }) va day la cong thiic can chiing

minh.[]

Theo cong thic trén thi thuat toan s€ rat cé hiéu qua khi N ¢6 mot uéc nho va
dé chong lai tan cong ECM thi theo cong thic (1-8) néu m 1a so bit ctia p ta c6
do phtc tap cua phép phan tich la

T,= O(exp{ y2In plnin p })
=0(2"= ey2Inplninp )
=02 "= ey2mIn2ln(min2) )
=Q(2 V2miowelntmin2)

vay theo yéu cau vé E;=86 chiing ta thay ring néu

\2mlog, eln(mIn2) >E, (1-13)

Tuy nhién néu q va p x4p xi nhau thi phuong phap ECM duoc dua vé trudong
hop khoé nhat, vi vay céc tai liéu dé cap dén tiéu chuin nay luon 1dy q va p xap

xi nhau. Tai day ching t6i cling dé nghi mot tiéu chudn nhu vay.

Du kién 2. Cdc s6 nguyén té'p va q déu xdp xi \/N (512 bit).

2.3.Tiéu chuan vé u6c nguyén to cua p+l1
2.3.1.Mo dau

Tiéu chudn p+1 va q*1 phai c6 udc nguyén t6 16n duoc dua ra nhim chong lai
tan cong phan tich so theo thuat toan p-1 cua Pollard va p#1 cta Williams. Tat
ca cac hé tieu chuin cho hé RSA da cong bo déu c6 tieu chuin nay tuy nhién
cac dinh luong vé tinh “l6n” clia cdc udc thudong chua c6 mot ly giai cu thé.
Trong muc nay ching t6i s€ trinh bay lai phuong phap px1 cua Williams véi

muc dich lam séng té diéu trén.




2.3.2. Co s0 cua thudt todn

Chi y rang thuat toan goc cua Williams 1a dua vao cdc két qua vé céic day
Lucas, con thuat todn ma ching t6i sé€ trinh bay dudi day dugc dua vao mot két

qua don gian nhung tuong duong lién quan dén khai niém bac ma rong.

Cho truong F, véi p 1a s6 nguyén t6 1¢, D 1a mot phan tit bat ky thuoc F,. Ky
hiéu hinh thic D 13 mot phan ti ndo dé (c6 thé khong thudc F,) thoa man
diéu kién (/D )*=D.

Xét tap F[vVD ]={(a,b): a,beF,} vdi hai phép todn “+” va “ dinh nghia nhu

sau:

{ (a,b)+ (u,v)=(a+u,b+v) (1-14)

(a,b).(u,v) = (au + Dbv,av + bu)

Ta c6 Fp[\/B | 1a truong mo rong cua F,, hon nita néu D la thang du bac 2
(+/D €F,) thi F,[/D ]=F, va nguoc lai F[vVD] la trudng (v6i p* phan tf) mo
rong thuc su cua F,.

V6i moi phan tir O;t(a,b)er[\/B ] luon ton tai s6 d sao cho (a,b)der, ta goi
gia tri d>0 nho nhat thoa man di€u kién trén 1a bac md& rong cua (a,b) va ki
hiéu 1a ordy(a,b). Ching ta dé dang kiém tra duoc ring bac md rong cac tinh
chit co ban nhu bac thong thuong nhu

-Néu (a,b)'eF,, thi ordp(a,b) | d.
-Néu ordp(a,b)=d, ord,(u,v)=e véi ged(d,e)=1 thi ordy((a,b)(u,v))=de.

Ngoai ra ta con cé két qua sau.

Két qud 1.2. Vi moi 04(a,b) eF ,[\D ] ta c6.
(i)-Néu D 1a thang du béc 2 trén F, thi ordp(a,b) /(p-1).
(ii)-Nguoc lai ordy(a,b) /(p+l).

Chiing minh.



Két qua (i) 1a hién nhién. Nguoc lai do Fp[\/B ] 1a trudong p* phan tir nén hién
nhién ta c¢6 bac thong thuong ctia moi phan tir khac 0 clia trudng nay déu la
uGe cuia K=p*-1 tic 1a (a,b)*=1. Xét (u,v)=(a,b)**' ta c6 (u,v)"'=(a,b)*=1 vay
(u,v) 1a nghiém ctia phuong trinh xP-x=0. Biét rang trong trudng Fp[\/B ] thi
moi nghiém ctia phuong trinh trén déu 1a phan tit cla truong con F, vay ta da
c6 (a,b)*'eF, va két da dugc chig minh. [

2.3.3. Thudt toan Williams

Input : N=pq v6i p#q va p-1=] [ " hoac p+1=]]" .

Output: p.
1. Do
1.1. L4y ngiu nhién DeZy, (a,b)eZy[/D ] (D,bz0).
1.2. p<—gecd(b,N), if (p=1) p<—gcd(D,N); i«1.
1.3. While (i<I) and not(N>p>1) do
1.3.1. i«—i+1;
1.3.2. (a,b)«—(a,b)’
1.3.3. p<—gcd(b,N)
8. Until N>p>1.
9. Return p.
6 trén I=max{rlog N: r nguyén t6 <B}.

Do céc tinh todn theo modulo p la phép toén trén trudng Z=F, c6 dac so6 p,
hon nita bo cong thiic (1-14) thuc chat 1a cong va nhan cic s6 dang a+b+/D
mot cdhc thong thuong nén ta ¢

p-1

(a,bl=(a+bD P=a"+b’D"=a+bD D (1-15)
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p-1 p-1

Néu D Ia thing du bac 2 modulo p ta ¢6 D 2 =1 va nguoc lai ta ¢c6 D 2 =-1
nhu vay ta cé két qua sau

D

(a,b)’”(pJ =(1,0) (1-16)

véi {D J 13 ki hiéu Legendre.
p

Két hop céc diéu kién p-1=] [~ , D la thang du bac 2 modulo p véi (a,b) duoc

1 <B

tinh theo budc 1.3.2 cua thuat todn thi tai gia tri
i=max{c;log, p: ¢>0}<I

ta ¢6 i! s€ 1a boi clia p-1 cho nén theo két qua trén thi b=0 (mod p) do d6

gcd(b,N)>1. thém vao nita néu b#0 (mod q) ta cé ngay p=gcd(b,N).

Hoan toan twong tu v6i p+1=] [~ , D 1a khong thang du bac 2 modulo p thuat

<8
todn ciing thanh cong trong viéc tim p.

RO rang thoi gian tinh cua thuat todn s€ 1a O(B) véi B 1a uéc nguyén t6 nho
nhat trong cac udc nguyén té 16n nhat cta p-1 va cua p+1. Vi cach tan cong
trén, dé dam bdo tinh an toan cho hé mat RSA chung ta c6 thé dua ra yéu cdu
la pt1 can phai c6 udc nguyén t6 khong dudi 86 bit. Tuy nhién ti€p sau day
chiing ta phan tich thém mot chit vé diéu kién nay.

Trudc hét theo nghich 1y ngay sinh ching ta biét ring dé tim duogc phan tir
cling s6 du theo modulo B thi chi cidn dén O(+/B ) phép tinh theo nhu phuong
phap Rho ma Pollard da chi ra cho nén néu sau khi thuc hién phép tan cong
nhu da néu trén, voi két qua thu duge tai budc 1.3.2 1a (ay,b,)=(a,b)" tat nhién
chi khi gcd(b,,N)=1 chiing ta s€ ti€p tuc thuc hién nhu sau.

1.S—{b,}, 1«0, p«1.
2. While not(N>p>1) do

2.1. 1<-1+1;
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2.2. Lay ngiu nhién m.
2.3. (a;,b))<—(ay,by)"
2.4. SSuib;}
2.5. p<—max{gcd(b;-b,,N): Vb;b, €S 0<j<k<i}.
3. Return p.
RO rang v6i phan bo xung trén thi cac uée p v6i px1 c6 dang sau

pl1=R][r"* v6ir la cic s6 nguyén t6 <B, con R la uéc nguyén t6 thod min

<8
B,<<R<B thi phép tan cong trén s& tim dugc p. Tuy khong phai 1a luon luon cé
hiéu qua trong moi truong hgp nhung ré rang véi dang néu trén cua px1 thi
thoi gian tdn cong chi con 12 O(+/B ). Pé didm bio cho hé RSA truée tin cong
da néu ching ta dua ra tiéu chuan sau.

Du kién 3. p#l phdi c6 wéc nguyén to lon khong duoi 172 bit.

2.4. Tiéu chuan vé uéc nguyén t6 cua p-q

2.4.1. Mo dau

Trong [Silverman] cé dua ra mot tiéu chuén 12 p-q c6 udc nguyén t6 16n. Tieu
chuin dugc dua ra trén co s& chong lai céc tin cong cua thuat todn phan tich
ctia Fermat va cua Lehman. Céc thuat toan nay dua vao y tuong chung la co
tim X, y sao cho x*-y*=N véi x dugc tim trong lan can cla gi4 tri \_\/ﬁ J Trong
muc nay ching t0i cd ging 1y gii tiéu chuin trén va chuyén thanh diéu kién
ged(p-1;g-1) ¢ u6c nguyén t6 16n. Cha y rang ged(p-1;g-1) 1a udc cua p-q nén
diéu kién cuia ching toi dua ra 1a chat hon nhung bu lai ta s&€ ¢c6 mot yén tam
duoc khang dinh trong béi dinh 1y 1.3 ma chiing toi chi ra.

2.4.2. Tdn cong kiéu gidi hé phuong trinh

Hién nhién ring néu tim duoc gi4 tri clia p-q hodc p+q 12 A chang han thi cling
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vGi diéu kién pg=N chiing ta dé dang tim duoc p va q bang cach giai mot trong
hai h¢ phuong trinh tuong tng sau.

{ PE=N "y hi biet p-q=A
p—q=4

RO rang kiéu phan tich trén ciing c6 hiéu luc trong trudng hop ton tai céc so

nguyén co tri tuyét déi nho la a, b va ¢ sao cho
ap-bg=c (1-17)
Khi nay hé phuong trinh d€ tim p, q s& 1a

{(ap)(bq) = abN

(1-18)
ap—bg=c

Bing cdch duyét dan céc gid tri a, b, ¢ trong mot mién [-B;B] v6i B nho nao dé

ching ta s€ c6 dugc mot hé c6 nghiém.

Vi vay dé chong lai duoc tan cong kiéu trén thi yéu cdu can thiét 12 dang thitc
(1-17) chi xay ra véi it nhat mot trong ba tham s6 a, b, ¢ ¢ tri tuyét d6i 16n,
chang han khong duéi B=2% vé6i E, da dua ra tru6c day. Ciing trong tai liéu
trén tac gia Robert D. Silverman dua ra diéu kién 1a

“p-q c6 udc nguyén to' lon” (1-19)

va dong thoi cling nhan dinh rang day 1a diéu kién rat khé thuc hién va dé nghi
rang chi can thir thuc hién phan tich p-q bsi phuong phdp ECM dé dam bao
rang gia tri nay khong chi gdm nhiing uéc nguyén t6 nho?!.

C6 gang tiép theo clia ching toi & day 13 dua ra duge mot két qua khang dinh
néu diéu kién (1-19) du chong lai tén cong ki€u giai he (1-18).

Dinh Iy 1.2.
Néu p va g thod man cdc diéu kién sau
(i). p-1 ¢6 udc nguyén to'la p,>B va p, khéng la udc cua g-1.

(ii). p-1 va g-1 c6 udc nguyén t6 la r>4B.

13



Thi khong ton tai a, b, ¢ dong thoi cé tri tuyét doi khong qud B dé cé (1-17).
Chitng minh.
Tur (ii) ta gia sit p=xr+1 va q=yr+1 cho nén véi (1-17) ta cé
ap-bg=(ax-by)r+(a-b)=c suy ra

c=(a-b) (mod r) (1-20)

a—-b

Khong giam téng quat ta gia sir ¢>0 nén (1-20) dan dén c={ @ b’
r—(a—

RO rang tr r>4B con (a-b)<2B nén truong hgp c=r-(a-b) bi loai bd va (1-17) trd
thanh ap-bg=a-b hay
a(p-1)=b(q-1)

Tir diéu kién (i) thi b phai 1a boi ctia p,>B va dinh 1y da dugc chiing minh.[]

Véi du kién 3 dua ra true day thi di€u kién (i) trong dinh 1y 1.3 da duogc thoa
man cho nén dé chong lai tin cong vira dua ra ta chi can b6 xung thém diéu
kién (i) do la.

Du kién 4. ged(p-1, q-1) phdi cé udc nguyén to lon khong dudi 86 bit.

2.5. Tiéu chuan vé ged(p+1,q+1)
2.5.1. Mo ddu

Trong [Silverman] c¢6 dua ra tiéu chuan ged(p-1,q-1) phai c6 gia tri nho véi lap
luan dua trén phan tich xdc suit gap phai s6 mii cong khai c¢6 bac thap la cao
néu gia tri gcd(p-1,g-1) 16n. Trong phan tich cta tac gia ¢6 dan dén nhiing két
qua co trong tai liéu [RivestSilverman] nhung rat ti€c 1a chiing t6i chua c6 tai
liéu nay trong tay nén bu lai ching tol s€ trinh bay theo phan tich cua riéng

minh theo mot ti€p can khdc. Bang nhiing phan tich ma ching toi sé€ dua ra sau
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nay, khong nhitng can quan tam dén gcd(p-1,g-1) ma ta con phai quan tam dén

cac gia tri gcd(p+1,9-1), ged(p-1,g+1) va ged(p+1,g+1).

2.5.2. Phdn tich s6 nguyén dua vao ged(p£1,q+1)
Xét biéu dién
N=aF?+AF*+BF#I véi 0<A,B<F. (1-21)

Trong luan vian phé tién si cia minh, tic gia Léu Dic Tan da chi ra ring néu
cac udc nguyén to cua N cé dang xF£1 thi véi khong qua 2o budce 1a tim duge
cdac ude cua N (xem [Léu Tan], dinh 1y 1.2 trang 23-24, dinh 1y 4.3 trang 43-
44),

Ta lai thdy rang tir N=pq nén rd rang ged(p-1,g-1) va ged(p+1,q+1) déu 1a uéc
ctia N-1 va tuong tng gcd(p-1,q+1) va ged(p+1,g9-1) déu 1a uéc cta N+1. Nhu
vay né€u mot trong bon udc chung 16n nhat trén 1a 16n, gia st d6 1a F thi gia tri
F nay c6 thé tim trong céc udc tuong tng ctia N-1 hodc N+1.

Theo biéu dién (1-21) thi néu n 12 so bit ciia N va m 12 s6 bit ctia F thi

o= {%J —0(2m),

Véi yéu ciu vé s6 mii luy thira 2 cia do phitc tap phép tan cong phai khong

dudi E,=86, v6i n=1024 ta d& dang thu duoc m khong qua 122236 _312,

Phan tich thém vé su cé mat cta tiéu chudn 2 12 hai udc nguyén t6 p va q clia

modulo N cung s6 bit chiing ta thu duoc két qua sau.

Dinh ly 1.4. Cho N=pq vdi p, q cung so bit va F la gid tri xdc dinh nhu sau.

F=max{gcd(p-1,q-1),gcd(p-1,q+1),gcd(p+1,q-1),gcd(p+1,q+1)}

Khi dé thoi gian phan tich N la T= 02> ") véi n la s6 bit ciia N va m la s¢
bit cua F.
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Chitng minh.
Ta dé dang nhan ra rang, néu F=gcd(p-1,9-1) hoac F=gcd(p+1,q+1) thi N-1 1a
boi cua F, gia st
N=AF’+BF+1 véi 0<B<F (1-22)
Trong khi d6 p=xF+1 va q=yF+1 hodc p=xF-1 va q=yF-1, khi nay ta c6.
N=pg=xyF’ Hx+y)F+1 (1-23)

S=#(x+y) (div F) (1-24)
thi tr (1-22) va (1-23) ta thu dugc hé phuong trinh sau

{B:x+y—5

A=xy+oF (1-25)

RO rang rang néu xdc dinh dugc & thi tr (1-25) ta luon tim dugc x va y va tir

d6 tinh duoc p va q nén bai todn phan tich N duoc dua vé bai todn xac dinh 8.

Bay gio tr p, q c6 cung s6 bit gia su p<q ta c6 p<q<2p suy ra x<y<2x hay

I s I

F? F?

2x<x+y<3x ma ng va

5|zx+y ta co 2 6]<3 hay || chi nhan
F

trong s6 M= FZZ gid tri khdc nhau. Bing cdch vét can ta c6 thé tim dugc s6
. , A L e . AN " om
ding cua 6 vay thoi gian thyc hién cua thuat todn s€ la O(—-)=0(2> ).
F

Truong hop F=gcd(p-1,g+1) hodac F=gcd(p+1,g-1) cling dugc xét tuong tu véi
F la u6c ciia N+1. Vay ta da chiing minh xong dinh 1y.[J

Dé chong lai dugc tdn cong trén thi ta cin c6 g—2mZE0 hay

m< ”‘on (1-27)
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V6i n=1024, E;=86 ta c6 m>213, vay ching ta dua ra tiéu chudn sau day vé

cac gia tri gcd(px1,q*1) dé la

Du kién 5. max{gcd(p=£l,q+1)} phdi nho hon 213 bit.

2.6. Tiéu chuan vé cac uéc nguyén to cua A(ptl)

Dé dua ra mot diéu kién vé cdc udc nguyén to clia A(pt1) ching ta cAn xem

xét d€n mot tan cong dugce goi la tan cong s6 mil lap lai dugc mo ta nhu sau.

Input : N=pq v6i p#q va M(p-1)= [ [~ hoac Mp+1)= [ ] sao cho []r<K.

r<B Py ¢, #0
Output: p.
1. Do
2. Lay ngau nhién D,a,beZ (D,b0).
3. p<—gcd(b,N), if (p=1) p<—gcd(D,N); k«1.
4. While not(N>p>1) and (k<K) do
5.L&y ngau nhién e€Zy.
6.t1, (x,y)=(a,b)
7. While (t<log,N ) and not(N>p>1) do
8. t—t+1;
9. (X, y)(xy)
10. p¢—max{gcd(x-a,N), gcd(b,N)}
11.kek+]1.
8. Until N>p>1.

9. Return p.
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Bay gio ching ta phan tich nhitng truong hop thanh cong cua phép tan cong

trén.

Truong hop thit nhdt.

Néu e 1a boi clia [ [ . Khi nay rd rang luon ton tai t<log,N sao cho e' 1a boi

c; #0

cia Mpxl)=]]~" hay ta di c6 e'=0 (mod A(p£l)) va khi nay ta c6 luon

r<B

gcd(b,N) 1a boi cua p.

Truong hop thit hai.

Néu e la phan tir c6 ord(e) modulo A(p£1) thap. Khi nay sé& ton tai t sao cho
e'=1 (mod A(p£1)) va nhu vay ged(x-a,N) 1a boi cua p.

Dé dam bdo an toan cho hé mat RSA trudc tin cong trén chiing ta cin dua ra
mot yéu cau lam sao cho xac suat xay ra hai truong hop trén la rat nho. Mot
lan nita vién dén nghich 1y ngay sinh trudc cac phan tich ki€u x4c suat cdi goi

12 rat nho & day ma chiing ta phai dua ra 12 khong qud 27,

Mot lién quan gilta yéu can dua ra & trén va cac udc nguyén to cta A(pxl)
duogc cho bdi bo dé sau.

Bo dé 1.5. Xét vanh Z,,. Gid sur la wéc nguyén té cua A(N), khi dé ta cé:

. s 7, ~ A ? 7 A \ Al ? \ 1
(i). Xac sudt dé phan tu e c6 bdc la boi cuarla I-—
r

(ii). Xdic sudt dé phdn tit e véi ged(e,N)=1 1a boi cia r la L.
r

T bd dé trén ta thiy ring xac suat dé€ e c6 tinh chit néu trong diéu kién thi
e 1N 11 A P N NN
nhat 1a khong qua — véi r 1a u6c nguyén to cua A(px1) cho nén néu gia tri nay
r
c6 udc nguyén t6 r khong dudi 172 bit thi hién nhién yéu cdu thit nhat cta

chiing ta da duoc thoa man. Pong thoi khi nay di€u kién thit hai néu trén t6i
chi x4y ra khi bac cua e khong 12 boi ctia r do d6 xéc sudt dé e thoa man diéu
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kién nay cling khong qua L Tém lai, néu A(p£l) c6 udc nguyén to r khong
r

dudi 172 bit thi hé mat RSA ctia ching ta s€ chong duoc tan cong s6 mil lap lai

néu trén.

Du kién 6. A(p#£l) phdi co udc nguyén té' lon khong duoi 172 bit.

3. HE TIEU CHUAN CHO HE MAT RSA

Tai phan 2, 1an theo cac tan cong da c6 doi v6i hé mat RSA ching ta da ghi
nhan dugc 6 du kién doi véi cac tham s6 nguyén t6 dugc phép sit dung cho hé
mat nay doé la.

Du kién 1. S6 modulo N dung cho hé mat RSA phai khong dudi 1024 bit

Du kién 2. Cac s6 nguyén t6 p va q déu xap xi ¥N (512 bit).

Du kién 3. px1 phai c6 uGc nguyén t6 16n khong dudi 172 bit.

Du kién 4. gcd(p-1;g-1) phai c6 uéc nguyén t6 16n khong dudi 86 bit

Du kién 5. max{gcd(ptl,q+1)} phai dudi 213 bit.

Du kién 6. M(p=1) phai c6 uGc nguyén t6 16n khong dudi 172 bit.

Trong viéc xdc dinh vé lugng cho cédc du kién trén ching ta da dua vao thong
sO s0 mi an toan E,=86 duoc tinh cho thoi gian an toan la 45 nam xét tai thoi
diém hién tai 12 nam 2003. Trong hé tiéu chuin cho hé¢ mat RSA ma chiing toi
dua ra dué6i day dugc xéc dinh theo tham s6 s6 mil an toan E téng quat.

Trong 6 du kién duoc dua ra trén, hién nhién du kién thit 6 13 kéo theo du kién
thit 3 nén hé tiéu chuén cta ching ta s& khong cin dén tiéu chuén theo du kién
3.

Tém lai dén day ching ta dua ra dugc hé tiéu chuén cu thé 12 (xem trang sau).
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HE TIEU CHUAN CHO HE MAT RSA DUNG CHO THOI PIEM NAM
vy VOI THOI GIAN AN TOAN Y NAM.,

S6 mii an toan E dugc tinh theo cong thiic sau

Eosgy Yty —2003

Tiéu chudn 1. S5 modulo N diing cho hé mat RSA phai c¢6 do 16n ¢& n bit v6i

n thoa man bat dang thitc

1 2

491 n3(Inn+Inln2)*>E.

° A A P A~ A A N A A ?
Tiéu chudn 2. Cac s6 nguyén to p vaq déu xap xi VN .

Tiéu chudn 3. gcd(p-1;q-1) phai c6 wéc nguyén t6 16n khong dudi E bit

n—2F

Tiéu chudn 4. max{gcd(px1,q+1)} khong qui bit.

Tiéu chudn 5. \(p=1) phai c6 uéc nguyén t6 16n khong dudi 2E bit.
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CHUONG II

XAY DUNG PHAN MEM SINH SO NGUYEN TO
DUNG CHO HE MAT RSA

MO DAU
Theo hé tiéu chuin dua ra cho hé mat RSA tai chuong truGc bao gém.

Tiéu chudn 1. S modulo N diing cho hé mat RSA phai c¢6 do 16n ¢& n bit véi

n thod man bat dang thitc

1 2 2

2.467°(In2) *(Inn +Inln2)* >E.

A 4 4 ~ A ~ N A g 2
Tiéu chudn 2. Cac sO nguyén tO pvaq déu xap x1 VN .

Tiéu chudn 3. gcd(p-1;q-1) phai c6 wéc nguyén té 16n khong dudi E bit

n—-2F

Tiéu chudn 4. max{gcd(px1,q+1)} khong qud bit.

Tiéu chudn 5. \(p=1) phai c6 uéc nguyén t6 16n khong dudi 2E bit.

Vi E duge tinh theo cong thie (1-4) sau

Y +y—2003
+ - <
1.5

E=56

Trong 5 tiéu chuén trén thi tiéu chudn thi 2 va thit 5 1a lién quan dén tinh chat
riéng ré& cin phai c6 doi vé6i cic s6 nguyén t6 con hai tieu chuin 3 va 4 quy
dinh cho quan hé giita cip s6 nguyén td p, q duoc dung tao nén modi modulo
N=pq. Nhu vay chuong trinh sinh s6 nguyén t6 dung cho hé mat RSA phai

dugc thiét ké theo yéu cau sau.

Input: Hai s6 nguyén n va E dugc quy dinh tai tiéu chuén 1 va cong thic (1-4).
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Output: s6 nguyén to p c6 kich thudc g bit va A(p£l) c6 uSc nguyén t6 16n
khong duéi 2E bit.

Nhitng s6 nguyén t6 thoa man di€u kién tai diu ra cua thuat todn trén tir nay
chung ta s€ goi l1a cac s6 “RSA-manh”.

Ngoai ra cip s6 nguyén t6 p, q dung dé tao ra méi modulo N=pq c4n thoa man
hai tiéu chudn 3 va 4. Cap cdc s6 RSA-manh thod man hai diéu kién néu trén

duoc goi la cap c6 “quan hé manh”.

Toan bo céc trinh bay trong chuong nay nham giai quyét yéu cau trén. Dong
gop chinh cua chiing toi 1a xay dung dugc mot cong cu don gian nhung hiéu
qua trong viéc sinh tham s6 cho hé mat RSA. Thuat toan sinh s6 cap s6 c¢o
quan hé manh ma ching t6i tim ra duoc c6 1€ 1a mot déong gép méi mac du y
twdng dé thuc hién né ciing chi 12 mo6 phong theo Gordon. Mot chi y ¢6 tinh
thuc tién 1a vé6i thuat todn ma ching t6i xay dung dugc thi moi tieu chuin déu

dugc thoa man trong cac tham s6 dugc sinh.

1. THUAT TOAN KIEM TRA TiNH NGUYEN TO
Mo dau
Thong thudng dé sinh cdc s6 nguyén t6 16n ngudi ta thudng dua trén mot thuat

todn kiém tra tinh nguyén t6 clia cac s6 nguyén. Thuat todn ki€m tra nay duoc

hiéu nhu mot ham

PrimeTest:N—{TRUE; FALSE}
v6i PrimeTest(p)=TRUE khi va chi khi hay it ra ciing phai la khi p la s6
nguyén to.
Khi nay thuat toan sinh sinh cac s6 nguyén td n bit dugc thuc hién nhu sau.
Input : s6 nguyén n.
Output: s6 nguyén to p c6 kich thudc n bit.

1.Do
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1.1.p=Random(2"', 2").
2.Until PrimeT est(p)==TRUE
3.Return p.

O trén ham Random véGi dau vao 1a cap cac s6 nguyén duong a<b va dau ra la

mot s6 ngau nhién y thoa man a<y<b.

Thuc t€ 1a trén cdac chuong trinh sinh s6 nguyén td 16n cung cap mién phi trén
thé gi6i chi sir dung thuét todn Muller-Rabin dé xay dung ham PrimeTest(.)
ma ching déu biét rang thuat todn nay chi thoa man yéu ciu dua ra ctia ching
ta chi trong truong hop gia thi€t Riemann ma rong la ding rat ti€c 1a gia thiét
nay cho dén nay van chua dugc ching minh! Trong cdc nghién cdu cua riéng
minh, chiing t6i chon céch tiép can khic véi cach da dua ra & trén dé thiét ké
cho thuat toan sinh s6 nguyén t6 16n d6 l1a phuong phap sinh truy hoi theo do
dai cuia s6 can sinh. N6i mot cach khéc 1a @€ sinh céc s6 nguyén t6 n bit ching
toi s€ sinh mot sO6 nguyén t6 <n bit roi tir cdc s6 nguyén to sinh dugc nay tién

hanh sinh s6 n bit.

1.1. Mot so két qua chuan bi

Trudc hét ching ta 1am quen véi hai dinh 1y rat kinh dién trong 1y thuyét so
duéi day (xem [Riesel], dinh 1y 4.3 trang 103 va dinh 1y 4.8 trang 121-123).

Dinh ly Pocklington
Cho s6 N=RF+1 vdi gcd(R,F)=1. Néu moi udc nguyén t6 p cia F tim duogc s6

a sao cho.

(i).a""'=l (mod N)

(ii).gcd(a

Thi moi uéc nguyén to q cua N déu cé dang g=xF+1.

I,N)=1
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Dinh ly Lucas-Pocklington
Cho s0 N=RF-1 voi gcd(R,F)=1 va D véi gcd(D,N)=1 va (]?[j:-l. Néu moi

ude nguyén to'p cua F tim duoc s6' u=a+b~D €Z,(\D ) sao cho.

(i)u"* €Z,,

N-1

(ii).u * =A+B~D véi gcd(B,N)=1

Thi moi udc nguyén t6 g cua N déu cé dang g=xF# trong dé it nhdt mot udc
c6 dang xF-1.

Tir hai dinh 1y trén ching ta thu dugc hé qua sau.

Hé qua 2.1

Cho a=l (mod F,) va a=1 (mod F,)voéi gcd(F,,F,)=1 va 0<a<F=FF, , khi do.
(i). Moi s6'N vdi N=I (mod F,) va N=1 (mod F,) déu c6 dang N=a (mod F).
(ii). Néu N thod man gid thiét cua dinh ly Pocklington doi vdi F, va gid thiét
Lucas-Pocklington doi voi F, thi moi udc nguyén t6 g cia N déu c6 mot trong

cdc dang sau:
q=xF+a hodc g=xF+1 (2-1)
trong do c6 it nhdt mot udc cé dang xF+a.

V6i nhitng két qua trén ching ta thu duoc mot s diéu kién du dé kiém tra tinh

nguyén té ctia mot s 16p s6 nguyén nhu sau.

Diéu kién Pocklington 2.2
Cho N=xF+1<F°. Néu N thod mdn diéu kién ciia dinh ly Pocklington, khi dé.
(i).Néu N<F* thi N la s6 nguyén to.

(ii).Néu F* sN<F’ va B*-4A khong chinh phuong thi N la s6 nguyén to.
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& day N=AF?+BF+1 vé6i 0<B<F.[]

Diéu kién Lucas 2.3

Cho N=xF-1<F°. Néu N thod mdn diéu kién ciia dinh ly Lucas-Pocklington,
khi do.

(i).Néu N<F* thi N la sé nguyén to.

(ii).Néu F*<N<F’ va néu cd hai B°+4A va (F-Bf+4(A-1) déu khong chinh
phuong thi N la so nguyén to.

& ddy N=AF’+BF-1 véi 0<B<F.[]

Diéu kién Lucas-Pocklington 2.4

Cho N=xF+asF’ véi 0sa<F=FF, sao cho a=l (mod F,), a=I1 (mod F,) va
ged(F 1 ,F,)=1.

Néu N thod man diéu kién cia hé qua 2.1 thi la s6 nguyén 6.

1.2. Mot so thuat toan kiém tra tinh nguyén to

Cic thuat toan kiém tra tinh nguyén t6 ma chidng t6i trinh bay trong muc nay
chi ki€ém tra dugc chinh xdc tinh nguyén t6 clia cdc s6 nguyén v6i mot s6 dang
nhit dinh. Chiing duoc trinh bay nham phuc vu viéc tao ra cdc sO6 nguyén to
trong ting 16p s tuong ting d6 cho nén viéc trinh cdc thuat todn nay duoc thé
hién dudi dang cac ham véi dau ra 1a mot bién boolean TRUE hoac FALSE.

1.2.1. Ham PocklingtonPrimeTest

Ham

PocklingtonPrimeTest(.,F): N . (F)>{TRUE; FALSE}
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v6i N o (F)={x=AF*+BF+1: 0<A,B<F, F= [] p!" ).

i=l.r
12 ham kiém tra tinh nguyén t6 cua cac s6 nguyén xeN,_,(F) trén co so cla
cua diéu kién Pocklington. Thuat todn dé thuc hién hAim nay nhu sau.

Input: x=AF*+BF+1 v6i 0<A,B<F va F=[] p¢

=i
Output: TRUE khi va chi khi x 1a s6 nguyén t6.
1. 1<0;
2. Do
2.1. 1<-1+1; p<—p;; ok«<—FALSE;
2.2. Do
2.2.1. a=Random(0;x);

2.2.2.if a¥'#1 (mod x) return FALSE; exit;

x-1

2.2.3. d¢gcd(a ? -1,x);
2.2.4. if (1<d<x) return FALSE; exit;
2.2.5. ok«—(d==1);
2.3. Until (ok==TRUE);
3. Until (i==r).
4. if (B==0) return TRUE; exit;
else if (B>-4A==Q?) return FALSE; exit;

else return TRUE; exit;

1.2.2. Ham LucasPrimeTest
Ham

LucasPrimeTest (.,F): N, ... (F)>{TRUE; FALSE}
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Vi N oo (F)={x=AF+BF-1: 0<A,B<F, F=[] p!" }.

i=l.r
12 ham kiém tra tinh nguyén t6 ctua cdc so nguyén xeN, . (F) trén co so cla
cua diéu kién Lucas. Thuat todn dé thuc hién ham nay nhu sau.

Input: x=AF*+BF-1 v6i 0<A,B<F va F=[] p;

i=l.r

Output: TRUE khi va chi khi x 1a s6 nguyén t6.

1. i<-0; D with ((gcd(D,N)==1) && ((ij ==-1));
2. Do
2.1. 1<-i+1; p<—p;; ok«<—FALSE;
2.2. Do
2.2.1. a=Random(0;x); b=Random(0;x);

2.2.2.if (a+b+D )**'=A+0+/D return FALSE; exit;

x—1

2.2.3. (a+bD )f =A+B+/D ; d<—gcd( B,x);
2.2.4.1f (1<d<x) return FALSE; exit;
2.2.5. ok«—(d==1);
2.3. Until (ok==TRUE);
3. Until (i==r).
4. if (B==0) return TRUE; exit;
else if (B>-4A==Q?) return FALSE; exit;

else return TRUE; exit;

1.2.3. Ham LucasPocklingtonPrimeTest

Ham
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LucasPocklingtonPrimeT est(.,F,,F,): N capocc(F1,F2)—=>{TRUE; FALSE}

s

VOl

NLucasPock(Fl ’F2)=

{x=AF+a: 0<A<F, F=F/F,, F =[] p/,F=[]4 , gcd(F ,F,)=1}.

i=l..r i=l...s

12 ham ki€m tra tinh nguyén t6 cua céc s6 nguyén x N ...poa(F1,F,) trén co sG
cua cta diéu kién Lucas-Pocklington. Thuat todn dé thuyc hién ham nay nhu
sau.
Input: Xe NLucasPock(Fl ’FZ)'
Output: TRUE khi va chi khi x 1a s6 nguyén t6.

1. if (x<F,?) return PocklingtonPrimeTest (x,F,)

else if (x<F,’) return LucasPrimeTest (x,F,))

else return

((PocklingtonPrimeTest(x,F ))& &( LucasPrimeT est(x,F,)));

2. THUAT TOAN SINH SO NGUYEN TO BANG PHUONG PHAP
TANG DAN PO DAI

Phan nay ching ta dé cap dén mot phuong phdp sinh cdc s6 nguyén td ¢d n bit
thong qua viéc sinh cac s6 nguyén t6 c¢6 do dai bit nhdé hon n ma ching ta goi
la phuong phap tang dan do dai. Mot thuc t€ 1a viéc sinh cac s6 nguyén t6 nho
hon 1a dé hon nén phuong phap dian dan do dai s€ hita hen cho chiing ta mot
thuat toan nhanh. Hinh thdc trinh bay bay cdc thuat toan ciing giéng nhu cac
muc trude dé 1a chiing toi ¢6 ging dién dat chiing dudi dang cdc ham vdi dau

ra la cac sO nguyén to.
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2.1. Mot s6 ham sinh s6 nguyén to don gian

2.1.1. Ham sinh cdc so nguyén to khong qua 32 bit
SmallPrimeGenerator:{17,18,...,.32} >P.

Input: ke {17,18,...,32}.

Output: xeP vé6i do dai k bit.

Ham duoc thuc hién theo phuong phap sang véi co s& la tat ca cac so nguyén
t6 khong qud 2'°.

2.1.2. Ham sinh cdc so nguyén to ti k+1 dén 3k bit tir nhdn nguyén to k bit

LucasPockPrimeGenerator(p,.,.):{k+1, k+2,...,.3k-1}x{0;1}—>P. v6i p la so

nguyén to va k l1a do dai bit caa p.
Input: ne {k+1, k+2,...,.3k-1} vabe{0;1}.
Output: xeP vé6i do dai n bit.
1.R, «min{r: ip>2™', r chdn}; R, «—max{r: ip<2", r chidn}; ok<—FALSE;
2.do
2.1. r<~Random(R . ;R....);
2.2, if (b==0) x¢-ry+1
else x¢ry-1;
2.3. if (b==0) ok<«—PocklingtonPrimeT est(X,p)
else ok<«—LucasPrimeT est(X,p);
3. until (ok==TRUE);

4. return X;
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2.2. Thuat toan

Thuat toan dan din do dai dé sinh s6 nguyén t6 16n duoc xay dung thanh mot

ham ky hiéu 1a PrimeGenerator(.) v6i
Input: neN.

Output: xeP(n).

1. k«—Random(17;33);

2. x<~SmallPrimeGenerator(k);
3. while (k<§) do

3.1. k«—Random(k+1;3k-1);

3.2. b«~Random(2);

3.3. x<—LucasPockPrimeGenerator(x,k,b);
4. b—Random(2);

5. x<—LucasPockPrimeGenerator(x,n,b);

6. return Xx;

2.3. Danh gia thuat toan

Trong muc nay chiing ta xem xét thuat toan sinh s6 nguyén t6 16n theo phuong
phap din dan do dai theo goc do chinh 1a mat do clia céc s6 nguyén t6 ¢ thé
sinh dugc theo thuit todn trong tap s6 cdc s6 nguyén t6. DéE thuan Igi cho viéc
danh gia trén truéc hét ching ta phan tich va rut ra mot s6 két luan chung phuc

vu cho viéc xem xét noi trén.

2.3.1. S6'lan ddn trung binh

Ta biét rang dé c6 duoc mot s6 nguyén t6 n bit theo thuat todn dan dan do dai
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mo ta o trén thi:
*Tai budc 2 ctia thuat toan ta da c6 mot s6 nguyén to k bit véi 16<k<33.

*PE dat duoc s6 nguyén t6 ding n bit tai ddu ra thi gia su ring ching ta cin
thuc hién m 1an dan do dai trong budc 3 thi rd rang s6 lan dan do dai trong
thuat toan s€ la m-1.

*P@ dai sau moi 1an dan theo budc 3.1 thi duoc 18y ngau nhién trong khoang
(k+1;3k-1) v6i k 1a do dai cii, nhu vay do dai trung binh sau méi 1an dan l1a
tang gap doi. Tom lai sO 1an dan trung binh cta thuat toan ky hiéu 1a d s€ duoc

tinh theo cong thuc.

d=log,(n-16)+1. (2-2)

2.3.2. Mdt do6 so nguyén to sinh duoc
Két qud 2.5. Ty 1¢ s6 nguyén t6 n bit sinh duogc tir thudt todn trén tong so cdc

sO nguyén to n bit la

728 log, (n—16)+1
~| =2 . 2-3
o(n) (mj (2-3)

Chitng minh.

Theo cong thitc (1-11) clia chuong trudc ta biét ring x4c suat dé€ mot s x 1a B-
In x

Inx ]_(mfﬁ)

B v6i B=2* vax=2™ ta ¢6 p(2", 2% ~ L
n

tron bang p(B,X)z( >

3k-1

Nhu vay x4c suat dé s6 2*'<x<2* ¢4 x-1 va x+1 déu 1a 2*-tron s& 1a.

1y

27) 729
Theo thuat toan dan dan do dai thi tat ca cic s6 nguyén td x sinh dugc sau moi
1an dan déu c¢6 tinh chat 1a ¢6 uéc nguyén t6 cta x-1 hoac ctia x+1 véi do dai it

T O N Y ~ N
nhat la 3 do dai cua so sinh dugc. Nhu vay xac suat dé xuat hién nhitng s6 nay

trong téng so cac s6 nguyén t6 s& vao khoang
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1L =728599.8%.
729 729

Nhu vay sau d 1an dan do dai thi ta ¢6

p(n) z(%jd :

Theo (2-2) thi s6 lan thuc hién viéc dan do dai 1a d=log,(n-16)+1, nén ta c6

ngay di€u cin ching minh.[]

3. SINH SO NGUYEN TO RSA-MANH
3.1. Mé dau

Mot thuan loi cho viéc xay dung phan mém sinh cdc s6 nguyén t6 RSA-manh
l1a c6 dugc thuat todn do Gordon dua ra tir naim 1984 (xem [Gordon]). Mac du
rang khdi niém manh cho cic s6 nguyén t6 dung trong hé mat RSA trong moi
tai lieu c6 doi chiit khdc nhau tuy nhién cé diém tuong dong l1a déu quan tam
chu yéu va trudc hét dén tinh ¢d uéc nguyén t6 16n cta p-1 va p+1. Y tudng
cta thuat todn Gordon la sinh trudc cdc nhan nguyén t6 p,#p, thoa man diéu
kién vé do 16n (khong dusi mot ngudng nao d6 chang han la E bit v6i E chon
truGe) roi thuc hién tim s6 nguyén td trong 16p cac s6 nguyén y thod man diéu
kién

y=l (mod p,) va y=1 (mod p,). (2-4)
Cac s0 nguyén ndi trén cé dang

y=xF+a (2-5)
v6i F=pp, va a=(p/""' - p;'") (mod F).

R6 rang gid tri a 1a thoa man diéu kién (2-4) va do d6 moi s0 y trong (2-5) déu
thoa man di€u kién (2-4). Mat khdac theo dinh 1y Dirichlet cho phép ta luon tim

dugc cac so6 nguyén to trong 16p (2-5) véi xac suat la
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F PoP
~ = 01 . 2-6
P oF)iny  (py—1)(p, ~Diny (2-6)

3.2. Thuat toan Gordon
3.2.1. Ham PrimeP-1Generator(k)

Dé sinh dugc céc s6 nguyén t6 RSA-manh, ching ta cdn dén mot ham sinh cac
sO nguyén to p véi p-1 c6 udc nguyén to k bit. Ham nay c6 mot bién dau vao la
s0 nguyén duong k va dugc ky hiéu la PrimeP-1Generator(.) voi.

Input : s6 tu nhién k.
Ouput: p nguyén t6 véi p-1 ¢6 uéc nguyén t6 ding k bit.
1. r<—PrimeGenerator(k);
2. x<2;
3.do
3.1. p—x*r+1;
3.2. X¢<—Xx+2;
4. until (PocklingtonPrimeT est(p,r)==TRUE);
5. return p;

Chd y rang s6 nguyén t6 p sinh dugc tir ham PrimeP-1Generator(k) voi p-1 ¢6
u6c nguyén t6 1a r v6i k bit va né duoc chon 1a s6 ddu tién thoa man diéu kién

nay.

3.2.2. Dung thudt todn Gordon xdy dung ham sinh cdc s6 RSA-manh

Thuat todn Gordon ma chiing t6i ap dung & day duoc xay dung la mot ham ky

hiéu 1a StrongPrimeGenerator(n,E) véi.

Input : n, E la cac s6 nguyén duong.
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Output: p nguyén t& n bit v6i @(p-1) va ¢(p+1) déu c6 uéc nguyén td khong
dudi E bit (s6 RSA-manh).

. kg«—Random(E;n); k,<—Random(E;n);

. po<—PrimeP-1Generator(k,); p,<— PrimeP-1Generator(k,); (Cha y: p;#p,)

- Fe—pep;;

.a<(p/"" - p{") (mod F)

. Xmax<—max{x: xF+a v6i n bit}; Xmin<min{x: xF+a v6i n bit};

.do

AN L BN =

6.1. x¢<—Random(Xmin;Xmax);
6.1. p<—x*F+a;
7. until (LucasPocklingtonPrimeT est(p,p,,p,)==TRUE);

8. return p.

3.3. Panh gia luc luong

Trong phan 2, cong thic (2-3) da cho ta mot uéc luong vé ty 1€ giita s6 cac s
céc sO nguyén t0 n bit ¢4 thé sinh dugc bsi phuwong phdp dan dan do dai vtrén
tong s6 cdc s6 nguyén t0 n bit. Tai day su quan tAm cua ching ta 12 huéng vao
danh gia tuong tu nhung cho cac s6 nguyén t6 RSA-manh. Su khac biét gitia
cac sO nguyén td ndi chung va cac s6 nguyén t6 RSA-manh la su khong cho
phép tinh 2**-tron cta ca p-1 va p+1. Chinh diéu kién trén di tao ra cho viéc
sinh s6 nguyén t6 RSA-manh phtu hop hon véi phuong phap dan dan do dai.
Trong gia thi€t ching ta c6 thé sinh duoc toan bo cic s6 nguyén t6 thi ham
StrongPrimeGenerator chung ta thi€t k& & day c6 thé sinh duogc s6 nguyén t6

RSA-manh cho béi cac két qua sau.

Dinh ly 2.6. Mdt do s6 RSA-manh trong cdc s6 nguyén té n bit duoc cho boi

cong thiic sau.

. 1_2( m j-@;ZJ o)

2FE +1
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Chitng minh.
Ta bi€t RSA-manh la s6 nguyén t6 véi A(p-1) va A(p+1) c6 uéc nguyén to
khong dudi 2E bit nhu vay p-1 va p+1 phai c6 uéc nguyén t6 khong dudi 2E+1
bit. Piéu kién sau suy ra p-1 va p+1 dong thoi khong 1a s6 2%**'-tron. Theo

2FE +1

cong thitc (1-11) thi xac suat dé s6 m bit 12 2?**'-tron béng ( vay

hay xdc suat dé p 1a RSA-

m )
)

dé c6 p-1 hoac p+1 1a 2**'tron 1a 2(
2E +1

m

)
J

va day la cong thiic can ching minh.[

h bi =12/ "
manh bang &, (2E+1

Dinh Iy 2.7. Mdt do sé RSA-manh c6é thé sinh duoc twr ham
StrongPrimeGenerator trong cdc so nguyén té n bit ky hiéu la ¢, sé.

(i). £, 23_; néu SE<m.

m

(ii). §,=1-2 (%} (MH trong truong hop nguoc lai.
_l’_

Chtng minh.

Trudc hét ta thay rang hiéu luc ctia LucasPocklingtonPrimeTest(x,p,,p;) nhu
néu trong dicu kién Lucas-Pocklington 2.4 1a s6 bit cta tich F=p,p, 1a khong
duéi 0.5m, hién nhién diéu kién trén s& dugc kéo theo khi s6 bit cua p, va p,
déu khong dudi 0.25m. Véi 1ap luan da st dung trong chiing minh dinh 1y 2.6
ta ¢6 ngay né€u 8E>m thi thuat toan sinh dugc toan bo cic s6 RSA-manh va
diéu nay theo dinh 1y 2.6 ta ching minh duoc (ii). Nguoc lai ta chi sinh duoc
cac s6 RSA-manh véi di€u kién s6 bit cua tich F=p,p, 1a khong dudi 0.5m nhu

viy céc so nay sé khong it hon cdc s6 c6 ca p-1 va p+1 déu khong 2°™-tron

suy ra § >1-2%4"= % . Tém lai dinh ly da duoc chirng minh.[]
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4. SINH CAP SO NGUYEN TO CO QUAN HE MANH
4.1. M& dau

Mic du ring trong [Silverman] c6 dua ra tiéu chudn p-q c6 udc nguyén t6 16n
nhung tic gia cta bai viét nay ciing chi nhan dinh rang “diéu kién xem ra
khong thuce hién dugc” véi 1y do chinh dang 1a dé kiém tra duoc né ta phai doi
dau vai bai toan phan tich s6, mot bai toan von duoc coi 1a kho!?. Ciing trong
tai liéu nay, tdc gia dua ra mot giai phap 1a chi kiém tra phan tich theo ECM
nhdm chi ra dugc rang khong con nhan tlir nguyén té nho.

Trong muc nay ching téi phong theo y tudng cia Gordon va da dua ra mot
thuat todn nham sinh duoc cip s6 nguyén t6 RSA-manh p va q dong thoi thoa
man diéu kién ged(p-1;g-1) ¢6 u6c nguyén t6 16n. Thanh cong 16n nhiat ma
chuing toi da dat duoc 1a da dua ra mot thuat toan sinh dugc cap s6 nguyén to
p, q déu 1a RSA-manh dong thoi thoa man di€u kién ¢6 quan hé manh ma

khong can dén su tham gia ciia mot thuat toan phan tich s6 nguyén.

4.2. Thuat toan sinh cap s6 RSA-manh p va q véi ged(p-1;q-1) c6 udc
nguyén t6 khong dudi E bit

Ching ta da biét, véi E 1a s6 mii an toan dinh nghia trong chuong 1 thi s6
nguyén t6 RSA-manh la s6 thoa man di€u kién o@(p-1) va ¢@(p+1) cé udc
nguyén t6 khong dudi 2E bit. Mat kh4c tiéu chudn vé cip s6 p, q c6 quan hé
manh trudc hét 1a ged(p-1;g-1) c6 udc nguyén to6 khong dudi E bit. Thuat toan
dudi day cho phép ta sinh dugc cac s6 nguyén té thoa man cac diéu kién trén.
Thuat todan dugc thiét k&€ thanh ham véi 2 bién dau vao la cac s6 nguyén duong
n va E va ¢6 2 bién ddu ra 1a cdc s6 nguyén t6 p va q thoa man cdc tiéu chuin
trong hé tiéu chudn di dua ra. Ham s& duoc ky hiéu 1a RSA-Generator(.,.).

4.2.1. Ham GordonGenerator(.,.,.)

Dé phuc vu viéc xay dung ham RSA-Generator(.,.,.) ching ta cAn dén ham sinh
mot cdp s6 nguyén té p va q 1a RSA-manh thoa mén diéu kién gcd(p-1;g-1) c6
udc nguyén to 16n.
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DPé c6 duoc diéu kién ged(p-1;g-1) c6 u6c nguyén t6 16n thi chiing ta chi can
thay d6i mot chiit thuat todn cia Gordon méi khi sinh mot ciap s6 RSA-manh
ding cho mdi modulo, thuat todn duoc thiét k€ thanh ham ky hiéu Ila
GordonGenerator(n, py, p;, T) va thuat todn thuc hién nhu sau.
Input : n la s6 nguyén duong;

r 12 s6 nguyén t6 khong dudi E bit.

Po» Py» 12 cac sO nguyén t6 vGi p,-1 va p;-1 ¢6 udc nguyén t6 khong dudi
2E bit.
Output: p nguyén t6 n bit véi r va p, 1a uéc cua p-1, p, 1a uéc cua p+1.

1. a«<-CRT'(1,-1,1,p,,p,,1); F<—pypr.
2. Xmax<—max{x: xF+a v6i n bit}; Xmin<«min{x: xF+a v6i n bit};
3.do
3.1. x¢<—Random(Xmin;Xmax);
3.2. p«—x*F+a;
8. until (LucasPocklingtonPrimeT est(p,r*p,,p,)==TRUE);
9. return p.
Chu y, & trén ham CRT (ay,a,,a,,m,,m,,m,) véi 6 bi€n dau vao va mot bié€n dau
ra déu l1a cdc s6 nguyén duong duoc thuc hién theo két qua cua dinh 1y phan du
Trung hoa (CRT) nhu sau.
input: cic so6 nguyén a,, a,, a,, m,, m;, m,, véi m,, m,;, m, nguyén to cung
nhau,

output: s6 nguyén a thoa man 0<a<F= mym,m, va a=ai (mod m,).

4.2.2. Ham RSA-Generator(.,.)

Hién nhién cdc s6 nguyén t6 dugc sinh tir ham GordonGenerator déu 1a céc so6
RSA-manh, ngoai ra ching con c6 thém tinh chat 1a p-1 c6 udc 1a r. Nho dac
tinh trén clia ham GordonGenerator nén dé sinh duoc cip s6 nguyén t6 RSA-
manh dong thoi ¢6 quan hé manh thi ching ta chi can thuc hién sinh ching tir
ham GordonGenerator v6i cung tham s6 dau vao r. Tém lai ham

RSA_Generator dugc thiét ké nhu sau.
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Input: cac s6 nguyén duong n, E.

Output:hai s6 nguyén t6 RSA-manh p, q c6 quan hé manh.

1. k<«—Random(E;n);
k,«—Random(2*E;n); k,«—Random(2*E;n);
hy«—Random(2*E;n); h«<—Random(2*E;n);

2. r<—PrimeGenerator(k);
po<—PrimeP-1Generator(k,); p,<— PrimeP-1Generator(k,);
qo<—PrimeP-1Generator(k,); q,«<— PrimeP-1Generator(k,);
(Chu y: 1, py, P> 9o» q; 12 cdc s6 khac nhau)

3.do
3.1. p<«GordonGenerator(n, py, p;, I);

q<«—GordonGenerator(n, qy, q;, 1);

3.2. m¢«—max{SoBit(gcd(ptl;qtl)};

4. until (m<"=2E ).

5. return p, q;

O trén ham ged(x,y) tra vé gid tri u6c chung 16n nhat cia x va y con ham
SoBit(x) tra vé so bit t6i thiéu cin dén dé bi€u dién s6 nguyén x (dang nhi
phan).

ly.[]
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