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MG DAU

Mat ma c6 thé thuc hién theo cach thi cong hoic tu dong véi su tro
gitip cla may méc. Mat ma thl cong hau nhu chi duoc nhac dén nhu mot
nhan t6 trong lich stt. Nhitng nhuoc diém ctia mat ma tha cong bao gém
do phuc tap cua thuat toan thap, toc do cham, chi bao mat dugc véi mot s6
loai nguodn tin, mic do sai s6t va tinh an toan phu thudc nhi€u vao con

nguoi...

Trong thoi dai dién tir, truyén thong va tin hoc ngay nay cdc nguon
tin ngay cang da dang; moi thong tin déu duoc sé héa v6i khéng 16 trit
lugng tai chd va luu lugng trén kénh; doi hoi ciia nguoi ding ngay cang
cao vé do mat, toc do, do an toan, tinh tién dung... Trong tinh hinh dé, chi
c6 mot lwa chon duy nhat la thuc hién mat ma véi su trg gidp ciia may

moc.

Thuat nglt mdy méc néi dén & day khong bao gom tat ca moi loai
hinh k¥ thuat (co khi, co dién...), ma am chi trong pham vi hep la cac thiét
bi dién tlr boi dién tir 12 nganh thich hop nhat dé thda man céc yéu ciu vé
Xt 1y tin hiéu s@, thuat toan phuc tap va dé update, toc do cao, kich thudc

nho, gia thanh ha...
Khi dién tir héa cdc bai todn mat ma thuong bat gap hai cau hoi sau.

Cau hoi thit nhat, 12 nén thuc hién mat ma trén co s phan cing
(hardware) hay phan mém (software)?. D€ tra 16i cho cau hoi d6 can phdn
tich cdc wu nhugc diém cua hai platform nay, xac dinh nhitng yéu cdu
chung cho mot thiét bi dién tir va yéu cdu riéng mang tinh dac thu cta

thi€t bi mat ma, cac yéu 16 cdn cdn nhdc khi st dung thuc t€.

Cau hoi thi hai 13, cong nghé nao thich hop v6i mat ma? Khong



nhu & Iinh vuc khac chi can chon ding cong nghé dé thuc hién bai todn
dat ra sao cho t6i uu vé gia thanh, dé phdt trién, nhanh ra thi trudng, cé
kha nang upgrade... 1a du. Vi nganh mat ma, ngoai viéc chon cong nghé
thich hop cho encryption, cling quan trong khong kém la cong nghé dé cé

bao dam security khong.

Pé tién dén muc tieu “Tim hiéu khd ndng cong nghé, chudn bi kién
thitc dé ciing héa cdc thudt todn mdt m@”, can thiét phai nghién citu tra 10i
hai cau héi trén mot ciach toan dién. Nhu vay tai liéu nay gom 3 phan

chinh sau:
Phdn 1: So sanh thuc hién mat ma bang phan cting va phan mém
Phan 2: Lua chon cong nghé cho ciing héa mat ma

Phdn 3: Chuén bi d€ ciing héa bang FPGA



PHAN 1
SO SANH THUC HIEN MAT MA
BANG PHAN CUNG VA PHAN MEM

Muc tiéu phan nay 1a tra 10i cau hoi: nén thuc hién mat ma bang
phan cing hay phan mém; khi nao nén chon phan ciing, khi nao nén chon

phan mém, va khi nao nén phoi hop ca hai.

11 CAC PLATFORM HARDWARE, SOFTWARE VA FIRM-
WARE

binh nghia Hardware, Software va Firmware [1] nhu sau:
e  Hardware: thiét bi vat ly dé xir Iy c4c chuong trinh va s liéu

e  Software: cic chuong trinh va dif liéu lién quan c6 thé duoc viét va

thay déi dong.

e  Firmware: cac chuong trinh va so liéu (tic la software) dugc luu
trit vinh vién trong phan cing (ching han trong ROM, PROM, or
EPROM) sao cho ching khong thé duoc viét va thay déi dong
trong khi thuc hién. Cac chuong trinh va s6 liéu luu trong
EEPROM dugc xem 12 software'.

Céc thuat todn chung va cdc thuat todn mat ma néi riéng cé thé
duoc thuc hién trén hardware, software hay firmware. Trong d6 hardware
bao gobm ca cac linh kién c¢6 chiic nang cd dinh (cac ICs logic) 1an cac
linh kién c6 chtic nang lap trinh ciing duoc (PLD, ASIC, FPGA); software
bao gém ca cdc phan mém chay trén may tinh PC 1an cdc phan mém chay

trén cac vi xtr 1y chuyén dung. Su phan chia nay doi khi khong that ranh

' B4i vi ROM, PROM, or EPROM 1Ia céc linh kién ma muén x6a hay thay déi noi dung clia né phai can
thiét bi chuyén dung; con EEPROM thi c6 thé lap trinh dé xéa hay thay ddi noi dung.
3



mach badi tuy theo vi mach su dung (vi du dung EPROM hay EEPROM)
ma cing mot thiét k€ nhung dugc xem 1a nghiéng vé phia hardware hay
software. C6 thé coi khdi niém firmware 1a phan sun, 12 trung gian gitta
phan cing va phan mém. Va tuy thudc vao ngit canh ma firmware dugc
xem 12 ciing hay mém nén trong tai liéu nay chidng ta coi 1a ¢6 hai plat-

form chinh 1a hardwae va software.

Ciing can chu thich thém la cac khai niém trén chi mang tinh cuc
bo. Trong mot thiét bi dién tir ¢6 thé c6 nhiéu khoi, méi khéi ¢ thé dua
trén platform hardware, software hay firmware. Ngay nay rat it thi€t bi

nao thi€t k&€ chi dua trén mot platform nao do.

1.2 CHON PLATFORM NAO pOI VOI THIET KE NOI CHUNG
Trudc khi bat tay vao thiét k€ can thi€t phai xac dinh platform sé& sir

dung. Viéc lua chon theo c4c tiéu chuan sau [2], [3]:
e Thoi gian dua san pham ra thi trudng
e To6c do thuc hién thuat toan
e  Gia thanh, bao gom
— Gid don khoi: titc gid thanh san pham
— Gid phat trién: tifc gid nghién ctu, thiét k& ché tao
e Naing luong tiéu thu: chi trong véi thiét bi di chuyén va khong day
e Tinh mém déo: dé dé dang thay ddi tham so, thuat todn, cau hinh

Chon platform tlty thudc vao viéc coi trong tiéu chuin nao. Hinh 1
so sanh gitta hardware, software va FPGA [3]. So sanh cho thay, & mot
miic do nao d6 thi FPGA 12 téng hop cdc uu diém cua hardware va soft-

ware.
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Hinh 1. So sanh hardware, software va FPGA

1.3 CHON PLATFORM NAO POI VOI THIET KE MAT MA
Do6i v6i mat ma can quan tam dén hai van dé chinh: mat ma va an
toan mat ma. Do d6 ngoai nhitng tiéu chi dé lua chon chung nhu trén cin

quan tam dén cac yéu cau sau:
e D06 mém déo mat ma: kha ning thay déi tham s6, khoa, thuat todn
e To6c do ma hda nhanh
e Do an toan vat ly: chong truy nhap trai phép

Yéu cau tht nhat gan gidng nhu doi voi cac thiét bi dién tir noi
chung. Diém khdc 1a trong cdc thiét bi dién tir néi chung, yéu cdu nay dé
upgrade chiic nang trong tuong lai; con trong thié€t bi mat ma yéu cau thay

déi nay lien tuc duge sir dung, vi du déi cau hinh khi chuyén lién lac sang



mang khéc, hoic thay déi khoa va thuat toan trong méi phién lién lac.

T6c do ma hoéa la yéu té quan trong dac biét trén cac luong tdc do
cao v6i thong luong dit liéu 16n. Toc do0 ma héa du 16n s€ lam cho cam
gidc mat ma tré nén “trong sudt” va nguoi dung dé chiap nhan mat ma

hon.

Yéu cdu an toan c¢6 thé thuc hién bang nhiéu hinh thitc khdc nhau
tly theo miic do yéu ciu: d6 c6 thé 1a cdc quy dinh, hay mat khau, hay
hinh thitc xac thuc vai tro, nhu cac muc 1 va 2 trong [1]. Cac bién phéap an
toan vat 1y bang phan cing hiéu qua hon cédc bién phdp biang phidn mém
hay bing quy dinh [4]. D6 c¢6 thé 1a cdc khoa co khi, d4u niém phong, cdc
mach dién tir phat hién va hay s6 liéu khi ¢c6 xam nhap trai phép, nhu cac
muc 3 va 4 trong [1]. Tuy nhién ciing phai thiy la cac bién phap an toan

vat 1y bang phan ciing bao gid ciing dat tién hon phan mém.

Nhung platform nao, hardware hay software, la phu hop v61 mat
ma? Khi xét dén cac yéu cau chung va riéng ta c6 cau tra 1oi 1a ca hai.

Cac yéu cau cu thé dé€ xem xét ¢6 thé nhu Bang 1.1 va Bang 1.2 sau:

Bang 1.1 So sanh giira hardware va software

| Yéu cau thuc té || Hardware || Software |
Do an toan X
Toc do x
Tinh mém déo % x
Gid phat trién X
Gi4 thanh phim %
Nang luong tiéu thu %

Bang 1.2 So sanh ASIC, FPGA va software vé cac dic diém diung cho
mat ma

ASIC FPGA Software




X Iy song song Co Co Gioi han
Pipelining Co Co Gioi han
Kich thuéc tur C6 thé thay d6i|C6 thé thay doi Co dinh
Toc do R4t nhanh Nhanh Nhanh vita phai
Linh hoat vé thuat todn Khong Cé Co
Chong xam nhap Manh Gi6i han Yéu
Diéu khién khoa Manh Vira phai Yéu
Thoi gian thiét k& Dai Dai vira phai Ngdn
Cong cu thiét k& Rat dat Dit vira phai Khong dit
Testing Rat dat Dit vira phai Khong dit
Bdo tri va ndng cdp Pat Khong ddt Khong dat

Bang 1.2 12 so sdnh vé céc diac diém dung cho mat ma cua giai phdp
hardware, ma dai dién la ASIC va FPGA, va giai phap software, ma dai

dién la cac bo xtr Iy muc dich chung [20].

1.4 SO SANH VE DO AN TOAN

NSA (National Security Agency) néi rang chi thuc hién bang hard-
ware m&i thuc su dugc coi 1a an toan [5]. Mac du vay trong thuc t€ ngudi
dung thuong thich céc giai phdp bang software hon, ¢6 1€ do tinh tién
dung va gia thanh ctia né. Tuy nhién & cap do chinh phu va an ninh quoc
phong noi doi tuong bao mat la cac thong tin nhay cam cap quoc gia thi

tinh an toan cho cdc thi€t bi mat ma can phai dugc nhan manh.

Trong [1] da phan d6 an toan thanh 4 muc, trong d6 mic cang cao
cang phai st dung nhiéu phan cing vat 1y. So véi cac giai phdp an toan
bang hardware, giai phap bang software c6 nhitng nhuoc diém sau [4]:

e S dung chung khong gian bd nhé véi cac tng dung khac,
e  Chay trén dinh hé diéu hanh
e Rat dé bi modify.

Chiing ta s& phan tich k§ hon vé diéu nay.

1.4.1 SUDUNG CHUNG KHONG GIAN NHO RAM



Thuong thi giai phdp software phai st dung RAM thong qua cac
dich vu ctia hé diéu hanh. RAM ciing c6 thé duoc xam nhap boi software
khdc. Mac du hau hét hé diéu hanh déu cé cich bao vé RAM nhung viéc
bdo vé nay chi dé ting sic khoe hé diéu hanh chit khong nhim muc dich
security. Tha hai, d6i v4i bd nhd thit cap, viéc bao vé khé hon va yéu hon

nhiéu.

RAM cua cac module mat ma can duoc bao vé dac biét. Hau hét
cac thuat todn mat ma va giao thitc can luu trit két qua trung gian trong
khi module 1am viéc. Cac két qua trung gian nay chinh la cac gia tri c6
thé lién quan rat mat thiét véi khéa mat (tham chi chinh 12 khéa). Do dé
mitc do an toan cua cdc module mdt md software bi gigi han boi miic
do an toan cua co ché bdo vé tinh bi mdt va tinh toan ven ciia khong
gian nhd né su dung. Diéu nay thuong khong duoc dianh gid mot cach
thich dang. Néu cac két qua trung gian nay bi r0 ri thi toan hé thong ¢6

thé dé dang bi xam hai.

B0 nh¢é thit cdp thuong yéu cau cung mic do bao vé mat nhu bo
nhé so cap. Thudong né dugc dung dé€ luu trit chinh chuong trinh, khéa dai
han va so liéu. Tuy nhién viéc giit cho bd nhé thit cdp dugc bi mat trén
nén cédc ing dung duoc chia xé dang rat bi xem nhe. Viéc bao vé bd nhG
thit cap thuc t&€ thudng chi bang cdch ma héa. Nhung, viéc ma hda lai ting

do phiic tap cua van dé luu trit khéa ma.

Trong giai phdp hardware do khong gian nhé trong duoc quan Iy
riéng nén gidi quyét duoc vdan dé bdo vé bo nhd. Thém nita gidi phdp
hardware cé thé duoc dp dung bdng cdc bién phdp hardware dé ngdn
ngita xam nhdp trdi phép bo nhd, diéu dé tw nhién an toan hon nhiéu cdc

dich vu cua hé diéu hanh ma software chay trén né.

1.4.2 BAO PAM TOAN VEN



Phan mém 12 mot tap cdc 1énh trong bd nhé. Do viéc bao vé bo nhé
thit cdp khong bao dam nén tinh toan ven cia ma 1énh ciing khong dugc
bao dam. D6i phuong ¢ thé thay déi code cua tng dung hodc 1am rd ri
nghiém trong thong tin. Viéc thay déi c6 thé kiéu nhan cong, hoac tu

dong bing chuong trinh kiéu virus hay con ngua Trojan.

Giai phap hardware an toan & chd cdc ma Iénh da duoc dot trong
IC. Pét vdt Iy md nguoén la cdch tot nhdt dé khong thé modify né. Pdy

la cdch ma bdt ky module mdt md nao ciing nén lam.

1.4.3 THAM NGUOC THIET KE

Giai phdp software thuong dé bi d6i phuong doc va rat dé tham
nguoc thiét k€. Do software chi la cdac 1énh trong bo nhd, ma bd nhg
thuong khong dugc bao vé nén d6i phuong dé dang doc ma nguon va suy

ra thuat todn v6i mot chi phi nao do.

Doi voi hardware, cdu triic mach hay ma nguon déu duoc dot vdt ly

nén khong thé xem do dé ciing khong thé tham nguoc thiét ké*.

1.4.4 TAN CONG PHAN TiCH NANG LUONG

Giai phép software rit dé bi t6n thuong véi tin cong dua trén phan
tich nang luong tiéu thu. M6i 1énh software dugc compiler dich thanh tap
cac lénh ngon ngit may. Cac ma mdy nay c6 mau tiéu thu nang luong da
xéc dinh. C4c mau nay rat dé nhan dang bang cac k¥ thuat phan tich nang
luong twong d6i don gian. Nho do ¢6 thé thu thap thong tin vé trang thai

bén trong cia module va tham ra khéa mat.

Gidi phdp hardware cé thé dp dung cdc bién phdp ddc biét che ddu
su thdng gidng cua tiéu thu ndng luong, ngdan cdn ké tdn cong thu thdp

thong tin vé tiéu thu ndng luong nham tham khéa mat.

% Thuc ra giai phap nao thi vé nguyén tic ciing déu c6 thé thdm dugc. Nhung véi hardware chi phi cho
né c6 thé rit 16n so véi software va thoi gian cling dai hon.



1.4.5 VAN PE LUU TRUKHOA DAl HAN
Bai toan luu trit khoa cé thé xem 12 mot phin cua bai todn bao vé
bd nhé da néi phan trude. Viéc luu trit khdéa dai han yéu cau st dung bo

nhé thit cap va day la co hoi cho cac tan cong.

Khéa dai han phai dugc luu trit sao cho bao vé dugc tinh mat va
tinh toan ven cua nd. Thém nita do khéa nay la dai han (doi 1ap véi khoa
phién) chiing phai dugc luu trit trong bd nhé bat bién. Do loai bd nhé nay
thuong c6 thé doc dugc boi thiét bi chuyén dung nén khéa ma diung dé

bao vé khoa dai han cling phai bi mat va toan ven.

C6 hai giai phap chung dé cat giit khéa-ma-khéa. Giai phap thi
nhat 1a 14y tir mat khau ngudi dung va khong can cét giir. Khéa duoc tao
ra khi nguodi dung nhap mat khau vao. Néu ngudi dung nhap ding mat
khau thi khéa duoc tao ra mot cdch binh thudng va s&é duoc dung dé giai
mi khéa dai han. C6 mot s6 nhugc diém vé6i k§ thuat nay, hai trong s6 d6
1a: 1) k¥ thuat ndy khong thé 4p dung cho hé thong tu dong khong ngudi
van hanh, tic 12 khong c6 ai dé nhap mat khau. 2) Do entropy (tinh bat
dinh?) cua mat khau thap, vi mat khiau khong dugc dung lau va co thé

doan duoc.

Giai phdp th hai 1a ma héa khoa dai han bang khoa trong dugc cét
gitt & dau do trong ung dung. Nhu thé la ddt dé an toan dua trén khd
ndng che ddu khoa trong. Khi st dung giai phap nay, software thuong
yéu vi khong thé cé mét vi tri dn dii tét dé che ddau khéa. Do software
nam trén khong gian nhé c6 thé xam nhap’, va do viéc tham nguoc thiét
ké& software nhiéu kha thi nén cdc khoa 4n trong software thudng duoc

tham ra v6i mot mic do dau tu nao do.

? N6i chung do an toan clia ma nguon khong thé bdo ddm. Viéc dat do an toan clia hé thong trén do an
toan thuc hién ctia chinh né duge goi 1a “Pgd an toan mo mir” va trong thuc t€ duogc coi 1a khong an

toan.
10



Vi hardware, c6 cdc gidi phdp hiéu qud hon dé che ddu khéa. Cdc
khéa trong cé thé diugc dot nhu mot phdn ciia phdn ciing do dé cuc ky khé
tham chiing. Khéa trong ciing cé thé duoc cdt trén bo nho bdt bién ma

cdc ting dung khdc khong thé tham nhdp dvoc do cdch thiét ké”hardware.

1.4.6 PHU THUOC VAO BO AN TOAN CUA HE PIEU HANH

Khi mot ting dung chay trén dinh ctia ing dung khac 16p thiap hon
(hé diéu hanh chang han) thi do an toan cla tng dung 16p cao hon phu
thuoc nhiéu diém vao do an toan cua ting dung muc thap hon & khia canh
16i. Xay ra nhu sau, néu 16i sai xay ra trong hoat dong ctia hé di€u hanh
thi 16i nay dan dén thém kha nang tén thuong cua ting dung chay trén
dinh ctia n6. N6i chung moi van dé an toan ctia hé di€u hanh, hoac da
biét hodc con chua biét, déu c6 thé gay ra cac van dé an toan v6i module
mat ma. Mot vi du dién hinh cho hién twong nay 12 cac hé diéu hanh dé ro
ri noi dung bd nhé qua céc file trdo d6i (swap files) va 16i trong quéan ly
bo nhG va so do bao vé ctia hé diéu hanh. Cac hé diéu hanh md& hoac cac
hé diéu hanh cung cap cac dich vu mic cao tham chi con c6 nhiéu van dé
hon. C4c miic dich vu ctia hé diéu hanh cang cao thi tiém 4n loai 16i nay

cang 16n.

Phdn ciing khong phu thuoc vao cdc dich vu ciia hé diéu hanh miic

cao va do do khong phu thudc vao tinh an toan cua cdc dich vu nay.

Tém lai, trong phan nay chiing ta da xem xét mot s6 van dé chinh yéu
nhit nham tra 10i cau hoi: nén thuc hién mat ma bang phan cting hay phan

mém. Cau tra 10i 1a cd hai, nhung tily vao yéu cau thuc té:

e D06i v6i yéu cau do an toan cao, toc do lon — nén chon platform la

hardware.

e  DaGi v6i do an toan thap, toc do thap, nhung yéu cdu ré — nén chon
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platform la software.
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PHAN 2
LUA CHON CONG NGHE
CHO CUNG HOA MAT MA

Noi dung phan nay la tim hiéu cdc cong nghé hién c6, chon mot
cong nghé thich hop dé ctiing héa mat ma, phan tich an todn mat ma véi
hardware n6i chung va cong nghé luva chon néi riéng. V61 muc ti€éu xac

dinh nay chung ta s& chi ban luan vé hardware.

Gia thié€t yéu cau dat ra 1a bao mat thong tin trong khu vuc Chinh
phu, An ninh va Quéc phong & dé doi hoi do an toan cao va téc do 16n, ro
rang platform lya chon phai 1a hardware. Tuy nhién trong thé giGi
hardware c¢6 nhiéu cong nghé khiac nhau. Vay cau hoi tiép theo s€ la:

Chon cong nghé nao la phu hop cho mdt ma?

Ching ta s€ bat dau véi viéc phan tich 7 cong nghé xir 1y tin hiéu
trong thoi gian thuc phé bi€n nhat hién nay. Tir d6 rit ra két luan céin

thiét.

Ciing can chii thich la trong s6’ 7 cong nghé sé phan tich, nhiéu
cong nghé la su pha trén giiia hardware va software trén co so ldp trinh
cho chip. Tuy nhién khdc vdi software nhu da dé cdp & phan trudc ¢ cho
software cho chip thuc hién trén hardware duoc thiét ké riéng, chuyén
dung, dong kin, khong ding chung bo nho va hé diéu hanh, duoc dot vt

Iy trén chip. Va nhu vdy cé thé xép chiing vao hardware platform.

2.1 PHAN TiCH CAC CONG NGHE HIEN NAY
Ngay nay c6 vo s6 cong nghé ma cac nha thiét k& dién tir phai d6i

mat. C4c cong nghé déu nhim loi ich nguoi dung 1a thiét bi phai nho hon,
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nhanh hon, thong minh hon, tiéu thu it nang luong hon, tuong tac dugc
vGi nhau... nhung cling 1am cdc nha thiét k€ boi réi nhiéu hon khi Iua
chon cong nghé thich hop cho san pham ctia minh. Theo hiang Taxas [6]
thi ¢c6 7 cong nghé phé bién nhat hién nay cho bai todn xir 1y tin hiéu
trong thdi gian thuc, 12 ASIC, ASSP, vi xtr 1y ¢6 thé cau hinh, DSP, FPGA,
MCU va RISC/GPP. Tiéu chi dé€ danh gid so sanh chiing bao gom:

e Thoi gian dua san phidm ra thi trudng * % %k
e Nang luc thuc hién * k k
e Gia thanh * % %
e  Dé phat trién * %k Kk
e Nang lugng tiéu thu *
e Tinh mém déo *

(Cac ngoi sao () xac dinh tAm quan trong ctia cac tiéu chi)

Thoi gian dua sdn phdm ra thi truong: day 1a tiéu chi quan trong nhat
trong mot chu trinh phat trién, tir vdi nam dén vai thang. Theo bai bdo
“Mind of the Engineer” cua Cahners thi tham chi Thoi gian ra thi truong

con diéu khién ca nén cong nghiép.

Ndng luc thuc hién: 12 tiu chi quyét dinh nang luc cia san pham. Ting
nang luc thuc hién s€ thém chiic nang va toc do cao hon, ciing nhu giam

kich thuéc va dat chat lugng cao hon.

Ning luc thuc hién c6 thé do biang nhiéu cdch, néi chung 1a s6 triéu thao
tac trén mot giay (MIPS), so triéu phép nhan trén moét giay (MMACS);
hoic, doi khi, don gian hon do bang s6 chu ky clock trén mot giay (MHz).
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Gid thanh: thudng 1a tiéu chi hién nhién nhat, nhung trong da so trudng
hop van x&p sau Thoi gian ra thi truong va Ndng luc thuc hién. N6i chung
s6 luong san phadm va khdch hang cang nhiéu thi tiéu chi nay cang duoc

ddy lén cao va gid cang thap.

Dé phat trién: tiéu chi nay di cing v6i hd trg phat trién, cong cu phat
trién, gid ph4t tri€n va c6 thé phan chi tiét thanh Hé tro ky thudt, Pao tao
ky thudt, Trang web cé gid tri cua thanh phan thir ba, Cong cu phdan mém,

Tai liéu, Thoi gian thiét ké.

RO rang 1a cang nhicu ho trg ky thuat thi nguoi ky su thiét ké cang
c6 di€u kién tap trung vao cong viéc sang ché clia minh, thay vi phai tu

nghién cttu thi anh ta ¢ thé thué y kién clia cdc chuyén gia.

Cong cu phat trién ciing 12 chia khéa dé thiét k&. Cdc cong cu manh
nhu DSP Starter Kits, Moi truong phdt trién tich hop, Compiler va Cong

cu cho phan ciing dich... gitap thiét k€ truc quan va dé dang hon.

Tat ca nhitng diéu d6 déu cho phép rit ngan ding ké thoi gian phat
trién va thoi gian ra thi trudng, cling dong nghia v6i giam tong chi phi

phat trién va ha gid thanh san pham.

Ndng luong tiéu thu: Tiéu chi nay quan trong trong cdc san pham
xach tay nhu dién thoai di dong... Nang luong tiéu thu thap tic la thoi
gian song cla acquy kéo dai — moi quan tdm 16n clia ngudi dung cudi.
Nang luong tiéu thu thap cling lam giam phdt xa nhiét, di€u nay c6 y
nghia 16n trong cac thi€t bi kin vi nhiét do trong vo kin tang cao sé la
nhan t6 giam mat do kénh hoac mot s6 chiic nang cta thiét bi.

Tinh mém déo: 12 kha nang sira doi hay tang thém chifc nang cho
thiét bi khi c¢é yéu cdu. Chang han cdc thiét bi lam viéc theo chuin (nhu
chuan truyén thong hay nén) duoc tung ra thi trudng trong khi chuin con
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dang tam thoi. Nhu thé cdc nha thiét k€ can tinh todn sao cho san phdm ¢6
kha nang upgrade mot cdch dé dang va nhanh chéng khi chuin da duogc

phé chuan.

Sau ddy ching ta sé phdn tich 7 cong nghé pho bién nhdt véi

tirng tiéu chi ké trén.

2.1.1 CONG NGHE ASIC
ASIC (Application-Specific Integrated Circuit): Mach tinh hop cho

ting dung x4c dinh.

Thoi gian dua san phdm ra thi truong ciia ASIC dugc coi 1a kém.
Thoi gian dé thuc hién va test mot san pham ASIC va bo xtr 1y ¢6 thé cau

hinh c6 thé kéo dai tir hang thdng dén hang nam.

Ndng luc thuc hién ciia ASIC duoc coi la tuyét voi. Nguoi thiét ké
c6 thé thiet k& ASIC va FPGA sau & miic cong dé san pham dat hiéu suat

sir dung tai nguyén cao, sat véi yéu cau ung dung.

Gid thanh cta ASIC dugc coi 1a tuyét voi. Thiét k& dén ting cong
logic cho phép kich thudc vi mach hiéu qua nhat va nho nhat va ciing cho

phép tinh gia thanh trén timg cdong.

Ndng luong tiéu thu ctia ASIC dugc coi la tot néu chu dong thiét ké
nham vao muc tiéu nay. Cic bo xtr 1y cling ¢6 hiéu quéa tuong tu. Tuy
nhién hau hét cac thiét k€ trén ASIC lai nham vao hiéu suét thuc hién va

gia thanh chit khong phai vi nang luong tiéu thu.

Tiéu chi Dé phdt trién ASIC bi coi 1a kha. Mic du ASIC ¢6 thé coi
1a khong dat nhung thuc t€ néu tinh ca chi phi cho phét trién thi ASIC lai
la dat nhat. V€ cong cu phat trién, cdc nha cung cip ASIC chi hd tro

chung chit khong ¢6 cho riéng mot ting dung xac dinh nao do kién thic vé
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ASIC 6 ho ciing yéu.

Tinh mém déo ctia ASIC bi coi 1a kém. Mot thiét k€ da thuc hién
trén ASIC thi khong thé thay d6i hay boi sung thém gi trir khi 1am mot the
hé méi.

2.1.2 CONG NGHE ASSP
ASSP (Application-Specific Standard Product): San phim chuin

cho tng dung xac dinh.

Thoi gian ra thi truong cia ASSP: néu thi trudng da ¢ va san pham
cling da san sang thi tiéu chi nay tur tot cho dén rat tot. Néu thi trudng mai
va con phai phat trién cdc diac diém méi cho san phdm thi tiéu chi nay Ia
kém. Thoa hiép cua ca hai kha nang ay thi tiéu chi Thoi gian ra thi truong
cua ASSP duoc coi la kha.

Gid thanh ctia ASSP dugc coi 1a tot cho loat san phdm nho, tuy

nhién kém hon chut it so voi DSP.

Ndang luong tiéu thu cia ASSP duoc coi 1a rat tot khi né dugc thiét
k€& toi uu cho ung dung xac dinh. Tuy nhién néu thay vi Ndng luong tiéu

thy ma thiét k€ huéng dén Gid thanh thi tiéu chi nay thua DSP.

Dé phat trién cua ASSP duoc coi 1a kha, vi gia thiét mot s6 kho
khan khi thiét k& cac dic diém riéng biét 1am cham qué trinh phat trién.
Tai liéu phat trién chung khong t6t vi ASSP dinh huéng cho thiét k&

chuyén dung.

Tinh mém déo cia ASSP bi coi 1a kém vi ngay tir dau ASSP da dinh

huéng cho céc san pham dich xdc dinh.

2.1.3 CONG NGHE CONFIGURABLE PROCESSOR
Configurable Processor: Bo xtr 1y ¢6 kha nang cau hinh.
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Thoi gian ra thi truong bi coi 1a kém, nhung Ndng luc thuc hién lai
dugc danh gid 1a rat t6t do ¢6 thé cau hinh dic biét cho tng dung xdc
dinh.

Vé Gid thanh va Ndng luong tiéu thu dugc coi 1a tot. V€ tinh Dé

phdt trién thi kém.

Tinh mém déo duoc ddnh gid 1a kha: c6 thé thay doi cau hinh dé c6
dugc diac diém mdi, tuy nhién do dinh huéng cho tung dung xé4c dinh nén

sau khi da dua ra vao st dung thi tinh mém déo trd nén kém.

2.1.4 CONG NGHE DSP
DSP (Digital Signal Processor): Bo xur 1y tin hiéu so.

Thoi gian ra thi truong cua DSP dugc coi 1a rat tot. Cac bo xu 1y c6
thé 1ap trinh nhu DSP, RISC va MCU déu c6 kha ning 1ap trinh bang phén
mém dé c6 dugc cdc chiic ning va dic diém khdc nhau, tiét kiém thoi
gian so v6i cdc thuc hién tuong tu bang phin cing. Trong ba loai ké trén
thi thi DSP duogc coi la tot nhat va ciing vi th€ ma cong cu va thong tin

danh cho DSP ciing nhiéu nhat.

Ndng luc thuc hién cia DSP duoc coi la rat tot. Cac DSP cé cau tric

multi-MAC VLIW nhu TMS320C6000 ¢6 toc do MIPS rat cao.

Vé Gid thanh DSP dugc coi la tot, khong ré nhu ASIC nhung khong

qué cao so véi MCU.

Nang luong tiéu thu ciia DSP dugc coi la rit tot, nhat 1a véi loai
DSP duoc thiét ké dac biét cho tiéu chi nay cho cac ung dung xach tay
nhu TMS320C5000.

Tinh Dé phdt trién dugc ddnh gia 1a rat tot. Cac nha cung cap DSP
c6 mot mang lu6i thanh phéan thit ba cho moi Iinh vuc dé gitp phat trién
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DSP, tir cdc chuyén gia ¢6 van cho phan cting, phadn mém, dén hé thong.

Ciing vay, c6 cdc cong cu phat trién DSP rat manh, dé st dung. C6
mang lu6i hd tro k§ thuat va cac k§ su am hiéu luon sin sang gitip d&

khach hang dat duoc cac thiét k€ thoi gian thuc cua minh.

Vé gi4 thanh pht trién, kha nang 1ap trinh cua DSP cho phép chu
ky phét trién nhanh hon so véi cdc chip dinh huéng cho tng dung x4c
dinh hoac ASIC. St dung ding ngon ngit 1ap trinh bac cao két hop céac
module code chuin sé& rit ngan ddng ké thoi gian phat trién, va nhu vay
ti€t kiém gia thanh.

Tinh mém déo cua DSP la rat tot, nhat 1a so véi cac thuc hién tuong
tu bang phan cing. D6i v6i xtr 1y tin hiéu thoi gian thuc, ¢é nhiéu cong cu

tot va thich ddng nhit cling nhu ¢é nhiéu trang web cé gid tri danh cho

DSP hon so vo1 RISC va MCU.

2.1.5 CONG NGHE FPGA
FPGA (Field Programmable Gate Array): mang céng c6 thé lap

trinh theo yéu cau.

Thoi gian ra thi truong cia FPGA dugc ddnh gid 1a tot. C6 thé
modify cdc trudng ctia FPGA dé dugc céc chiic nang khac nhau, nhung
khong mém déo nhu 1ap trinh bang phan mém cua DSP, MCU va RISC
trong géc do dua ra thi truong. Tuy nhién FPGA duoc hé tro tot hon va
chu ky thoi gian nhanh hon ASSP, cdc bo xir 1y ¢6 thé cau hinh va ASIC

va nhu thé ¢ thé coi tieu chi Thoi gian ra thi truong cia FPGA tot hon.

Nang luc thuc hién cia FPGA duogc danh gia la rt tot vi cdc nha
phat trién c6 thé vi chinh dén cdc cong hardware cia FPGA cho sét voi

ung dung.
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Vé Gid thanh thi FPGA bi coi 1a kém, dat hon nhiéu so véi 6 loai

con lai.

Vé Ndng luong tiéu thu cling bi ddanh gid 1a kém nhét so vdi cac
loai khac do dac diém cua cong nghé FPGA va do cdc cong khong ding
dén tiéu thu nang luong qua muc. Cong nghé méi ngay nay da giam nang
luong tiéu thu ciia FPGA nhung dudng nhu vin chua du dé xép FPGA vao

hang ngil cc loai hiéu qua vé Ndng luong tiéu thu.

Vé Dé phat trién, FPGA duogc coi 1a rat to6t. Gia phat trién s€ 1a tot
nhat v6i gia thiét 2 diéu kién: 1) cong cu ldp trinh FPGA khong qud dat,
va 2) cdc nha phdt trién cdn bdan phdi thong thao phdn ciing. Néu cac nha
phat trién 12 cdc k¥ su thién vé phan mém thi phai nd luc nhiéu va ting gid

thanh.

Vé hod tro cho phét trién thi cdc cong cu va ciu tric cho thiét ké
FPGA kha t6t va c6 kha nang chap nhan OEM.

Tinh mém déo ciia FPGA duoc coi 1a tot. N6 c6 thé dugc cau hinh
lai dé tang thém hodc thay d6i dic diém. Tuy nhién lap trinh lai phin
cting khé hon va cac chic nang thém ciling han ché€ hon so véi cac giai

phép lap trinh phadn mém nhu DSP.

2.1.6 CONG NGHE Mcu
MCU (Microcontroller): vi diéu khién.

Thoi gian ra thi truong cia MCU dugc coi la rat tot, cling nhu DSP,
RISC. V¢ xtr Iy thoi gian thuc thi mac du MCU khong that t6t nhung do
né duoc phd bién rat rong rai, cling nhu ¢6 rat nhiéu cong cu va cic trang

web ¢6 gia tri nén MCU duoc x€p ding hang thit hai.

Vé Ndng luc thuc hién MCU dugc coi 1a kha. So vGi RISC/GPP thi
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tai nguyén dé thuc hién cic phép toan cia MCU nho hon va tdn s6 lam

viéc cling cham hon.

Gid thanh cia MCU la rat tot do n6i chung MCU la céac chip nho

tuong doi ré va diing hang thit hai sau ASIC.

Vé Ndng luong tiéu thu thi MCU dugc danh gid 1a khda. MCU tiéu
thu it nang luong hon RISC va FPGA do né sur dung it tai nguyén silicon
hon. Tuy nhién kém DSP, ASSP va bo xir 1y ¢6 thé cau hinh.

Tinh Dé phdt trién cia MCU dugc ddnh gia 1a t6t. Kha nang lap
trinh duoc cua céc chip MCU dang c6 cho phép phat trién céac chic ning
theo nhu cau nhanh hon d6i v6i ASIC hoac cac chip chuyén dung cho tng
dung xac dinh. Sir dung ding ngdn ngit 1ap trinh bac cao va/hoac st dung
ciac module code chudn c6 thé giam dang ké, dan dén ha gid thanh phat

trién.

Vé viéc hd trg phat trién, hau hét cdc nha cung cdp MCU déu c6
mang ludi gidp do tot, tuy vay khong dugc danh gid 1a rat t6t vi nhiéu
mang nay don thuan 1a cac tng dung nhing ma khong phai ting dung thoi

gian thuc.

Tinh mém déo MCU dugc danh gia 1a rat tot, tuong tu nhu cac chip

c6 thé lap trinh.

2.1.7 CONG NGHE RISC/GPP
RISC/GPP (Reduced Instruction Set Computer/ General Purpose

Processor) - Chip tinh todn ¢6 tap 1énh rit gon/Bo xu 1y muc dich chung.

Thoi gian ra thi truong cua RISC/GPP duogc coi Ia tot, cling nhu
DSP, céac bo xur 1y cau hinh dugc va MCU. Daéi v6i xtr 1y tin hiéu thoi gian
thuc, RISC/GPP ding hang thtt ba sau MCU. Tuy nhién né khong du
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manh cho cac tng dung thoi gian thuc va khong dinh huéng cho cic ting

dung nhiing ma muc tiéu tap trung vao mdy tinh dé ban.

Ndng luc thuc hién ctia RISC duoc coi la t6t. Tan s6 lam viéc cao
tang hiéu suat xtr 1y tin hiéu. Tuy vay do khong cé cac 1énh thuc hién
phép toan trong mot chu ky va khong c¢6 cac khoi nhan lam viéc thuc hién

thoi gian thuc ctia né bi giGi han.

Gia thanh cua RISC bi coi 1a kha. Cac bo xu ly RISC tot véi cac
ting dung dé€ ban, nhung vé mat gid thi chi dugc coi 1a kha vé6i xir 1y tin

hiéu thoi gian thuc.

Nang luong tiéu thu cua RISC duogc danh gia 1a kha, x&€p dudi so
vGi DSP, ASSP hay cdc bo xtr 1y c4u hinh ai.

Dé phdt trién ctia RISC duoc ddnh gid 1a tot. Kha nang lap trinh
dugc cua RISC dang c6 cho phép phét trién cdc chiic nang theo nhu ciu
nhanh hon doi véi ASIC hoac cac chip chuyén dung cho tng dung xac
dinh. Sir dung ding ngén ngit 1ap trinh bac cao va/hoac s dung cac mod-

ule code chuén c6 thé giam ddng ké, din dén ha gia thanh phat trién.

Vé gitip d& phat trién, c6 nhitng hd trg chung cho cdc nha thiét ké
RISC, nhung khong cé nhiing hé tro cho mot ting dung xdc dinh nao ciing
nhu khong c6 ho trg vé thoi gian thuc do kién thiic ciia nhitng nha cung
cép RISC vé céc noi dung nay khong manh.

Tinh mém deéo cua RISCdugc danh gid 1a rat t6t so véi thuc hién
béang phan ciing, giong nhu céc loai ¢6 kha nang 1ap trinh khéc.

C6 thé tom tat tat ca cac phan tich trén vé 7 cong nghé phd bién

nhit trong xtr 1y tin hiéu thoi gian thuc bang bang sau.
Bang 1. So sanh 7 céng nghé phd bién nhat
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truéng : ; tiéu thu

ASIC Kém  Rattot Rattot Kha  Tot Kém  Khd
ASSP Khi  Rattst Tot Khé  Ratest Kém  Tot
Z;(L'l' Ifl‘r’I :Ihé Kém  Rattst Tét Kém  Tot Khi  Khd
DSP Rat tot Rat tot Tot Rat tot Rat tot Rat tot Rat tot
FPGA Tot Rat tot Kém Rat tot Kém Tot Kha
MCU Rat tot Kha Rat tot Tot Kha Rat tot Tot
RISC/IGPP Tét Tot Khi  Tét Khi  Rattot  Tot

Qua bang trén co thé thdy, tuy thudc vao tiéu chi nao dugc nhan
manh ma ta c¢6 thé chon cong nghé nay hay cong nghé khéac. Tuy nhién

tong thé chung thi DSP 12 Iua chon t6t nhét cho iing dung thoi gian thuc.

2.1.8 SUDUNG DSP TRONG MAT MA

Nhitng phan tich phan trén da dan dén két luan “DSP la lua chon
tot nhdt cho iing dung thoi gian thuc”. Tuy nhién d6i v6i mat ma, ngoai
yéu cau ma/giai ma trong thoi gian thuc, con yéu ciu tha hai cling khong
kém phan quan trong, d6 1a an toan mat ma* (security), hay ching ta vin
quen goi 1a an toan nghiép vu mat ma. Ta hdy xem xét v€ tinh an toan ctia

DSP [4].

DSP ¢6 uvu th€ vuot troi cac cong nghé khac ¢ di€ém thuc hién céc
phép nhan nhanh hon, nhat 1a phép nhan cac s6 nguyén I6n. Gi6i han
chinh ctia DSP 1a van dé an toan ctia né. DSP hoat dong kiéu m& khi nhan
tin hiéu tir ddu vao va xuét trén diu ra qua bus ma bus lai ¢6 thé truy nhap
cong khai. Co ché nay lam tang cao do rui ro cho cac hoat dong trén khoa
rieng. Trong mat ma khoéa cong khai sit dung mot s6 phép nhan, nhitng

phép todn nay tao ra cdc gia tri tam thoi trén bus. Do vay c6 thé dé dang

* Luu ¥ 12 tai thoi diém bai nay dugc viét (nam 2004), ching ta vin con chua chi trong dén van dé nay.
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stt dung céc gid tri nay dé tham ra khoa riéng. Thém nita doi phuong c6

thé stra doi céc gia tri do truée khi dua vao DSP dé€ gia mao chit ky.

Nhu thé, xét & goc do an toan thi DSP khong thich hop cho mat ma.
Nhung trong mot thi€t bi mat ma thi khong phai moi module déu lién
quan dén tinh toan khoéa. Chung ta c6 thé sir dung thé manh ctia DSP chi
trong cac module thuan tdy x ly tin hiéu thoi gian thuc, nhu [4] da

khuyén cdo.

Nhitng phan tich trén cling ding véi cac bo xur Iy muc dich chung
RISC/GPP va muc do nao day véi ca MCU.

Vay néu DSP, RISC/GPP, MCU va céc Bo xir ly ¢6 thé ciu hinh
khong thich hop dé thiét k& crypto module, thi cong nghé nao sé dugc

chon? Cau hoi nay sé duoc giai dap trong phan ti€p theo.

2.2 CONG NGHE FPGA

TAt nhién van c6 thé sit dung DSP ciing nhu cac chip c6 lap trinh
néi chung cho thiét k& cac module mat ma nhung phai ap dung cac thiét
k& dac biét dam bao an toan chéng xam nhap trai phép... Tuy nhién cac
giai phdap d6 thudc vé pham vi nghién citu khdc. Trong tai liéu nay chiing
t6i muon dé cap dén cac cong nghé tu né da mang nhitng thudc tinh thich

hop nhat cho mat ma ma khong phai céc thiét k& dac biét ho tro thém.

Nhu Phan 2.1 da cho thay, mac du DSP, RISC/GPP, MCU va céc
Bo xtr 1y ¢6 thé cau hinh rdt manh vé xt 1y tin hiéu thoi gian thuc, nhung
dung dé thiét k& crypto module thi khong thich hop & khia canh an toan
mat ma. Con ASIC, ASSP va FPGA tu n6 da mang nhiing thudc tinh thich
hop cho an toan mat ma (nhu cau tric chip dugc dét vat 1y, bao dam toan
ven, chong tdn cong tham thié€t k€, khong phu thuoc vao hé diéu hanh

nao...). Boi vay ching ta s€ giGgi han xem xét & 3 cong nghé nay. C6 cac
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ngit canh cu thé nhu sau:

D6i v6i nhitng san pham dang trong qua trinh nghién ctu phét
trién: tiéu chi Dé phdt trién g6p phan ddng ké rit ngan thoi gian
nghién cttu phét trién cling nhu ha gid thanh tong thé cho cdc san

pham loat nho va vira — FPGA 1a thich hop.

D6i véi nhitng san phdm can kha niang ciu hinh lai (nhu thay thé

thuat toan) thi Tinh mém déo can chid trong — FPGA la thich hop.

D6i véi nhitng san phdm cén tiéu thu nang luong thap (nhu trong
céc thiét bi mang xach) va khong doi hoi tinh mém déo — ASSP 1a
thich hop.

D6i v6i nhitng san phdm da xong vé thiét k€&, khong doi hoi tinh

mém déo va san xudt loat 16n — ASIC Ia thich hop.

Dai v6i nganh mat ma thi Tinh mém deéo ciing 1a mot tiéu chi phai

x€p 1én hang d4u bai thuat todn sinh khéa/ma héa co thé thay doi theo

ting phién lién lac hoic khi chuyén mang. Bdi vdy cong nghé thich hop

nhdt dé cimg héa mdt ma dé lua chon chinh la FPGA véi nhiing uu

diém chinh Ia:

Toc do cao vi nd thuc su 1a hardware
An toan mat ma cao
Mém déo

Dé phit trién

2.2.1 CAU TRUC FPGA

FPGA gom day cdc phdn tr mach doc lap goi la cac khoi logic, va
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cdc duong noi cac khoi d6 vé6i nhau [3], [7]. Cac khoi logic va cac duong
noi gitra ching dugc goi 1a tai nguyén. Moéi khoi logic chita Boolean logic
va cdc thanh ghi. C6 thé lap trinh cho mdi khéi logic dé dugc cdc chiic
nang khac nhau. Cac duong noi gitta cac khoi cling dugc lap trinh. Thiét
lap c&u hinh cho FPGA, hiéu mot cich dai thé, 1a lap trinh n6i céc khoi
logic theo cdch nao d6 dé dugc mot cdu triic mach thuc hién thuat toan da
cho. Cong viéc nay do nguoi diing cudéi lam bang cédch 1ap trinh. Hinh 2

minh hoa cau tric cia mot FPGA dién hinh.

oo oo oo og Lodie

Block

!

el ||| m)||m||| 8
ollm|||m|||m||m|E
ollm|||m|||m|||m||E
S T==H ==

oo oo oo oo

Hinh 2. Cau trac FPGA

2.2.2 KHA NANG CAU HINH LAI CUA FPGA

FPGA thuoc vé céc chip c6 thé lap trinh theo yéu céau [7]. Ching
gdm ba loai chinh: don gian (SPLD), phiic tap (CPLD) va chubi cdc cong
c6 thé lap trinh theo nhu c4u Field-Programmable Gate Arrays (FPGAs),
trong d6 FPGA 1a loai manh nhéat, nhiéu tai nguyén, c6 thé thuc hién cic
bai toan phtc tap trong mat ma va c6 Kha ndng cdu hinh lai. Mot chip
FPGA c6 thé déng cdc vai trdo khdc nhau tuy theo file cAu hinh nao dugc

nap vao cho n6 [11]. Hinh 3 minh hoa kha nang cau hinh lai cia FPGA.
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Hinh 3. Minh hoa kha nang cau hinh lai cia FPGA

2.2.3 NHUNG UU PIEM CUA FPGA DOI VOI MAT MA

Nhitng dac tinh cia FPGA cung kha nang cau hinh lai lam PPGA

trd nén thuan 1oi 16n khi thuc hién cac thuat toan mat ma [3], [19]. D6 1a:

1.

Dé dang chuyén thudt todn: Cac giao thiic mat ma hién dai 1a cdc
thuat toan doc lap, rat da dang, thay déi theo mdi phién (ching
han nhu DES, 3DES, Blowfish, CAST, IDEA, RC4, RC6, AES...).
V6i kha nang cdu hinh lai, FPGA cho phép cac thuit toan, sau khi
da ctng hoa, van c6 kha nang thay d6i ngay trong khi dang chay

ma khong lam tang gia thanh.

Dé dang upgrade thudt todn: upgrade thuat todn can thiét trong
cac truong hop sau: khi thuat todn hién tai da bi pha (vi du DES);
khi thuat todn da qué han (vi du DES); khi ra doi thuat todn méi
(vi du AES); khi danh sich céc giao thitc doc lap vé thuat todn

duge mo rong; khi doi tac lién lac xa nhu thong tin vé tinh.

Mang lai hiéu qud vé cdu tric: trong truong hgp nhat dinh, mot
cau tric hardware c6 thé hiéu qua hon nhiéu néu né duoc thiét ké

v6i mot bo cdc thong s6 xac dinh. Chang han phép nhan hing (cua
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cac sO nguyén trong truong Galois) hiéu qua hon cdc phép nhan
thong thudng nhiéu. Vi FPGA c6 thé thiét k& dé t6i uu cau tric

cho bo tham s6 xac dinh cta tung thuat todn khac nhau

Vi du 1: Cau tric khéa xac dinh: véi khéa c¢6 dinh thi thao tac
chinh trong IDEA suy bién thanh cdc phép nhan hiang hiéu qua hon

phép nhan thudng nhiéu.

Vi du 2: Phép toan so hoc trén truong Galois co dinh: Phép toian
s hoc trén truong Galois hiéu qua hon nhi€u néu bac cta trudng va

da thic bat kha quy duoc co dinh. Viéc nay FPGA giai quyét tot.

Vi du: Phép binh phuong trong GF(2") chi€ém m/2 chu ky véi cau
trdc thong thuong. Nhung véi cau tric mot truong c¢6 dinh thi chi

can 1 chu ky.

Hiéu qud vé tai nguyén: C6 thé ciu hinh lai FPGA dé cing mot
chip nhung méi thoi di€ém thuc hién mot thuat todn khac nhau. Vi
du trong moét phién lién lac, khi thiét 1ap khéa chung FPGA c6 cau
tric dé thuc hién thuat todn khéa cong khai; khi thuc hién ma
dich, FPGA c6 céu triic dé thuc hién ma dich sir dung thuét to4n

khoa riéng.

Khd nang modify thudt todn: v6i nganh mat ma ching ta thi yéu
cau modify thuat todn 1a bat buoc, vi du thay cdc module S-box
hay cdc hodn vi chuin béing céc S-boxes hay hodn vi doc quyén;
mot s6 ting dung khéc lai can thay déi ché do 1am viéc (ché do hoi
tiép, ch€ do dém...); con cac may tim khoéa trong ma tham cho
phép st dung phién ban khac chit it véi thuat toan. Vi FPGA, tat

ca nhiing diéu d6 déu dé dang thuc hién.
Hai dac diém du6i day khong chi v6i mat ma ma chung cho moi
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linh vuc khéac:

6. Thong luong: mac du so v6i ASIC thi FPGA cham hon, nhung

nhanh hon rat nhiéu so vdi software.

7. Hiéu qud vé gid thanh: thoi gian va gia thanh phat trién cia FPGA
thap hon so véi ASIC. (Tuy nhién véi s6 lugng 16n thi ASIC cé gia
thanh thap hon).

2.3 THUC HIEN MAT MA BANG FPGA
2.3.1 THUC HIEN MAT MA D6l XUNG BANG FPGA

Mat ma khéa doi xting phu thuoc vao khéa riéng. Phép ma hoéa cé
thé chi bang phép XOR don gian. Trong trudng hgp khoa trong thi khéa
riéng sé do thuat todn sinh ra. Nhiéu thuat toan sinh khéa c6 cau tric gom
cac thanh ghi dich phan hoi ph6i hop v6i nhau theo ham phi tuyén nao dé.
Hoat dong clia cdc thanh ghi dich, néu bang giai phdp software, thuong
chiém khd nhiéu chu ky 1énh do giGi han s6 bit ctia tir xtr 1y ctia cdc CPU.
V6i gidi phap hardware néi chung va FPGA néi riéng, c6 thé thiét k&
thanh ghi dich c¢6 do dai theo yéu cau, chi v6i mot chu ky dong ho 1a cho
ra mot bit. [8] da dua ra két qua thuc hién mot thuat todn ma dong bang

FPGA dat toc do 4.6 Gbps.

2.3.2 THUC HIEN MAT MA KHONG B0l XUNG BANG FPGA

Tam diém ctia mat ma khong d6i xing 1a cdc phép todn s6 hoc mii
hoa modular v6i s6 nguyén 16n, dién hinh 1a thuat todn trao déi khéa
Diffie-Hellman, ma/giai ma RSA, chit ky s6 DSA. Véan dé dat ra la lam
sao thiét k& dugc cac cau tric s6 hoc vdi cac toan tir 1én dén 1024 bit va
hon ntta trén FPGA. Theo cach thiét k& thong thuong thi toc do thuc hién
cling nhu tai nguyén cua cac chip FPGA hién tai 1a khong du. Baoi vay da
c6 nhiéu nghién ctu nhim tang t6c do va tang hiéu qua st dung tai
nguyén FPGA khi thuc hién cic thuat todn mat ma cong khai [8], [9],
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[10], [11], [12], [13], [14], [15], [16]...

Chung ta s& 14y trao d6i khoa Diffie-Hellman lam vi du dé phan
tich vé thuc hién mat ma khong doi xing bang FPGA. Thuat todn dang
duoc quan tam va dugc coi 1a rat thich hop doi v6i FPGA khi thuc hién
cac phép mii modular 1a Montgomery bdi n6 cho gia thanh thap va khong

can bo nhan dac biét.

Thuat todn Montgomery cho phép thuc hién phép nhan modular ma
khong phai thuc hién phép chia. Day 1a diéu quan trong vi thuc hién phép
chia bang phan cing rat kho. Tuong tu nhu vdi s6 nguyén thong thudng,
c6 thé dung thuat toan binh phuong va nhan dé thuc hién phép mii cdc s6
Montgomery. Khi st dung cac s6 Montgomery, chi can thém hai budc:
dau tién chuyén cdc s6 nguyén sang khong gian Montgomery véi tat ca
cac phép nhan trung gian dugc thuc hién khi st dung k§ thuat

Montgomery. Sau d6 chuyén két qua trd lai dang s6 nguyén thong thuong.

Phép nhan Montgomery — AB mod M — cho co s6 2 (tic 1a tinh mot
sO n-bit can n phép lap) la:
1. &§,=0

FOE1=0ton-1loop
& = (S +h Amod?
4 5, = (Si g M +5.4)
2
END FOE.
EETUEN 5,

& day chi s6 dudi i 1a vi tri bit riéng ré trong mot s6, véi i = 0 1a bit
c6 nghia thap nhat (LSB).
Trong phép nhan Montgomery, dac biét la phép dich phai, c6 mot
thira sO trong két qua. Vay két qua sé la:
S=A 8 M modM
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Do d6 can phai anh xa céc toan tir A va B vao khong gian Mont-
gomery, goi 1a m- thiang du, bang phép modular:
A=A modd
Do ca hai toan tir déu duoc chuyén thanh m- thing du nén c6 thira
sO 2" trong két qua Montgomery cudi cung. Thira s6 nay s€ duoc g& bo

vGi phép nhan Montgomery cudi ciing bing s6 nguyén 1°.

Khi thuc hién trén FPGA, hat nhan ctia phép nhan modular Mont-
gomery la phép tinh trung gian:

= (S5t +5,4)
’ 2

Ba thira s0: s6 trung gian S, modulus M, va todn tr A déu cé do 16n
n bit. Ngay nay yéu cau n phai dat 1024 hay 2048. Do cong nghé FPGA
hién nay khong thé cong mot cach c6 hiéu qua céc s6 cé kich thuée 16n

nhu vay nén can mot phuong phap gian tiép.

Mot trong cac phuong phap do l1a st dung ca day systolic va bo
cong pipeline. Tuy nhién néu chia phuong trinh trén thanh cac phan nho
va tinh todn 14p lai, thi c6 thé str dung tai nguyén cia FPGA hiéu qua hon,

dac biét Ia tai nguyén duong noi.

Thuong thi nguoi ta hay danh gid kha nang thuc hién thuét toan
FPGA bang tai nguyén logic. Tuy nhién tai nguyén day ndéi ciing lién
quan chat ché vé6i két qua cudi theo hai cach: thit nhit 1a kha nang thuc
hién cua chinh hat nhan va th hai la logic bao quanh hé thong ma hat
nhan 1la mot phan cua né. Néu ty 1& st dung duong dan 16n hon st dung
logic thi phai bo sung thém tai nguyén vao hé thong din dén giam hiéu

sudt thuc hién toan hé thong.

Bing cdch tinh céc gid tri trung gian theo kiéu lién ti€p, nhan logic

va dudng dan c6 thé duoc chita trong phan rat nho, dé néi cua chip, dan
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dén nhan c6 thé 1am viéc tai t6c do cao nhat ma chip cho phép.

Cac tham s6 S, M, B va A dugc luu trong bo nhé, dé€ cung cap gia tri
cho tung phép nhan Montgomery. Ngoai ra con phai luu s6 mil E va gia
tri mii modular trung gian. Mot mdy trang thdi diéu khién cdc phép nhan

dé quy dé tinh s6 mii modular.

Viéc tham nhap bd nhd truc tiép thong qua giao dién cé do rong
ctia mot tr. Nguoi sir dung c6 thé dit tham s6 dé bus hé thong (rongl6,
32, 64 hay 128 bit tuy theo hé thong) tuong xing véi do rong cta giao
dién. Thong luong cua nhan ti 1€ truc ti€p véi do rong tir do nguoi dung

xdac lap.

Phan trén da xem xét vé€ cau tric clia nhan sao cho thuc hién giao
thitc Diffie-Halman biang FPGA mot cdch t6t nhat véi hiéu suat thuc hién
cao nhat va tai nguyén it nhét c6 thé. Ngoai cac phép toan ra, dé thuc hién

giao thic con can mot s6 hoat dong sau:
e  Chon s6 ngau nhién thong ké can cho giai doan diu cua giao thic.
e Tao cdc goi dé hé thong sir dung

e Kiém tra cdc s6 ngiu nhién va khéa dé tranh tan cong va cham khi

gui di cac khoa lap lai hay khoéa yéu.

e Tao ra cdc gbi véi phuong phdp xdc thuc ndo dé dé gidam nguy co

tan cong xen giia.

Trong thuc t€ giao thitc Diffie-Hellman 12 t6 hop cua it nhat ba

thanh phan co ban:
1. Khoi s6 hoc modular
2. B0 sinh s6 ngau nhién (RNG).
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3. B0 xtr ly diéu khién ludng s6 lieu va xir Iy cac goi. C6 thé xir dung
luén bo xtr Iy nhing trong FPGA hay b6 xtt 1y ngoai.

Hinh 4 mo6 t4 mot module tiang toc Diffie-Hellman dién hinh c6 thé

stt dung trong FPGA. Trong hinh chi ¢6 mot khoi tinh toan, tuy nhién

hoan toan c6 thé tang so luong khoi nay lén dé tang thong luong hé thong

l1én gap bdi mot cach tuyén tinh.

Diffie-Hellman Core

5
= 2
o e ;e 9]
5E || 82 || §2
g 3
S
, 5 = = = Ir
' Data Management

Hinh 4. Khdi ting tdc Difie-Hellman bing FPGA
Khi thuc hién mot ham RSA bang phan ciing, cin ¢6 mot ham
modulus don gian dé chuyén déi khong gian m- thing du truc khi bat

dau phép mi Montgomery, ham d6 nhu sau:
Y=Amod M

Ciing can c6 hat nhan modulus dé ting t6c tinh to4dn cdc gid tri
trung gian khi thuc hién mii héa modular dua trén dinh 1y phan du China:
phan mot phép mii modular thanh cac phép mii modular nho. Do do phiic
tap ctia phép mii modular bang binh phuong do dai tir nén viéc nay sé cho

hiéu suat thuc hién gdp bon 1an cach tinh thong thuong.

Trong hat nhan Difie-Hellman, ham modulus nay c6 thé nhim phuc
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vu muc dich kh4c ngoai phép chuyén déi m-thiang du. Khi s6 nguyén thity
¢ = 2, thi viéc tinh todn dau tién cta Diffie-Hellman 12 Y = s* mod p. Dé
biéu dién liiy thira cia 2 du6i dang binary, cAn mot phép uée luong don
gian bang cdch chén ‘1’ vao vi tri thich hop trong truong cac so zero, két
qua 1a phép toan tré thanh Y = 4 mod p trong d6 4 =2, di€éu nay tuong

duong véi biéu thitc miéu ta hat nhan modulus vé méat ham so.

Phép don gian héa nay la quan trong trong giai doan dau sinh khoa
vi n6 suy bién toan bo phép mi modular thanh mot modulus duy nhat. Do
phép modulus, trong mot s6 mic do, nhanh hon phép mi tuong duong
nén bién phdp don gian nay gitp tiét kiem duoc ddng ké thoi gian tinh

toan.

Hat nhan dung dé tinh todn Diffie-Helman 12 mot phan cua toan hé
thong. Sau khi da trao déi xong khoa, co thé st dung né cho viéc khac

hoic sin sang cho l4n trao déi khoa tiép theo.

So véi giai phap tinh todn trao d6i khéa bing phan mém dua trén vi
xur Iy muc dich chung GPP hay DSP, giai phdp ting toc bang phan cing
dua trén FPGA kém hon vé tinh mém déo, nhung uu di€ém hon & céc mat

sau:
1. S6 luong khéa tinh dugc trong mot giay nhiéu hon han.

2. Khong can mot bo xir Iy chuyén trdch cho tac vu trao doi khoa,
dan dén giam kich thudc bang mach, cong suat tiéu thu, thoi

gian thiét k&€ — giam gia thanh hé thong.

Mot két qua cua viéc st dung FPGA két hgp bo xtr ly nhing trong
chip FPGA da dugc [15] dan nhu sau: véi s6 mil va modulus 1024 bit, bo
mi héa co s6 2, sit dung 500 cell logic thi tinh dugc 32 khoa trong 1 gidy.
Con v6i FPGA manh hon ¢6 bo nhan 36 x 36, ho tro phép mii hda
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modular co s6 cao hon, chi véi luong nho tai nguyén cta chip, cé thé dat
dén 640 khoéa trong mot giay. Hiéu suat thuc hién va gid thanh c6 thé so
sanh v6i ASSP, nhung lai ¢6 tinh mém déo ctia bo xur 1y; va quan trong
hon 13, giai phdp FPGA cho phép ngudi dung c6 thé tiiy bién theo yéu ciu

dé t6i uu san pham cudi cling.

Mot loi ich nita cta giai phdp FPGA 1a c6 thé thiét k& giao thiic
Diffie-Haellman va céc s6 nguyén t6 phi chuin doc quyén. Vi du thiét k&
mot nhém Diffie-Hellman ¢6 phan tir nguyén thily g = 13. C6 thé thay déi
phan tlr nguyén thuy nay dé dang nhu thay déi cdc tham s6 do ngudi dung
dinh nghia trong file cau hinh ctua hat nhan tang t6c hay tham chi update

ca platform phan cing.

2.3.3 THUC HIEN AES BANG FPGA

Céc thuat toan AES tiéu thu twong doi nhi€u tai nguyén phan cing
khi thiét ké trén FPGA do tinh phtc tap ctia ching. Két qua cudi ciing (vé
hiéu suat st dung tai nguyén, toc do) s€ rat khac nhau khi st dung céc
phuong phép thié€t k€ khac nhau (dua trén ngdn ngit mo ta phan cing hay
dua trén so do) va cac cong cu thiét k& (cac Kit phat trién, cic phdn mém
tong hop va mo phong cuia cdc hang khac nhau). Diéu ndy ciing tuong tu
nhu 1ap trinh cho mdy tinh bang ngon ngit bac cao nao dé: cic trinh
compiler cua cac hang khac nhau sé két xuat cac file thuc hién c6 kich

thudc khac nhau va toc do thuc hién ciing khac nhau.

2.3.3.1 YEU CAU CHIP FPGA DE THUC HIEN AES

Tai nguyén chip FPGA la van dé du tién can xem xét khi thiét k&
cho AES. C6 thé sir dung nhiéu chip FPGA cho thiét k€ mot thuat toan,
tuy nhién tang gia thanh. Vi th€ nguoi ta thuong c6 dén thuc hién toan bo
thuat todn AES trong mor chip FPGA. Khi dy phai luu tam dén cdc van dé

tai nguyén cta chip [19]. Trudc tién, dé dat duoc téc do cao cin so luong
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16n céc chan vao ra I/O nham hé trg hoan toan luong data 128-bit. Ciing
khong nén dung giai phdp don kénh ma phai tich 128 bit data input va

output ra khoi nhau dé cho phép céu tric pipeline.

Tiép theo, phai c6 bus rieng dé nhap khoéa trude khi bat ddu ma hoa
vi khong thé thay déi khéa clia cic vong trong khi dang ma. Thém nita dé
thuc hién céu tric pipeline mot cach hoan toan can cac tang pipeline rong
128 bit, nhu thé lai can rat nhi€u thanh ghi. Va nita, cling can nhié€u bit
ghi trong cdc kh6i c6 thé cdu hinh ctia chip FPGA dé sip xé&p cac phan tir
thiét k& cling nhu giam thiéu s6 dudng dan gita cac khoi d6. Cudi cung,
can chubi carry nhanh gifta cdc khoi c6 thé cau hinh cua FPGA cho céc

thao tdc s6 hoc dé cuc dai hiéu sudt thuc hién céc thuat todn AES.

Chip FPGA ¢6 thé ddp ting dugc céc yéu cau trén c6 thé 1a Xilinx
Virtex XCV1000BG560-4. XCV1000 c6 128K bits RAM nhiing 14y tir
3/2 block RAM cua chip FPGA. Chip dugc dong trong vo 560 chan, cung
cép 512 chan vao ra I/O; c6 mot mang gom 64 x 96 khai logic c6 thé ciu
hinh CLB, tao nén bang tim ki€m. M6éi khoi CLB c6 hai manh 2 bit va
hoat dong nhu mot phan tir 4 bit . Téng cong c6 12288 manh CLB. Ngoai
RAM nhing, XCV1000 ¢6 thé dugc cau hinh dé€ c6 384 K bits RAM khac
nita. Ki€u c4u hinh ny cho phép céu tric ¢6 do phiic tap cao phu hgp vdi

chiic nang vong 1ap ctia cac ham c6 toan hang 16n.

2.3.3.2 CAU TRUC HARDWARE FPGA DE THUC HIEN AES
Céac AES déu ¢6 cau tric vong, s6 lieu quay vong lién ti€p qua mot

ham lap. D€ t6i vu thuc hién cdu tric vong c6 thé c6 cdc cach sau [19]:
e Laplién tiép
e Lap Unrolling

e  Pipeline mot phan
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e  Pipeline mot phan véi Sub-Pipeling

Bo ma héa cé cau tric lap lién ti€p la phuong phap hiéu qua tiéu
thu it tai nguyén hardware nhit. B ma héa n vong can lap lién tiép n lan
cho mot thao tdc ma héa. Giai phdp nay co thdi gian tré tir thanh ghi -
dén-thanh ghi nho nhung phai méat nhiéu chu ky déng hé cho mot thao tac
ma. Thém nifa, tuy tiéu thu it tai nguyén phan ciing nhung c6 thé gid
thanh véan tang do yéu ciu phan cting khac dé thuc hién khéa cuia vong va

S-Box multiplexing.

C6 thé giam duoc gia thanh nay bing cdch tao mot bang tim kiém 4
bit trong manh CLB dé 1am viéc trong mode RAM va cat gilt mot bit ciia
moi khéa vong trong bang d6. Mot bang tim ki€m ho tro 1én dén 16 khéa
vong dan dén viéc thuc hién k bang tim ki€m dé luu trit cic khoa vong cé
do dai k bit, tranh phai Iuvu cic khéa vong trong mot thanh ghi riéng.
Thém nita, nhiéu biang ctia bang tim kiém c6 thé dugc dung dé hé trg cho
cac thuat todn yéu ciu nhi¢u hon 16 khéa vong. Cac bang nay sau d6 sé
dugc danh dia chi lién tuc dua trén vong hién tai dé truy nhap khoa thich
hgp. Tuy nhién, phuong phap nay kém hiéu qua hon khi nhiéu vong duoc
unroll hay pipeline vi méi vong cin bang riéng ciia minh trong bang tim
ki€m dé Iuu trit khéa vong. D6i véi cdu triic unroll hay pipeline toan bo
phuong phédp nay hiéu qua hon vi méi bang cua bang tim ki€m chi chita

mot khéa vong duy nhat.

Vong lap lap lai 1a mot tap con ctia vong lap unroll trong dé chi
mot vong duoc unroll, nguogc lai cau tric unroll 1ap cho phép unroll nhiéu
vong véi s6 luong theo nhu cau cta bo ma héa. Trai véi cau tric lap lap
lai, trong cau truc lap unroll tat ca n vong dugc unroll va thuc hién nhu
mot khoi logic t6 hop duy nhat. Diéu nay doi hoi rat nhiéu tai nguyén

phan cting dé thuc hién chiic nang vong trong khi phan cing can cho khéa
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ctia vong va S-Box multiplexing chi c¢6 han. Mac du giai phap nay cén toi
thi€u so6 chu ky clock dé thuc hién mot ma héa, nhung no lai c¢6 thoi gian

tré tir thanh ghi dén thanh ghi xau nhéat, 1am hé thong chay cuc ky cham.

Cau tric pipeline mot phian ¢6 uu diém cho thong luong cao nhd
tang s6 khoi data duoc xtr 1y dong thoi. Diéu nay dat duoc bang cach tao
moOt ban sao ham vong bing phén ciing va ghi so liéu trung gian giita cac
vong. Thém nira, trong truong hop pipeline toan bo do dai (mdt dang dac
biét cua pipeline mot phan), moi chu ky clock hé thong s& xuat ra mot
khoi ma 128 bit méi khi pipeline ¢ thé c¢6. Tuy nhién cdu tric dang nay
can nhiéu tai nguyén phan ciing hon han céu tric unroll lap. Trong cau
trdc pipeline mot phan, moéi vong dugc thuc hién nhu mot don vi nguyén
tir cta pipeline va dugc tach riéng boi cac thanh ghi cua pipeline thuc su.
Do6i v6i mot bd ma hda n vong, ca cdc ham va hop nay déu phai duoc sao
ra n 1an. Nhu th€, cac thuat toan phai duoc thuc hién nhu la cac pipeline
mot phan. Thém nita, ciu tric pipeline chi ¢6 thé dugc dung toan bo trong
ché€ do lam viéc khong doi hoi hoi ti€p dit liéu ma. Trong ché do hoi tiép,
dit liéu cia mot khoi phai duoc ma xong trude khi ma khoi ti€p theo, két

qua 12 khong thé ma nhiéu khéi 16 theo kiéu pipeline.

Khi ham vong ctlia cau tric pipeline phtc tap gy ra do tré 16n giira
céc tang pipeline, thi c6 thé phan nho cau tric bing cdch thém cic ting
pipeline nho, ham nguyén tir cia mdi tang pipeline duoc chia thanh cac
khoi chic nang nho hon. Két qua giam dugc do tré cua pipeline gitta cac
tang. Tuy nhién moéi su chia nhd ham nguyén tlr lai lam tang s6 chu ky
déng ho can thiét dé thuc hién mot phép ma héa thém mot hé so bing s6
phép chia. Cung luic, s6 khoi data c6 thé xir ly trong ché do khong hai tiép
cling ting mot hé s6 bang s6 cac phép chia. Do d6, dé k§ thuat nay hiéu
qua, truong hop x4u nhat do tré gitta cac tang s€ dugc giam mot hé s6 m la
s0 cac phép chia thém vao.
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Nhiéu FPGA ¢6 RAM nhiing c6 thé dugc dung dé thuc hién khoa
vong va S-Box multiplexing thay cho phan ciing. Bang cédch luu trit khéa
trong cdc khoi RAM, c6 thé danh dia chi khéa thich hop dua trén vong
hién tai. Tuy nhién do s6 lugng khéi RAM chi ¢6 han, cling nhu d6 rong
bit ctia chiing gidi han nén phuong phap nay khong thé thuc hién duoc
trong cdc cdu tric c6 nhiéu tang pipeline hay nhiéu vong 1ap unroll. Cic
cdu tric ndy can nhiéu kh6i RAM ma mot FPGA thong thuong khong dép
ting dugc®. Can can nhic giai phdp ding RAM nhiing vi thoi gian chuyén
mach ciia RAM lau hon 3 14n so véi thuc hién bang phan tor manh CLB

chuan.

2.3.3.3 MOT SO DANH GIA AES KHI THIET KE TREN FPGA

Trude khi NIST quyét dinh chon ting vién nao lam AES chinh thiic,
da ¢6 nhi¢u danh gia nam AES vao chung két do nhi€éu nhém khéac nhau
doc lap thuc hién trén FPGA. Cac danh gia tap trung vao thong lugng cua
moi thuat todn - yéu cau bat budc cho cédc tng dung bao mat kénh bing
rong hién tai va tuong lai, va tai nguyén hardware tiéu ton - yéu cau vé gia

thanh. Hai tiéu chudn nay quan hé v6i nhau theo:
TPS = (Toc do ma héa) / (S6 cac CLB st dung)

Trong dé TPS la thong luong trén mot Slice, CLB la khoi logic ¢6

thé cau hinh.

Duéi day 1a két luan clia cdc nhém danh gia AES duoc téng hop va

bao cdo trong [18] va [19].

Két luan cua [19]

Trong d6 cac ky hiéu dugc giai nghia nhu sau:

> Pay 1a néi tai thoi diém bai bdo nay duoc viét. Luu ¥ 1a v6i su phat trién rat nhanh clia cong nghé linh
kién dién tir thi trong tuong lai gin dung lugng RAM nhiing ndy chic chan s& ddp ting duoc.
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Opt: toi vu theo toc do hay theo area.
LU (Loop Unrolling): cau tric kiéu vong lap unroll.

PP (full or Partial Pipelining): cau tric kiéu pipeline toan bo hay

mot phan.

SP (sub-pipelining): cau tric ki€u pipeline mot phidn vé6i sub-

pipeline.

Cac chi so ti€p theo la sO tang va (néu can) s6 cdc tang sub-

pipeline.
Vidu:
LU-4 la cau tric vong lap unrolling véi 4 vong.

SP-2-1 1a céu trdc pipeline mot phan, ¢6 2 tang va 1 tang sub-
pipeline trén mot tang pipeline. K&t qua la cau tric SP-2-1 thuc hién hai

vong ma héa vdi tong cong 2 tang trén moOt vong.

Bang 2.1 Thong ludng cua cac AES trong ché dd khong hai tiép

Ag s Cau So chu ky Thong lugng
Thuattoan | .o | TOIUWU | enmotkhoima |  (Gbit/s)
RC6 SP-10-2 | Toc do 2 2.40
Rijndael SP-5-1 | Toc do 2.1 1.94
Serpent PP-32 Area 1 5.04
Twofish SP-8-2 | Toc do 2 2.40
6
o 4
2
o 2 —
0

RCE Rijndael Serpent Twofish
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Hinh 2.1 Théng lugng cua cac AES trong ché& do khdong hai tiép

Bang 2.2 Thdéng lugng cuia cac AES trong ché dd hai tiép

e Cau S6 chu ky Thong luon
Thuat toan trac Toi uu tréen mot khfg; ma (Mgbit/s.) :
RC6 PP-2 Toc do 20 126.5
Rijndael LU-2 | Toc do 6 300.1
Serpent LU-8 | Toc do 4 444.2
Twofish SP-1-1 Area 32 127.7

500
400
S 300
; 200
100 —
0 ; . .
RC6 Rijndael Serpent Twofish

Hinh 2.2 Théng lugng cta cac AES trong ché dd hai tiép

Bang 2.3 TPS cua cac AES trong ché& dé khong hai tiép

Thuat toan Cf}u Toi uu Slices TPS
: truc
RC6 SP-10-2 | Toc do 10856 220881
Rijndael SP-2-1 | Toc do 4871 194837
Serpent PP-32 | Toc do 2112 539778
Twofish SP-8-2 Area 672 248666
600000
400000
200000
D T T T
RC6 Rijndael Serpent Twofish

Hinh 2.3 TPS cua cac AES trong ché& dé khong hai tiép
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Bang 2.4 TPS cua cac AES trong ché& do hai tiép

Thuat toan CE}“ Toi uu Slices TPS
truc
RC6 PP-2 Toc do 3189 39662
Rijndael LU-2 | Toc do 3528 83387
Serpent LU-8 | Toc do 7964 55771
Twofish SP-1-1 | Area 2695 47380
100000
20000
60000
40000
20000
0 . . .

RC6 Rijndael Serpent Twofish
Hinh 2.4 TPS cua cac AES trong ché& do khong hdi tiép
Theo cdc danh gia trén thi:

e V¢ thong luong: Serpent c6 thong luong t6t nhat trong ca hai ché

do hoi tiép va khong hoi tiép.

o V¢ thong luong trén slice: Serpent cé thong luong t6t nhit trong
ché do6 khong hoi ti€p; Rijndael c6 thong luong tét nhat trong ché
do hoi tiép.

Két luan cua [18]

Vé toc do thi Serpent va Rijndael it nhat cling nhanh gap doi 3 AES
cdn lai; Twofish va RC6 c6 téc do dat mic trung binh va biang nhau; Mars
x€p hang kém nhat. Serpent nhanh hon Rijndael mdt chiit néu su dung cau
tric Serpent I8 (8 vong ma hoa coi la mot vong thuc hién), va cham hon
dang ké néu st dung cau tric Serpent I1 (mot vong thuc hién giong nhu

mot vong ma héa). Twofish nhanh hon RC6 tir 1% dén 54%.
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Vé thong luong doi véi ddc tinh area, c¢6 thé chia cdc AES thanh 2
nhém chinh. Rijndael va Serpent I8 ¢6 toc do cao nhit nhung cin nhiéu
nhat cdc area. Twofish, RC6 va Serpent I1 hiéu qua nhét vé area nhung

toc do chi trung binh. Mars kém nhat ca vé toc do 1an area.

Vé khéa, d6i v6i Rijndael, Serpent va Twofish, thi thoi gian setup
khéa chi chiém mot phan cua thoi gian can thi€t dé ma héa mot khoi data,
va nhu th€ c6 thé thay d6i khoa ngay khi dang lam viéc ma khong anh
huéng dén thong lugng ma héa. Poi v6i Mars thi thoi gian setup khoéa 16n
hon thoi gian ma mot khoi data, nhu thé khi déi khoa cin thém mot
khoang thoi gian, hodc thém mach dé nhé khéa méi trong khi dung not

khoa cii. Con v6i RC6 thi két luan clia cac nhém khong thong nhat.

C6 thé thay Serpent va Rijndael t6t hon céc thuat to4n con lai, trong
d6 Serpent nhinh hon Rijndael. Tuy nhién khi can nhac thém cic yéu t6
khac NIST da chon Rijndael.

2.3.4 THUC HIEN MAT MA TREN DUONG ELLIPTIC BANG FPGA
Mat ma trén duong cong Elliptic (ECC) do Koblitz va Miller de

xudt vao nam 1985. So véi cadc hé mat khéa cong khai khac nhu RSA va
logarithm roi rac thi ECC ¢6 do dai khoa ngan hon, do an toan cao hon.
Pac biét ECC rat thich hgp véi cac tng dung nhiing vi viéc cing hda can
it tai nguyén hardware hon. Vi du dung VLSI dé thuc hién ECC 155 bit
chi cin 11,000 transistor, trong khi d6 dé c6 do an toan twong duong RSA
phai 512 bit thuc hién trén 50,000 transistor [24].

ECC ciing an toan hon RSA. Dé pha duoc ECC 97 bit cin cong suat
tinh toan gdp doi dé phda RSA 512 bit.

D3 ¢6 nhiéu nghién citu ca vé 1y thuyét 1an thuc hanh dé cing hoa
ECC trén FPGA: [24], [25] nghién ctu ECC trong truong Galois hon hop
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F_..; [26] nghién cttu bo nhan super-serial... Kha nang tiéu thu it tai

()
nguyén hardware cua FCC 1a thuan loi ddng ké cho viéc cting héa FCC
biang FPGA so v6i AES.

2.3.5 THUC HIEN HAM HASH BANG FPGA

Cac ham hash 1a co s¢ rat chung va quan trong cua mat ma hoc.
Ung dung ddu tién cta ching 12 st dung cing hé théng khéa cong khai
trong cac so do chit ky s6. Ching ciing 1a phan co ban cua ma héa xac
thuc thong bdo (MAC). Céc tng dung khéc c6 thé ké ra 12 ma héa nhanh,
luu trit va ki€ém tra mat khdu, phdt hién vius mdy tinh, sinh s6 gia ngiu

nhién...

Tuy thé rat khoé thi€t ké cac ham hash manh, khong va cham. Trong
s6 hang chuc ham hash duoc dé nghi thi chi ¢6 mot s it sir dung duoc, s6

dugc chip nhan 1a chudn con it hon nita.

SHA-1 12 ham hash duoc M§ chap thuan 1am chuén vao nim 1993,
véi kich thuée 160 bit. Khi DES dugc thay bang AES, thi do an toan cta
SHA-1 khong du dé twong thich v6i AES nita. Do d6 NSA da phét trién 3
ham hash méi tuong ting v61 AES 128, 192 va 256 bit khéa 1a SHA-256,
SHA-384 va SHA-512.

Cac ham hash duoc thiét k€ véi dinh huéng cho software, tuy nhién
do nhitng tinh toan trong thuc hién ham hash tuong d6i it nén c6 thé dé
dang thuc hién bang hardware. So vGi AES va ECC thi cling héa ham hash
dé hon nhiéu. Do ham hash khong doi hoi thong tin trang thai nén c6 thé
stt dung mach t6 hop hay céc vi xir Iy cong suét trung binh dé thuc hién.
Viéc ctiing héa ham hash bang FPGA khong st dung hét tai nguyén cua
mot chip FPGA c¢& trung binh do thiét k€ khong can st dung dén cac
thanh ghi va nhiéu tai nguyén khac ctua FPGA.
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So vGi SHA-1 thi SHA-256, -384 va -512 bit can nhi€u tai nguyén
hardware hon, nhung téc do thuc hién lai nhanh hon. Theo két qua thuc
nghiém trén cung FPGA XCV-1000-6 cta Xilinx [27] thi SHA-512 nhanh
hon SHA-1 33% do bang 1y thuyét va 26% do bang thuc nghiém. V€ tai
nguyén thi SHA-512 st dung cac manh CLB nhi¢u gap doi SHA-1, va can
thém 4 Kbit RAM.

2.3.6 THUC HIEN SINH S6 NGAU NHIEN BANG FPGA
C6 ba ky thuat dé tao s6 ngiu nhién: d6 1a khuéch dai truc tiép,

chaos va trich mau dao dong.

Khuéch dai truc tiép 1a k¥ thuat quen thudc, s6 ngau nhién dugc 18y
tlr ngudn nhiéu nao d6 (nhu tir nhiéu nhiét cua ti€p gidp ban dan). Nhugc
diém ctia nguén nhiéu nhiét 12 rat kém 6n dinh va phu thudc nhiéu vao

moi truong.

Chaos 1a ky thuat twong tu ky thuat Khuéch dai truc tiép, diém
khdc 1a ngudn ngau nhién dua trén su hon loan nao d6 tir mot kich hoat

ban dau.

Trich mdu dao dong st dung jitter cia bo dao dong tin s6 thap c6

hé s6 pham chat Q thip dé trich miu nguén tdn s6 cao.

Hai k¥ thuat dau lién quan dén x 1y tin hiéu tuong tu dau vao trudc
khi s6 héa thanh chubi bit ngau nhién. Ky thuat thit 3 hau nhu chi xtr 1y s6
tin hiéu. Tai thdi diém niy thi x@ Iy tin hiéu tuong tw chua phai 12 thé
manh ctiia FPGA. B6i the dé€ thiét k€ mach tao s6 ngiu nhién thi k§ thuat

Trich mdau dao dong thich hop hon ca.
Thiét k€ mach sinh s6 ngiu nhién khong chi€ém nhiéu lam tai

nguyén ctua FPGA [33], [34] va c6 thé coi 1a dé néu so véi thiét k& AES,
khoa cong khai hay elliptic.
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2.4 AN TOAN MAT MA DUA TREN HARDWARE

Cac thi€t k&€ mat ma trén co s& hardware an toan hon software rat
nhiéu. Tuy nhién khong phai ctt hardware 1a an toan, ma do an toan c6
nhi€éu mdc tuy thuoc vao thiét k&. Phan nay sé phan tich toan dién vé do

an toan cua hardware.

0 day khong xét dén cac tan cong ma tham theo nghia chan thu tin
hiéu trén kénh truyén thong dé thim khéa hay thdm ma. Phan ndy chi
luan ban vé cdc tdn cong truc ti€p 1én hardware, vé6i gia thiét 1a ké tan
cong tiép can duoc thiét bi va cé co hoi can thiép sau vao hardware cho

muc dich tan cong tham ngugc thiét ké.

2.4.1 TAN CONG LEN HARDWARE NOI CHUNG

Céc security memories hay security microcontroller déu dugc trang
bi security bit. Khi bit nay dugc lap trinh thi khong thé doc ra duoc noi
dung ctia chip. Tuy nhién c6 thé x6a dugc cac bit nay bang phuong thiic
rat nghiép du [29], nhu lam bién dong dién 4p nguon hay nhiét do. Vi du
v6i microcontroller PIC16C84, meo duogc biét rong rai 1a nang dién ap
nguon Vcc 1én diép ap nap Vpp-0.5V trong lic lién tuc lap lai thao tic ghi
vao security bit s€ x6a dugc security bit ma khong anh hudng dén phan

con lai cua bo nhg.

Dai vé6i security processor DS5000, sau mot s6 lan gy sut chép
nhodng dién 4p nguodn s€ x6a dugc security bit ma di liéu trong bd nhg
van giit nguyén. Cdc bo xlr Iy nhu 8752 ¢6 thé dugc tan cong bang céch
ha thap dién 4p nguén dé chuyén ché€ do lam viéc giita bo nhé trong va bo
nhé ngoai, nho d6 doc ra duoc noi dung bo nhé. Ha thap dién dp nguodn
con dp dung trong truong hop, vi du doi v6i bo sinh s6 ngiu nhién

analogue, khi dién 4p ngudn giam nhe, sé€ sinh ra hau nhu toan s6 ‘1°.
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V6i smartcard, cach don gian 1a ciy 16p eboxi bao phu trén chip,
ti€p theo dung axit cho an mon 16p bao vé chip dén khi 16 ra mat silicon
vGi cac duong dan bus. Tur d6 cho smartcard lam viéc binh thuong roi
dung cdc ddu do nho tham vao bus dé doc ra so liéu. Tuy nhién day 1a

kiéu 1am amateur.

Trong cac phong thi nghiém thiét bi ban dan nguoi ta st dung k¥
thuat khac dé tham nguoc thiét k€ trong chip [30]. D6 1a dn mon ting 16p
mot cha chip dé 10 ra cac 16p N va P bing cdch st dung hiéu tng
Schottky: cho lang dong trén chip mot 16p mong kim loai nhu vang hay
palladium dé€ tao ra diot. Ding chum tia dién tir d€ chup anh diot nay.
Anh cta cdc 16p lien tiép cha chip qua phan mém xit 1y 4nh mady tinh, s&
tai tao tir &Anh mo thanh ban r6 nét cac duong. Két qua 1a duoc mot so do
mat na chip tir d6 cho phép nhan dang thiét k&, hay tham chi duoc mot thu
vién cdc cell tir d6 c6 thé tao lai chip. V&i cach 1am nay thi thdim ngugc vi
xu 1y 80386 cua Intel mat thoi gian 1a 2 tuan va chi phi khoang 6 con

chip.

Khi da biét so do bo tri layout va chiic nang cua chip, thi ¢6 mot k¥
thuat cuc manh do IBM phit trién dé quan sit hoat dong ctia né ma khong
can g& bo céc 16p oxi hoa: diat mot tinh thé chat lithium niobate 1én diém
tai d6 cin theo ddi dién 4p. Chi s6 khiic xa ctia chat nay thay déi khi dp
vao dién trudng, va dién thé€ cua silicon nam dudi c6 thé doc ra bang cich
stt dung tia laser cuc tim xuyén lu6t qua tinh thé. Day dugc hiéu 1a cdch

chuén dé phuc hoi khéa ma tir cac chip da biét so d6 bo tri layout [29].

Dé chong lai tan cong ki€u nay, quan doi My str dung mot chat phi
chip [1]. Chit nay khong chi chin 4nh séang va dan dién, ma con chong lai
su g& bo nd: nhitng toan tinh g& bo s€ lam hong luodn chat silicon phia

duéi. Khong chi dé che phu chip, chat ndy con c6é kha nang gy nham 1an
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cho nguoi tdn cong. Ching han thdy dudong nhu phan tir thiét k& la
transistor, nhung thuc ra dé chi 1a dudng n6i gitta céng va ngudn dién;

hay c6ng NOR 3 dau vao thi thdy nhu 12 NOR 2 dau vao.

Mot giai phap mang tinh hé thong hon da duoc st dung trong chip
Clipper ctia chinh phit M§. Chip c6 mot hé thong dudng dan kiéu cu chi,
cac duong dan tao ra mot thuat toan ma héa cing mot khéa dai han ciing
theo kiéu céu chi tao nén silicon vo dinh hinh gay khé khéan cho viéc soi
hién vi chip. Thém nita, bé mat ctia chip dugc “uép muoi” bang cic bo
dao dong dé 1am kho cho tan cong kiéu cam bién dién tir. Tuy nhién bang
k§ thuat cat 16p v6i kinh hién vi dién tir, mot doi thuoc Cambridge da
thong bao tham dugc thiét k&€ mot chip Clipper (ciing cin chi thich 1a viéc
tham nay dua vao 16i cua giao thitc chit khong phai bang cdch tham nhap

vat Iy).

Cit 16p khong chi dé thdm thiét k& céc chip c6 bao vé bé mit.
Phong thi nghiém Sandia National da phat minh k¥ thuat nhin xuyén qua
chip tir phia sau bang laser hong ngoai tai buéc séng & d6 chat silicon tré
nén trong sudt. Khi &y dong quang dién tao ra cho phép do hoat dong cua

chip va nhan dang trang thai logic cua tirng transistror mot.

Dé tdn cong smartcard, c6 nhitng thiét bi chuyén dung tao chum tia
ion FIB. Thiét bi nay c6 thé cit céc ranh trong 16p kim loai clia chip va tao
ranh mdi hodc céc 16p cdch dién. N6 ciing c6 thé cdy ion vao dé thay doi
16p ngoai cua silicon va tham chi c6 thé tao cic 16 qua céu tric din dién
cua 16p thap nhat cua chip. Thiét bi nay c6 gid khoang vai triéu U.S dollar

va cling c6 thé thué & mot s6 cong ty ban dan.

Vi thiét bi nay viéc tdn cong smartcard trd nén don gian. Cach tin
cong dién hinh 1a ngit hau hét cdc chan ctia CPU ra khoi bus, chi dé lai

cac chan lién quan dén viéc doc EEPROM nhu Hinh 2.5 duéi day.
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Hinh 2.5 Tan céng smartcard
Khi 4y tham nhap bd nhé khong phai do bd dém chuong trinh diéu
khién ma tir dudng tin hiéu clock va nguoi tdn cong chi cAdn mot kim tham

hoac mot dau do quang dién la doc duge toan bd ndi dung EEPROM.

2.4.2 TAN CONG LEN FPGA
Phan trén da luét qua mot vai nguy co va ky thuat tdn cong 1én thiét
k€& hardware. Vi FPGA c6 thé chia cdc ki€u tan cong thanh cdc nhém

[28] nhu sau.

2.4.2.1 TAN CONG KIEU HOP BEN

Tan cong kiéu hop den 1a phuong phép c6 dién dé tham nguoc thiét
k€ trong mot con chip. Ké tdn cong cho vao moi té hop c6 thé va ghi lai
cdc tin hiéu ra twong ung, tir d6 c¢6 ging suy luan ra logic bén trong cla
FPGA nho¢ bia Karnaugh hay thuat todan nao d6. Tan cong nay chi hiéu
qua néu FPGA nho va cac dau vao, ra la ro rang, cong véi stic manh cua
nhiéu mdy tinh. Khi kich thudc va do phic tap cia FPGA tang thi mic do

thanh cong cua tdn cong kiéu nay cang giam.
2.4.2.2 TAN CONG KIEU POC LAI

Doc lai 1a dic diém clia hau hét cac ho FPGA, cho phép doc ra cau
hinh ctia FPGA dé debug. Y tudng tin cong 1 doc ra ciu hinh qua cong
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JTAG hoic qua giao dién lap trinh dé tir d6 tim dugc khéa hay céc thong
tin mat. Chiic nang nay c6 thé cam dugc nhd céc bit security - day 1a tinh
nang khéa do nha mdy san xuét chip cung cap va da dugc cap bang sing

A

ché.

Tuy nhién, cé cdc bién phdp don gian dé vuot qua rdo can nay.
Bing cdc k§ thuat gay 15i 1én phan cting, chang han nhu phat xa dién tir,
laser hong ngoai, hay tham chi den chdp flash. Hiu nhu luon ¢6 thé pha
duogc cac bit khéa va doc ra dugc ciu hinh cua FPGA. (Tuy nhién véi
ASIC thi lai 1a van dé khac).

2.4.2.3 TAN CONG NHAI LAl SRAM FPGA

FPGA cong nghé SRAM st dung bo nhé ngoai kiéu PROM dé luu
trit cau hinh. Thuong thi bo nhé ngoai khong duoc bao vé hoac bao vé don
gian bang security bit va c6 thé pha dugc nhu cdch da trinh bay & phan
trén. Hodc tdn cong theo cdch khac. Tai thoi diém bat ngudn thong tin
trong bo nhG duoc truyén dén FPGA dé cau hinh né. Ngudi tan cong c6
thé méc que tham trén dudng truyén va thu dugc toan bo thong tin ciu

hinh nay.

2.4.2.4 THAM NGUGC THIET KE TU CHUOI BIT
Céc tin cong lén FPGA da néi ¢ trén déu cho két qua 1a chudi bit
mo ta thiét k€ cua chip. Nguoi tdn cong s€ tir chudi bit nay phan tich ra

thuat toan ma héa hoac khoa mat.

Mac du cac cong ty san xuat FPGA tuyén bd la do an toan cua
chudi bit dua trén céu tric ctia s6 liéu cdu hinh. Nhung cau tric nay chi bi
mat khi théa thuan khong cong b6 dugc ky két. Diéu nay, xét trén quan
diém mat ma, thi coi nhu khong mat. Va thuc t€ hon 10 nam truéc cong ty
phan mém CAD NEOCad da phd duoc va tham ra thiét k€ FPGA cua Xil-

inx. Ho da tao lai thong tin can thiét nhu cac bang look-up, duong néi, cac
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phan t& luu trii. To d6 NEOCad san xuat phan mém thiét k€ ma khong can
ky két hiép dinh khong cong bo vé6i hang san xuat FPGA. Déi véi cic to
chtic tdn cong 16n cap chinh ph, ciing ¢6 thé ho nhan thong tin truc tiép

tr ngudi ban hay tir cac cong ty da ky két hiép dinh khong cong bo.

2.4.2.5 TAN CONG VAT LY

Tan cong vat 1y 1a tham do céc diém trong chip dé nghién citu thiét
ké& chip tir d6 tim thong tin vé thuat todn hay khéa mat. TAn cong nay
nhim vao cdc bd phan trong chip khong thé ti€p can thong qua céc chan
I/O thong thudng. Bang mat thudng hoan toan cé thé lam duoc diéu nay
v6i kinh hién vi quang hoc va ddu do co khi d6i v6i cdc FPGA don gian.
V6i FPGA phtc tap can phuong phap tién ti€n hon, nhu st dung hé thong

chum tia ion FIB.

N6i chung khong ¢ bién phap nao dé bao vé FPGA chong lai dugc
dang thic tdn cong vat 1y. Ti€p theo chiing ta s& phan tich nhitng né luc
can thiét dé tdn cong vat 1y lén cac FPGA duoc san xuat bang cdc cong

nghé khac nhau.

SRAM FPGAS: Tuy c6 rat it cong bd vé tdn cong vat 1y 1én
SRAM FPGA, nhung nhiing nghién citu vé tan cong loai nay lén b nhé
SRAM lai rat nhiéu ca vé hoc thuat 1an thuc nghiém. Do ciu tric bo nhé
SRAM ciing tuong tu nhu cia SRAM trong FPGA nén c6 thé thay la tin
cong lén ching ciing cing ki€u. “Iyp, testing” 12 phuong phép duogc st
dung rong rai nhat. Phuong phap nay dua trén viéc phan tich dong dién,
bang cach thuc hién mot loat c4c vector test cho dén khi tim dugc diém tai
dé6 do dugc dong dién. Sau d6 can cit vao dac tinh Iy, bat binh thudng
gifta cdc trang thdi khac nhau dé x4c dinh cdc thong s can thiét. Mot kha
nang tan cong khac la dua vao duong dan scan trong chip, duong dan nay

do cac nha san xuat chip thém vao cho muc dich test chip.
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Dé tham nhap dén céc diém khong dugec nha mdy danh sin, thi phai
g0 bo cdc 16p cua chip. Céch truyén thong la tham co hoc bang dau do
vonfram duong kinh 0.1 + 0.2 um. Pau tham nay cung cap bang thong
hang gigahert v6i tu 100 fF va dién tr6 1M. Tuy nhién néu chip cé cau
trdc phic tap va nhiéu 16p thi phuong phidp co hoc nay khong du. Khi ay
lai can dén thiét bi chum tia ion FIB. Thiét bi c6 vai tro tuong tu nhu kinh
hién vi dién tir, c6 thé quan sit nhitng cdu tric xuéng dén dudi 5 nm dé

tim ra cdc chat dan dién duoc che dau va tao céc diém tham méi.

Mot ki€u khac 1a dung thiét bi test theo kiéu tia dién tir EBT. EBT
1a kinh hién vi dién tir dic biét c6 thé tang t6c¢ cdc dién tir so cip 1én dén

2.5 kV tai 5nA. EBT do nang luong va s6 luong dién tir thit cap phat xa ra.

Tan cong vat 1y 1én SRAM FPGA 1a c6 thé, tuy nhién gia thanh rat
cao va hau nhu chi c6 thé thuc hién dugc véi cdc t6 chifc 16n nhu co quan

tinh bao.

ANTIFUSE FPGAS: ciu tric co ban cia mot antifuse node (AF)
12 mot 16p cach dién mong (nhd hon 1um?) nam giita c4c chat dan dién.
Lap trinh bang cach 4p dién dp vao cdc chat dan nay. Khi dy chéat céch
dién tréd nén c6 dién trg thdp va sinh ra mot duong noéi (duong kinh

khoang 100 nm) gitta cac chat dan. Trang thai nay ton tai vinh vién.

Dé phat hién dugc dudng néi ndy c6 ton tai hay khong can phai go
bo timg 16p mot va/hodc sir dung phuong phép cat 16p. Tuy vay chua thay
cong bo thanh cong nao vé tdn cong ki€u nay. D€ phan tich tim cau hinh
ctia mot cell, cin ¢6 nhiéu phép thir. Kho khan chinh 1a 16p cach dién qua
nhd so v6i mot cell AF. Qua trinh thir trén mot cell sé gay 16i va dudong
nhu nhitng cell con lai s& bi pha hay [31]. Dé tham ngugc thiét k€ mot file
céu hinh ctia chip Actel A54SX16 c6 24.000 cong hé thong cén tiéu t6n
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chirng 800.000 con chip cé cung cau hinh. Khé khan nita cho nguoi tan
cong 12 chi c6 khoang 2-5% s6 dudng noi cé thé trong mot thiét ké trung
binh dugc su dung thuc su. Baoi vay tan cong Antifuse FPGA rat kho, kho
va ton kém hon ca d6i véi ASIC. Thuc t€ tdn cong AF FPGA nham thay
thé mot cell can 2 thang véi chi phi 1000 $ [32].

FLASH FPGAS: Cic dudng noi trong flash FPGA dugc thuc hién bang
flash transistor, c6 nghia 1a tong so dién tir chdy qua cong thay d6i sau khi
célu hinh va khong c6 khéc biét vé quang hoc nhu truong hop AF FPGA.
Flash FPGA c¢6 thé dugc phan tich bing cach dat chip trong buéng chan
khong rdi cdp nguén cho nd. Sau d6 dung kinh hién vi dién tir thi cap dé
quan sat su chuyén dong ctia dién tir. Cach tdn cong nay doi hoi ngudi tan
cong phai g& bd cic goi dé tham nhap dén vét khic trén silicon. Tuy
nhién kiéu nay phuc tap va nhitng nha chuyén mon hién van dang tranh

cdi vé tinh thuc tién cua nd.

Ngoai ra con c6 thé tan cong lén flash FPGA nhiam vao ving lién
quan cta bd nhé flash. Cach tan cong nay ciing tuong tu nhu tan cong lén
EEPROM.

2.4.2.6 TAN CONG SIDE CHANNEL

Mot thiét bi bat ky khi lam viéc déu boc 10 thong tin v€ minh dudi
mot hinh thitc ndo dé. Cac boc 16 d6 hiéu nhu mot kénh thong tin phu hay
1a side channel, gdbm nhiéu dang: su tiéu thu ning luong, ki€u hoat dong
theo thoi gian, phat xa dién tir. TAn cong dua vao side channel goi la tan

cong side channel.

C6 hai kiéu tan cong side channel chinh: Phan tich nang luong don
gian (SPA) va Phan tich ning luong vi sai (DPA). O day ngudi tdn cong

phan tich tiéu thu nang lugng cua thiét bi trong khi thuc hién mot thao tac
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mat mi nhim tim ra khéa mat ma khong phai thAm nhap vao thiét bi. Y
tudng chinh cua DPA 1a tim cac khu vuc & d6 tiéu thu nang lugng c6 lién
quan dén khéa mat. Cach tan cong nay, trong mot s6 truong hop, thanh
cong ngay ca khi biét rat it hoac khong biét gi vé doi tuong. Do d6 da c6

nhiéu nghién cttu dé€ hoan thién kiéu tan cong nay [28].
Co6 thé két luan gi vé cdc tan cong lén FPGA?

Véi tan cong kiéu hop den: tan cong nay chi hién thuc véi “hop”
don gian. Ngay nay, su phtc tap ctia thuat todn mat ma cong véi su phiic
tap ctia ciu tric FPGA tu ban than n6 da chong lai hiéu qua tan cong ki€u

nay.

Tdn cong kiéu nhdi lai SRAM FPGA: khé ma chong lai hiéu qua
tan cong nay. Céc giai phap dugc dé nghi nham chéng lai méc trom thong
tin trén duong dan di liéu tir bd nhG ngoai dén FPGA déu khong hién thuc
hoac lai nay sinh van dé phic tap khac. Giai phap “thuc t&” hon ca la ché
tao mot chip chita ca bo nhé bat bién 1an FPGA, hoac xép hai chip canh

nhau r6i d6 epoxy phu lén ca doi.

Bién phap doi pho hiéu qua va thuc t€ nhit chong tan cong nhai lai
SRAM FPGA 1a mi hda file c&u hinh hodc ma moét phan chuéi bit. Pa cé
nhi€u patent va cdc cong b6 nghién ctiu vé viéc nay [28]. Ho FPGA 60RS
cua Actel chita khéa trén chinh chip FPGA dé giai ma file cau hinh. Tuy
nhién hang chi c6 mot khéa cho tit ca cac chip, cé nghia néu 10 khoa thi
s€ 10 file cau hinh cua tét ca cac thié€t k€ lién quan dén chip FPGA cung
ho nay. Mot giai phdp khac 1a nuoi toan b0 SRAM FPGA bing pin va nhu
vay khong céan truyén file cdu hinh moi khi bat nguon. Tuy nhién giai
phap nay khong kinh t&€ vi can pin cho FPGA. Béi vay hiéu qua hon ca la
t6 hop ca hai giai phap ma hda va nuoi bang pin: FPGA Virtex II cua Xil-
inx ¢6 khoi giai ma 3DES trén chip vé6i hai khéa luu trong ving RAM
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duoc nuoi bang pin.

Vi tdn cong vt ly: d6i véi SRAM FPGA thi can nhéit 1a hiéu tng
luu trang thdi cta cdc cell cang nho cang tot. Trong diéu kién nhiét do
binh thudng trong phong (20°C) thi SRAM cell sau khi ngit nguén nuoi
van c6 thé luu dugc trang thdi dén hang thang, va & 0°C thi hang nam. D6i
phé hiéu tng nay bing cdch dinh ky dao hodc di chuyén dit liéu quanh bo

nhd.

Antifuse FPGA c6 1€ 1a cong nghé tu n6é an toan nhat véi tan cong
vat 1y: phan trén ta da biét moéi toan tinh tan cong 1én mot cell cia FPGA
loai nay déu c6 thé lam hong luon céc cell con lai ctia chip. Khong thay
cong bd nao dé xudt giai phap bao vé Antifuse FPGA truGe tdn cong vat
1y, ngoai nhitng khuyén cdo chung chung vé bao vé moi truong quanh

chip.

Doi vé6i cac 6 nhé flash/EEROM, nhitng 1an nap dau tién tao ra su
dich chuyén 16n trong ngudng ctia cell. Hiéu tng nay s& giam sau khoang
10 14n ghi/xd6a. Boi vay dé loai trir hiéu ting nay nén nap FPGA khoang

100 14n bang dit liéu ngiu nhién.

Véi tdn cong doc lai: co6 thé st dung security bit dé chong lai tan
cong nay. Dé doi pho véi thu phap gay 16i nhiam x6a security bit, phai dit
vao moi trudng an toan & d6 c6 co ché phat hién can thiép dé x6a noi

dung ctia FPGA hoac tham chi huy ca chip.

Véi tin cong Side Channel: c6 thé chia cdc bién phdp doi phé
thanh hai loai: bang software va bang hardware. Giai phap software nhu 1a
che khéa mat bang gid tri ngiu nhién. Bién phdp phén ciing c6 thé 1a gay

nhiéu x6a biic xa hodc thay déi muc transistor ctia logic.
Tom lai, trong phdn nay chiing ta da xem xét qua mot luot cdc cong nghé
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hién dang phé bién. Nhitng phdn tich dan dén cong nghé thich hop nhdt
cho mdt md la cdc bo xir ly c6 khd ndng cdu hinh lai ma dai dién la
FPGA. Chiing ta ciing xem xét khd nang cua FPGA khi thuc hién cdc bai
fodn co ban ciia mdt mad, vdn dé security cia FPGA trudc cdc tdn cong

ciing duoc nghién cuu.
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PHAN 3.
CHUAN Bl PE CUNG HOA MAT MA

Hai phan truéc da dua chiing ta dén lua chon FPGA cho méat ma.
Boi vay cac kién thic cin thiét dé cing héa mat ma ciling xoay quanh
FPGA. Mot s6 kién thitc vé todn thich hop cho thi€ k&€ ting dung nhiing

cling dugc dé nghi.

3.1 CAC KIEN THUC CAN THIET PE THUC HIEN FPGA
3.1.1 KIEN THUC VE TOAN

O day chi liet ke cdc kién thic lién quan truc ti€p dén qud trinh
cing héa thuat toan, theo hiéu biét ctia ngudi 1am ky thuat. Van dé nay c6
thé con phai thao luan thém nhiéu trong qud trinh nghién ctu chuyén sau
sau nay, voi su tham gia ctia nhitng nguoi lam khoa hoc mat ma. Cac kién

thitc v€ todn cén thiét bao gom:

e  Thuat toan binh phuong va nhan: thuat toan thong dung nhat cho

phép luy thua modulo.

e Thuat toan nhan modulo Montgomery: thich hgp d6i vé6i cac tng

dung nhiing & d6 gidi han vé dung lugng bo nhd.
e  Cac phép toan trén truong F,, .

e  (Cé4c phép toan trén dudng cong elliptic.

3.1.2 KIEN THUC VE KY THUAT
Kién thitc d€ cling héa dwong nhién phai 1a moi kién thic vé dién tir
cong vai kién thitc vé 1ap trinh. Ciing can chd thich thém 1a lap trinh cho

chip, cho di bang ngdn ngit cia ciac bo xir Iy hay bang ngon ngit mo ta
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phan ciing ctia FPGA, ciing phai theo tu duy kiéu k§ thuat, c6 nghia céc
lénh géin truc ti€p véi cac thanh ghi, cic cong, cac xung... Cic nha phat
trién phan mém thudng c6 khuynh huéng tu duy ndi ti€p, cu thé bing céc
dong 1énh ndi ti€p nhau. Ngay cho du trong mot ing dung da nhiém thi
thuc hién méi Iénh ciing do chi mot mdy. C4c nha phat trién phan ciing lai
c6 thién huéng tu duy va lap trinh kiéu song song, boi mot mach dién
thudng cé nhi€u dau vao hoat dong dong thoi trén nhi€éu macrocell lién
két v6i nhau cho ra mot hodc nhiéu tin hiéu ra déng thoi. Do d6 phat biéu
trong ngdn ngit mo ta phan cling tao ra ciu trdc. Hiéu qua cha lap trinh
nhiéu khi phu thudc vao cich chuong trinh phoi hop véi hoat dong cua

phan cting hon la theo thuat toan.

Cic kién thiic can ban vé dién tir ¢6 thé ké ra 1a: Ly thuyét mach,
Pai s6 Boolean, Nguyén ly k¥ thuat dién tir, Ky thuat xung, Ky thuat s6,
Mach tich hop, Dién tir tuong tu va dién tir s6, K¥ thuat vi xi 1y, Linh
kién ban dan va vi mach, Ky thuéat do ludong dién tlr, Tin hiéu nho, Ngon
nglt 14p trinh cho vi x&t 1y assambler, C, ngon ngit mo ta phan cung
VHDL, Verilog, ABEL...

3.1.3 KIEN THUC VE CONG NGHE

Thiét k&€ nguyén 1y ding chua chac da dan dén thanh cong khi ché
tao, dac biét véi nhitng mach lam viéc & tin s6 cao va siéu cao. Can kién
thic vé Tuong thich dién tir, k§ thuat Thiét k€ mach in va moi truong lam
viéc (nhiét do, do 4m, kha nang chiu rung x6c...) dé€ bo tri, sip x€p céc
linh kién sao cho tdc dong nhiéu dién tir va nhiéu nhiét cling nhu cac anh

hudng qua lai cua ching it nhat hoac bu dugce cho nhau.

3.1.4 KIEN THUC VE CONG NGHE VA THI TRUONG VI MACH
Am tuong vé cic chung loai vi mach hién cé gitp nguoi thiét k&

cht dong, Iva chon téi vu nhat linh kién pht hgp cho bai toan xac dinh.
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Kién thitc vé phan nay phai dugc cap nhat thuong xuyén do cua cong
nghé ch€ tao chip luon phét trién va thi trudng chip luon bién dong. Tai
thoi diém nay mot chip FPGA chia 500,000 cong, va s luong nay gap
doi ctr sau mdi 18 thang, dong thoi gia chip cling ngay mot giam. Ciing
can danh gia dugc cuing mot chung loai chip thi ctia hang nao c6 chat
luong cao hon, ctia hang nao ré hon; cong nghé chip nao cé tuong lai va
cong nghé nao dang thodi hoa... Hoat dong nay tuong tu nhu thu thap
thong tin tu liéu gép phan quyét dinh vao Iua chon giai phap ding dan cho

thi€t k€ hién tai va huéng di cua tuong lai.

3.2 CONG CU CAN THIET BE THUC HIEN FPGA
3.2.1 CONG CU THIET KE

Qua trinh thiét k€ FPGA s& qua cdc buéc dién hinh sau. Méi tac vu
can mot software tuong ting. Cong cu dé thiét k€ FPGA 1a bo phan mém
Computer-Aided Design (CAD) cta chinh hang hay do cac hang thuoc

thanh phan thit ba san xuat.

e Nhap thiét ké&: vé so d6 nguyén 1y bang cong cu d6 hoa cuia CAD

hay mo ta bang ngon ngit mo ta phan cing, hay phoi hop ca hai

e T6i uvu logic: thuat todn nham lam cho thiét k&€ dat hiéu qua cao

nhat c6 thé vé tai nguyén, toc do tng véi chip s& sir dung.

e Technology mapper: dnh xa tir cdc cong logic co ban vao cac khoi

logic cua FPGA.
e Placement: chon lua khéi logic nao s€ st dung.
e Router: str dung tai nguyén dudng dan dé noi cac khoi véi nhau.

e Mo phong: dé ki€ém tra tinh ding din cua hoat dong cua chip.

Trong qud trinh nay nguoi thiét k€ phai tim 16i va quay lai budc
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dau dé sira.

Nap vao chip: khi qua trinh mé phong da hoan tat, logic theo ding
y tudng thi buéc cudi cung 1a nap thiét k€ vao chip bang cong cu

nap

Bo cong cu 16n, manh va nhiéu tinh niang nhat thudc vé Altera va

Xilinx. Ngoai ra Synplicity 1a mot trong cdc cong ty phan mém khac phat

trién cong cu cho FPGA.

3.2.2 THIET BI

Mady tinh: dé chay céac phan mém CAD cho qud trinh thiét k&
FPGA. Mot thiét ké FPGA thuong phic tap, thoi gian chay mo
phong va g& roi mot thiét k& c6 do phic tap trung binh mat tir vai
gi0 dén vai ngay tlly thuoc cau hinh mdy tinh. Mot diéu quan trong
la man hinh cang I6n cang thuan lgi cho nguoi thiét k&€ vi cac chi
tiét trong FPGA (cdc khoi logic, cic dudong dan...) rat nhiéu va

nho.

Thiét bi nap: dé nap chudi bit (két qua két xuat ctia phdn mém mo
phéng) vao chip. Ngay nay da s6 cic FPGA déu c6 kha nang tu
nap ma khong can thiét bi chuyén dung. Trong truong hgp ay

truyén truc tiép chudi bit tir mdy tinh vao chip qua cong JTAG.

3.2.3 NHAN LUC

Hau hét cac budce thiét k€ can trinh do ky su chuyén nganh dién tir

am hiéu ca vé phan tich, thi€t k€ mach 14n 1ap trinh. Ciing can chd y dén

pham chat clia ngudi 1am nghién cttu: ti mi, c4n than va say mé.

3.3 CAC HANG SAN XUAT FPGA

Hai hang chinh san xuat FPGA la Xilinx va Altera. Cac hang Actel,
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QuickLogic, Lattice, Cypress, AT&T, Atmel, ICT, Lucent Technologies,
Rohm, Space Electronics chiém thi phan con lai. FPGA cua cac hang nay

thuong c6 thém chitc nang x4c dinh.

Hai loai FPGA chinh dang c6 trén thi truong: SRAM FPGA va
Antifuse FPGA. Loai thit nhit thi cac hang Xilinx va Altera dang dan dau,
ngoai ra hang AT&T ciling dang la d6i thu. Loai thd hai thi Actel, Quick-

logic va Cypress, va Xilinx dang canh tranh nhau.

SRAM FPGA pho bién hon Antifuse FPGA. Tuy nhién trong cac
linh vuc & d6 van dé bao vé chip chong tham nhap 1a quan trong thi

Antifuse FPGA duoc ua chudng hon.

3.4 TUONG LAI CUA FPGA

Trudc kia FPGA chi gébm cic cong logic duoc noi véi nhau dé thuc
hién mot thiét k€ nao d6. Hién nay cdc nha san xuidt FPGA dang c6
khuynh huéng két hop thém cac phan xac dinh vao cung mot chip FPGA
dudi dang nhan cing hay nhan mém, nhu giao dién I/O PCI, giao dién
mang hay vi diéu khién, vi xtr Iy RISC, DSP.

Vai tro cia FPGA dang thay déi. N6 khong don thudn 12 mot loai
chip dé ciing héa mot thuat todn ma trd thanh platform trén dé t6 hop
nhan ciing, nhan mém, logic c6 thé 1ap trinh. Trong twong lai gin trén mot
chip FPGA s& c6 tat ca cic thanh phan céin thiét dé tao nén System-on-

Chip. Chip méi s€ c6 toc do cua ASIC va tinh mém déo cta FPGA.

Tom lai, phan nay da dé xudt nhitng kién thitc chiing t6i cho la can thiét
trong thiét ké’dién it néi chung va FPGA néi riéng dé cimg héa mdt ma.
Nhitng dé nghi nay tuy dua trén co sd nghién citu cua hai phdn trudc,
nhung van la chi quan theo nhdn thiic ciia nguoi viét. Thuc té qud trinh

cing héa sé bo sung ddy du thém.
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KET LUAN

1.

Khong thé khang dinh hardware hay software cdi nao hon cdi nao
trong mat ma, tuy nhién c6 thé khang dinh wu thé vugt troi clia
hardware 1a toc do va an toan chong xam nhap (va keém theo la gia

thanh!).

Trong thé€ giGi hardware thi cong nghé FPGA la thich hop nhat
cho mat ma theo ca 2 nghia encryption va security.

Quad trinh 1am chu FPGA t6n nhi€u thoi gian va cong stic. Nhiéu
cong ty nho trén thé giGi chon gidi phdp tinh bao cong nghiép dé
nhanh chéng c6 san pham.

Tuong lai cua FPGA khong dung lai & kha nang cing héa mot tac

vu nao d6, ma & ché FPGA dang tién dén System-on-Chip.
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