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Loi gioi thiéu

Mot trong nhitng tré ngai ma ban thuong
xuyén gap phai trong khi lam viéc véi may vl
tinh d6 la virus.Virus da lam réi loan hode hu
hoéng hoan toan chuong trinh ciia ban, laum ban
mat kha nhieu thoi gian va céng stie, chua noi
la né 6 thé gay nén nhitng "thdam hoa".

Viéc bdo dudng thuong xuyen cé thé giip
ngdn ngita tham hoa, giam thiéu chi phi siia
chiia va gidm thieu thiét hai khi cé sy cd xdy
ra la mét cong viée can yéu cia ban.

Ném trong ti sich NHUNG PIEU COT
YEU MA NGUOI SU DUNG MAY VI TINH
CAN PHAJ BIET, tai litu nay se dé cap dén
hai khia canh quan trong cua viéc bdo dudng
phong ngita bao gém vige tao cic bdn sao du
phong déu dan ciia ce dia 6 ciing va viéc gidi
quyét cac virus. Ngodai ra, phuong phap bdo
dudng phan cing thudmg xuyen va cach thist
ke mét ké hoach phuc héi sau tham hoa, ciing
se duge gioi thigy mot cach chi tiet trong tai
litu nay.

Mong rang tai litu nay sé L& ngudi ban
than thiét cia ban.
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Cong tac bao dudng
phong ngua

Néu phu trach cic mdy PC cha mot 8
chitc, ban cin thi€t k&€ va trién khai mot ké
hoach bio dudng phong nglra nhim gidp ngin
ngita cac sy ¢d hong hée, ddng thai gidm thicu
chi phi sita chita va thdi gian ngung ¢
(downtime). Ngoai ra, ban nén ¢ mot ké
hoach phuc hdi sau thim hoa dé€ sin sang d6i
phé véi cde su ¢d hdng héc ¢6 thé xay ra bat
ky Nic ndo.-Cac sy ¢ mdy PC thudng do rdt
nhiéu y&u t§ con ngudi va moi truodng khic
nhau giy ra, bao gom sic néng, bui bim, or
tinh, cdc sy <8 bd ngudn, tinh dién, 16i con
ngudi (chdng ban lam do chdt lémg bodc vo tinh
thay di cdc cdu binb bhé théng, cdu binb pban
mém) va cac virus. Muc tiéu cha viéc bdo
dudng phong ngita bao gdm (1) dé gidm thidu
khil ning x4y ra cdc sy kién khi€n cho may PC
bi su ¢d, (2) dé giam bt tic hai khi ching xdy
ra. Khi thi¢t k€ mét k€ hoach bio dudng phong
ngta, ban ¢An cin nhdc nhing @ ban ¢6 thé
lam dé gitip ngidn nglra mdi nguyén nhin sy o6
vil ghi 6 vao k€ hoach nay nhitng hanh ddng
ngin ngta ma ban ¢6 thé thye hién. Ban ¢in



suy ludn ra tinh huéng ma mdoi syt ¢6 s€ gay ra.
Pidu gi ¢6 thé xdy ra cho miy PC, phin meém,
cdc dit lieu, ning sudt clia ngusi dung ...vv khi
mot su 6 héng hée xdy ra? Ban sé phdi lam
nhitng @i vi ban s& cin t&i nhing thi no trong
tinh hudng dé? Nhimg gi c6 thé lam wude deé
tinh huéng nay wd nén it nguy hai hon? Giii
dip cho cdc cau hoi trén s€ gitip ban tao nén
mot k& hoach bio dudng va moét k€ hoach
phyc héi sau sy ¢6 hiéu qud hon.

Vi du, ching ta hiy xem xét su ¢f x3y ra
do mot ngudi dung vo lnh thay déi CMOS
setup. Ban <& thé [am nhing gi A€ ngidn ngua
didu nay xay ra? Néu né xdy ra, ban ¢ thé lam
nhing gi dé khic phuc? Nhing g 6 thé lam,
ngay bay gi dé chudn bi cho tinh hudng do?
Bing cach trd i ba cau hoi ndy, ban s& xac
dinb duge cdc thi tuc bdo dudng phong ngua
va cic thd tuc phyc héi nhu sau: (1) tac moét
ban sao dy phong chia cdc thong tin cidu hinh
(setup) trén mat dia mém, (2) ghi nhdn rd rang
cho dia nay réi cdt git ndé 8 mdt noi an todn,
(3) huéng din ngudi dong d€ ho biét vé tam
quan trong cla cic thong tin setup va gidi thich
Iy do tai sao ho khong nén thay déi cac thong
tin nay va (4 git mét ban ghi chd bao dudng
vé mdy PC nidy, bao gbm thdi diém sau cing
ban tao ban sao clia cac théng tin cdu hinh.



1. MOTKE HOACH BAO DUSNG
PHONG NGUA

Neéu cong ty cta ban di xiy dung cac
hudng din danh cho viéc bio dudng mdy PC &
dang vin ban chinh thic, ban hiy doc chiing
vd b8 sung thém cdc thi tuc cidn thigt. Néu
cong ty cua ban- chua ¢6 mét k& hoach, ban
hiy wy thi¢t k€ ra né. Mot k€ hoach bao dudng
phong ngira thudng ¢6 xu hudng duge rat ra ti
lich s cdc sy 8 di ting x4y ra trong pham vi
t6 chic dé. Chdng han, mét méi trudng nhiéu
bui ¢6 thé doi héi sy bio dudng nhiéu hon,
trong khi mét méi trudng sach c6 thé doi hai sy
bdo dudng it hon. Bang 1 liet ké mot s8 huéng
din € ban cé thé phit trién maot k€ hoach bio
dudng phong ngiia hiéu qui cho riéng minh.

0 Bui bdm gdy dnh hudng xdu cho mét
mdy PC, vi chiing tdc ddong nhu mot
I6p phu b Idp cac bé phan cia méy
PC, khién cc bd phdn ndy trd nén
quda néng. Do dé, viéc khl sach bui
bdm cho mdy PC ia vdn dé quan
trong trong viéc bdo dudng phéng
nglia. Mét s& chuyén vién hé g PC
khéng muédn sit dung mét may hit bui
bén trong mét may PC vi ho e rding
ESD (electrosiatic discharge) do may
hit bui sinh ra cé thé Iam hu hai cae
thanh phan. Phudng phdp an todn .
nhdt 1 sit dung mét binh khi nén dé



thdi sach bui, vi khi nén khéng gay ra
mdt su ¢& ESD. Tuy nhién, sau dé cd
thé ban sé mudn sU dung mot may
hut bui dé hit sach bui bam da dugc
théi ra bén ngodi khung may!

Bing 1 Cac huwéng din cho viéc phit trién
mdt k&€ hoach bio dudng phong ngiia

cho may PC.
Bén e Bdo dam ring cdc khe thdng{Hang ndm
trong | gi6 déu sach.
khung  |e S dung binh khi nén @ théi
may sach byi bim ra khdi khung
méay, hodc s dung mdt may
hat byi d& 1am sach cac khe
théng gi6, bd ngudn cung cip
va quat lam mat.
« Bio dam réing cdc chip va cic
¥ card mJ rdng dugc lp chic
chin.
« Lam sach cic ti€p diém trén
c4c card md tdng.
CMOS Duy tri mdt ban ghi du phong|Bat ky khi ndo
setup  |clia cdc thong tin cdu hinh (vi|cdc thay déi
dy, st dung dia mém cdu nguy|duge thyc hién.
cia Nuts & Boits).
G dia Chi chii diu doc/ghi ¢lla 6 dialKhi 6 dia bi sy
mém mém khi & dia ndy khong hoat|cd.

ding. :
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Thiee hién sao luu thudng xuyén.

0 dra it nhat hang
cling T dong thi hanh mot chuong | tudn
trinh quét virus khi khdt dong. |t nhat hing
Thuting xuy@n khir phan manh | ngay
cho 6 dma cling va phyc hdi cac
lien cung bi that lac. Hang thing
Khéng cho phép hit thudc gan _
méy PC. Ludn ludn
bat may PC 1ai ngi ma no sé
khong bi va cham hodic bj da | Ludn ludn
phai.
Ban Gilf cho ban phim won sach s&. |Hang thang
phim Giit ban phim tranh xa cac chat
iong. Ludn fudn
Con Lam vé sinh cho cdc tryc Idn |Hang thang
chudt va bi xoay trong con chugt
(quyén tai lidu “Cdc ki ndng
gidi quyét su c6 ca bdn™y,
Menitor Lau sach man hinh bing mbt |it nhat hang
manh vai mém. thang
Cac mdyls Don sach byi bim va cac vun|it nht hiang
in gidly bing cach sli dung mét|thdng

binh khi nén hodic mot may hit
bui. Cac ménh gidly nhd co thé
duge gip ra biing nhip.

Lam sach dudng di clia gidy
va ribbon bing mdt manh vai
khdng ¢o xa.

Khdng thdm muyc lai cho cac
ribbon hodc sit dung céc
cartridge tonar dugc nap lai.
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N8u dugc sép ra I&nh, ban
hay kiém tra ting chi co cac
phin mém dugc cho phép
hién dién trong may tinh.

Thudng xuyén xda cac tip tin
trong Recycle Bin va cic thu

. muc \Temp,

X6a bat ky tp tin tam thoi
nao trong thu muc \DOS.

it nhdt hang

thang

Cac ban
ghi chép

Duy tri mét ban ghi vé tit ca
cdc phin mém, bao gbm cdc
sb higu phign ban va hé didy
hanh dugc cai dat trén may PC.
Duy tri mdt ban ghi vé 14t ca
cdc thanh phin phdn cing
dugc HBp dit, k&€ cd cdec xac
lap phdn cimg.

Ghi nhin thdi diém va cong
tdc bdo duBng dugc thye hién.
Ghi nh&n bt ky cong vige slia
chiia ndo dugc thuc hign cho
méy PG nay.

Bat kv khi nao
cac thay dbi
duge thuc hién.

Y tuding chung cla viée bio dugng phong
ngua la lam tdt cd nhing gi ban ¢ thé dé may
PC bén hon va gip cang it sy ¢6 cang t5t. Ban
cling cé trach nhiém bio dim cic dir lieu duoe
an toan va dugc sao luu du phong (backup),
cdc ban quyén phin mém khéng bi vi pham (1)
va ngudi st dung luén dugc hd trg. Nhu véi bit
k¥ k€ hoach ndo, khi thi€t k& k& hoach bio
dudng phong ngira clia minh, trudc hét ban cin
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dinh nghia muc tiéu hay cdc muyc tiéu tdng thé,
i sau d6 thi€t k&€ k&€ hoach nay mdt cich phu
hgp. Cdc hudng din duoc lier ké trong bang 1
chii y&€u nhidm t&i cic su o6 ¢6 thé lam giam
tudi tho clia miay PC vd cdn tr® sy hoat dong
binh thudng cta né.

viéc duy tri ¢dc bin ghi va bac vé cac tai
litu phin cing ciing nhu phin mém déi khi bi
bd qua khi dé& cap t6i cong tic bio dudng
phong nglra. Mot ban ghi chép vé nhing gi da
duge thye hién véi may PC s€ ¢§ gia tri khi cac
su ¢& nay sinh hoic khi viéc nang cidp dang
duge xem xét. Ban nén cit gilf cin than tit ci
cic tii litu phdn cing do hiang san xuit cung
cdp. Ngudi sit dung, 12 nhiing ngudi khéng chiu
trich nhiém vé phin cing, c6 thé sé khong
nhan thic duge tim quan trong ctia mot tai liéu
hudng din (user manual) danh cho mét thiét bi
phin cting, ching han nhu mét card am thanh
hoic mot modem v ¢é thé sé khéng bio vé cin
than cic tii liéu ndy. Ban nén sip xép cic tai
lieu nay trong ciang mot tdi hé sg kem theo maét
nhat ky (log) ghi nhin lai nhing gi dd thyc hién
cho miy PC nay vdi muc dich bdo dudng (cdc
cong viéc cai ddt, stta chita va moét dia mém kbéi
dong chita mt ban sao cia CMOS setup danh
cho may PC nay). Ban c6 thé ddn tdi hé so nay
& mit trong clia vo may tinh. Piéu nay dic biét
hitu ich khi ban phai phu trach nhiéu mdy PC
a3t tai cic noi xa ma & dé 6 thé khong ¢d mot
th dung hé so. Cac thong tin nay cling c6 thé
duge Iuu trit trong mét s& tay cling véi cdc s6 tay
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khdc tai noi lam viee ctia ban. Hay ghi nhan rg
ring cho méi s8 tay nay dé nhan dién miy PC
ma né dang theo dsi vi cung <6 thé lyu giit cic
bin ghi vé 14t ¢a cac mdy PC ma ban phu trich
trén mot mdy PC rieng biét,

O dia cling can duge don dep gon ging sau
khi duge cai dir mot h¢ diéu hanh hoje mot
ing dung. Vi duy, sau khi cai dit Windows 3.x
hodc Windows 9x, hiy x6a cdc tap tin tam thei
trong thu muyc \DOS hodc cai it lai DOS,
Ngoai ra, khi ban cai dat phan mém cho meét
mdy PC ldn ddu, néu dang sir dung maét phién
ban ¢t hon ciia DOS, ban hiay kiém wua lénh
SET TEMP trong tdp tin AUTOEXEC.BAT. Né&u
doc thdy SET TEMP=CA\DOS, hay d6i thanh SET
TEMP=CA\TEMP réi tao ra mot thy myc TEMP
trén & dia C. Viec luu trit cdc tdp tin tam thoi
trong thu muc \DOS ¢§ thé 84y ra cdc sy c6,

Ngdai danh sich trong bing 1, ¢6 thé khuyén
khich ngudi dting dam nhan mét s§ tha tce théng
thudng, nhv 12 mot phén trong k& hoach bio
dudng phong ngira clia ban. Vi du, mot ngusi
ding 6 thé duge yeu ciu bio toin khéng gian
dia cing bing cich thudng xuyén xéa bd cic tap
tin trong thu myc \TEMP. B&i véi Windows 9x vi
Windows NT, ban hay lam éng Recycle Bin
bang cdch x6a tit i cic tap tin trong folder nay.
O dia cling cling can dugc sao i dy phong déu
ddn (@€ thuc bign mot tién trink sao he dic phong
hiéu qua hon, ban c6 1hé chon chi sao ha cae thiy
miuc ¢6 chita dit lign), Chc thong tin vé cic ban
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sao dy phong 6 dia cing sé duge gidi thidu & mot
phan sau cha i lieu nay.

2. KHI VAN CHUYEN THIET B

Khi mét may PC dugc van chuyén, né cé
thé€ bj hu hai do van chuyén manh tay, hoic do
tic déng ctia moéi trudng bén ngodi (nudc, stic
néng, nhiét do thap). Ngoai ra, déi khi may PC
ndy co thé bi giao nhidm, bi thit lac hodc bj
ddnh cdp. Khi chuidn bi van chuyén mé6t mdy
PC, ban nén thyc hién mét s6 bién phap phong
ngita dé bio vé mdy PC va cdc dif lieu. Nhing
nguyén tic chung khi chudn bi di chuyén mot
mdy PC bao gdm:

+  Sao luu 6 dia cling vio mét cartridge
bing tir. Néu khong thé truy xuit 6
mdt cartridge bing tr, ban nén sao
luu tat ¢i cac tap tin hé théng va cic
tip tin cau hinh quan trong vio dia
mém. Bit ké st dung mdy tinh lam
céng viéc gi, ban dung bao gid van
chuyén mét may tinh néu nhu § dia
cung cua nd chita bidn sao duy nhat
cua cdc di liéu quan trong hoidc cic
dir Jiéu cidn duge bio mat.

« Liy tit c& cdc dia mém, cartridge bing
tr hay dia CD-ROM ra khdi cic & dia,
cin bio ddm ring cic dia hay bing ti
chita cic dir liéu sao lwu duoc bio
dam an toan va dugc bio v& trong khi
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van chuyén. Ban ¢6 thé can nhic dén
viee van chuyén ching riéng.

. Tdt cong tic ngudn cha mdy PC va
tit ¢ cdc thiét bi khdc.

. Thio cdc day ngudn ra khoi § cdm
nim sau lung mdy va ra khdi céic
thiét bi. Thdo rdi tat ¢4 cac thiét bi
ngoai vi ra khéi mdy tinh.

. Né&u cho ring sau ndy ¢6 thé ¢ sy
khé khin trong viéc nhan dién cac
day cip va cic day ngudn ctia mdi
thi€t bi, ban hiy ghi nhan cic ndi
két day cdp va day nguén bing
bing kco tring.

. Quin gon tit cd cdc day dan vi <ét .
chic lai bing diy cao su hodc day
plastic.

++ Dit mdy tinh, monitor va tat ¢i cic
thi€t bi r3i vao trong thang gidy
nguyén thdy cda ching hoic trong
cic thung tuwong ty duge chén cic
vat lieu béo ve.

3. LOAI THAI THIET B| DA QUA SU DUNG

V&i vai trd mot chuyén vién hd trg PC, doi
khi ban ph3i dam trach luon viéc xt 1y cac thiet
bi, cdc héa chit va cic viar lidu da ct, hu héng
hoic da qua sit dyng, ching han nhu cic bd
pin, ¢dc cartridge muc toner, CiC monitor ...vv.
Bing 2 li¢t k& cic bo phin va cich loai thai
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ching. Théng thudng, tai liéu huéng din cha
nha sin xudt cling cung cdp cic chi din vé cich
thic loai thidi sin phdm clia ho va cic quy tic
m&i trucng tai dia phuong ban cling sé chi din
diéu niy. Mot tai ligu MSDS (Material Safety Data
Sheet) s& cung cdp nhiéu théng tin vé cach xit Iy
thich hgp d6i v6i ciac héa chat ching han nhu
cdc dung méi héa chidt. Ban 6 thé tim thay tai
liéu nay tai Web site www .ilpi.com/msds.

Bing 2 Cic bd phin mdy tinh va
cdch loai thii chiing.

Cac pin Alkaline
bac gom loai

AAA AA A C.DJ

va gv.

Rac binh thudng.

Cac pin dang nut
ao dugc st dyng
treng cdc may
camera, Flash
Path va cdc thiét
bi nhé khag.

Cac bd pin dudc
st dung trong cac
may tinh notebook,

Cac pin nay cé thé chuda oxit bac,
thly ngan, tithium, hodc cadmium
va dugc coi la chat thai déc hal,
Ban hay ioai thai chung bing
cach tra v& cho dai ly gbc ho#c
dem ching t8i mot trung tam % ly
14i ché (recycling centen. N&u dia
phuong ban khéng o6 mét trung
tam tai ché&, ban cé thé lién lac véi
chinh quyén dia phuong d& biét
cach x(t 1y rac thai tai nai do.

Cac cartridge
muic toner danh
cho may in laser.

Tra vé hang sdn xuit hodc dal
ly d& dudc x( Iy tai ché.

17




Céc cartridge
myc danh cho
may in phun.
Cac may tinh.
Cac monitor.
Cac dung méi va
cac can dung
hoa chat

Lign lac véi chinh quyén hoac
co quan bao vé mdi trudng dé
biét céc luat 1& va cac quy tic
vé xUI Iy rac thai tai dia phuong.
Khi vit bd mdt monitor, trude
hé&t ban ¢an kh( dién tich cho no
b&ng cach dat mdt tudc-ng-vit
bt ngang qua chdu cdm ndng
va chau cAm tiép dit cla & cidm
dién cGa no (xem hinh 1-1). Thi
tuc nay sé tranh cho mét ai do
khdi bi dién giut khi hg v tinh
md vO monitor ra.

18
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Cac virus va cac hinh
thiic pha hoai may
tinh khac

Mot chuyén vién hé trg may tinh cdn phai
bi€t cich bio vé mdy tinh chéng lai c¢ic hinh
thie phd hoai (bao gém cd cdc virus), cich
nhan di¢n ching vi cach diét tr ching. Vigce
hidu ro vé cdc hinh thic phd hoai, ¢dch hoat
dong ctia ching vi nhiing noi ching 4n ndu sé
giip ban thanh céng trong viéc gidi quyét
ching. Mot chuong trinh phd boai (computer
infestation) .14 bat ky chuong trinh khong mong
mudn nao duge truyén cho mot mdy tinh ma
ngudi dang khéng y thic vé sy hién dién ciia
nd, dugc thi€t k&€ d€ thyc hién nhidu mdc do
phd hoai di liéu va phin mém khic nhau. Cic
chuong trinh phd hoai thudng khang tam hu hai
phin cing mdy tinh, mic du khi cdc thong tin
trong cung khéi dong (boot sector) ctia mot §
dia citng bi pha hidy, ta ¢ thé thdy cic trieu
ching nhu thé ¢ dia ctng nay di bi hv hai vé
mdt vit ly. Cac chuong tinh vén thudng duge
nhiéu ngudi goi chung 14 virus thuc sy roi vVao
mdt trong ba dang chuong trinh phd heoai sau:
cac virus, cdc Trojan horse (Ngua thanb Troa),
va cdc sdu mdy tinh (worm). Ba dang chuong
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trinh phd hoai nay khac biét nhau v& cich lan
truyén, muic dé phd hoai va cich 4n ndu.

Cdc virus hién nhién 13 loai phé bi€n nhat
trong s6 ba dang chuong trinh pha hoai néu
trén, do dé mdt trong nhitng bi¢n phip bio vé
quan trong nhit dé€ chéng lai cic chuong trinh
phd hoai la phdn mém chéng virus (antivirus
software, hay AV software), dugc thiét k& dé
phdt hi¢rt va di¢t ult virus. Trong phin nay
ching ta s& xem xét mot s6 chuong trinh AV v
cdch st dung ching mét cich hicu qui.

1. TIMHIEU VE CAC CHUGNG TRINH
PHA HOAI MAY TiNH

Mot virnes 12 mot chuong trinh ¢6 thé ty nhan
bin bing cdch gin ban than né vio cic chuong
trinh khic. Chuong trinh b lay nhiém phii duge
thi hanh thi mét virus mé&i ¢ co hoi thi hanh.
(Chuong trinh bi lay nhiém thudng duge goi la
chitong trink chii (host program)) Khi mot virus
thi hanh, né ¢6 thé ch! don thuin nhin bin
chinh né, hoic cing c¢6 thé nd sé ra tay pha
hoai bang cich thuc hién ngay mot s§ hanh
dong gay hai. Ngoai ra, mét virus ¢d thé duoc
lap trinh dé dugc kich hoat va thuc hien mét
hanh déng phd hoai tai mét 6 thoi didm xdc
dinh trong tvong lai, chdng han vio mat ngay cu
thé trong nam (vi du, virus “Thit Sdu ngay 13,
hotic tai thdi diém ma mét s& logic ctia chuong
trinh cha (host program) duge kich hoat. Mot
virus khac véi mot sau mdy tinh, Séu mdy tink
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Cac virus va cac hinh
thiic pha hoai may
tinh khac

Mot chuyén vién hé trg mdy tinh can phai
bi¢t cich bdo vé mdy tinh chéng lai cidc hinh
thitc phd hoai (bao gbém cd cdc virus), cach
nhan dién ching va cdach diét i ching. Viéc
hi€u 6 vé cdac hinh thiic phd hoai, cich hoat
dong ctia ching va nhiting noi ching 4n ndu s&
giip ban thanh coéng trong vice gidi quyét
ching. Mot chiong trink phd hoai (computer
infestation) v1A bat ky chuong trinh khéng mong
mudn nao dugc truyén cho mét mdy tinh ma
ngudi ding khong v thic vé syt hién dién cha
né, duge thiet k& dé thuc hién nhiCu mic d6
phd hoai dit ligu va phan mém khic nhau. Cic
chuong trinh phd hoai thudng khong lam hu hai
phin cing may tinh, mic du khi cdc théng tin
trong cung khai dong (boot sector) cha mot &
dia cing bi pha hly, ta ¢6 thé thdy cic tiéu
chiing nhu thé § dia ciing nay di bi hu hai vé
mit vat ly. Cdc chuong trinh von thudng duge
nhiéu ngudi goi chung la virus thyc sy roi vao
mét trong ba dang chuong trinh phd hoai sau:
cdc virus, cdc Trojan horse (Ngua thanb Troa),
vd cdc sdu mdy tinh (worm). Ba dang chuong
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trinh pha hoai nay khic biét nhau vé cich lan
truyén, mic d6 pha hoai va cich in ndu.

Céc virus hién nhién 14 loai phd bi€n nh4t
trong s6 ba dang chuong trinh phd hoai neu
trén, do d6 mot trong nhitng bién phip bio vé
quan trong nhdt dé chéng lai cic chuong trinh
phid hoai la phdn mém chéng virus (antivirus
software, hay AV software), duoc thist k& dé
phat hién va diét tr virus. Trong phin nay
ching ta s& xem xét mat s§ chuong trinh AV va
cach st dung chung mét cich hieu qud.

1. TIMHIEU VE CAC CHUGNG TRINH
PHA HOAI MAY TINH

MOt virus 1a mot chuong trinh ¢6 thé ty nhan
ban bing cich gdn bin than né vio cac chuong
tinh khic. Chuong trinh bi 12y nhiém phai duge
thi hanh thi mét virus méi ¢6 ca hai thi hanh.
(Chuong trinh bi ldy nhiém thudng duge goi I3
chuong trink chit (host program)) Khi maot virus
thi hanh, né ¢6 thé chi don thuin nhan bin
chinh né, hodc cing c¢6 thé né s& ra tay pha
hoai bing cich thyc hién ngay mét s§ hinh
dong gay hai. Ngoai ra, mét virus ¢ thé chrac
lap trinh d€ dugc kich hoat va thuc hién mot
hanh dong phd hoai tai mot s6 thei diém xic
dinh trong tuong lai, ching han vio mét ngay cy
thé trong niam (vi dy, virus “7hit Seu ngay 137,
hodc tai thei di€m ma mét s8 logic cua chuong
tinh chd (host program) duge kich hoat. Mot
virus khic vai mét siu mdy tinh, Sdu may tinh
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worm) 12 mot chuong trinh gieo ric cic ban
a0 ctia chinh ndé trén toan bd mdt mang ma
hong cin t& mot chuong trinh chi. Mot Trojan
vorse (Ngua thanh Troa) 12 mot dang thd ba
Ga cdc chuong trinh phd hoai. Trojan horse
idng véi sau may tinh & ché nd khong can mdt
huong trinh chti dé hoat dong, ma néd doi 16t
not chuong triinh hop phip dé che mit ngudi
dting. Cac Trojan horse khong thé ty nhin ban
chinh ching. (Tuy nhién, vin <6 thé ¢ cdc
ngoai le. Truge day trén Internct di tiing c6 mot
chuong trinh Trojan horse gid dang lam maot tign
ich sao luu dy phong ty dong. Khi duge si
dyng, chuong trinh nay sé tao ra cdc ban sau dy
phong va nhan bin chinh né vao cdc ban sao
dy phong d6. N6 da duge 1ap trinh d¢ pha hoai
nhiéu hé théng vio ngly thi Sau ngay 13 k&
tiép trong nim. Trong trudng hop nay, ta <lng
c6 thé xem nd 12 mét virus do kha niang ty nhan
ban cha nd). Poi khi mét 16 (bug) trong phin
mém trén may PC ciing c6 thé gay ra cdc sy o
giéng nhut cac sy o8 do virus, mic dit khong hé
¢6 sy dinh dang cia virus.

Virus 12 dang phé bi€n nhit trong s6 ba
dang chuong trinh phd hoai. Mot sau mdy tnh
hi€ém khi duge bdt gip, ngoai trr rén mét
mang may tinh, noi mi né ¢6 thé gay ra cic sy
c& théng qua viée 1am cho mang bi qud tdi khi
né tu nhan bin. Tac hai cla cdc siu mdy tinh
chinh 1a do sy hién dién cha ching chd khong
do mét hanh dong phd hoai cy thé, nhu mot
virus thudng lam. M6t sdu mdy tinh sé lam qud
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tdi bo nhd hoic khdng gian dia cung Ddng cach
tip di lap lai hinh déng w nhan ban va nd cAn
t6 sy can thiép cla con ngudi dé cé thé di
chuyén tf mdy tinh nay sang mdy tinh khdc.

a) Noi an ndu cla cdc virus

Mot chuong trinh duge goi [d mét virus vi
(1) né 6 Mmdt “thoi ki 1 bénb” (incubation: tic
khong plid hoai ngay lap titc), (2) nd cé tinh
lay lan (contagious: tic ¢6 thé wi nhan bin) va
(3) né mang tinh pha hoai. Cic virus thudng
duge lip trinh d€ 4n ndu, nhdm trdnh sy phdt
hién cta cic phin mém diét virus. Mot virus ¢6
thé 4n ndu theo bén cich. Ps6i khi mdt virus cd
th& ddng thai st dung nhiéu hon mét phuong
thirc 4n ndu.

Boot virus. M6t virus cung kbéi déng (boot
sector virus) 1la mot virus in ndu trong chuong
trinh cung khdi dong (boot sector program).
Trén moét & dia cing, né ¢6 thé dn ndu trong
ma chuong trinh vén 1a mdt phin cha ban ghi
khéi déng chinh (master boot record), hoic
trong chuong trinh ban ghi khéi dong ding dé
nap hé diéu hanh trén phan ving tich cyc cha
8 dia cing nay. Trén mot dia mém, maot virus
cung khai dong 4n ndu trong chuong trinh khdi
dong cla cung khdi déng. Mot trong nhing
cdch lan truyén phd bi€n nhat clia mét virus la
tr mot dia mém duge st dung d€ khdi dong
mot mdy PC. Trong qud trinh khdi dong, khi
chuong trinh kh&i dong duge nap vao bo nhg,
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virus ciing s& dugc nap theo va tit b6 nhd né
¢6 thé lay lan sang cic chuong trinh khic.

Tuy nhién, mét dia mém khong c6 khi
ning khdi ddng van ¢6 thé 1ay nhiém virus cho
mot may tinh, Nhu ban d3 biét, tdt ¢ cac dia
mém déu c¢6 mot cung khdi dong vén chita mét
chuong trinh khdi dong. Khi mét mdy PC dudgc
dinh cdu hinh d€ khai dong twr § dia A trude &
dia C, néu mot dia mém dang nim trong & khi
mdy PC nay kh&i déng, BIOS sé thi hanh
chuong trinh khdi déng nim trén dia mém. Néu
dia nay khong ¢6 khi ning khéi dong, chuong
trinh khéi ddng s¢ hién thi mét thong diép bio
16i, ching han “Nonsystem disk or disk error”.
NEu sau doé dia mém ndy duge 1ay ra khéi & va
ngudi dung nhin vao mdt phim bat ky, miy PC
s¢ khdi dong tr § dia cing. Tuy nhién, néu
chuong trini khéi dong cda dia mém c6 chia
mdt virus cung khai dong, virus ndy 6 thé da
dugc nap vao bd nhé. Khi hé théng chuyén
sang khéi dong tlr § dia cing, virus niy sé lay
nhiém vao cung khdi déng ctia § dia ciing.

bé ngin ngia kha nang lay nhiém nay, ban
diing nhidn mét phim d& ra lenh may PC chuyén
sang khéi dong tir § dia cling, sau khi n6 & ging
khéi dong khong thanh cong tit dia mém. Ngoai ra,
viéc nhin © hop phim Ctrl+Alt+Del c6 thé khong
dll dé ngan nglia su 1ay nhiém, vi virus duoc nap
¢é3 thé vAn con dn nau trong & nhé v mot s virus
c6 khi nang chin (intercept) 5 hop Ctrl+Alt+Del
dé niim quyén kiém sodt may tinh. Cich t6t nhit dé
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ti€p tuc 12 st dung mot tht tue khdi dong lanh
(cold boot). Ban hay tit ngubn may PC, ldy dia
mém ra khoi 6, roi bat may PC 1en td lai. Nguy ca
lzy nhi®m virus tf mot dia mém a1y do hop 1y dé
dinh ¢Zu hinh may PC cha ban sao cho nd ludn
khoi dong iy & dia cling trudic, di k€ d6, néu 6 dia
aiing khong thé khéi dong, mai chuyén sang kit
dong tr & dia mém. Th ty khdi dong nay thudng
s& ngan cart BIOS doc mot cung khdéi déng cia mdt
dia mém v&n duge dit trong & dia trong khi he
théng khai dong, Ban c6 thé chi dinh tht tv khai
dong trong CMOS setup.

Ban cing nén v § ring nhiéu CMOS
setup ¢d mot tay chon cho phép ngin can viée
ghi vao cung khdi dong cta  dia cing va didu
nay ¢6 thé ngin cin mét s6, nhung khéng phii
la tdt cd, virus cung khdéi ddng. Tinh ning nay
phai dugce tit di trude khi ban ¢6 ging cai dat
Windows 9x hoidc Windows NT, vi ¢d hai déu
s& phai ghi vao cung khéi ddng wong khi duge
cai dat. Windows 9x sé khong bdo cho ban biét
ring ban phai tdt tinh ning nay di trudc khi bit
ddu cong viec cai dit, cho téi khi ti€n trinh cai
dat dd dién ra duge moét nial

File virus. Mot virus dp tin (file virus) 4n
niu trong mot chuong trinh thi hanh duge (.exe
hodc .com) hodc trong mét tai li¢u cia chuong
trinh x@ Iy it ¢ chita mdt macro. Mt macro 1a
mdt chuong trinh nhd duge chda bén trong mot
tai lieu va 6 thé duge w déng thi hanh khi tai
licu nay vira duge md ra, holic ¢6 thé dugce thi
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hanh sau d6 khi ngudi ding nhin mét phim
néng duge dinh trude. Mot vi du vé& moét macro
12 moét tinh nang x{ Iy tr von ty déng doc ngay
thing hé théng rdi sao chép né vio mat tai liéu
mébi khi tai liéu nay duge md ra. Cic virus dn
ndau trong cdc macro cla cic @p tin i li¢u
duge goi 1 cdc virus macro (macro virus), Cac
virus macro 14 ¢de virus 1Ay lan thong qua e-
mail nhidu nhat; chung dn nau trong cic macro
duge dinh kém v@i cic tdp tin tai ligu e-mail.

Vi du, virus Melissa 1A m6t virus macro ndi
iéng gan diy. Mellisa duge dua ra vao thd Sdu
ngay 26 thing 3 nim 1999, trong mét macro
Word 97 va nd lap wic lan wuyén khidp thé gidi
néi ¢chi trong mot ngay lam viéc. E-mail ban
dau truyén ba Mellisa ¢6 dang nhu sau:

From: (tén cla ngudi bi idy nhiém)
Subject: Important Message From (7én
cda ngudi bi Idy nhiém)

To: (50 tén 17 mot danh sach bi danh)
Here is that document you asked for ...
donr’t show any one else ;-)
Attachment: LIST.DOC

Khi ngudi nhin mdg i liéu nay ra, mét
macro ndm bén trong tai licu & duge thi hanh
n6 lip tic e-mail tai ligu LIST.DOC cho 50 dia
chi e-mail duge liet ké trong s dia chi (uddress
book) cla nguoi ding. Virus nay clng lay
nhiém vao cic tai liéu Word khidc va do dé, khi
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cac tai litu nay duge e-mail ching clng s&
tep tuc truyén bi virus.

Mellisa hoat dong khi mét tai licu duge méd ra
tai mot thoi difm ma vio e dé s6 phit cia gio
trang khép véi s6 ngay cla thiang (21 di, vao hic
09: 18 trong ngay thir 18 ciia mot thamg) Tai thoi
diém ndy, Mellisa s& chén vio i ligu hién hanh
mot ciw 1Ay ra tf show truyén hinh Simpsons.

Mot Toai vitus t@p tin khic tim ki¢m trén
mét & dia cing cic tap tin ¢6 phian m& réng 1a
exe, roi 120 ra mot tap tin khidc <6 cung (¢n

nhung st dung phin méd rong 13 .com, sau d()
an ndu vao d6. Khi h¢ didu hanh thi hanh mét
chuong trinh, trude hét né sé tim @n chuong
trinh ¢6 phin md& rong 14 .com. Lic dé hé diéu
hanh sé tim thdy virus niy vd thi hanh né.
Virus ditge nap vao bé nhé i nap chuong
trinh cung tén véi né von ¢é phin mé rong la
-cxe. Ngudi dung thdy ring minh da kich hoat
diing chuong trinh theo ¥ muén. Lic nay virus
tr do phd hoai hojc lay nhiém chinh né vio
cdc chuong trinh khic,

Mot virus khong thé hoat déng néu né
duge chia trong maot tap tin dif lieu khong duee
nhing kém macro. B6i khi mét virus, do nhidm
lin, sao chép chinh né vio mot tdp tin A licu,
Mot khi virus da & d6, né sé khéng con o6 (hé
phi hoai duge nita, vi cdc du lieu khong phai
A mét chuong trinh va do dé khong thé duge
thi hanh tir bo nhd. Su hu hai kha df duy nhit
trong trudng hop nay chinh 13 cic div lieu, wvi
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virus da ghi de ién cic di liéu di 6 sdn trong
tAp tin di liéu.

Cac virus da phdn. M6t virus da phdn
(multipartite) 12 mdt sy két hgp gdm mot virus
cung khdi déng vi mot virus tip tin. N6 ¢ thé
An ndu trong hai noi nay.

b) Cdac ky thuat dn nau

Mot diéu ma mot virus duge lap trinh dé
thye hién [A 4n ndu nhiim tranh sy phat hién
ctia phin mém diét virus (AV sofiweare). Phin
mém diét virus chi ¢6 thé phat hién ciac virus
giéng hét hoidc tuong ty véi cic virus ma né da
duge lap tinh tude d6 dé tm kiém va nhian
dién mét virus ma nd bi€t 13 Hn tai bing cich
tim kifm cdc dic diém ticu biéu cha virus do,
vén duge goi 1a ddu hiéu nhan dang virus
(virus signaiure), vi day chinh la Iy do gidi
thich tai sao ban c¢in phdi cap nhat thudng
xuyén cho chuong trinh diét virus ctia minh,

’y Phan mém diét virus khéng thé phat
hién mét virus mé né chua biét cach
tim ki€m. Do d6, ban nén ndang cdp
phdn mém diét virus cla minh khi
cdc virus mG&i dudc phat hién.

M6t virus ¢4 thé st dung mot trong hai
phuong thic dé€ Idn wanh sy phat hién cla
phin mém diét virus: (1) bing cich thay déi
cdce dic diém tieu hiéu cla no (nic thay déi ddu
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hiéu nhdn dang) va (2) bing cich <6 ging che
diy su hién dién cia nd. Ba kiéu virus vén
dugc phan loal dya theo cic k¥ thuit doi 16t
cta ching bao gdm virus da hinh, virus ma hoa
va virus tang hinh.

Cac virus da hinh Mot virus da hinbk
(polymorphic virus) sé thay ddi cic dic diém
tieu biéu khi né ty nhin bin. Sy bién héa theo
cach ndy khién cdc phin mém diét virus khé
phit hién duge sy bién dién ¢Ga virus..

Cac virus ma héa. Mt diu hiéu quan trong
ma phin mém diét virus thudng tim kiém dé phat
hign virus 1A khi niang tf nhian bin cla mot
chuong trinh. Mot eirus md hoa (encrypling virus)
c6 thé hién déi chinh né thanh mot chuong tinh
khong <6 khi nang nhan ban, nhim tranh sy phat
hi¢gn. Tuy nhién, nd budc phai bién déi trd lai
thanh mét chuong trinh ¢6 kha ning nhan ban dé
¢6 thé lan truyén hoic nhan ban chinh né. Lic
ndy nd ¢6 thé bi phidn mém diét virus phat hien.

Céc virus tang hinh. Mot virus tang binh
{stealth virus) cha déng che gidu chinh no,
bing cich st dyng mdt hodc nhiéu ky thuat
nhu sau:

« Vi phin mém di¢t virus cé (thé phat
hién mot virus bing cich dé ¥ sy
khdc biét vé kich thude tap tin cla
mdt chuong trinh trude khi bi virus
lay nhiém vd sau khi bi lay nhiém,
nén virus tang hinh & thay déi cdc
thong tin cua hé diéu hinh nhim

28



che day kich thude cla tip tin ma
né dang 4n ndu trong do.

«  Virus ting hinh gidm st nhiing khi
cic tap tin dugc md ra hodc déng
iai. Khi né thdy ring tip tin ma no
dang 4n ndu wong d6 sdp dugc md
ra, né s¢ tam thdi di chuyén bin
than ta khdi tip tin nay hodc thay
vio bing mot bdn sao vén khong
chita virus clia tap tin nay. Virus tang
hinh duy tri mét ban sao cda tap tin
khong bi lay nhiém trén & dia clng
chi danh cho muyc dich nay.

c) Cdc thiét hai do mdt chuong trinh
phd hoai gay ra

Hién nay, vin chua ¢6 virus, siu may tinh
hoic Trojan horse nao phd hoai mét 8 dia cing
hoic cac thi€t bi phan cting khidc vé mit vat ly.
Sy phé hoai do ching thye hién bao gom o rit
nhe, ching han nhu hién thi cdc con sau bo
quanh man hinh, cho téi hét stc nghiém trong,
ching han nhu xéa toan bo nhing gi dugc ghi
aén mot & dia cing. Hanh déng phd hoai do
mot chuong trinh pha hoai thyc hi¢n dugc goi
la payload va <6 thé duge thyc hién bing mét
rong & nhiéu cich khdc nhau. Mgt virus 6
thé dugc lap trinh d€ ra tay pha hoai chi khi
mét su kien khoi mio xdy ra, ching han nhu
khi dé€n mét ngiy thing nao dd, khi mot @p tin
duoc md ra hodc mét phim nao dé duoce nhan.
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mnh 4-1 va hinh 4-2 che ta thdy Ket qua cua
hai virus vé& hai v&n chi hién thi cic ric rudi
trén man hinh,
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Hinh 2-1  Virus v6 hai (lanh tinh) Walker hién thj mét
ngudi di ngang qua man hinh. '

Hinh 2-2  Virus Crash cé vé nhu mang tinh pha hoai,
khi€n cho man hinh chi hidn thi rac rudi,
nhung thyc su khéng gay hai cho cde di
ligu trén & dia ciing.
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d) Cach Iy lan clia cac chuong trinh

phd hoaqi

viéc hi€u 16 vé co ché€ 1ay lan cla céc
chuong trinh phd hoai 14 mét didu hét stc cin
thi€t @& ban hifu dugc cich bio vé mdy tinh
chéng lai ching. Mot s6 mdy tinh ganh chiu
nguy co nhi€u hon cic mdy khic, diéu nay
phan 16n wy thude vio cic théi quen cta ngudi
ding. Sau day 1a mot danh sich gdm cdc hanh
dong clia ngudi dung c6 thé khi€n mot may
tinh dé bj lay nhiém:

Trao dGi cic dia mém chia cdc tip
tin chuong trinh,

N6i két mdy tinh vio mét mang
khéng duge bio ve.

Mua phin mém tir cic ngudn khong
tin cdy.

Nap cic chuong trinh xuéng tir Intemet.
St dung cdc dia mém cé nguén goc
khéng 16 rang.

St dung cdc chuong tinh mang
ding chung.

St dung cic dia mém di dugc st
dung va duge dinh dang tir trude.
Poc cdc e-mail vén ty déng thi hanh
mot trinh xt ly tir dé doc cic tap tin
dinh keém.

Khong bio vé chdng ghi cho cdc dia
mém chuong trinh géc.
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Cich nhian bidn cia moét virus, Khi maot
chuong trinh ¢6 chita mét virus duge sao chép
vio may PC cta ban, virus nay chi ¢é thé lan
truyén chinh né khi chuong trinh bi lay nhiém
dugce thi hanh. Ti€n tinh ndy duge minh hoa
trong hinh 2-3. T cic tai lieu trude ban di biét
ring budc diu tién trong viéc thi hanh moét
chuong trinh, cho du nd duge luu trif trong mét
tap tin chtiong trinh hodc trong mdt cung khdi
ddng, 14 nap chuong uinli niay vio bd nhd. Lac
d6 virus dn ndu trong chuong trinh s& cduoc thi
hanh 0 bo nhd. Mot virus ¢é thé 1A mot virus
thitrng trit b6 nhé (memory-resident virus) sé& &
yén trong D& nhé va hoat dong cho da sau khi
chuong trinh chll &4 duge chim di, hodc ¢ thé
la mdt wirus kbénug ihieong (i b6 nhdé (non-
memory-rcsident  virus), ¢é nghia 1A né sé bi
chim dit khi chuong trinh ¢h( duge déng lai.

Sau khi mot virus ducce nap vao bé nhdé, né
s¢ tim cac chuong trinh khic dang duge nap vio
trong bd nhd. Khi tim thdy mdt chuong trinh
trong bd nhd, virus sé $ao chép chinh né vao
chuong tinh ndy rdi sau d6 1a vao tip tin
chuong trinh tuong tng nim trén dia. T hinh 2-
3, ban ¢6 thé thdy ring mdt virus cang tr& nén
nguy hiém hon khi né cang duge & lau trong bo
nh& va khi cang ¢6 nhiéu chuong trinh duge mé.
Vi Iy do nay, néu ban s dung mét mdy tinh vira
dugc mét ngudi khic sit dung, ching han nhu
moét mdy tinh trong phong lab, ban nhé luén
khdi déng lai mdy tinh nay trude khi lam viec dé
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x6a sach cac chuong trinh ra khoi bd nhd. Hiy
stt dung mét tha tuc khdi dong cing (kbdi dong
lanb) dé bio dim ring it ¢ cAc chuong trinh
thudng tra bo nhd (bao gom cd mot virus thittng
trit b¢ nhé) déu duge xba sach khdi bd nhd.

L&/ Khi s&f dung mdy tinh frong phéng lab,
ban ‘hdy nhd ludén khdi ddng ciing
cho mday PC ndy trudc khi bdt ddu
Iédm viéc, nhédm ngdin nglfa cdc virus.

Chuong trinh
duge nhén
ban d4 &y lan
vi0 b nhd

@ Chugng trinh chinh dugc copy vao bd nho

@ Virus ¢6 thé hofc khdng ty né di chuyén vao ving méi
trang bd nhd

Mot chuong trinh thit 2 co thé duge I8y ra v copy vao bd nh
Nhilng virus ©6 thé t/ nhan ban dé thim nhip vio bd nhé
M6t chugng trinh mdi ldy lan x&m nhép vao dia cing

@& e

Hinh 2-3 Céch nhan ban cla mét virus,

Cach Trojan horse vio dugc mdy tinh
cua ban. Trojan horse 12 mét chuong trinh phi
hoai gid dang lim mot chudng trinh hop phap.
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Mot vi dy 1§ thd vé mét Trojan horse 12 chuong
iinh AOL4FREE. Ban dAu chuong trinh nay la
mét chuong trinh bit hgp phdp ding aé cung
¢ip khi ning truy xudt tdi phép vao mang
American Online (AOL). Sau khi sy hitu ich cia
chuong trinh nay bj AOL ngin chin, mot
chuong trinly méi dé xuit hién va clng tu nhin
i AOL4FREE, né hoan toan khong phii la mét
chuong trinh truy xudt tryc tuy&n, ma Ia mot

Trojan horse mang tinh chit pha hoai. Moi
" ngudi truyén cho nhau chuong trinh nay v
nght ring né s¢ cung cip khd ndng truy xudlt
trai phép vao AOL. Tuy nhiCn, néu dugc thi
hanh, chuong trinh nay thyc su s€ x6a cac tip
tin rén cdc & dia cing clia ho. _

Céc tro danh lLiva virus. Mot (o danb lita
pirtes (virus hoax) 1a mot 14 thu hodc mot e-rmail
canh bdo vé mot virus khong ton tai. Bin thin
canh bio niy 12 mét hinh thic phd hoai v nob
lam qud tai sy luu théng rén mang. Sau day la
mot vi du v& mdt e-mail danh lra ma ching i
di nhin dugce:

There is a new virus going around in the
last couple of days!! DO NOT open or even look at
any mail that you gel thal say: “Returned of
Inable 1o Deliver”. The virus will erase your
whole bard drive and attach itself 1o your
computer components and render them useless.
Immediately delete any mail items that say this.
AOL bas indicated this is a very dangerous viris,
and there is NO remedy for it al this item. Please
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o careful and forward to all your online Jriends
SAP. This is a new a-mail virus and not a lot of
cople know about it; just lel everyone knoto, so
ey won't be a victim. Please Jorward this e-
watl to your friends!!

Trude hét, ban diing tin vao doan ndi vé mdt
irus c6 kha ning khign cho cic b phan mdy
nh e thanh v6 dung. Cho dén nay chua ai phat
ién thiy mot virus nao thyc sy pha hoai phan
ting vé& miit vat 1y, mic db cic virus ¢6 thé khién
not may tinh trd nén vo dung bing cach pha hiy
4c chuong trinh hoic cic dit liéu Piéu thi hai,
yan ding tin vio doan ndi ring virus nay s¢ dugc
ich hoat chi vi ban m& mot thong diep c-mail ra.
Aot thong diep e-mail 12 mot van ban (fex) chit
chéng phii 1A mot chuong trinh va mot virus
chong thé dn nau trong do. (Tuy nbién, virts ¢6
bhé dn ndu trong cdc tai ligw clia chuong trinh
soan thdo van ban c6 chita cdc macro von ditoc
dinb kem theo mot thong diép e-mail). Digu thd
ba, ban dimg qud ca tin ma gli thong di¢p nay
i mot ngudi khic. Su nguy hai tiém tang clia
mot trd danh ta virus, nhu 06 ¢6 thé, ta lam qua
i mét he théng c-mail bing luu lugng dit licu vo
dung. Khi chiing t6i nhan duge e-mail nay, da co
mot tram ngudi trong danh sach phan phot.
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2. BAO VE MAY TiNH TRUSC CAC
HINH THUC PHA HOAI

Cé rdt nhiéu diéu ban €6 thé Iam dé€ bio ve
mdy tinh cta minh chéng lai cde virus va cic
hinh thic phd hoai khdc. Tuyén phong ngu diu
tién cla ban 13 thudng xuyén tao ra cdc bin
sao dy phong va sit dung phin mém diét virus.
Sau d6, ban hiy quin Iy cdc chuong trinh mot
cich khén ngoan. Sau diay 1a mot s8 hudng din
thng quat:

« Mua phin mém diet virus vk dit cho
may tinh cha ban t¢ dong chay
chuong trinh diét virus khi khéi dong.

« Cip nhit thudng xuyén cho phin
mém di¢t virus bing cich dinh ky
nap ban niang cip xudng tit Internet.

+ DBt cho mét chuong trinh quét virus
t¢ déng quét cac tai liéu cta chuong
trinh x® Iy i khi ching dugc md ra.

« Lap va thi hanh ding theo maot k&
hoach tao cdc ban sao dy phong cla

. ¢ dia cing theo lich winh, d& dé

phong su thiét hai do mét hinh thitc
phd hoai gay ra.

« Chi mua phan mém w mét clta hang
ddng tin cay.

» Khoéng trao d6i cac t@p tin chuong
trinh trén cac dia mém,
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Khéng stf dung cic dia mém ¢6 ngudn
goc khong 16 rang va ludn quét virus
rén cic dia mém bt k& ngudn gdc
chia ching.

Han ch€ nap cic phin mém xudng
tr Internet vi sau dé ludn quét cic
tip tin chuong trinh d€ tim virus
truGe khi thi hanh ching.

Khong bao gid st dung phian mém
sao chép bat hop phip (0.

binh dang cic dia mém trude khi st
dung.

bit bao vé chong ghi cho cdc dia
mém chia cac chuong trinh géc.
Trong mét méi trudng kinly doanh,
tuan tht chit ché theo cic chinh sich
cllarcong ty chdng lai viéc st dung céc
phin mém khong dugc phép.

Néu ban tim thdy mdt may tinh da
duge bat sdn bdi nhing ngudit di sit
dung trude do, hiy khdi dong cing
cho miy PC niy truée khi st dung.
Pt cdc xédc lap CMOS setup dé khai
dong theo trinh tr trude hét 1 & dia
C, rdi sau d6 mdi tdi & dia A.

Bat tinh ning ngin ngda virus cho
MBR clia ban trong CMOS sctup, néu
duoc hd wuo.
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a) Cdc triéu chiing virus

Ban can bi¢t 16 nhiing dau hiéu cho thdy
mot virus dang tf nhan bin hoic dang thuc
hién cang viée phi hoai. Sau day Ia mot s6 diu
hi¢u ¢adnh bdo cho thidy ring ¢d thé ¢ mot
virus dang hoat déng:
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Mét chuong trinh mat nhiéu thdi gian

. hon d€ nap so vdi binh thuong.

Tan sudt va thai giun truy xudt dia
dudng nhu qui mic ddi véi cde tic
vy don gidn.

Cic théng dicp bio 16 bat thudng
xidy ra déu din.

Bo nh¢ khia dung con it hon binh
thuomg.

Cdc tdp tin bi€n mat hodc xuat hién
mot cdch bi an.

Cac hinh anh ky la xuat hién trén
monitor, hodc mdy tinh phdt ra cic
ti€ng 4n la tai.

Khéng gian dia ciing bj thu hep lai
thay ro.

H¢ théng khéng thé nhan dién & dia
cing khi ban da khdi dong tir mot
dia mém.

Hé théng khong thé nhin dién & dia
CD-ROM, mic du tnidge dé nd vin
hoat dong binh thudng,



Cac @p tin thi hanh dugc (executable
file) thay déi kich thusc.

Cdc tap tin thi hanh duge von trudc
diy hoat dong binh thudng, nhung
gio day khéng hoat déng nita va dua
ra cdc thong dicp bdo 16 bt ngo.
Cdc dén bdo tuy xudt wén & dia
ciing vi & dia mém bat sing khi
khong 6 bat ky hianh dong nao trén
cdc thi€t bi nay. (Tuy nhién, déi kbi
hé dién binh c6 1hé sé thic hién
cong viéc bdo didng thuong 1é sau
kbi h¢ thdng 16 cong mét thoi gian).
Cdc tip tin lién e bi hy hai.

Cdc thong diép bio 16i ky la xuait
hién trén man hinh.

Cdc thong diép bido 16i cla DOS va
Windows vé bing FAT hoic bing
phan ving duge hién thi.

& dia cing dang khéi dong béng
nhién bi treo trudc khi di vio mot
ddu nhic DOS hoic ché do Safe
Mode cla Windows 9x.

Cic phan m¢ rong tap tin hoic cdc
thuge tinh tap tin thay déi ma khéng
cé Iy do.

Mot théng diép duge hién thi tu
chuong trinh quét virus.

39



. S8 lugng cic cung bi hu hat vat ly
(bad sector) trén & dia cing li€én tuc
gia tang.

. Lénh MEM cta .DOS cho thdy cic
TSR (chuong trinh thitong tni) Xa la
duge nap vao bo nhdé.

b) Nhing diéu can lam khi ban nghi
ngd mdt sy phé hoaqi do virus

Néu nghi ngd ring mot virus dang higén
~ dién, ban hiay chay mot chuong trinh quét virus
dé phit hi¢n va xda virus nay. Néu phian mém
diet virus chua duge cai ddt, ban vin c¢6 thé st
dung né. Ban hiy tham khao tai licu dé€ bict
cach ti€p tyc. Trong nhicu trudng hgp, tién
trinh cai dat sé phdt hién ra virus ndy va ti€u
diet né trude khi ti€p tyc cong viée cai dat. Tuy
nhién, mot virus ¢6 thé vin hién dién trong hé
théng cho dU phdn meém di¢t virus bao ring
khong phat hién ra virus nao. Kha niing nay ¢o
thé xAy ra vi virus nay khéng duge phin mém
diet virus biét i, hodc vi n6 da lAn trén mot
cich thanh cong khoi sy phét higén cta chuong
tinh diét virus. Néu phin mém diet virus
khong tim thdy gi, nhung ban vin nghi ngd
ring c¢6 sy hién dién cda mot virus, ban hiy
tim ban ning cAp mdi nhat cho phin mém diét
virus cta minh va thi st dung ndé, hodc thit su
dyng mdt chugng trinh diét virus khic.
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c) Phong chéng virus

Cdc phan mém diét virus khong thé ngin
can khéng cho mdt chuong trinh Trojan horse
dugc sao chép vio mdy tinh clia ban, bdo cho
ban bi¢t ring mdt thong diép c-mail 14 mot o
ddnh IUa, hodc ép butc ban quin Iy cic phin
mém maot cdch khén ngoan. Tuy nhién, ngoai
viéc chd trong 61 cdc bign phap ngin ngita
mét virus xdm nhdp vao hé théng ctia ban; viéc
st dung phin mém diét virus 13 phong tuyén
tot nhdt gitip ban chéng lai cdc virus. M6t s&
phin mém diét virus ndi tieng duge lict ke
trong bing 3.

Bang 3 Mot s6 phan mém diét virus.

Noton AntiVirus clia Www.symantec.com
Symantec Corporation

Dr.Solomon’s Software |Www.drsolomon.com

McAfee VirusScan clia |www.mecafee.com
McAfee Associates, Inc.

eSafe cla Aladdin www.aesafe.com
Knowiedge Systems, Lid.

F-PROT cla FRISK www.complex.is
Software International

Command AntiVirus clia | www.commandcom.com
Command Software

Systems

Khi Iya chon phin mém diét virus, bdl’l cin
tim nhiing tinh ning sau:
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« Khid niang nap cic ban ning cdp
phin mém mdi W Internct, dé khi
cdc virus mdi xuit hién, phin mém
cda ban bi€t cich phat hién vi tiéu
di¢t chung,

» Khi ning ty dong thi hanh khi heé
thong khdi dong.

» Khi ning phit hién cdc macro trong
mot 131 lidu cha chuong trinh x& Iy
khi tai ligu nay dugc nap bdi trinh xi
ly tur.

+ Khi ning ty déng gidm st cdc tap
tin dang ducc nap xudng tlr Internet.

d) S0 dung phdn mém diét virus

Phan mém diét virus cé thé hoat dong tai
nhitng théi diém khdc nhau dé quét § dia cling
hodc mét dia mém cia ban nhim tim virus.
Hiu hét cic phan mém diét virus déu c6 thé
dugc dinh cdu hinh d€ quét bé nhd va cung
khdi dong cla § dia ciing ctia ban méi khi may
PC dugc bat Ién. B6i khi sé khong thyc € néu
ta d€ ching quét toin bs § dia cing mébi l4n
hé théng khdi dong, vi cong viéc nay mit qua
nhiéu thoi gian. Ban <6 thé can nhic dén viec
lap lich trinh (schedule) dé phin mém diét
virus hoat déng tai cing moét thdi di€m mébi
ngdy, ching han vio gid nghi trua.

Mot s6 phin mém diét virus co thé duoe dit
d€ hoat dong lien tuc trong ché€ d6 nén
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{background) va quét tat ca cac chuong trinh
dang duge thi hanh. Tuy nhién, phin mém nay
¢6 thé gay ra cdc su ¢d cho cac phin mém khic,
dic bigt 1a trong khi thue hién cic cong vige cai
cit. Néu gap sy 6 khi cai dit mot tng dung
mdi, ban hay tht déng chuang trinh diét virus lai
trong khi thuc hién cdng vige cai it nay.

Ban cidn bdo dim chic ring phin mém
di¢t virus cta minh <6 kha niang quét cic wp
tin khi ching duge nap xudng tir Internet hodc
tr mat mang, va kha ning quét cdc tai licu dé
tim cdc virus macro mdi khi cac 1ai liéu nay
duge md ra béi mot chuong trinh x¥ 1y . Phan
mém diét virus ca ban cling cin ¢é khi ning
quét cic tap tin va cdc cung khdi dong cla cic
6 dia cing va cdc dia mém. Mot phién bin clia
phin mém McAfee VirusScan dugc kém theo
cung v4i phan mém Nuts & Bolts. Khi s dung
phin mém nay, ban lm theo cdc hudng din
sau d€ quét virus cho mét & dia cing:

1. DPéi véi Windows 9x, ban nhin nut
Start = Programs — Nuts & Bolts
—+ McAfee VirusScan rdi chon
McAfee VirusScan tii menu con
ctia phin mém diét virus nay.

2. Khi phin mém bit diu thi hanh,
né sé cung cdp cho ban tiy chon
ding nhap vao Website cha McAfee
v nap xudng bt ky ban nang cip
nao cho phian mém niy (xem binh
2-4). Ban phii néi k&t vio Internet
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trude khi nhan ndt Update dé€ thyc
hién cong viéc nap xudng,

Hinh 2-4  McAfee VirusScan cho phép ban cap nhat

chinh né tr Web site clia McAfee nhim

: bdo dam kha ning bao vé chdng lai céc
virus mdi dugc phat hién,

1. K& d6 clia s6 Mcafee VirusScan sé
xult hién (xem hinh 2-5). Ban c6
thé chon & dia cin quét, nhiing gi
can Iam khi mét virus dugc phat
hién, nhing bdo cdo nio cin dugc
tao ra va nhing kifu tap tin va
nhiing vi tri ndo cin quét.

2. Sau khi ban di thuc hi¢n xong cdic
Iya chon clia minh, ban nhan nut
Scan Now d€ bit ddu quét.
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3.  Bit ky virus ndo duge phat hién sé
duge ligt ké trong hop danh sach
nim & day clta s8 McAfee VirusScan.

Hinh 2-5 Phan mém McAfee VirusScan sén sang dé
thyc hién cdng viéc guet virus.
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Nhiing diéu can
biét vé sao luu du
phong va khang 106i

Chinh sy nguy hiém cla ciac virus khién
ching ta cang nhin thic & hon vé tim quan
trong cla cic ban sao dy phong & dia cing va
cac phuong thtic bao vé dit lieu khic. B&i vdi cic
dir licu, cdc phin mém, nguyén tic chung la: néu
ban khéng thé thi€u ching duge, hay sao luu.
chang, Trong phin nay ching ta s& xem xét cAc
phin mém vi phin cling cin thict dé€ o cic ban
sa0 dy phong clia cic phin mém va cdc dit ligu
tr mét & dia cing. Windows 9x v Windows NT
déu cung cip cic cong cy sao laa va ching cling
sé duge ching ta im hiéu trong phin nay. Mot
tic vu khong thé thi€u duge trong cong tdc bio
duting phong ngira 12 nang cao tinh khang 16i cho
cac & dia ciing. Tinb kbdng 167 (fault tolerance) la
kh ning ca mét may tinh dap (ng trudc mot 16i
hoic mot su kien trim trong, ching han nhu &
dia cing bi hu héng hodc ngudn dién bi mdt, tinh
ning nly ¢6 thé gitt duge cdc dir liéu khong bi
mdt. Nhiéu cich ti€p can dé€ nang cao tinh khing
181 cho cic & dia cing duge goi chung 14 RAID.
Thuat nglt nay ban dau viét tdt cho cum
redundant array of inexpensive disks (mang
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thtta gém céc dia ré tén), nhung gin day da
duge cap nhat d€ mang ¢ nghia 13 redundant
array of independent disks (mang thira gém cdc
dia déc lap). Cic phuong thic RAID khiac nhau
cling sé duge dé cap t6i trong phin niy.

1. PHAN CUNG SAO LUU

Cédc thi€t bi phin cling dugc st dung phé
bi€n d€ tao cdc bin sao du phong dia cing
trén cdc mdy tinh ¢d nhin doc lap hoidc cac
mdy phuc vu ¢§ nhd bao gdm cic § bang
(tape drive), cic 6 Zip, cic 8 Jaz vi cic CD-
ROM doc/ghi. Tuy nhien, trong mét méi trudng
kinh doanh, n€u mét miy PC dugc néi k&t tdi
mét mdy phuc vu tip tin, cach ti€p can sao luu
thye t& nhdt 1a sao Iuu chc dif lieu tir & dia cing
cia mdy PC t6i midy cht (File Server). Cic di
lieu wén cd mdy PC lin wén miy chi (File
Server) déu ¢6 thé trd nén bj hu hai. Tuy nhién,
mdy chi (File Server) c6 thé ¢é rieng mot tién
ich sao luu ty déng dung d€ sao hwu vao bing
tUr hodic mét mdy mainframe 16n hon.

Bit ké phuong tién sao lwu clia ban 13 g,
thyc & nhat vin 1a chi sao hwu cic dit ligu ma
khéng sao luu cic phdn mém mot cich déu
din. Ban c¢6 thé chon sao lwvu phin mém mot
lin duy nhdt ngay sau khi cai dit né. Sau nay,
néu phan mém tr& nén bi hu hai, néd cé thé
duoce cai dat lai,
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Phidn nay trudc hét s& dé cip tdi viéc sd
dung cic & bing i, sau d6 1 cic & dia thdo
i4p cho cic cong viéc sao o

a) Cac & bang it

Cic 6 bdng nv (tape drive, xem hinh 3-1) 1a
mot cach ré tién nhat dé sao huu toan bo mot &
dia cing hodc cic phin cta né. P&l véi cong
viec sao luu, cdc & bang tir tién lgi hon so véi
cac dia mém hay cdc kidu dia thdo 1dp khic va
ching tudng déi ré tién. Cic bang tr ¢6 thé c6
dung lugng tir vai trdm KB tdi vai GB, ching
bao gém nhiéu kiéu va nhiéu dinh dang
(formai). Mic du & bang tit khong doi hdi ban
phii sit dung phdn mém sao luu dic biet dé
quin 1y ching, nhung trong da s6 trudng hop,
ban sé& muén ddu tu vio mdt phidn mém sao luu
chuyen dung dé quin ly ching nhim c6 thé
t20 ra cdc ban sao luu moét cich hiéu qud va it
t6n cong stc nhat. Cac & biang tir v cdc bang
tit ¢ rat nhiéu kiéu, tiéu chuin da dang. Mot
s8 kidu va tieu chudn thong dung hon sé dugc
ching ta tim hiéu trong phan nay.

Hinh 3-1 Mgt hé théng & bang ti.
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Nhuoc diém I6n nhdt clia cac § bing wr 1a
cdc dit liéu duge hru trit trén bing tir theo kidu
- truy xudt tudn i (sequential access), 6 nghia
3, d€ doc d@ lieu o bat ki noi nio trén bang
t, ban budc phii bdt ddu tr phin didu cia
bing tr r6i doc cho t6i khi bit gip cic dit lieu
cdn tim. Tinh chdt tuy xudt win tr khién cho
viéc phuc héi cfe tip tin tr& nén cham chap vi
bdt tién, day chinh 1a 1y do gidi thich i sao
cdc bing tir khong dugdc st dung cho muc dich
luu trit dir liéu da ning,

Cach thaic giao ti€p cia 8 bing k¥ véi may
tinh. & bing tr ¢6 thé thude loai ldp trong
(internal) hodc loai 14p ngodi (external), O bing
tr 1Ap ngoai dit tién hon, nhung <6 thé duce sir
dung cho nhiéu may tinh. O bing tr ¢6 thé gizo
ti€p véi mdy tinh theo cc cdch sau:

. O bang tr Hp ngodi c6 thé siy dung
céng song song (xem hinb 3-2) kem
theo mot cbng ndi thdng (pass-through)
tiy chon téi may in (€ & bang va may
in ¢6 thé sik dung chung cong song song).

. 6 bing tir Hp trong hoidc Hp ngodi ¢6
thé slt dung mot bus SCSI. Phuong
thiic nay dem lai két qua 6t néu &
bing tr va 6 dia ciing nim trén cung
bus SCSI, trong d6 chaa 161 thong dit
li¢u chi déi véi he théng SCSI nay.

. 0 bing tit 1dp trong hoic Iip ngoai
c6 thé st dung card kiém sodt doc
quyén cla riéng ching,
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« O bing to ldp trong nho4c [Ap ngoai o
thé s dung bo kiém soat dia mém.

External tape
drive

Paraliel port

Hinh 32 O bang to l&p ngoai ¢b thé st dung cdng
song song cho xudt/nhap, kém theo mot
céng ndi thong tay chon tét may in.

Cac bing tif duge sit dung cho 8 biang tit
Cac & bang tU thich nghi véi mot trong hai loai
bang i cac data cartridge 6 kich thudc 4x6x%/8
inch va cac minicartridge nhd hon, gitng nhu bang
fr trong hinh 3-3, c6 kich thude 34x2Vix¥B inch,
Trong hai loai n2y, cic minicartridge duge st dung
phd bién hon vi cic 6 biang cla ching o thé lip
vira vao mot hoc 5%z inch cha khung miay PC.

Write-protect
switch

Hinh 3-3  Minicatridge danh cho & bang tir cd mdt nut
gat bao vé chong ghi.
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Cong nghé dugc cdc & bing tit st dung dé
ghi vao cdc bing tf twong ty nhu céc céng
nghé dugc cic § dia mém st dung (xem tii ligu
“Céc 8 dia mém™). Tai phin diu ctia biang t ¢
mét bang FAT giam st vi tri cia cac dit lieu va
cdc cung bi hu hai trén bing t nay. Bing
phii duge dinh dang trude khi ban ¢ thé ghi
cdc dif liéu 1én né. Nhiéu bing it dudgc dinh
dang sin tif nha may. Ban hdy mua cdc bing
loai nay dé khéng phdi mat thdi gian dinh dang
cho chiing.

Cédc titu chudn danh cho viéc ghi di liéu
vao bing tir chua phat trién nhu ngudi stt dung
mong dgi va di€u nay khi€n ching ta phai cin
than chon lya ki€u bing ti thich hgp vdi cic 8
biang tir khi mua vi st dung ching. C6 nhidu
tiéu chudn dugc dé ra bdi cac t8 chic hoic cac
hing san xudt khic nhau. Hinh 3-4 bao gém
hai bang, méi bing 14y tir mét hiing san xudt &
bing tr khic nhau vi cho ta thidy cic dinh
dang bing tif va cidc kiéu bing tit duge hd trg
b&i mdi 6 bing ti trong s§ cic 6 bing tit cha
ho. Hinh 3-4a cho thdy ring & bing Ditto 2-GB
c6 thé ghi bing cach chi sit dung phuong thic
2-GB, nhung c6 thé doc cic biang tr bing cdc
phudng thic khac nhau. Hinh 3-4b cho thdy,
ring 8 bing tt danh cho minicértridge Eagle
TR-3 c¢6 thé st .dung dinh dang QIC-3010 hoc
QIC-3020 va nam ki€u bang tir. Luu ¢ ring céc
4 bing nay thudng ciing c6 khi ning doc cic
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dinh dang khic vén tuong thich véi cic dinh
dang duogc liét ke,

* Using software compression with an assumed 2:1 compression ratio

b Minigartridge capacities abtained by the Eagle TR-2 tape drive using
ftve different

Hinh 3-4 Céc bang tlf c0a hai hdng san xudt bing tu
cho ta thdy vd s& dinh dang dugc sd dung
khi doc va ghi vao cac bang tir.

Cdc dinh dang bing o va cic kiéu bing
tir. Mot trong s6 “nhing né lyc diu tién dé
chudn hda céch thitc ghi dit licu vao bing i di
dugc thiét 1ap khoang nim 1993 bdi mét nhdm
gém cic nhi sin xuidt hgp thanh 8 chic
Quarter-Inch Cartridge Drive Standards, Inc. Cic
tieu chuin nay dugc goi 13 cdc tiéu chudn
QIC (Quarter-Inch Committee), hay cidc tiéu
chuin Quarter-Inch Cartridge. P4 ¢6 rdt nhiéu
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tiéu chuin QIC dugc phit trién, nhung chi ¢6
mot vai ticu chudn con duge st dung ngly nay.
Hing 3M da phdt wi€n mét tiéu chuidn 6 tén
goi 1a Travan, dua trén dinh dang QIC. Travan
1a mdt tiéu chudn duge hiu thuin b&i nhiéu
hiang san xudt hang dau trong linh vyc sian xuit
& bang tit. Cac tiéu chudn Travan c¢é nhiéu cip
d6 khac nhau va-duge dit tén 1dn luot tt TR-1
i TR4, mdi cAp d¢ déu dya trén mot tiéu
chudn QIC khic nhau. :

Khi quan sat ¢6t tht ba cla hinh 3-4a, noi
cho thiy cic ki€u bing tr vd cdc ticu dé cot
clia hinh 3-4b, ban ¢ thé thay ring c6 nhiéu
ki€u bing t duge st dung. Tuy hiu hét cic
hing sdn xuidt déu dé nghi ring ban nén st
dung mét cartridge biang ¥ do ho ché tao cho
& dia cia ho, nhung ds6i khi cic 8 bang wr ¢6
thé hd trg nhiéu kiéu bing tir khic nhau. Mic
di mét & bing t¥ cé thé st dung mot
minicartridge thay vi mot data cartridge, nhung
khéng phdi 1a tdt cd cdc bing ti minicartridge
déu 6 theé duge sit dyng véi bat ky & bing
niao. Ban ¢6 thé tham khdo tdi lieu huéng din
dianh cho & bing wr d€ bi€t nhing loai biang tir
nao ban c¢6 thé st dung véi & biang ciia minh,
Cic & bdng tit minicartridge sit dung nhiéu hon
mét kifu co cdu bang tit va nhiéu hon mét mat
dd duge st dung dé ghi dir licu vao mot biang
tr (gidng nbw c6 nbiéu hon mot mat dé dank
cho cdc dia mém). Ngodi ra, mét s6 6 biang tir
khéng th€ dinh dang cic biang tir, ¢é nghia 1a
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ban phii mua cdc biang tr dugc dinh dang sin
dé c6 thé str dung véi 8 bing nay.

b) Huéng dén gidi quyét cac sy c8
8 bdng

Sau diy Ia mét danh sich gbém cic sy ¢8 8
bing tr ma ban ¢4 thé gip phii, kém theo dé
12 cac dé nghi cich thic gidi quyét ching:

Mot minicartridge khéng hoat déng

« Né&u ban dang <8 ging ghi du liéu,
ban hdy xic nhin ring minicariridge
nay di dugce dit cho phép ghi.

. Ban di ldp minicartridge vao.8 bing:
ding cich chua? (Xem tai liéu buGng
din).

« Kiém tra dé chic ring ban dang su

" dung kiéu minicartridge pht hgp (Xem
teui lieu budmg dan).

» Minicartridge nay da dugc dinh dang
chua? Cong viec dinh dang dugc thuc
hien béi phdn mém va c6 thé mat mét
gi¢r hoic hon.

» Lim cing day bing. Ban hiy st
dung phin mém sao luu di lieu dé
thuc hién diéu nay. Mét s6 & bing ti
ddi héi diéu nay, nhung mét s &
bing khic khéng cin. Céng viéc
lam cdng day bdng (retensioning) sé
quay t&i va quay lui bing dé€ loai trir
céc chd bi chung trén bing tir.
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Lay minicartridge ra va khai dong lai,
sau d6 thir lai minicartridge nay mot
lan nita.

Thit st dung mot minicartridge mdi.
Minicartridge cG ¢6 thé di mon.,
Gibng nhu véi cic dia mém, néu bing
tir duge 18y ra khdi & bing trong khi
den bdo & bing vin dang chay sing,
cdc dit liéu dang dugc ghi vio thoi
di€m d6 ¢6 thé s& khong doc duge.

T6c A9 van chuyén dit lieu chim

Phin mém bang &t c6 mot ty chon
danh cho i w t5¢ do hoic nén diy
lidu khong ? Ban hay thir bat mot tuy
chon 1én, sau do dén twy chon kia, tit
va bat lén trd lai.

MGt s6 & bing tir c6 the sir dung mét
card ting tdc d€ ddy manh e do
van chuyén dit lieu. Ban hiy xem lai
tai lieu huéng din st dyng danh cho
S biang nay.

Thit mét minicartridge méi.

Néu & bing tr c6 thé hd trg, ban
hiy x6a toin bo bing t rdi dinh
dang né lai. Hiy bio dim ring &
bing tU <6 kh3 ning thyc hién tha
e nay trude khi ban ra lénh cho
phin mém thyc hien.
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Néu ban di cai dat mot card ting
t6c, ban hay xic nhan ring card niy
dudc néi tdi & bing .

Kiém tra xcm phin mém bing t ¢4
di bé nhed dé hoat dong khéng.

o bing khdéng hoat dong sau khi dugc
Eip dit

» Kiém tra dé chic ring chan s5 1

duge canh chiéu ding véi sci cdp diy
liéu & ca hai ddu.

Kiém tra xem 6 st xung dot tai nguyen
hay khong. & bang tr thuwng doi hoi
mot IRQ, kénh DMA va dia chi 1O,

B6i véi DOS, ban hiy kiém tra lai
cdc khodn muyc trong cdc tip tin
AUTOEXEC BAT va CONFIG.SYS.

o bing bi truc triic khong thudng xuyen
hodic dua ra cic 154

Bing tr ¢6 16 d3 bi hao mon, Ban
hay thir mét bang tit méi.

Chui dau doc/ghi cua 6 bing tv
(xem tai liew budng dén siy dung dé
biét cach thyc hien).

Béi véi mot & bang lip ngoii, ban
hay ddi ¢ dia nay cing xa monitor
va khung mdy cang wt,

Pinh dang laj bing .

Lam cang day bing,



+ Xac nhan ring ban dang st dung
ki€u bing t¥ va dinh dang biang t
thich hop.

¢) Céc & dia thdo Idp

Cdc phuong tién méi ching han nhu cic CD
read-writable hodc cic § Jaz dang ngiy cing
duge st dung nhiéu hon cho coéng viéc sao luu
du phong, vi ching con 6 thé dugc si dung
cho cac muc dich khic va vi gid ¢4 clia chung
hién nay da giam khi nhiéu, Nhu da duoe gici
thieu trong i lieu “Cdc kbdi niem co ban vé o
dia cing”, cic § dia Zip duoc ban ra véi cdc
dung lugng 100MB hoic 250MB. SuperDisk ¢6
thé luu gitt 120MB dtr lieu va cic & dia Jaz ¢é
thé chita 1GB hojc 2GB dit ligu. Cic & dia thdo
lAp niy hét sic ly tudng cho coéng vige sao luu
dy phong vét diéu kien 13 cdc di lidu chia vira
twén mot dia. Khi cic dir licu c6 thé chia virm
r€n mdt dia thdo Mp don, met phuong thic
nhanh chéng va dé dang dé sao hwu diy ligu vao
mot trong 56 cdc dia ndy 1A tao ra mét bidy
tuong tdt (shortcut) trén man hinh desktop dé thj
hanh mét tap tin batch nha (1dp tin dang text c6
phéan mé rong BAT). Vi dy sau day sé minh hoa
cach tao mot bidu tuong tit d€ sao luu thy muc
\DATA, cling cic tip tin va thv muc con clia né:

1. Bing cach st dung Notepad hoic
WordPad, ban hiay g5 vio cic dong
ienh sau, trong d6 & dia thio lip 12 8
dia E va thong s§ /S ra lenh hé digu
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hanh kem theo cic thu muc con khi
sao chép. (Cac tap tin dn s& kbong
dioc sao chép, nhung cac tdp tin diy
lidu thutmg kbong mang thudc tinh dn):
XCOPY C:ADATAN".Y E: /§

Luu tip tin nay lai vdi tén  goi
\DATA\BACKUP.BAT r6i thoat khoi
trinh bién tap.

Tao mot bidéu tugng tdt rd t&i tAp tin
BACKUP.BAT., '

Do cic tip tin BAT la cic tip tin
DOS, nén biéu tugng trén man hinh
desktop sé 1a biéu tugng MS-DOS. BE
thay ddi bi€u tugng niy, ban nhip nit
chudt phai vao nd, chon Properties i
menu X0 xudng, nhidp chon khung
trang Program, r6i nhin vio nit
Change Icon (xem binh 3-5). Ban
hiy chon mot biéu tugng rdi nhan ndt
OK hai 1in d& quay ud lai v&i man

hinh desktop.

Hinh 3-5 Thay ddi biéu tugng danh cho biéu tugng

tat BACKUP.BAT



$. B4t ky khi nao néu muén sao lau cic
di liéu cha minh, ban hiy dit mot
dia vao & réi nhap d6i ndt chudt vao
biéu tugng tit BACKUP.BAT.

2. CAC PHUGNG THUC SAO LUU

Hién ¢6 nhi€u phuong thic phic tap hon
duoc st dung cho viéc tao ciac ban sao dy
phong, trong dé ti€n trinh suao luu b tinh lya
chon, ching han chi sao lwu nhing gi dugce
thay ddi, nhiing g hién chua dugc sao hmu...vv,
Theo truyén théng, cic phuong thic nay déu
lién quan té&i viée sao luu vio cdc bang t, vi
bing tir thudng &l 16n dé chia toan bd bin sac
du phong. BE minh hoa cic phuong thic nay,
ching ta s& s dung cdc bing t lam phuong
tién sao luu. Phuong thidc con, cha va 6ng ndi
la moét k€ hoach danh cho viéc tai st dung
bing t0. Cic ban sao dy phong ddy da, ting
didn va ¢6 phan biét 13 cic phuong thic duge
st dung d€ didy manh ti€n trinh sao luu, cic
ban sao dy phong dugc dinh lich trinh dugce
thuc hién dé€ giam thiéu sy bat tién cho nhing
ngudi dung. Cic céng viéc sao luu ¢b lya chon
chi sao lwu cdc dit lieu thuding thay déi trén &
dia ciing. Bing cdch chi chon sao luu cac folder
thi¢t y&€u nao dé trén § dia cing, ti€n trinh sao
lwu sé dién ra nhanh hon va viéc phuc héi cac
dir lieu bi mat sé trd nén dé dang hon.
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a) Phuong thic con, cha va dng ndi

Khi ban phuyc trach thyc hién thd wc sao
lwu dy phong cho cdc 6 dia ciing, méot trong
nhitng di¢u ban phai lam wudc hét 1a dit ra
mot k& hoach sao luu. Mot k€ hoach thong
dung danh cho sac luu du liéu, duge goi 1a
phitong ihiic con, cha va éng ndi (child, parent,
grandparent method), sé khién viée tdi st dung
cdc biang t trd nén dé dang hon. Bing 4 gidi
thich phuong thitc niy. Ban hiy ghi k& hoach
nay ra gidy va duy trt mot s& nhat ky ghi chép
cic cong viéce sao luu di dugc thyce hién.

Bing 4 Phudng thic sao lvu du phong
con, cha va éng néi

Con

Ngay Duy tri bén bing sao lwu hang ngay va
ngdy  |tai chd |ludn chuyén ching sau mdi tudn. Ghi
nhidn bén bing ndy {&n Jugt A thi Hai,
thit Ba, thir TU va the Nim. MOt ban
sao hang ngay {con) thu Sau khong
dugc tao ra, vi vao thr Sau ban sé tzo
ra bin sao dy phbng cha.

Cha Hang |Ch Thie hién sao 'wu dy phdng hang tudn
tudn khac |[vao ngay tha Sdu. Duy tri ndm bing
1l sao u hang tuin, mdi bing danh
cho mdi ngay thi Sau cia thang va
luin chuyén ching sau mdi thang. Ghi
nhidn c¢dc bing tir nay lan Iugt 12 thd
Sdu 1, thir Sdu 2, thir Sdu 3, tha Siu 4
va thu Sdu 5.
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Ché Thue hign cbng vige sao lws dy phing
khdc, |hang thing vao ngay thi Siu cubi cing
frong |cla thang. Duy tri 12 bing fi, mbdi
mot két|bdng tif danh cho mt thang trong
sit - |ndm. Luan chuy&n ching sau mdi nim.
chdng | Ghi nhdn cho cac bing nay Jan luct 1a
chdy. thdng Giéng, thang Hai, thang Ba, .wo

b) Cdc bdn sao luu day 44, tang dan
va ¢6 phan biét

Mot s6 phuong thifc sao luu dy phong dugce
thi€t k& dé lam cho cong viéc sao luu trd nén
hi¢u qua hon, bing cich khong thuc hién sao
ltu todn bd cdc dir lieu mébi ldn cong viéc sao
lwu duge ti€n hanh., M6t thd tuc sao fuu ddy di
(full backup) s& sao luu toan bo cac di lidu tir §
dia cing. Mot thd tuc swo luu ling ddn
(incremental backup) sé€ sao luu chi cic tip tin
da duge thay d6i hodc cic tip tin vira méi duge
tao ra ké ti 14n sao luu sau cong, bdt k€ bdn
than thti tuc sao lun sau ciing nay la mot thi
tuc tdng dén bay ddy dii. Cac thi wc sao huu c6
phan biét (differential backup) sé sao luu cic
tap tin da dugc thay déi hodc da dugc tao ra ké
tf 1dn sao luwu ddy dii sau cing.

Ban hiy bit ddu bing mot tht tuc sao luu
day d0. Lin k€ ti€p ban thyc hién mot céng
viéc sao luu, néu ban chon phuong thic ting
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dan, chi cdc tip tin d4 thay déi hoic duge tao
ra k& tit 14n sao luu diy dd sau cing mdi duge
sao lyu. Lin th hai ban thyc hién mét tha tuc
sao luu ting din, chi cdc @p tin dd thay déi
hodc duge tao ra k& tr 1an sao luu du phong
ting din sau ciing mdi duge sac luu.

Vi du, khi dang sU dung phuong thdc con,
cha va éng noi, mét thd e sao Juu dy phong day
dn c6 thé duge thue hién vao mbi ngay th Sau
Cic ban sao hwu tir thit Hai téi thit Nam ¢é thé fa
cdc ban sao luu ting dan. Uu diém cha phuong
thiic ndy 12 cac thd e sao luu ting din s¢ dién ra
nhanh hon va doi hoi it khong gian luu trii hon
cac ban sao diy di. Difm bt loi cta phuong thic
nay 13, khi cac dif lidu cdn phai duge phyc hoi,
ban phai bit du tr ban sao du phong day di sau
ciing i st dung qua hét mdi ban sao hiu ting
din cho t&i thai diém ma cac dit ligu bi mat. Tién
trinh nay ¢6 thé rat mat thoi gian. Néu ban st
dung cic ban sao hw tang din, ban hay vach k&
hoach thyc hién mot ban sao ddy 0 sau it nhat
mdi 6 hoic 7 ban sao luu ting din. Céc tién ich
sao0 Iuu clia Windows 9x v Windows NT déu ho
tro cac thd tue sao luu ting dan.

Né&u ban st dung phudng thitc sao luu 6
phin biét cing vdi phuong thic con, cha va
ong ndi, ban hiy tao mét ban sao dy phong
ddy dd vao cdc ngay thd Siu. Vio ngay thd
Hai, ban hiy thyc hién mét thi e sao luu ting
din. T4t ¢& céc tap tin d4 thay ddi k&€ nr ngay
thet Sau déu duge sao luu. Vio ngay thit Ba,
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mét thu tue sao luu ¢ phan biét cling s€ sao
luu tdt cd cdc tip tin dd thay déi k€ th ngay tha
Sau (bdn sao du phong day di). Cic thl tuc sao
lwu ¢é phian biét khéng xem xét xem cédc thu
tuc sao luu <& phin biét khiac di duge thyc
hién hay chua, nhung s¢ so sanh cdc di liéu
chi véi ban sao luu diy dt sau cing va day
chinh 1a di€m khde biét gitra cac thii tuc sao hu
cé phan biét va cic thd e sao luu ting dén.
Uu diém clia cic tht tuc sao luvu ¢ phan biét
so v&i cdc thl tuc sao luu ting din 13, néu ban
can phuc héi cdc d lieu, ban chi cin phuc hoi
tr ban sao dy phong diy di sau cing va ban
sao dy phong ¢6 phin biét sau cung. Cdc thd
tuc sao luu dy phong ¢6 phian biét khéng duge
Windows 95 hé trg, nhung duge hd trg trong
Windows 98 va Windows NT.

K

¢) Cac bdn sao luu theo lich trinh

Céc thd e sao luu ¢6 thé duge thuc hién
mdt cdch tuong tic, hodc ¢6 thé duge dinh lich
trinh dé ty déng thuc hién. Cic thd e sao lwu
tuong tdc duge thye hién bdi ngudi ding dang
ngdi trude may tinh. Mot tht tuc sao lwu du
phong theo lich trinh duge dinh lich trinh dé wy
dong thye hién bdi phan mém khi mdy tinh
thuding khong duge st dung t6i, ching han nhu
vio gitta dém. Windows 98 va Windows NT hd
trg viée dinh lich tinh (schedule) cho bit ky
chugng trinh nao (bao gém ca cdc tdc vu sao
fire); sao cho ching sé thi hinh vao mot thdi
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diém (ngay, gid) dinh truéc ma khong cin dén
sy can thiep clia ngudi ding. Trong Windows 98,
ban 1am nhu sau dé dinh lich trinh chuong trinh
BACKUP.BAT mi ching ta di tao ra trudc day,
& né thi hanh vio ldc 11:59 PM cba méi ngay
thit Hai:

1.  Nhdp dbi nit chudt vio biéu tuong My
Computer trén man hinh desktop. Tu
cita s8 My Computer, ban nhip doi
nit chudt vio biéu tuong Scheduled
Task. Cla s6 Scheduled Tasks lap tiic
xuat hien (xem hinh 3-6).

Hinh 3-6 Bé& sung mot tac vu thi hanh thea lich trinh
trong Windows 98,

2.  Nhip dai nit chudt vio biéu tuong
Add Scheduled Task. Hop thoai
Scheduled Task Wizard lién xudt hién
(xem hinh 3-7). Ban hiy chon chuong
tinh cin dinh lich trinh: nhan nat
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Browse, tim vao nhap chudt vio tap
tin BACKUP.BAT trong folder \DATA,
sau d6 nhin nit Open.

3. Nhip vio mét tén goi cho tic vu
nay, chen lich trinh thi hinh né, réi
nhdn nat Next d¢ ti€p tuc.

4. Nhip thoi gian bdt ddu va ngay trong
tuin md ban mudn tic vu nay thi
hanh. Trong vi du cta ching ta, ban
nhdp vao 11:59 PM, cvery Monday,
r6f nhan nit Next d€ tigp we.

5. Scheduled Task Wizard sé& bdo cdo
cdc théng s6 cta tdéc vy dugde dinh
lich trinh. Ban hay nhin nit Finish
dé€ hoan tat ti€n trinh.

Suhrduted Task Wizord

Hinh 3-7 B4t t&n cho mét tac vy duge dinh lich trinh va
chon fich trinh 48 né hoat dong.
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Hinh 3-8
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Sau nay, néu ban muon thay dot cac
xic 1ap cho mdt tdc vu duge dinh lich
tinh, ban nhip d6i ndt chudt vaoc
bidu tigng My Computer, nhip doi
nit chudt vao biéu tigng Scheduled
Tasks, r&i nhip nat phai chudt vao
biéu wiong tic vy can diéu chinh
trong clta s6 Scheduled Task. Chon
Properties il menu xG xudng (xem
binh 3-8). H(’f)p. thoai thude tinh cla
tac vu lién xudt hien (xem bhink 3-9).

ILEOPM vty . ITERUEPM . Never

Thay ddi cac xac lap che tac vy bang céch
st dyng hép thoai thudc tinh cla né duge
lidt ké trong ciia s& Scheduled Task.

Nh#p chon khung trang Settings dé
thay d8i cAc xdc 1ap cho tic vu. Tau §
tai phin day cha khung trang nay
ring ban c6 thé ra [enh trink lap lich
(task scheduler) danh thic may PC
day dé thuc hién tic vy nay. Tuy
chon niy doi héi bo mach hé thdng



ctia ban phai hd trg viec bat nguén
may tinh bing phin mém. Mudn biét
bo mach hé théng cha ban ¢6 hd trg
tinh ning nay hay khéng, ban cé thé
xem trong CMOS setup hoic trong tai
licu danh cho bo mach hé théng, N&u
bo mach hé théng clia ban khéng hd
trg, miy PC phai duge bat 1en thi
trinh 1ap lich mdi ¢6 thé hoat déng,

Eromk ops Ter g TEre

Hinh 3-9  V8i mot s§ may tinh, trinh 1ap lich tac vy co
thé bat ngudn may tinh I&n a8 thi hanh tac vy.

3. PHAN MEM SAO LUU

Hiu hét cic & bing tir déu duge keém theo
phin mém sao luu. Ban cing ¢6 thé mua mdt
phin mém sao luu cla hing thd ba hoic st
dung Windows 9x hodc Windows NT d€ sao luu
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dia cing ctia minh. Khi tm hiéu vé phin mém
sao lwy, ban can nhé ring phin mém nay chi
sao luu cdc tap tin dang khong dugc sit dung, do
dé ban hiy ddng tat ci cic tip tin va cic Gng
dung lai trudc khi thue hién mdt thl tuc sao luu.

a) Tién ich Backup cla Windows 9x

Windows 9x cung cdp mét tién ich sac luu
hé tres viee sao hwu t6i ¢ cdc dia mém lin cac
) bing tit. Windows 98 hd trg nhiéu thiét bi sao
hwu duoe st dung phd bi€n hién nay, bao gém
cdc thi€t bi st dyng cdc cdng tin ty, cic thiét
bi IDE/ATAPI va cic thi€t bj SCSI, vén khéng
duge Windows 95 hd trg. Ban vin ¢é thé su.
dung c¢dc 6 vAd cdc biang ti khéng ducc
Windows 9x hd trg, nhung ban budc phii st
dyng mdt s6 phin mém sao hmu cfia hang thi
ba vdi ching.

Trong Windows 9x, néu thanh phin
Backup clia Windows 9x chua duge cii dit, ban
¢6 thé ciai dit né nhu sau:

1. Nhin nit Start — Settings —
Control Panel, r6i nhip déi nat
chuot vao bi¢u wigng Add/Remove
Programs.

2.  Trong hop thoai Add/Remove Programs
Properties, ban nhdp chon khung trang
Windows Setup.

3. Dudi muc Disk Tools dsi véi
Windows 95 hoic System Tools doi
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véi Windows 98, ban chon Backup,
sau d6 nhin nit OK rdi nhin nit
Apply dé cai dit thinh phin nay.
Ban s& dugc yéu cldu cung cip dia
CD-ROM hoic cic dia mém g8ic cha
Windows 9x d€ hé diéu hanh cé thé
hoan it cong viec cai dit.

Muén st dung tién ich Backup clia Windows
98, ban lam nhu sau:

1. Nhin nidt Start = Programs -»

Accessories = System Tools, rdi
chon Backup. Backup Wizard trudc
hét s& tim ki€m cédc thiét bi sao hn,
ching han nhv cic & dia Zip hoic
cic 8 bang tir. Néu khéng tim thdy,
né s& hdi ban ¢ muédn cai dit mot
thiét bi sao Juu hay khéng. Trai lai,
né ‘sé hién thi moét cira s§ héi xem
ban muén tao ra mét tic vu sao luu
mgi hay m& mdt tic vu di c6 sin.
Tién ich Backup luu giit cic théng tin
vé cic tic vy sao luu dudi mét tén
goi do ban dit, do d6 ban cé thé s
dung ciing mét tdc vu nhidu lin. Ban
hiy chon Create a new backup job
roi nhian ndt Next dé tép tuc.

Backup Wizard s& hdi ban vé kiéu
sac lwtu ma ban muén s dung (vi
du, sao lew 1dt cd cdc tap tin bay chi
sao luwy cdc 1Gp tin da thay déi ké iy
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HiTl SA0 (Y sdu cung). ban hay lya
chon réi nhin nit Next dé tiép tc.

Lac nay tién ich Microsoft Backup sé
hién thi mot clra sé Backup (xem
hinb 3-10).

Hinh 3-10 Microsoft Backup cla Windows 98 cho

’

4.

phép ban lya chon cac tap tin va cac folder
cén sao luu,

Muén sac luu chi cdc tap tin, folder,
hay & dia luan Iy nio dé, ban dinh
ddu kiém vio cdc hop vuéng nim
bén trdi tén cla ching. Ngoii ra, dé
hi€n thj mét danh sich gdm tat ci
cdc folder con trong mat folder, ban
hiy nhdp chudt vao hép mang dau +
nim bén trdi folder nay. Backup chi
ra ring chi ¢6 cic phidn cla mot
folder hodc & dia duge chon sao luu
bing cdch dit mot dau kiém xim
trong hép vudng tuong ting.



5. Ban hay lwu ¥ khung mang nhin
Where to backup nim & gbéc dudi
bén trai cha clra s6 Backup trong hinh
3-10. Ban hiy chon tif danh sich tha
xuéng nay phuong tién va thu muc
duge st dung cho viéc sao luu. Trong
vi du ctia ching ta, phuong tién [a &
dia D, inot 8 dia Zip. Tap tin sao luu
sé dugc dit trong moét folder mang
tén \Backup. '

6. Nhip vio nit Start dé€ bdt dau cap
nhat.

Mudn phuc hdi cac tap tin, cc folder hodc
toan bo & dia cing tr ban sao luu dy phong,
ban lam theo cdc hudng dan sau:

1. Trén cla s6 tién ich Backup (xem
hink 3-10), ban nhin nit Restore,
sau dé chon tic vu sao luu ma ban
mudn st dung cho ti€n trinh phuc
héi. Tién ich Backup sé hién thi cdc
folder va cdc tap tin dd dugc sao luu
bing tic vu niy. Ban ¢ thé chon
cdc tht ma minh muén phuc hoi.

2. Nhin nut Start dé thyc hién cong
viéc phuc hoi.

4. RAID

Ngoai viéc duy tri mét bin sao dur phong an
toan, mdt phuong thitc bio ve dit liéu khic 1a ghi
lien ti€p hai bin sac cla cic di lidu, mdi bin
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nim trén mot 8 dia cing khac nhau. Phuong thic
nay thudng dugc st dung trén cac miy phuc vu
tAp tin cao cAp va ddt tién, nhung doi khi ciing c6
nhiing nh hudng ma mét ngudi ding may tram
lam viéc cling can st dung.

Cidc phuong thic duge st dung dé cai thicn
hi¢u suat va/hodc ty déng phuc hdi tr mét sy
c6 duge goi chung 13 RAID (redundant array of
independent disks: mang thita gém cac dia déc
lap). RAID c¢6 nhiéu cdp d6, nhung trong phin
nay ching ta chi dé cip t6i ba cap d6 duge st
dung phd bién nhdt (xem bdng 5). Trong s6 cic
cdp do RAID, chi ¢6 nim cip d6 ddu tien 1a
thiét thuc vé mit tai chinh d6i véi mét tram
lam vig¢c doc iap.

Bang 5 Ba cdp dé RAID phé bién nhat.

RAID O: T4ch [Cai thién higu[Cdc dir liu dugc ghi vao hai
dai dia (disk |sudt hé thdng|hodic nhifu § dia cing. Bo dia
striping) va slc chifa[ndy duge xem 13 mdt volume
khéng cé dir ligu. don 18 {m¢t 6 dia o ddn). Do
chn 18. c¢d nhiu hon mdt § dia hoat
(Thuat ngt ddng, higu sudt sé ting lén.
tdch dai

(striping) am

chi tdi viée

ghi dit lidu

ngang qua

nhiéu hon mét

8 dia vat Iy).
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RAID 1: Tap |Cung cp khd |Céc du lidu duge ghi hai lan,
guong dia ndng khidng | m&i An vao mét trong s6 hai
(disk 3. f dia. Ky thuat tao guong dia
mirrioring) chi sit dyng mot b6 diéu hop
hay tao song HD (HD adapter), Ky thuit
céng dra tao song cdng dia s dung
{disk hai bd diéu hgp, mdi bd danh
duplexing}. cho mit 8 dia.
RAID 5: Tach |CAi thign higu|Gac dif liéu duge ghi vao hai
dai dia ¢6 Suiit, sic chifa{hodc nhiu & dia, nhung cac
chdn 18, dif lidu va cung|thdng tin chin 18 ciing dudc
cip kha ning|ghi vao mdt 6 dia thd ba hoic
khang 1Bi. 8 dia phu dé ki mat 6 dia bi
sy cf, cac & dia con lai co the
tai tao lai cac dir ligu dugc iuu
tris trén & dra bi sy cd nay.

RAID Level 0 gia ting dung luong & dia
luan 1y bing cich xem hai § dia nhv 12 mét §
dia luin ly don, nhung né chi chita mét ban
sao cda dit liéu. Do d6, cdp d6 nay khong cung
~ cip mét cdch dé phuc héi dit lieu sau khi xiy
ra mot sy o8 (moét tinh ning quan trong cla
khing 161). RAID 0 1a phuong thic tdch ddi dia
(disk striping), mét phuong thic trong dd nhiéu
hon mot & dia cing dugc xem nhu la mot
volume don. B6i v6i mét ming gdm hai & dia
ciing, mot s6 dit lieu s& duge ghi vao mot § dia
cling va mot sd dit lieu sé& duge ghi vao & dia
kia; ¢ hai 6 dia tao nén mét § dia luan Iy
(volume) vi cic dir liéu chi dugc ghi mat ldn.
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RAID 0 dugc Windows NT Workstation hé trg
nhung khéng duge Windows 9x hé tro,

RAID Level 1 duge thi€t k€ d€ bio vé cac
dur lieu khi xay ra mot sy 8 & dia cing bling
cdc ghi cic dir lieu hai l1dn, mdi An vio mét &
trong s& hai & dia. Mot kidu ctia RAID Level 1
¢6 ten goi 1A tgo giong dia (disk mirroring),
trong dé hai 6 dia cing st dung chung mat
card diéu hogp:

Cac uu di€m cla viéc tao guong dia RAID
bao gém:

+  NE&u mdt trong hai & dia bj su ¢d, céc
dit liéu van an toan tén & dia kia.

= Toc do doc dia duge cdi thién vi bé
diéu hop ¢6 hai noi d€ doc.

Cic nhuge di€m cta RAID 1 bao gdm:

+ Viéc st dung hai § dia cing trong
cing mdt may tinh sé t6n kém hon.

+ Do cac dit lieu duge ghi hai lan,
dung luong & dia cing bi “cdr bér”
con mot niva.

« Toc do ghi dia bi gidim xudng vi cic
dd liéu phai duge ghi hai lan.

Mot y€u diém cha ki thuat tao guong dia 1
¢4 hai 6 dia cing déu st dung chung mét bo
di¢u hop. Néu bo didu hop hu héng, ci hai &
dia nay déu khong thé truy xudt duge. Mot su
cii ti€n cla ky thuit tao guong dia, con dude
xem la RAID 1, 12 ky thuat tgo song cong dia
(disk duplexing), trong d6 méi § dia cing c6
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ieng mot card diéu hop. Chi phi ban ddu sé
a0 hon, nhung néu mat card diéu hgp bi su
3, ban ¢6 thé tranh dugc kha ning mat dit ligu
rén ci hai § dia nay. Néu viéc sac huu dy
shong 8 mét mdy phuc vu trén mét mang
chong thé thye hién ducge, ky thuat tao gudng
fia hoic tao song cong dia cé thé thich hgp véi
not tram 1am viée (néu cdce dit lidu ditoc xem la
hi gid tri d€ xitng ddng v6i chi phi b ra thém),

Windows NT Workstation khong hbé ug '
RAID 1, do d6 n€éu mudn st dung RAID 1 trén
mot tram 1am viéce, hai 6 dia cing phéi duoc
quan Iy b phin sun trén cic bo kiém sodt
thay vi bdi he diéu hanh. Diéu ndy s€ lam ting
hém chi phi phdn cing vi phii cin bo kiém
sodt dia cing phtéc tap hon. Windows NT
Server hé trg RAID 1 va RAID 5.

RAID 5, hay’ky thuat tdch ddi dia c6 chdn
1¢ (disk striping with parity), 12 mét bién thé ly-
thi gébm RAID 0 két hop vdi RAID 1, trong dé
kha ning khang 16i vd dung lugng & dia déu
duoc c3i thién. RAID 5 doi hdi it nhit ba & dia
cung. Trong hinh 3-11, RAID 5 dugec mo ta
dang st dung bén & dia cing dugc nhém lai
nhu mét & dia cing 2o duy nhit. Khi bat ky di
lieu nao duge ghi vio “6 dia citng do” nay,
ching sé duge chia ra thanh ba doan
(segment). M&i doan dugc ghi vao mdt trong 6
ba § dia ddu tién va cac théng tin chin I¢
(parity) vé& ba doan ndy s& dugc ghi vao & dia
tha .
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Drve 1

Ulve £

If drive 1 fails ¢

if drive 2 fails :

1 drive 3 fails .
it parity drive fails

Hinh 3-11 RAID 5, ki thuat tach dai dia co chén I, cho
phép tang dung lugng dia va cung ¢ap kha
nang khang 16i: khi bat ky & dia nao bi sy cd,
cac dit lisu van co thé dugc phuc hdi.

Néu mét trong s6 bon dia bi hu hai — bat
K& dia nio - cac dit lieu déu co thé duge phuc
héi tt ba & dia con lai. Cach thyc hién di¢u nay
duoc moé ta trong phan dudi cda hinh 3-11. Qua
viec st dung bat ky hai doan nao va cac thong
tin chén 12, ci ba doan déu c6 thé dugce ti o
lai, hoic, néu & dia chia théng tin chdn lé bi
su &, ba doan dif liéu vin duoc luu git an toan
trong ba & dia ddu tién.
Bé hiéu duge cach cac dir liéu duge phuyc
héi ra sao tif cac thong tin chdn 1€, ching ta s€
cling xem x¢t vi du sau. Gia st ban ¢6 ba con
s6 duge lIwu trit trén ba § dia khdc nhau. Néu
bcm lwu trif t8ng cta ba con s6 nay va & dia tha
t, hay 8 dia chin 1&, cdc thong tin ma ban
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dang c6 ¢6 thé duge st dung d€ tinh todn bt
ky con s8 nao bi mdt sau ndy. Vi dy, néu ba
con s& cia ban 12 1, 2 v 6, ban s& luu tr tdng
clia ching (9) vao & dia chin 1. N&u con s&
dau tién bi mit, né cé thé duge tinh ra t iéng
ndi trén va hai con s8 con lai.

Khi mét & dia bi hu hai, cdc di liéu cé thé
duge tdi sinh tréd 6 dia duge thay thé bing
cdach st dyng cdc théng tin i cic & dia con lai.
Trude hét ban hidy thay th€ & dia bi hu hai
bing mét & dia mdéi. Mudn sinh cdc dit lidu trén
§ dia mdi, khi dang st dung Windows NT
Sever, ban truy xuit téi Disk Administrator clia
nhém  Administrative Tools rdi thi hanh mét
&nh Regenerate. Windows NT sé& thyc hién nét
phan vi¢c con lai. Hoat dong nay hoin toan wy
déng va ban cé thé vin sit dung cho cic hoat
doéng khac trong khi cong viéc tdi sinh dang
dién ra.

Pai vdi mét mdy chi (File Server) st dyng
RAID 5 luén phdi duge bat 1én va hoat dong
lién tuc, sé [a mét diéu thi€t thyc néu hé thong
niy stt dung phdn cing vén cho phép trdo déi
noéng (hot swapping), ¢4 nghia 12 mot & dia
cing ¢6 thé dugce thdo ra va mot § dia khac
duoe 13p vao ma khong cdn phii tit mdy tinh.
Tuy nhién, cic & dia cing cho phép trio d8i
néng ¢6 gid didt hon dang ké so véi cic & dia
cing binh thudng.

77



5. CHUAN B CHO VIEC PHYC HO|
TU THAM HOA

Ban phii chuin bj dé dei Phé véi tham hoa
trude khi né x4y ra. Ney khong ¢6 sy chudn b
tr trude, khi thim hoa — vén khéng thé tranh
dugc — x3y ra, sy thiét hai s& 16n hon it nhiéu.
Ban hiy suy nghi vé & dia cing én mdy PC
cla minh tai thei didm ndy. Gid st dot nhien
N6 ngung hoat déng va tit ci cic théng tin trén
dé bi mat het, Hau qui sé ra sao? Ban di
chuin bj cho bign ¢ nay chua? Cac bin sac dy
phong rat quan trong, nhung viée bigt cach siy
dung ching d€ phuc hdi cdc di liéu bi mat
cang quan trong khéng kém.Viéc biet s khi
nao ban sao dy phong nay duge thyc hién vi
nhitng gt ban phii lam dg& Phuc héi cic thong
tin di nhap vao ké nt lin sao lwu du phong sau
cing cfing hét stic cin thict, Bay ciing chinh [
lic ban duge dén bi Xung ding vei céng siic
bé ra dé duy tri c4n thin cic bin ghi chép.

Khi ban thyc hién mot tace vu sao luu dy
phong lin diu hoic xdc lap mot tic vy sao lnu
theo lich trinh, ban cin xdc nhin ring bing tur
hoic cic dia sao lvu déu cd thé sy dung dugc
d€ phuc héi cdc diy liéu thanh cong khi cin,
Day la mét bude het s quan trong d€ chuin
bi cho qu4 trinh phuc héi cic diy litu da mat vé
sau. Sau khi ban d3 tac ra mét bang sao huu,
ban hiy x6a mat t3p tin trén & dia cing, 14 sir
dung cic thi we phuc héi dé xic nhin rling
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ban ¢6 thé tdi tao lai tip tin ndy tr ban sao dy
phong. Ban khéng chi ¢in xdc nhan ring bing
tr hay cic dia mém nay hoat déng binh
thudng, mi ban con phdi xdc nhan tinh hi¢u
qud cha phin mém phyc hdi va sy hiéu biét
cia ban vé cich thic st dyng nd. Sau khi da
tin chic ring ti€n trinh phuc héi hoat déng
binh thudng, ban.hiy ghi & ra gidy cach thic
thuc hién tién trinh nay.

0 Héy x&c nhén rdng k& hoach phuc
héi cGia bgn sé dem lai két qud bdng
cach luyén tap né trude khi mét thdm
hoa xdy ra.

Ban hiy luén duy tri cidc ban ghi chép vé
cdc ban sao du phong déu din cla minh trong
mot bang cang véi cdc thong tin sau: cdc folder
hodie & dia dige sao Tuu, ngdy thang thue hién
sao luu, kidu sao luu va tén cia bing tor dugc
st dung. Bang nay s€ trd nén v6 cing gid tr
khi ban ¢an phuc héi cic dit liéu vén da bj mat
nhiéu ngay hodc nhi€u tuin. Ban ¢é thé giit cac
ban ghi nay trong mét cudn sé tay. Ban ciing
¢6 thé ra lénh phin mém sao luu tao ra mot
nhat ky hoan chinh trong mot dp tin nbdt ky
(log file, mot tdap tin nhat ky la mot 1dp tin ditng
dé ghi nhan cdc si kién xdy ra) mdi khi thye
hi¢n cong viéc sao luu ban hay luén duy ti cic
bin sao trén gidy clia cic tap tin nhat ky nay.
Ban ¢6 thé nhan thdy ring phuong thic tip tin
nhit ky nay qud mdt thi gié khi thyc hién hang
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ngay. Vi mic d0 phin mém sao hwu sé ty dong
ghi nhin cic sy kién vao tip tin nhit ky,
nhung c¢ong viéc sao huu dy phong sé dién ra
lau hon do hoat d6ng ghi nhin ndy va viéc in
An tip tin nhat ky sau d6 cling s& mat thi gid.

Thinh thodng, ban nén thyc hién dinh ky
mét thit tye phuc héi toan bd mdt § dia cing
ma han di sao luu. Hiy st dung bing tr chia
bian sac lun didy d0 va mét § dia cing khac,
sau d6 phuc héi 6 dia cing ddu tién vao & dia
cing mdi réi so sinh cic k€t qui nhim xdc
nhin ring, n€u cin thiét, cic ban sao luu duy
phong ctia ban ¢é thé 1am ¢éng viéc ma ching
dugce thiét ké: phuc hdi 1 mét tham hou.
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Tom tat

Cic hu héng may tinh ¢6 thé do
nhidu yéu t6 moéi trudng va con
ngudi khdc nhau, bao gdm sdc néng,
bui bam, tit tinh, cic sy cd bd ngudn
cung cdp, tinh dién, 16i con ngudi
(chdng han lam dé chdt ibng bodc vo
tink thay doi cdc cdu binb b@ théng
va cdu binh phdn mém) va cic virus
Ca¢ muyc tiéu cha cong tic bdo
dudng phong ngita nhim lam cho
mAy tinh hoat dong bén hon va tét
hon, bio vé cac dit liéw, cic phin
mém va gidm thiéu chi phi sta chia.
M6t k&€ hoach bio dudng phong
nglra cho miy PC bao gém thdi sach
bui bim ra khéi bén trong khung
mdy, 1am sach cdc ti€p diém trén cdc
card m@ rong, duy tri mét ban ghi
chita cdc théng tin cdu hinh, sao
dy phong 8 dia cing, lam vé sinh
con chudt, monitor va ban phim.
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Viéc bdo vé cic tdi lieu phin mém
va phin cing 14 mot tic vu bao
dudng phong ngua quan trong.

Ban ding bao gid van chuyén mot
miy PC khi 8 dia clng clia né dang
chita ban sao duy nhat cta cac di lieu
quan trong.

Cac hinh thic phd hoai may tinh bao

"g0m céc virus, cac Trojan horse v cac

sau may tinh. Sy phan loai nay dua
trén cich thic lan truyén clia ching,
Phin mém digt virus 13 Tya chon t6t
nhit clia ban d& ngan ngita cdc thiet
hai do cic virus giy ra. .
Cdc virus ¢6 thé dn ndu trong cac tap
tin chuong trinh, cdc cung khai dong
va cdc tai liéu ¢6 chita cdc macro.
Cic virus ¢8 ging trinh sy phat hien
cla cic phin mém diét virus bing
cach thay ddi cic dfu higu tieu bidu
cla ching va bing cich c& ging che
day dau hiéu vé su tdn tai cia chang,
Mot s6 virus tuong dsi vé hai vi
ching chi hién thi cic hinh anh ky
la én mian hinh. Mot s8 khic rit
nguy hi€m vi ching ¢6 thé x6a sach
moi tht trén 6 dia cing, ké c3 cac
théng tin trong bang phan ving,

Cac bude ban cin wan tht dé ngan
nglia virus lay nhiém vio mdy tinh



bao gdm khong trao ddi cic dia
mém, chi mua phin mém tr cic
nguén ddng tin cay, chi nap irén
Internet xudng cac chuong trinh to
cic site ding tin ciy va st dyng cac
mang mdt cach than trong.

M6t trd danh Ira ca virus duge du
tinh d€ lam qud tai sy luu thong
mang. N6 1am diéu nay bing cdch
danh 1ra moi ngudi dé 'ho giri céc
thong dieép e-mail cho nhau, thong
bdo véi nhau vé cic virus.

D& ngin ngia sy thiét hat do virus,
ban hay st dung phin mém diét virus
va sao luu 8 dia cing thudng xuyén.
Cic & bing t¥ 1a cic thi€t bi phin
cfing duge st dung nhiéu dé sao luu
mot & dia cing. Ching ¢ rat nhiéu
bién thé v& ching loai va dinh dang.
RAID duge st dung dé tao guong
(mirror) cho cac dit liéu trén mét & dia
cing va dé gia ting dung luong dia,
bing cich khi€n nhiéu hon mot 6 dia
ciing hoat déng nhu mét & dia 4o don.
Phuong thic sao luu con, cha va ong
ndi duge st dung dé tdi st dung céc
bing tit theo mot k&€ hoach don giin va
dé dang,

Viéc sit dyng mot ban sao dy phong
diy da, kéem theo céc bidn sao du
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phong ting din holc ¢é phan biét,
sé lAm ti€én trinh tao mot bin sao dy
phong dién ra nhanh hon.

Céc tic vy sao luu du phong theo lich
trinh dugc thi€t k& dé€ thuc hién khi
khong ¢6 ai dang st dung mdy tinh.
Windows 9x va Windows NT déu hd trg
mot tién ich Backup von c6 thé dugc stt
dung véi nhidu loai biang tir khac nhau.
Ngoai ra, Backup cha Windows 9x con
c6 thé sir dung cic dia mém.

Khi chuin bi cho viéc phuc héi di
lieu tr mét thim hoa, ban hiy giit cdn
than cdc ban ghi chép vé cic bin sao
lvu va dinh ky kiém tra phuong phap
sao luu cla ban dé bio dam chic ring
ban ¢6 thé phuc héi di lieu thanh
cong khi cin.



Cac thuat ngii
quan trong

Antivirus (AV) software (Phin mém
chéng virus) - Cic chuong trinh tién ich ngin
can sy lay nhiém, hoic quét mot he théng dé
phét hién va loai triY ¢4c virus. McAfee Associates
VirusScan va Norton AntiVirus 13 hai géi phén
mém chéng virus duge sit dung phé bién.

Boot sector virus (Virus cung khéi déng)
-~ Chuong trinh lay nhiém c6 kha ning thay thé&
chuong tinii khdi dong bing mot phién bin
sita déi, bi lay nhiém clia cdc tieén ich lénh khéi
déng, d6i khi gay ra cic sy 6 khai déng va
cdc sy of truy luc dit ligu.

Child, parent, grandparent backup method
(Phuong thiic sao luu con, cha, ong ndi) - La
k& hoach sao luu dy phong va tai sit dung bing
hodc cic dia thio Mp bling cich luan chuyén
ching sau mdi tudn (con), méi thing (cha) vi mdi
nam (6ng nod),

Data cartridge - Mot kifu phuong tien
bing twr thudng duge sit dung cho céng tic sao
lau. Cic data cardtridge chuin cé kich thudce
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4x6x¥e inch. Mot minicartridge <6 kich thudce
chi 3%4x2V2x3s inch.

Differential backup (Sao lvu ¢é6 phin

bi€t) — Sao lwu chi c4c tap tin di thay ddi hoic
- da duge tao ra k& t lin sao luu day dii sau
cing. Khi phuc hdi cic dit lieu, chi hai bin sao
lvu duge cidn t6i: ban sao luu ddy da va ban
sao luu ¢6 phan biét sau cung.

Disk duplexing (Tao song céng dia) - Sy
cdi ti€n clda tao guong dia, qua dé cdc di licu
dugce ghi vio hai hoic nhiéu & dia va mdi 6 dia
cling ¢6 riéng card diéu hop. K§ thuit nay cung
cdp su bao vé 6t hon so véi tao guong dia.

Disk mirroring (Tao guong dia) — Chi¢n
luge qua dé ciing cdc dit liéu duge ghi vao hai
8 dia cing trong mét may tinh, nhim bio vé
dd lieu khi x4y ra sy ¢6 hu héng & dia cimg.
Ky thuidt tao guong dia chl stt dung mét bo diéu
hgp don cho hai 8 dia.

Disk striping (Tao dii dia) — Xem nhiéu §
dia cling nhu 1a mét 6 dia luan ly don. Cdc dir
li¢u duge ghi ngang qua cdc 8 dia ndy dudi
dang cdc doan nhd, nhim cii thién hiéu suit
va dung lugng dia luan ly, khi chin 18 ciing
dugc st dung, nhim cung cdp kha ning khing
16i. RAID 5 st dung ky thuat tac dai dia kem
thco mét 6 dia b8 sung danh cho cic théng tin
chin 1é.

Encrypting virus (Virus mia héa) — Virus
c6 khd nang tu bi€n d6i chinh né thanh mot
chuong trinh khéng ¢6 khd ning nhin ban
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nhim trinh sy phdt hién. Virus nay sé ty bi€n
dSi trd lai thanh mét chuong trinh ¢6 kha ning
nhédn ban d¢€ lan truyén.

Fault tolerance (Khdng 181) — Mdc d6 ma
mot h¢ théng ¢6 thé chiu diyng duge cic hu
héng. Viéc bd sung cdc thanh phin phy trg,
ching han nhu trong ky thuat tao guong dia
hay tao song céng dia, 1a mét cich d& tich hap
khd ning khing 16i cho heé théng, .

File virus (Virus tip tin) — Mot loai virus
c6 khd ning chén mi virus vio mot chuong
trinh thi hanh duge va ¢d thé lan truyén bit ky
khi nao chuong trinh nay duoc truy xudt.

Full backup (Sao luu dy phéng ddy di) —
MGt tdc vu sac lwu duy phong tron ven, qua dé
tdt ¢i cdc taAp tin trén & dia cing s& dugc sao
lvu méi khi thd tue sao luu ndy dugc thyc hién.
bay 1a phuong thic sao lwvu an toan nhit,
nhung mat thoi gian nhdlt.

Incremental backup (Sao htu dy phong
ting ddn) - Mot phuong thic sao luu tiét kiem
thoi gian vén chi sao lwu c4c tp tin da thay déi
hodc vira duge tao ra k€ tir 1in sao hn diy di
hodc sao luu ting ddn sau cung. Nhiéu ban sao
lwu ting din c6 thé duge cin t6i khi phuc héi
céc dit lieu da mat.

Infestation (Sw ph4 hoai) — Bat ky chuong
trinh khéng mong muén nio ducc truyén vao mot
mdy tinh ma ngudi dung khong nhin bigt va
dugc thigt k€ dé€ thuc hien nhidu mitc d6 pha
hoai di¥ lieu vA phin mém khic nhau. Co rit
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nhiéu hinh thdc pha hoat Khac nhau, bDac gom
cac virus, ciac Trojan horse, cac sau may tinh va
c4c chuong tiinh bom dinh gits (#ime bom), ... vv.

Macro — La diy lénh nhdé duge chia bén
trong mot tai lidu va ¢ thé duge ty dong thi
hanh khi t3i liéu nay dugc nap, hodc duge thi
hanh sau nay bing cich st dung moét phim
ndng dinh trudc,

Macro virus (Virus macro) - Mot leai
virus ¢6 kha niing 4n niu trong cidc macro cua
mot tap tin tai liéu. Thong thuong, cdc virus
khong luu trd trong cdc tdp tin dit liéu hodc cac
tap tin tai liéu,

Material safety data sheet (MSDS) — La tai
lieu cung cap cic théng tin vé cich xi Iy cac -
chit, ching han nhu cic dung méi héa chat,
bao gém cdc dit lieu vat Iy, tinh déc hai, cac
4nh hudng dén sic khoe, cic thi tyc so cliy,
luu trt, thai loai.

Memory-resident virus (Virus thudng trd
bd nhd) — Mot loai virus ¢6 thé dn ndp trong
b6 nhg, cho du sau khi chuong trinh cha da
dugc chdm diit.

Minicartridge — Mot cartridge & bang tit vén
cé kich thude chi 3%4x2vex¥s inch. Kich thudc nay
dt nhé dé cho phép hai § bang lp vita vao mét
hoc chita 5% inch cta khung may PC.

Multipartite virus (Virus da phﬁn) — La sy
két hop gitta mét virus cung khdi dong va mat
virus tap tin. N6 c6 thé 4n ndu trong hai loai
chuong trinh nay. '
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Non-memory-resident virus (Virus khong
thudng tri b nhd) — Mot loai virus s& oy dong
két thac khi chuong tiinh chii duge déng lai. So
sanh véi memory-resident virus.

Polymorphic virus (Virus da hinh) — Mgt
loai virus c6 kha ning thay d6i cac dic diém tidu
bidu cha né khi né tu nhan bin. Su bién héa theo
cach nay khién cfc phin mém diet virus kho
phat hién dugc sy hién dién cla virus. _

Quarter-Inch Committee hay quarter-inch
cartridge (QIC) — Tén goi cla mot phuong thiic
duge chudn héa duge st dung dé ghi cac dit ligu
vio bang tit. Cic ban sao huu du phong dugc tao
ra biing tién ich Microsoft Backup cha Windows
9x ¢6 phin m& réng 1a .gic.

RAID (Redundant array of inexpensive
disks: Ming thira gom cdc dia ré tién, hodc
Redundant array of independent disks: Ming
thira gém cdc dia doc lap) — Cdc phuong thic
dinh cdu hinh nhiéu & dia cing dé luu trd cic
dit liéu nhim gia ting dung higng volume luan
Iy va cai thién higu suit v nhim bio dim néu
mét & dia cing bi hu hai, cac dit liéu van kha
dung t mot & dia khac.

Retension (LAm cing diy bing) — La mot
hinh thtc bio dudng bing tit bing cich quay
t6i r&i quay lui bang tir nhim loai trit nhiing
chd bi chung trén bing tu.

Sequential access (Truy xudt tudn ) —
Phuong thifc truy xudt dit liéu dugc cac 8 bing
tir stt dung, qua 46 cic dd liéu duge ghi hodc
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dugc doc mdt ciach tudn ty tt phin ddu téi
phidn cudi cla bing tir hoic cho t6i khi tim
thay cdc di liéu muén tim.

Stealth virus (Virus tang hinh) — Mot loai
virus chii dong che ddu chinh né bing cich
tam thoi di chuyén ban than ra khoi moét tdp tin
bi lay nhiém vén sdp duge truy xudl, réi sau d6
gidu mot bidn sao cla chinh né & mét noi nio
dé trén § dia cing.

Trojan horse (Ngwa thanh Troa) — Mot
dang chuong trinh phd hoai cé khi ning 4n
ndu hodc trd hinh nhu 13 mét chuong trinh hitu
ich, nhung duoc thiét k& dé€ gay ra nhing thiet
hai tai mét thoi diém sau nay.

Virus — Chuong trinh déi khi ¢6 mét thei’
ky U bénh, ¢6 tinh 12y lan va dugc dy tinh dé
thyc hién cdc hanh déng phd hoai. Mot chuong
trinh virus ¢ thé phd hiy cic div lieu va cdc
chuong trinh khic hodic phi hoai cung khéi
déng clia mot dia.

Virus signature (Dau hiéu nhin dang
clia virus) — Cdc dic diém tieu bidu cita mdt
virus cy th€. Théng thudng, cic cap nhat vé.
ddu hi¢u nhan dang cda virus méi cho phin
mém diét virus ¢é thé duoc nap xudng hang
thdng tit Internet.

Worm (Sdu mdy tinh) - La chuong trinh
phd hoai duge thi€t k&€ dé lien tuc sao chép
chinh né vao bd nhd, len khéng gian dia, hoic
léen mét mang cho t&i khi chi con lai rat it bo
nhd hoic khéng gian dia.
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Cac cau héi én tap

Ban hiy liét k& mét hodc hai bién
phdp bio dudng phong ngita cé thé
duge thuc hién d€ bdo vé mai thi
sau: khung mdy tinh, CMOS setup,
§ dia mém, § dia ciing, ban phim,
con chudt, mdy in va phin mém.
Ban hay liét ké ba diéu cidn thuc
hién trude khi di chuyén mot he
‘théng mdy tinh.

M6t bd pin cla mot mdy tinh
notebook phdi duge loai thii nhu
th€ nao? M6t monitor bi héng? Maét
cartridge myc toner cla mét méy in
laser?

Ban hay liet k& v mo t3 ba dang
virus khic nhau.

Ban hiy liét k& ba cach virus lay
nhiém vio hé théng.

Ban hay liét ké ba cdch ngan ngira
virus.
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10.

11.

T2,

13.

14.

15.

Ban hiy liét ké cdc triéu ching
hodc cdc sy ¢ chi ra ring cé thé
¢S sy hién dién cia virus,

K¢ thuit tao guong dia khiac vdi ky
thudt tao song céng dia ra sao?

Khi mot 8 dia ciing c6 thé duge thio
ra va mdt & dia ciing khac duge 1dp
vao ma khong cin tht ngudn mét
mdy tinh, difu nay dugc goi [2

Ban hiy gidi thich r& cich hoat
dong cia phuong thic con, cha,
ong ndi nhu 14 mot k€ hoach danh
cho viéc tai st dung cdc bing tir.
Cac thd tyc sac luu ¢é phian biét
khdc vdi cac thd tuc sao luu diy da
ra sao, va mbi ki€u sao luu nay ¢o
nhitng tu diém nio?

Cac thd tyc sao luu ¢6 phan biét
khic v6i cdc thu tuc sao hm ting
ddn ra sao, va mdi kiéu sao luu nay
c6 nhitng wu diém nao?

Tai sao ta lai cAn phdi “lam cang
day bdng” cho mot bang tf sao luu?
Ban cho bi€t hai I¥ do khi&n ban
muén dinh lich trinh d& cong viec sao
lvu 8 dia ctng dién ra vio ban dem.
Tai sao ban cdn phdi xac nhan ring
k& hoach phuc héi sau thim hoa cla
ban hoat dong va ghi k€ hoach nay
ra gidy?



Cac du an

St dung Internet d& tim hifu vé cdc virus
Trén Web, nguén théng tin kinh didn vé cac
virus [A Data Fellows, Ban héy' di tGi Web site
www.datafellows.com/vir-info/ (xem bink 7-1 ) aé
bi€t cdc théng tin vé& cac virus; cac virus trong dé
dugc liet ké theo thy W chit cai kem theo cic
phan mé 14 hoan chinh, k& ¢ bat ky ngudn nio
dugc biét i clia virus, Ban hiy in ra mét bin ms
td vé ba viras tif Web site nay:
1. Mot virus ph4 hly cdc di lieu trén
mét & dia ciing.
2. Mot virus v hai chi hién thi rac
rudi lén man hinh.
3. Mot virus 4n nau trong mot cung khéf
dong.
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Hinh 7-3 Web site Data Fellows cung cdp céc théng
tin hoan chinh vé céc virus.
Nap phin nang cdp méi nhit cho phin mém
diét virds
Néu dang st dung mdt phidn mém diét
virus, ban hdy nap xuéng danh sich dinh nghia
virus mdi nhit tit Internet. Vi dy, d8i vGi Norton
AntiVirus, ban 1am theo cdc hudng din sau:
1. Ding nhip vao sitc NAV:
www.symantec.com [avcenter
2. Nhin nit Dowload Updates, sau
d6 tra 13 cdc ciu hdi cin thiét,
ching han:
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Product: NAV for Windows 95
Language: English, US
Operating Environment: Windows 95

3. K& d6 ban lam theo cic huéng din
dé nap xudng phian cip nhit va
danh sich nhan dang mdéi nhat danh
cho phién bin phin mém diét virus
cu thé clia ban.

4. Trong khi dang tryc tuyén, ban hay
xem tht trén site ndy c6 bat ky
thong tin ndo vé cdc o dinh lra
virus (virus hoax) hay khoéng. Ban
hiy tao mdt danh sich gém céc trd
dianh lra virus duge liét k& trong
site nay.

% S0 dung Nuts & Bolts, phdn mém McAfee
VirusScan

Bing phin mém McAfee VirusScan, ban
hiy quét mot dia mém dé& tim virus.

#* Nghién ciu thi truéng & bang tt

Ban hdy dién vio biang sau day hai é bz‘ing
0 ma ban muén mua, nhim dinh gid hai &
bing nay. 3 bing nio ¢ vé thich hgp hon cho
mot may PC d6c ldp von duge st dung nhiéu

cho viec nhap dg lieu va cin duge sao lua dd
lidu hang ngay? Tai sao?
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Tén san phdm

Hang san xudt

Gid

Bd tang téc (cé/khdngAay
chon)

Phin mém di kém

Ki€u {I4p trong/l&p ngoai)

Bio hanh (1 ndm/2 nam/
sudt thoi gian su dung)

Cac dinh dang bang U
dudc hd trg

Dung lugng 18i da (dong
thai chi rd dinh dang bang
ti cdn thidt dé phi hgp
dung lugng t8i da nay, vi
du: 4.4GB khi st dung
QIC-3020).

Cac kiéu cartridge dugc
hé trg.

% S dung Windows 98 d€ sao Iuu cdc tgp tin va

cdc folder

Bai tap nay dugc thi€t k€ dé gidp ban
luyén tap k§ ning st dung tién ich Microsoft
Backup clia Windows 98 va dé gitip ban thay
dugc cach tién ich Backup quan ly nhiéu tinh

huéng ra sao.
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Bling cich st dung Windows Explorer,
ban hdy tao ra mét folder ¢6 ®n la
Backtest trén mot § dia cing.

St dung Explorer dé tim mdt tap tin
BAT, i sao chép né vao folder mdi
niy. Sau d6 ban sao chép tiép hai @p
tin khic vao folder Backtest. Tao mot
folder con ¢6 tén 1a Subfolder trong
folder Backtest rdi sao chép modt @p
tin thir ar vio C:\Backtest\Subfolder.
Nhap nat chuét phél vao @p tin BAT
d8 d6i ten nd thanh Overwrite.xt
Nh#p chudt phai vao tap tin thi hai rdi
38 tén né thanh Deletett. B&i tén
fp tin th¢ ba thinh NoChange.txt
Bon tap tin nay hien giv cé thé duge
dé yen. Ban hay st dung Explorer va
ghi chép lai kich thudce clia cac tap tin
nay trude khi thye hién viec sao .
Nhin nat Start = Programs -
Accessories = System Tools, réi
chon Backup.

St dung cdc hudng din trong sich
niy dé sao luu folder Backtest vao
mot dia mém. Sau d6 ban st dung
Explorer va so sdnh kich thudc cda
tap tin sao luu véi cdc kich thudc
tap tin nguyén thdy. Ching khéc
nhau ra sao?
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6. Xda tap tin Delete.txt. Bién tip va
thay d8i ndi dung cGa tip tin
Overwrite.txt, Khéng thuc hién cic
thay déi vdéi tdp tin NoChange.txt.
Sau dé ban xdéa Subfolder.

7.  Bing cich st dung Microsoft Backup,
ban hay phuc hoi cic tap tin tif ban
sao dy phong vao folder nguyén thiy
clia ching,

a. Backup di lam gi vai tip tin
Delete.txt?

b. Backup da lam gi vdi tap tin
Overwrite. txt?

¢. Backup di lam gi véi tap tin.
NoChange. txt?

d. Backup da lam gl véi Subfolder
bi mat va @p tin bi miw

e. Tén cla tap tin sao lwu nim
trén dia mém 1a gi?

f. Tén va dudng din 16i tap tin
nhat ky 16i (error log) dugc
Backup tao ra 1a gi?

g. Ban hay in tip tin nhat kv 16i
nay ra gidy.

Phén 2

1.  Ban hiy sit dung Windows Explorer
dé sao chép folder Backtest vio
mdt dia mém tha hai.
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Xoa tat ca cdc tip tin trong folder
Backtest trén & dia ciing.

St dyng Windows - Explorer dé sao
chép ba tap tin nay trd lai folder
Backtest.

M6t n ntta ban hiy x6a cic tap
tin trong folder Backtest trén & dia
cling.

MG Recycle Bin r6i phuc héi ba tip tin
nay ud lai folder Backiest, bing cach
chon ching rdi it dung menu File —
tuy chon Restore. Ching ¢6 quay td
lai dng folder ban dau khong?

Mét 13n nita, ban hiy x6a cic tp tin
trong folder Backtest trén & dia ciing,

Mot lan nita chon cic tp tin niy

‘trong Recycle Bin, nhung lin nay

chon File = Delete. Ban c6 thé&
phuc héi cdc tap tin nay duge khong?

-HET -



Chiu trdch nhiém xudt ban
CAT VAN THANH
Ban bién dich : CADASA
Trinh bay bia : QUOC KHANH
Stabanin  : DO THI CHINH

In 1.000 cudn, khd 12 x 20cm, tai Nha in
Thanh Nién, 62 Tran Huy Liéu ~ Q. PN. Gidy
TNKHXB s6 : 99%/XB — QLXB do Cuc xuit ban
cdp ngay 17 thdang 1 nam 2001. KHXB s3 124-
99/XB-QLXB do NXB Théng Ké cdp ngay 28
thang 3 nam 2001. In va ndp luu chidu théng 7
nam 2001,



Nhiing diéu cot yéu ma ngudi si dung
may vi tinh can phai biét (Ban bién dich CADASA)

{- Mdy tinh hoat dgng nhu thé ndo ?

2- Phdn mém va phdn ol gta n vigc val I'-L:{;d_
9- Tim hiéu vé quan Iy b nhd m

4- (4c 0 dia mém

5- C4c khdi niém co ban vé 0 dia cung A
6- Cdng nghé da phuang tign (Multimedia)

7- Bo mach hé thdng cua may PG

8- Tim hiéu va hé trg Windows NT Workstaf(Cm
9- Chon mua hodc i fap rép mot méy PG

10- Mang va INTERNET

{1- C4c mdy in va cdc mdy tinh Notebook

12- Lap dat v ho trg 0 7& elng

13- HO trg cdc t h t bj nhép xudt

14- Cack; na ga q uyét sy cd tt
19-
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	Mục lục

