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\Hién nay mang Integpet toan cdu dang chuyén sang thé hé méi st dung giao thites | SR
~ygdia chi IPv6 thaythé IPv4 dé vita gidi quyét van dé can kiét IPv4 vita ddp ting i

nhu cdu trién khai cdc dich vu méi, chdt lugng cao nhu Internet van vt (IoT), 4G

LTE/5G; du bdo téi ndm 2027, Internet sé chuyén doi sang cong nghé thudn IPvé.

Thuc hién nhiém vu “Chuyén ddi toan bd mang Internet Viét Nam sang tng dung

dia chi giao thic Internet thé hé méi (IPu6)" theo Chuong trinh chuyén doi s6 quac

gia dén ndm 2025, dinh huéng dén ndm 2030 va Chuong trinh thdc ddy, hé tro

chuyeén déi IPvé cho co quan nhd nudc giai doan 2021 - 2025, B Tai chinh da xdy

dung chuong trinh, muc tiéu cu thé cho hoat dong chuyén doi nay.
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Xay dung hanh lang phap ly
va 19 trinh chuyén doi

Pé cu thé héa chuong trinh hanh déng chuyén ddi hoan
todn sang giao thiic IPv6, B9 trudng B Tai chinh da ban
hdnh Quyét dinh s6 2570/QP-BTC ngdy 31/12/2021 ban hanh
ké hoach chuyén tir IPv4 sang IPvé ddi véi hé théng cong
nghé thong tin cia nganh Tai chinh giai doan 2021 - 2025.

Quyét dinh néu ré muc tiéu chuyén ddi tit dia chi Internet
thé hé 4 (IPv4) sang dia chi Internet thé hé 6 (IPv6) (sau
ddy goi tdt la chuyén ddi IPv6) cho mang mdy tinh két ndi
Internet, cdc hé thong théng tin, phdn mém, ting dung,
thiét bi cong nghé thong tin (CNTT) clia nganh Tai chinh.
Thong nhdt ndi dung, cdch thic, 18 trinh trién khai chuyén
ddi IPv6 cho cdc hé thong cong nghé thong tin ctia cdc don
vi trong nganh Tai chinh. Chuyén d6i IPvé dé sdn sang vé
cong nghé, bdo ddm cho su phdt trién bén viing ctia mang
Internet trong trién khai Chinh phd dién t&, Chinh pht s6.

Bo Tai chinh yéu cdu trién khai chuyén ddi IPvé bdo
ddm dong b, an todn, két ndi thong sudt, cé phuong dn du
phong, khéng lam dnh hwéng dén hoat déng clia hé thong
cong nghé thong tin nganh Tai chinh. Tién hanh thitnghiém,
ddnh gid chdt luong, su 6n dinh ciia cdc hé thong, thiét bi,
{tng dung trudc khi thuc hién chuyén ddi chinh thitc. Két
hop cong tdc chuyén ddi IPv6 véi kién triic lai hé thong,
ha tdng mang, dich vu céng nghé théng tin theo hwéng
hién dai theo md hinh tham chiéu vé két néi mang ctia B9,
nganh, dia phuong tai vin bdn s6 273/BTTTT-CBDTW ngay
31/01/2020 ctia B6 Thong tin va Truyén théng va nhiing
vén bdn, quy dinh cdp nhdt, thay thé sau nay (néu cé). Bdm
sdt cdc muc tiéu ciia Chuong trinh IPv6 For Gov giai doan
2021-2025 ban hanh theo Quyét dinh so 38/QP-BTTTT ngdy
14/01/2021 ctia Bd truéng Bo Théng tin va Truyén thong va
nhiing vén bdn, quy dinh cdp nhdt, thay thé sau nay.

Chuyén hé thong mang, dich vu cong nghé théng tin ctia
nganh Tai chinh tir IPv4 sang IPvé. B Tai chinh du kién,
giai doan 1(2021-2022) tuyén truyén, ndng cao nhdn thitc vé
muc dich, j nghia va yéu cdu ctia viéc chuyén ddi IPvé; tao
chuyén muc/tin bai Chuyén ddi IPvé trén Cong thong tin
dién tlt ctia B Tai chinh. Dé xudt thué don vi tu vdn, trién
khai IPv6 cho hé thong cong nghé thong tin. Khdo sdt, dinh
gid thuc trang, mic do sdn sang, nhu cdu cdn chuyén doi
bdo ddm ddy dd, chi tiét cho toan bo mang mdy tinh va cdc
hé théng théng tin.

Pdng ky véi Trung tdm Internet Viét Nam (VNNIC) -
B Thong tin va Truyén thong: dia chi IPv6, IPv4, s6 hiéu
mang doc ldp (ASN-Autonomous System Number, la s
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hiéu dai dién cho mét don vi trén mang IPv6, duoc diing dé
dinh tuyén nhanh dén nhém dia chi IPvé ctia don vi); Quy
hoach dia chi IPv6 cho hé thong mang chung cia nganh Tai
chinh. Tap hudn, ddo tao cho cdc cdn bd phéi hap, thuc hién
chuyén di IPv6 tai co quan, don vi.

Giai doan 2 (2022-2023) két ndi, thit nghiém va chuyén
doi chinh thitc mot so hé thong tai Trung tam dif liéu. Lam
viéc véi cdc nha cung cdp dich vu Internet (ISP) va yéu cau
hé trg dong thdi cd IPv4/IPv6 trén dudng truyén Internet;
qudng bd vung dia chi IPv6 clia Bd Tdi chinh trén Internet
Viét Nam va Internet todn cdu. Lam viéc véi Trung tdm
Internet Viét Nam dé trién khai két néi truc tiép véi Tram
trung chuyén lutu lugng Internet qudc gia (VNIX). Lam viéc
véi Cuc Buu dién Trung uong dé két ndi IPvé véi mang
truyén s liéu chuyén ding. Thir nghiém cong nghé IPv6 tai
Trung tdm dit liéu ctia don vi.

Pdnh gid sau thit nghiém & c6 phuong dn chuyén doi
chinh thiic va trién khai tong két giai doan 2.

Giai doan 3 (2023-2025), chuyén ddi chinh thic trong
nganh Tai chinh: Chuyén ddi cdc dich vu cé két ndi Internet.
Thuc hién chuyén doi IPv6 cho mot s6 viing mang. Thir
nghiém céng nghé thudn IPvé (IPv6-Only) cho mot s6 hé
thdng ddc ldp, it dnh hudng dén cdc hé thong khdc nhu:
héi nghi truyén hinh, IoT, hé théng thong tin néi bo. Viéc
tong két ddnh gid k¢ hoach sé dugc thuc hién ngay sau qud
trinh nay.

Hién trang dia chi mang st dung trong nganh
Tai chinh

Hé théng mang nganh Tai chinh hién nay bao gom: Hé
thong ha tdng truyén thong thong nhdt nganh Tai chinh
(sau ddy goi tdt 1a HTTT) va hé thong cong nghé thong tin
clia cdc don vi trong nganh Tai chinh gom co quan Bé Tai
chinh, Téng cuc Thué, Kho bac Nha nuéc, Tong cuc Hai
quan, Tong cuc Dy trit nha nudc, Uy ban Chiing khodn Nha
nudc, cdc don vi truong, vién thudc Bo (Hoc vién Tai chinh,
Truong dai hoc Tai chinh maketting,...).

HTTT la hé thong mang véi vai tro két néi giita cdc don
vi trong nganh Tai chinh, két ndi cdc don vi trong nganh
Tai chinh véi cdc don vi ngodi nganh. Hé thong thiét bi, ting
dung CNTT ngdnh Tai chinh st dung dia chi mang IPv4
(Internet protocol version 4) n6i bo, dia chi mang néibé cta
moi don vi trong nganh Tai chinh dugc quy hoach st dung
trong mot ddi dia chi mang riéng ngay tit khi thiét ké xay
dung hé thong mang.

S6 Iuong dia chi cho cdc don vi gom: Co quan Bo Tai chinh,
Tong cuc Thué, Kho bac Nha nuéc, Tong cuc Hdi quan, Téng

cuc Du trit Nha nuéc méi don vi duoc cdp st dung 520.200
dia chi 1Pv4; Uy ban Chiing khodn Nha nudc dugc cdp st
dung 260.100 dia chi IPv4. Cdc don vi truong, vién thudc Bo
stt dung dia chi ndi bd riéng va dugc cdp toi thiéu 255 dia
chi IPv4 cho mbi dia diém dé két néi véi cdc don vi nganh
Tai chinh.

Véi thong tin da néu trén, so lugng thiét
bi, ting dung ctia cdc don vi trong nganh Tai
chinh hién nay va giai doan t6i ndm 2030
khong thé sit dung hét so dia chi IPv4 da
duoc quy hoach, cdp cho timg don vi.

L B B B BN R B BB N NI

Sy can thiét chuyén ddi dia chi mang IPvé

Pia chi mang phuc vu két néi cdc thiét bi, ing dung trong
hé thong cong nghé théng tin gom dia chi mang Internet va
dia chi mang néi bd cta cdc don vi.

Pia chi Internet 1a dia chi cong cong dé két néi Internet
va tai Viét Nam, dia chi IP Internet dugc quadn ly bdi Trung
tdm Internet Viét Nam (VNNIC) thudc B6 Thong tin va
Truyén thong.

Dia chi mang néi ctia cdc don vi dugc quy hoach, qudn 1y
va st dung béi méi don vi, tao thanh viing mang riéng ctia
don vi tdch biét v6i moi truong Internet. Truong hgp don
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So sdnh vé cong nghé IPv6 va IPv4

IPv6
1 Khéng gian dia chi

IPv4

S6 lugng dia chi rét l6n: 3,3x10% dia chi

S6 lugng dia chi it: 4,3x10° dia chi, khéng da st dung cho
Internet trong thai gian tiép theo

2 Kha néng tu dong cau hinh

Tu dong cdu hinh nhan dia chi

Phai c6 may cht cap phét dia chi hodc can bo quan tri truc
ti€p cau hinh dia chi

3 Kha nang bao mat

méi dia chi IP

H6 trg san tinh nang bao mat trong giao thiic bang chir ky dién tdva ma héa cho

Khong hé trg tinh nang bdo méat trong giao thiic

Khéng can st dung ARP, do d6 téng tinh bao mat hon IPv4.

Phai st dung ARP dé phan giai dia chi.

4 Quan ly dinh tuyén

Dia chi dugc phap cdp théng nhét nén dé dang cho dinh tuyén

Dia chi khéng théng nhét trong phén cap, nén can bang dinh
tuyén |6n, tén nang luc d& phan gidi bang dinh tuyén.

5 Thuc hién gi goi tin Multicast

goi tin Multicast

C6 thé dinh danh dia chi Multicast cho mét nhém nhiéu giao dién, dé dang gui

Kho thuc hién gti Multicast cho mot nhdm.

6 Quan Iy chat lugng mang

cho cac tinh ndng nang cao chat lugng dich vu QoS

Thiét ké IPv6 véi tinh nang khong phan manh, dinh tuyén phéan cdp nén hé trg tét

Khéng cé tinh nang ho trg nang cao chat lugng dich vu.

(Tham khdo tai: https://mic.gov.vn/mra/Pages/TinTuc/131621/Cac-dac-diem--loi-ich-cua-IPv6.html)

vi muén két néi thiét bi, ting dung cong nghé thong tin ctia
minh ra ngodi Internet cdn phdi duoc cung cdp mot hodc
mét s6 dia chi IP Internet dé két ndi tir hé thong ting dung,
thiét bi tai mang néi bd ra bén ngodi Internet.

Do cong nghé, tinh chdt clia dia chi IPv4 nén tong s6
lugng dia chi IPv4 la 4,3 ty dia chi IP (4,3x10° dia chi), nén
viéc sit dung IPv4 cho mang Internet trén pham vi todn thé
giéi dang ddn can kiét, tir d6 ddt ra van dé phdi chuyén doi
sang cong nghé st dung dia chi IPv6 cho mang Internet
(do s6 luong dia chi IPvé rdt 16n, s6 lugng la 3,3x10%* dia
chi IPv6). Do d6, viéc chuyén ddi va c6 16 trinh chuyén doi
cdc hé thong két ndi Internet sang st dung dia chi IPv6 la
cdn thiét.

Poi véi mang ndi b ¢é thé stt dung dia chi IPv4, tuy nhién
Kkhuyén khich st dung mang IPv6 dé dong bd véi cong nghé
IPv6 sé dugc dp dung rong rdi trong mang Internet.

Kha nang chuyén déi IPv6 ddi véi hé thong
mang nganh Tai chinh

Hé thong mang nganh Tai chinh dang st dung cong nghé
dia chi IPv4 dugc quy hoach ddng bd cho cdc don vi trong
nganh Tai chinh. Hién nay, cdc hé thong ting dung, thiét bi
dugc trién khai, cdu hinh st dung trén nén IPv4.

Dia chi mang néi bd IPv4 clia nganh Tai chinh dugc quy
hoach khoa hoc, dong b véi cdc dai dia chi duoc chia theo
pham vi, khéi luong ting dung, thiét bi va nhu cdu st dung
clia timng don vi hé thong, méi don vi dugc quy hoach st
dung trong mét ddi dia chi mang IPv4 riéng. Viéc chuyén
tlt IPv4 sang st dung IPv6 d6i véi cdc iing dung, thiét bi cé
két ndi véi mang Internet 1a cdn thiét, tuy nhién 16 trinh
va phuong dn trién khai cdn dugc ddnh gid tong thé, dong
bd todn nganh Tadi chinh d& ddm bdo khéng lam gidn doan
viéc sl dung dich vu ciing nhu bdo ddm tiét kiém, t6i uu,
hiéu qud.

Dénh gi tac dong cda viéc chuyén IPv4
sang IPvé

Tdc dong clia viéc chuyén IPv4 sang IPv6 lén iing dung
va ha tdng mang ctia nganh Tai chinh phu thudc vdo cdc
gidi phdp, phuong dn chuyén ddi khdc nhau. Tity theo ddnh
gid hién trang va nhu cdu trién khai ctia méi don vi ma la
chon trién khai gidi phdp phii hop, cu thé nhu sau:

Gidi phdp st dung cdu phan/module NAT-network
Address Translation: La gidi phdp st dung thiét bi/cdu
phdn chuyén dbi giita IPv4 va IPv6 (module NAT), thiét bi
NAT ndy sé ditng & bién (Iam gateway) dé lam cong chuyén

doi giita mang IPv4 bén trong va mang IPvé bén ngoai. Tdc
doéng doi véi ing dung, ha tdng: hé thong ing dung va thiét
bi mang trong mang noi bé khong phdi néng cdp, khéng bi
tdc dong gi.

Trién khai st dung song song cd IPv4 va IPu6 trén hé
thong mang néi bé: La gidi phdp cho phép cd IPv4 va IPvé
ciing song song hoat dong trén hé théng mang ndi bo. Pé
trién khai theo phuong dn ndy, cdn ndng cdp hodc trién
khai thém nhiéu thanh phdn nhu: trién khai 2 hé thong
phdn gidi tén mién DNS cho IPv6 va IPv4; thay thé cdc thiét
bi mang dé ho trg cd IPv4 va IPve.

Tdc dong déi vdi iing dung, ha tdng: D6i véi tng dung
IPv4 (khdng ndng cdp IPvé), ing dung van hoat dong ddp
{ing cdc truy cdp tit mang IPv4 (chuyén ddi khong cé tdc
dong gi dén ting dung). P6i véi ting dung ndng cdp ddp iing
cd IPv4 va IPv6, (ing dung hoat dong ddp tng cad truy cdp
tlt mang IPv4 va IPvé. D6i véi iing dung néng cdp lén va chi
ddp tng IPv6, (ing dung chi ddp iing truy cdp tir mang IPvé.

Déi vdi thiét bi ha tdng mang: Thiét bi hoat dong dugc &
ché d6 song song IPv4 va IPvé: cdn bt thiét bi 6 ché do ddp
ting cd IPv4 va IPvé.

Véi cdc thiét bi chi ddp itng IPv4: mang ndi bd & viing
mang d6 chi phuc vu truy cdp tit mang IPv4 (khéng ddp ting
truy cdp tu mang IPv6).

Trién khai thuan IPvé

La gidi phdp trién khai toan bé mang néi bd sir dung
thudn IPv6. Dé trién khai theo phuong dn ndy, cdn ndng
cdp hodc trién khai thém nhiéu thanh phdn nhu: trién khai
hé thong phdn gidi tén mién DNS cho IPvé; thay thé cdc
thiét bi mang dé hé trg cd IPvé; ndng cdp ing dung dé hd
trg IPv6; Khi trién khai phuong dn nay, cdn trién khai cdu
phdn chuyén ddi IPv4/IPv6 (module NAT) & phuc vu ngudi
dung bén ngoadi st dung IPv4 truy cdp vao mang néi b da
trién khai IPvé.

Péi véi tng dung: cdn ndng cdp cdc tng dung ddp ting
IPv6 mdi hoat dong dugc. P6i véi thiét bi ha tdng mang:
cdn ndng cdp cdc thiét bi ddp tng IPv6 méi ddp tng nhu
cdu st dung.

Kho khan khi trién khai IPvé

Hién nay ngudi dung dd quen véi viéc st dung IPv4, viéc
thay ddi cong nghé stt dung IPv6 cdn thdi gian dé ddo tao
ngudi diing lam quen va sit dung dugc cong nghé nay.

Hé théng mang néi bo clia cde don vi va nganh Tai chinh
duoc quy hoach tong thé, ddng bd. Khi trién khai IPv6 cdn
ddnh gid, quy hoach lai hé thong dia chi IPvé dong bd ddm

bdo trao ddi dit liéu thong nhdt trong nganh Tai chinh. Qud
trinh trién khai cdn su phdi hop dong bd, thong nhdt ctia
cdc don vi trong nganh Tai chinh.

C6 nhiéu gidi phdp, phuong dn chuyén ddi IPv4 sang sir
dung IPv6, méi gidi phdp, phuong dn cé cdc khé khdn khi
cdn trién khai thém hodc cdn ndng cdp mét s6 cdu phdn
tuong ting, di kem theo d6 ld cong tdc qudn tri, vdn hanh, st
dung sé phiic tap hon hién tai, cdn ddu tu ting cudng ndng
Iuc va nhdn luc cho doi ngii cdn bd qudn tri hé thong.

Can khuyén khich va thic day chuyén déi sang
IPv6 trong chi tiéu danh gia cu thé cia cac bo
Chisé

Chi s6 Chuyén d6i s6 cdp bd, cdp tinh, cdp qudc gia dugc
ddnh gid hdng ndm, méi dugc trién khai bdt ddu tirndm 2020
do B6 Théng tin va Truyén thong chil tri xdy dung va ddnh
gid. Nhitng chi s6 ndy nhdm dé theo doi, ddnh gid két qud
chuyén doi s6 hang ndm ctia cdc B, nganh, cdc tinh, thanh
phé truc thudc Trung wong va clia cd nudc trong qud trinh
trién khai thuc hién Chuong trinh Chuyén déi s qudc gia.
Trong s6 cdc chi tiéu ddnh gid cé chi tiéu ddnh gid vé tién do
trién khai IPv6 cho ha tdng cong nghé thong tin cdc don vi.

Chi s6 Vietnam ICT Index do Bé Thong tin va Truyén
thong chu tri xdy dung va ddnh gid dé ddnh gid su sdn
sang cho phdt trién va ing dung céng nghé thong tin va
truyén thong Viét Nam ddnh gid hdng ndm cho cdc B9, co
quan ngang Bg, co quan thudc Chinh ph, cdc tinh, thanh
phd truc thudc Trung wong, cdc tdp dodn kinh té, tong cong
ty va cde ngdn hang thuong mai. Chi s6 Vietnam ICT Index
dugc ddnh gid bdt ddu tit ndm 2013 dén nay. Tir khi trién
khai bd chi s6 ddnh gid ndy dén nay, B6 Tai chinh luén la co
quan dugc ddnh gid xép hang thitnhdt trong bang xép hang
chung ctia cdc B, co quan ngang B, co quan thudc Chinh
pht c6 dich vu cong.

Hién nay chi so Vietnam ICT Index chua c6 tiéu chi
ddnh gid vé trién khai IPv6, tuy nhién viéc trién khai
IPv6 la cdn thiét dé tao méi truong sdn sang cho trién
khai ng dung trén nén IPv6 khi ha tdng Internet clia
Viét Nam c6 ty 1é sit dung IPv6 ngdy cdng cao (theo cong
vén 6 3136/BTTTT-VNNIC ngay 17/8/2021 thi tg Ié sit
dung IPu6 trén mang Internet Viét Nam tinh dén hét
thdng 7/2021 dat 45%).

Viéc cu thé héa chi tiéu ddnh gid vé trién khai IPv6 trong
cdc bd Chi 6 sé gop phdn thiic ddy cdc don vi gia tdng toc do
chuyén ddi ciing nhu kip thoi ddnh gid hién trang trién khai
IPv6 trén pham vi toan quac. MINGTTIATIN
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