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Trong thdi gian qua, dai dich COVID-19 da dnh hudng dén hau nhu
tdt cd cde khia canh cta cude song ctia ching ta. Cach ly xa hoi, dung
phuong tién cong cdng, han ché dilai, vv.. va nhiéu hon nita. Ching ta
thdy xu hudng trong viéc chuyén doi sang st dung khong gian mang
xudt hién ti tdc dong clia COVID-19 d6 1a: moi ngudi chuyén sang cdc
nén tang ky thudt s6 cho nhu cau hang ngdy nhu khdm chita bénh tu
xa, mua sam truc tuyén, thanh todn truc tuyén, lam viéc ti xa..
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rong hon 02 ndm dién ra dai dich, chiing kién

sut biing nd ctia cdc cude tdn cong mang vdo cdc

doanh nghiép, co sé ha tdng quan trong, co s6

chdm séc stc khde, co quan chinh pht, trudng
hoc va hon thé nita. Nhitng cudc tdn cong nay da duoc cdc
phuong tién truyén thong dua tin 6 mitc & day ddc. C6 thé
ké dén cdc cudc tdn cong dién hinh vao Kia Motors America,
Colonial Pipeline, JBS - nha cung cdp thit bo 16n nhdt thé
gidi, Twitter, Zoom,... dd 1dy cdp hang triéu thong tin khdch
hdng hay 1am sép hé thong, gidn doan sdn xudt, dong thai
lam thiét hai kinh té vo cling 16n.

Cdc cudc tdn cong ndy sé khong ding lai, du bdo i
pham mang sé gdy thiét hai cho thé giéi dén 10,5 nghin ty
USD méi ndm vao ndm 2025. Tuy nhién, nhitng con so ndy
chii yéu dugc quy cho cdc doanh nghiép - khong cé nhiéu
su chu trong vao nguoi tiéu dung cd nhan. Vi cdc phuong
tién truyén thong cht yéu dua tin vé nhiing cdu chuyén tdn
cong doanh nghiép gdy nén cdc con s thiét hai khdng 10,
hiém khi truyén thong dua tin vé cdc vu tdn cong mang véo
cd nhdn va mic d6 thiét hai. Nhung trong tuong lai, diéu
ndy cdn phdi thay doi.
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Trong qud trinh chuyén doi s6, ngudi tiéu diing sé bi dnh
hudng nhiéu hon bao gid hét béi cdc mdi de doa trén khong
gian mang. Theo d6, chiing ta cdn ddm bdo rdng an ninh
mang khong bé mdc nguoi tiéu dung.

Cdc moi de doa an ninh mang chong lai ngui tiéu ding

Cong nghé dd tré nén quan trong hon trong cd cudc séng
lam viéc va cd nhdn ctia ching ta. Bt chdp su gia tdng clia
nhu cdu cong nghé, cé thé nhdn thdy rdng nhiéu to chitc
van chua cung cdp mét méi trudng lam viéc tit xa ddm
bdo “an todn trén mang”. Noi mad cdc cudc hop kinh doanh
trude ddy thuong duoc td chic truc tiép, hdu hét gio ddy
diénra do.

Pai dich dd kéo dai mang ludi clia cdc doanh nghiép, ddy
nhanh qud trinh chuyén d6i kj thudt s6 va khién hoat dong
ctia cdc doanh nghiép c6 khd ndng tiép xic véi nhiéu i
pham mang hon. Do vdy, an todn thong tin mang (hay an
ninh mang) ngdy cang quan trong trong hoat dong ctia cdc
td chiic, cd nhan.

Su gia tdng cdc hoat dong lam viéc tir xa kéu goi su tdp
trung nhiéu hon vdo an ninh mang, vi nguy co an ninh mang
ngdy cang 16n. Piéu nay ngdy cang ré rang, chdng han, tit

thuc t€la rdt nhiéu ngudi tiéu dung roi vao tinh trang bi
Iita ddo truc tuyén khi dang lam viéc, gidi tri, mua sém truc
tuyén,... tai nha. Nhitng ké tdn cong mang coi dai dich la co
hoi dé ddy manh cdc hoat dong tdi pham ctia chiing bdng
cdch khai thdc 16 hong ciia cdc cd nhdn hoat dong trén
khong gian mang tai nha va lgi dung su quan tdm manh mé
clia moi ngudi d6i véi tin tic lién quan dén coronavirus (vi
du nhu cdc trang web lién quan dén coronavirus gid mao
ddc hai).

T6i pham khai thdc cdc diém yéu an ninh mang trong
1am viéc tit xa 1a hang loat cuc tdn cong mang vao cdc dich
vu héi nghi truyén hinh. Tit thdng 2 ndm 2020 dén thdng 5
ndm 2020, hon nira triéu ngudi da bi dnh hudng béi cdc vi
pham trong do dit liéu cd nhdn ctia ngudi dung dich vu hoi
nghi truyén hinh (tén, mat khdu, dia chi email) dé bi ddnh
cdp va bén trén dark web. Tin tdc ciing tdn cong hé thong
mang clia cdc cong ty dé truy cdp thong tin ddng nhdp clia
nhdn vién va dit liéu bi ddnh cdp sau d6 dugc bdn cho cdc
t6i pham an ninh mang khdc. Mot trong nhitng hdu qua la
su gidn doan nghiém trong d6i véi cdc doanh nghiép phu
thudc nhiéu vao nén tdng hdi nghi truyén hinh. Theo d6 tin

tdc st dung cdc t6 hop tén ngudi ding va mdt khdu dd ddnh
cdp trudc d6 dé truy cdp vao cdc tai khodn khdc. Biéu nay
1a co thé xdy ra vi rdt phd bién cdc cd nhan sir dung ciing
mét t6 hop tén nguoi diing/mat khdu trén nhiéu tai khodn.

Nhiéu truong hop da ghi nhdn cdc thanh vién khong
mong muén va khong duoe méi cé quyén truy cdp vao cde
cudc hop do va ldy thong tin bi mat hodc nhay cdm, sau d6
duoc bdn cho mét bén khdc hodc cung cdp cho cong chiing
dé1am ton hai danh tiéng clia cong ty.

Hdu hét cdc méi de doa ndy da téng cudng do cdc co hdi
xudt hién trong dot bliing phdt COVID-19.

Mot trong nhiing 1j do khién cdc cudc tdn cong mang
tdng dot bién c6 thé la do mot s& doanh nghiép vita va nhé
dp dung chinh sdch nhdn vién c6 thé st dung thiét bi cd
nhdn cta ho (dién thoqi, mdy tinh bang hodc mdy tinh xdch
tay) dé truy cdp thong tin clia cong ty. Lam viéc tai nha
khong ddm bdo mitc d6 an ninh mang nhu méi truong vdn
phong. Khi sit dung mdy tinh cd nhén hodc mdy tinh xdch
tay dé truy cdp cdc tép va dit liéu clia cong ty (ngay cd véi
su bdo mat clia gidi phdp MDM - qudn Iy thiét bi di dong),
nguoi diing dé bi tdn cong mang hon. Vi du: nhdn vién c6 thé
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khong thudng xuyén quét chdng vi-rit hodc chong phdn
mém ddc hai. Méi trudng lam viéc tai nha thudng khong c6
cdc bién phdp phong chéng tdn cong mang nhu hé thong tai
tru s cdc doanh nghiép. Ngodi ra, mang Wi-Fi gia dinh dé
bi tdn cong hon nhiéu.

Ldi clia con ngudi la mét vin dé ddng quan tdm khdc.
Trudc dai dich, 16i clia con ngudi dd 1d nguyén nhén chinh
gdy ra “mdt an ninh mang” tai co quan, doanh nghiép (vo
tinh hodc tin tuéng nhdm ngudi nén cung cdp quyén truy
cdp cho tin tdc).

Tuy nhién, khi dai dich xdy ra, vdi ché 46 1am viéc tai nha,
vdn dé con 16n hon. Khi ho lam viéc tai nha, nhdn vién c6 thé
bi cdc thanh vién trong gia dinh hodic nhiéu ngudi khdc lam
gidn doan cong viéc ho dang lam. Nhitng phién nhiéu nay
c6 thé lam cho cdc cd nhdn tré nén bat cdn hon. Hé thong
CNTT cdn phdi thich ting véi nhitng thay ddi ndy trong thuc
tién lam viéc va su gia tdng 16i clia con ngudi. Biéu ndy cé
thé duoc thuc hién bang nhiéu cdch, chdng han nhu két hop
thdi gian chd trong cdc hé thong théng tin quan trong, tdng
cwong kiém sodt, thuc thi phdn tdch nhiém vu hodc kiém
sodt tu dong.

Nhiéu toi pham mang dang tén dung nhiing gi chting hoc
duoc tir viéc tdn cong cdc doanh nghiép va bét ddu st dung
nhiing kj ndng d6 d tdn cong ngudi tiéu diing. Rdt nhiéu
tai liéu huéng ddn trén Internet dugc sit dung dé truyén
nhiing kj ndng ndy va hau hét ngudi tiéu diing hodn todn
khong biét rdng ho cé khd ndng tré thanh muc tiéu. Cdc
nhd nghién citu gan ddy da phdt hién mét cong cu khai thdc
mdt md dugc gdn vao mot bdn tdi xudng torrent cia phim
Ngudi Nhén.

Cdc td chitc quy md 16n c6 thé sén sang va c6 khd ndng
chudn bi dé phong, chdng cdc cudc tdn cong mang ctia toi
pham mang, nhung nhiéu nguéi tiéu ding thi khéng. Cdc
doanh nghiép thuong thuc hién vd cdc 16 hong bdo mdt
trong hé thong cong nghé thong tin ciia minh khi ching
xudt hién, nhung nguoi tiéu diing thudng khéng biét vé cdc
16 hdng nay, thdm chi khong quan tdm. Va trong khi nhiéu
doanh nghiép cé d6i ngii nhdn vién cong nghé thong tin cé
thé tdn dung cong nghé méi mdy hoc nhu mét phuong phdp
phdt hién va phdn héi dé loai bé cdc méi de doa vé an ninh
mang chua ting biét trudc ddy, thi ngudi tiéu diing cd nhan
khong phdi ltic ndo ciing c6 trong tdm tay stic manh ndy.

MOT SO VU TAN CONG MANG PIEN HINH

Kia Motors America dudc cho 1d da tré thanh nan nhdn céia mét cudc tdn cong bing ransomware
doi so bitcoin tri gid hon 20 triéu d6 la vao thdng 02/2021.

Colonial Pipeline: vu tdn cong dd ddnh sdp dwong ong dan nhién liéu 16n nhdt 6 Hoa Ky va dan dén
tinh trang thiéu hut nhién liéu trén khdp Bo Dong vao thdng 6/2021.

JBS - nhd cung cdp thit bo 16n nhdt thé gidi, dd tra cho cdc tin tdc ransomware xdm pham mang
may tinh clia ho khodng 11 triéu d6 la. Cong ty da bi tdn cong vao thdng 5/2021, ddn dén viéc cdcnha
mdy sdn xudt thit trén khdp Hoa Ky va Uc phdi dong cira trong it nhdt mot ngay.

Twitter dd bi tdn cong thong qua mét chién dich lita ddo qua dién thoai, muc tiéu la cdc tai khodn
ciia hon 130 nhdn vat noi tiéng.

Téi pham mang ciing da ddnh cdp hon 500.000 mdt khdu Zoom va dwa thong tin ddng nhdp rao bdn
trén dark web; tdn cong MGM Resorts va Marriott International va 1am 16 dit liéu ctia hang triéu
Khdch hang.

Magellan Health dd trdi qua mét cudc tdn cong bing ransomware va vi pham dit liéu dnh huéng

dén 365.000 bénh nhan.

Hon nita, bay gio viéc lam viéc tai nha dd trd nén pho
bién, nhiéu cd nhdn dang thdy minh ndm ngodi su an todn
ctia mang ludi an ninh mang ctia cong ty. Nhitng ké tdn cong
sé khai thdc diéu nay bdng cdch xdm nhép vao hé thong gia
dinh clia cd nhdn va tir d6, truy cdp vao mang cong ty rong
16n hon.

Su phdt trién lién tuc clia Ransomware. Cdc khodn thanh
todn tién chudc cho ransomware trong nita dau ndm 2021
1a 570,000 d6 la, tdng 82% so véi nita ddu ndm 2020. Con s6
d6 sé tiép tuc ting khi cdc cudc tdn cong ransomware ngdy
cang tinh vi va muc tiéu la nguoi tiéu ding ngay cang dugc
quan tdm. Trong tuong lai, cdc tdp dodn, chinh phu sé han
ché viéc trd tién chudc cho cdc cude tdn cong ransomware
@ chiing trd nén kém hdp dan hon.Tuy nhién, d6i véi ngudi
dung cudi, tdi pham mang khéng cdn phdi thuc hién qud
trinh tdn cong ransomware qud phiic tap - va diéu ndy
dd ddn dén nhiéu cudc tdn cong hon. Su phd bién clia tién
dién ti ciing 1a mét yéu td chinh trong su phdt trién ctia
ransomware do yéu td dn danh. Nhiing cudc tdn cong nay
sé tiép tuc dién ra vdo ndm 2022 trit khi chiing ta phdi nd luc
hon trong cdc gidi phdp ngdn chdn chiing.

Thdng qua cdc ing dung trd choi gidi tri. Vao thdng
3/2021, cdc nha nghién citu tit Cisco Talos xdc dinh phan
mém doc hai dugc nhing bén trong phan mém gian lan
cho nhiéu tro choi ma khi ngudi tiéu diing tdi xudng, da ldy
nhiém toan bé hé diéu hanh ctia ho. Vao thdng 6/2021, ho dd
phdt hién t6i pham mang da kiém dugc hon 2 triéu do la tir
mot ké hoach theo d6 chiing gidu mét phdn mém khai thdc
tién dién ti bén trong mot tro chai da bé khéa dugc hang
nghin ngudi tdi xudng.

Nhitng loai méi de doa ndy sé tiép tuc ton tai va phdt
trién trong tuong lai va tré nén phd bién hon khi s6 luong
game thd trén todn thé giéi tiép tuc tdng 1én. Nhitng nguoi
choi game c6 thé tré thanh muc tiéu dé dang cho nhitng ké
lita ddo do phdn 16n la nhém tudi ma tré chei hién nay thu
hiit. Nqui tiéu diing nay thudng ngdy tho va ho ¢ thé dé
ddng bi ép budc cung cdp théng tin cd nhan.

Gidi phdp ndo dé tdng cudng an todn thong tin mang
cho ngudi tiéu diing?

Tdc dong 16n khdc clia cdc cude tdn cong mang ctia
doanh nghiép ddi véi ngudi tiéu ding la khi mét cudc tdn
cong vi pham dit liéu khdch hang. Nhiéu logi tdn céng
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khién khdch hang dé bi ddnh cdp danh tinh va cdc loai
gian ldn khdc. Khi nhiing ké tdn cong bdn dit liéu khdch
hang trén dark web va nhiing tén t4i pham khdc mua dix
liéu d6, chiing c6 thé bién mét cudc tdn cong doanh nghiép
thanh hdng trdm cudc tdn cong ngudi tiéu diing khdc. N6
c6 thé bién thanh gian lan thé tin dung, ddnh cdp danh
tinh,... Cdc cudc tdn cong mang cé thé xdy ra mot ldn,
nhung gian ldn lién quan dén danh tinh va dit liéu nguoi
tiéu dung la mdi mai.

Do vy, ngudi tiéu diing cdn phdi dugc ddm bdo an toan
trong moi hoat dong trén khong gian mang, cdc cong ty
cdn phdi c6 bién phdp sdn sang phong, chdng nhitng vu tdn
cong mang bdng moi gid. Dudi ddy 1a mét s6 phuong phdp
dé tdng cudng an todn, an ninh thong tin cho ngudi tiéu
duing trén khong gian mang.

1. P6i véi ngudi tiéu dling, khi sit dung khéng gian mang
dé 1am viéc, mua sdm, thanh todn truc tuyéh,.. tai nha
thong qua mdy tinh cd nhdn (va thdm chi cd nhitng nguoi
st dung thiét bi thudc s& hitu ctia cong ty) nén thuc hién cdc
gidi phdp:

- Bdo vé chdng vi-riit: St dung phdn mém chéng vi-riit
va chong phdn mém déc hai trén mdy tinh. Mdc di1 diéu nay
khéng cung cdp khd ndng bdo vé an toan du phong, nhung
né loai bé nhiéu cudc tdn cong cdp thdp.

- Nhdn thitc vé an ninh mang: Ngusi tiéu ding nén tim
hiéu vé cdc phuong phdp va quy trinh tot nhdt dé thuc hién
viéc truy cdp Internet nhu giti, nhén email stt dung dich vu
luu trit trén ddm mdy,...

- Nhdn thic vé lira ddo truc tuyén: Ngudi tiéu diing
nén cdnh gidc khi nhédn duoc cdc thong tin, yéu cdu tit
Internet va nén kiém tra tinh xdc thuc clia thong tin, dia
chi ngudi guri.

- Bdo mdt mang gia dinh: Pdm bdo rdng Wi-Fi tai nha
ctia minh duoc béo vé bing mét khdu manh.

- Stt dung VPN: Mang riéng do bd sung thém mét 16p bdo
vé cho viéc sit dung Internet tai nhd, c6 thé 1a mét rdo cdn
hitu ich chéng lai cdc cudc tdn cong mang.

2. B véi cdc t6 chitc, doanh nghiép, cé mot s chién lugc
an ninh mang cg bdn cé thé dp dung.

- Ludn cdp nhdt cdc phuong phdp ma héa. Cong nghé ma
héa dang phdt trién véi toc dd rdt nhanh. Bing cdch luén
cdp nhdt chiing, cdc cong ty ddm bdo an ninh tdi uu cho
khdch hang ctia ho. Md héa dit liéu cung cdp khd ndng bdo
vé va bdo mdt dit liéu hodan chinh trén nhiéu thiét bi. Cdc
cong ty nén st dung md héa dé bdo vé dit lidu duoc luu trit
va gui khoi tin tdc.

- Han ché quyén truy cdp thong tin ngudi tiéu ding. Han
ché quyén truy cdp thong tin ngudi tiéu ding la mét cdch
hiéu qud khdc dé bdo vé dit liéu ngui tiéu diing. Cdc cong ty
cdn thuc hién cdc thue hanh Gy quyén va xdc thuc dé tdng
cuong bdo mdt. Véi cdc giao thitc Gy quyén tai chd, cdc t6
chiic ¢6 thé giéi han va han ché quyén truy cdp théng tin
ctia nguoi diing. Piéu ndy ddm bdo rdng nguoi ding chi co
quyén truy cdp vdo thong tin lién quan dén ho, do d6 bdo vé
cdc tai nguyén va dit liéu nhay cdm.

Quy trinh xdc thuc ciing rdt cdn thiét vi chiing xdc minh
ngudi yéu cdu quyén truy cép. Xdc thuc da yéu t6 (MFA) la
mot trong nhitng phuong phdp xdc thuc khd an toan. N6
tdng cudng bdo mat tai khodn bdng cdch yéu cdu nhiéu
hinh thitc xdc minh dé cé dugc quyén truy cdp.

- Xdc dinh quyén riéng tu clia ngudi tiéu ding la wu
tién hang ddu. Trong thoi dai ki thudt s6, cdc td chic trén
tdt cd cdc nganh déu luu trit mot lugng 16n dit lidu. Cdc to
chtic cdn qudn 1y va kiém sodt khd ndng st dung, khd néng
truy cdp, tinh todn ven va bdo mdt ctia dit liéu ctia ho theo
cdc chinh sdch dit liéu néi b thich hop. Vi du: & Lién minh
chdu Au, cdc cong ty cdn tudn tha Quy dinh chung vé bdo
vé dit liéu (GDPR), quy dinh ndy ddt ra tiéu chudn cho viéc
truyén ditliéu. Dao ludt Quyén riéng tu clia Ngudi tiéu diing
California (CCPA) la mét dao ludt tuong tu clia tiéu bang
nhdm tdng cudng bdo vé ngudi tiéu ding. Theo cdc quy
dinh ndy, cdc cong ty phdi tiét 16 bat ky viéc thu thép dit liéu
nao, muc dich thu thdp dit liéu, ho sé luu giir dit liéu trong
bao lau va liéu ho cé chia sé dit liéu d6 véi bdt ky bén thit ba
ndo hay khéng.

Ngudi tiéu diing ciing cdn dugc truy cdp tdt cd thong tin
ma cdc cong ty cé vé ho va cdch ho st dung théng tin dé.
Piéu nday khong chi giiip bdo vé dit liéu hop phdp cho cdc cd
nhdn ma con tao ra sy minh bach, gitip xdy dung long tin
gitta cong ty va nguoi tiéu diing.

- Ludn cdp nhdt nhitng xu huéng céng nghé méi nhdt.
Cong nghé khdng ngimg phdt trién, va cdc doanh nghiép
cdn phdi bat kip véi né. Cdc t6 chitc cdn duy tri hé thong
cong nghé cia minh va luén cdp nhdt cdc xu hudng bdo mdt
méi nhdt c6 thé.

Viéc thay ddi nhdn thitc vé vi tri ctia ngudi tiéu ding
trén khong gian mang la hét siic cdn thiét trong giai doan
ndy. Cung cdp nhiéu kién thitc hon, hiéu biét nhiéu hon,
nhiéu gidi phdp sdn sang phong, chéng tdn cong mang
va cdc quy dinh qudn 1y thich hgp sé han ché téi da dnh
hudng clia cdc méi de doa trén khong gian mang dén
nguoi tiéu dung. ETGTNTNTIN
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