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PHAT TRIEN GIAO DICH
THANH TOAON THUGNG MAI PIEN TU
SUDUNG MA QR

® LE TH| THUY DUCNG

TOM TXT:

Su phdt tri€n manh mé trong thuong mai dién tir d3 din d€n cdc g dung 18y ngudi ditng lam
trung tdm. Gian 1an th& ghi no hodc thé tin dyng va bdo mét théng tin cd nhan la nhing vin dé
19n d8i v6i khdch hang va ngan hang, dic biét trong trudng hgp chuyén tién hojc trong khi mua
s4m tryc tuyén. Trong bai viét niy, mot phuong thitc thanh todn dién 1 duge dé xudt sit dung
@ng dung dya trén ma QR (Quick Response Code - Ma phén hbi nhanh/ Ma vach hai chiéu)
thay thé cdc phuong thic thanh todn giao dich thudng mai hién hinh cdn nhiéu gidi han. Thanh
(04n véi mi QR gitip khdch hang ti€1 gidm thng tin ¢4 nhin cin thi€t € chuyén tién rong mua
s{m tryc tuy&n, gép phan bdo vé dif liéu khdch hang vi ngan chin hanh vi rdm cip théng tin.
Trén cd 53 6, bai vi€l dé xudt mot vii khuy&n nghi gép phin phét trién giao dich thanh todn
thuong mai dién tir ma QR tai Viét Nam difa trén phudng phdp phan tich s& li€u vé ph4t rién
thi phdn giao dich thanh 104n ma QR tai Ngan hing Thuong mai C8 phdn Sa1 Gon Thuong Tin.

Tit khéa: Ma QR, bdo mit théng tin, mua sim trye tuy€n, thuong mar dién ut, giao dich

thanh todn, Ngan hang Thuong mai C phan Sii Gon Thuong Tin.

1. Gi6i thiéu

Cling vdi sy phét tri€n clia hé thdng thang tin
todn cdu, 1hi€l bj di dong, séng 4G - 5G thi cic
loai hinh lhanh todn di déng ciing bang nd trong
thdii gian ean ddy nhu mot budc ti€n tat yéu, dip
ing nhu ciu ngay cang cao va da dang cia ngud:

- ding. Tuy nhién, trong s8 “mudn trimg” cdc gidi

| phip thanh todn di dong dang

“biia vay"” 1y
khich hang thi QR Pay (Quick Response Payment
- Thanh todn ma QR) dugc ddnh gid 13 phudng
thifc wu viét va duge yéu thich hon cd. Vi kha
ndng md héa théng tin toL, thiét k& nhd gon, don
gl'in d9 chinh xdc cao, mid QR dang trd thanh xu
thé cbng nghé mdi vi duge si dung trong rit
ohiéu nganh nghé.

Tuy nhién, lo 1{ng cla hdu h€t khich hang khi
mua sém va thanh todn tryc tuyén 1 viéc dién
thong tin thé tfo dung hodc thé ghi ng. B81 cdc
théng tin ¢4 nhdn nhu 56 dién thoai, dia chi thu
tin, ddc biét 2 6 tai khodn thé 1in dung ¢6 thé roi
viio 1ay 1oi pham hoic tin tic. Trém cdp (hong tin
cd nhin A€ lira ddo 1a nhu‘ng vin dé khi phd bién
trong mua sam tryc tuy&n [1). Trong khi mi vach
truyen thdng v61 cdc dudng song song chi c6 thé
Jutu trit 20 chi? 88 thi ma QR ¢ thé luu tri¥ théng
tin v6i hing ngan ky t va chir s3. Sy k&t hop ciia
cdc mé-dun den duge mi héa ¢6 thé luu e bat
ky dit liéu nao, 1it tén, nhin hi¢u, dia chi, Yién két
va hinh dnh sdn phim cho dén cic thdng tin va
chi i€t sdn phdm [2].
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2. Giao dich thanh todn khi mua hang tryc
tuy€n

Khi thifc hién mua sim tryc tuy€n, sau khi chon
bat ky mdt mat hing ndo tir bat ky trang mua sém
n30, khéch hing sé dugc dua dén mjt trang thanh
todn. Trong hé thdng thanh todn, ngudi tiéu ddng
phdi ké khai cdc thdng tin vé& thé tin dung hoidc thé
ghi nd mét cdch kh chi tiét thé nhu s& thé, tén chii
thé va ngay hét han cia thé, ma bio mét thé
(CVV-Card Veufication Value). Mua s¥m dién 1
thdng qua cdc trang mua hang tryc tuy€n lubn yéu
cAu ma CVV [3]. Céng thanh todn ddm béo tinh
bdo mat thé tin dyng bing cdch ma héa cic thong
tin bdo mat, ching han nhu 6 thé tin dyng, d€ ddm
béo thong tin dugc truyén mét cich an todn giira
khdch hang va ngudi bdn, gilra ngud bdn va trung
gian thanh todn [4].

Bdo mat thong tin khdch hang dugc cdc ngdn
hang thanh todn dit [&n hang ddu. Vi du, khi thuc
hién thyc todn bing thé tin dung hodc thé ghi ng
trong trudng hgp mua vé tau lira, vé xe khdch hozic
vé mdy bay, cdc trang bén vé s& yéu cau s8 nhin
dang cd nhén (ma PIN - Personal Identification
Number - Mi s8 dinh danh) kb1 thuc hién thanh
todn. Thé tfn dung hodc thé ghi ng dugc sif dung
hdu nhy sudt gus trinh mua hang trong cdc hé
th&ng thanh todn dién ti [5). Lic nay, cic vin dé
kh4 phd bién ma khach hang thudng 2dp phdi la
thé c6 thé bj tring 13p, md PIN ¢6 thé bi 16 va thé
6 thé bi that lac hoic bi quén sau khi giao dich.
Tin tac xut ién dénh cAp thdng tin cha ngudh uéu
diing va lam dung théng tin d6 d€ mua sim hodc
mua hang tryc tuyén,

Hinh 1: Quy trinh mua hang online

Khach hang Khach hang cung cap
Iya chon san thong tin thé 1n dung hojc
pham trén > théng tin thé ghi ng theo

web ¢dn mua yéu cau clia ngudi ban
Xac minh | C8ng thanh toan &n hanh
tal khoan |— Kiém tra thong tin thé clia
ngan hang | khéch hang

3. Giao dich thanh todn biing ma QR
Trong mé hinh thanh todn md QR, sau khi liya
chon cdc miit hitng mong mudn vi thém ching vao
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£i6 hang, he théng thanh todn ua thich s& hudng
din khdch hang dén trang thanh todn. Lic nay, véi
phuong thite giao dich truc tuy&n théng thudng, céc
chi ti&t nhu: tén khach hang, s6 thé tin dung, ma
bdo mat thé tin dung va ngdy hét han dudc cung
c&p bdi khéch hang. Tuy nhién trong phuong thitc
thanh todn bing mda QR, mi QR dugc tao § phia
khdch hang v6i tat cd chc chi ti€t can thi€t nhi:
(&n khéch hang, s& thé va md CVV va nghy hét
han citng véi 3 tién giao dich. Céc chi ti€t duge
glti d€ mua hang tryc tuy&n & dang dugc ma héa
nhir trong Hinh 3 (a). M QR dugc sif dung vdi cae
chi ti€t ngan hang thay vi cung c&p chi 1€t thé ghi
ng hogc thé tin dung trirc uép.

Khi mdt trung gian xuét hién (&n cong tai khodn
clia kbach hing, thi viéc st dung ma QR uép theo
dugc cot Ja khdong hap 1é holic sif dung cling mdt
mi QR cho s& tién khac véi s6 tién giao dich duge
chi dinh cing duge coi 1A khéng hop €. Sau khi
nhén dude chi tiét thé x4c thye khach hang, ngan
hang khdp théng tin vdi cd s¢ di liéu riéng dé
x4c minh xem ngudi ding c6 phai la khich hang
hgp phdp hay khéng. Khi khdch hang dugc x4c
nhédn 1 chi tar khodn va cé ky quy, quy duge
chuyé€n 1 1ai khodn khéch hang sang tai khodn
ngud bén da giti nhu
trong Hinh 2. Md QR
dudc tao vGi cac chi
ti€t thé khdch hang
dudc ma héa va hién
thi tai cng giao dich
clia cifa hang bdn 18
hodc cdc trang mua
sim, sau 46 dudc
truyén t8i ngan hang
d€ xdc minh phd
hop. K&t qua chi tét
dudc ngan hang ma
héa va gid1 ma cho
phén thanh todn tryc
tuy€n hi€n thi trong
Hinh 3 (a) va 3 (b).

Nhu viy c6 thé thdy, QR Pay mang lai cho
ngudi tiéu ding khd nang thanh todn khéng cin st
dung tién mat hay thé ngén hang. QR Pay dim bo
tinh an toan nh¥ hai 16p bdo mAt, bao gbm yéu ciu
ngudi ddng diing nhap vao tai khodn trén (ng dung
Mobile Banking (dich vy trén dién thoai duge ngan

Hinh 3a: Méu dudc
ma héa

A R =

Hinh 3b: M&u dugdc
gidi mé

AN

5
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Hinh 2: Glao dich thanh toan st dung ma @R

Khach han Lua chon san pham/dich ©ang nh ai
['Kndch hang || Lua chon san phémidich vu g nhap met kndu | Bing obch qui
ma QR duge tal
v& may trén Ung
Tiéh hanh Xéc nhaq Hodc hinh anh (thang tin tai ’ dung dién thoal
thanh toan tai khoan khodn da dugc dang ky)

hang cung c&p) sau d6 ho phai nhip ma OTP (One
Time Password - Mat khau sit dyng mot 1dn) do
ngin hang g vé qua SMS (Short Message
Services - Dich vy tin nhin ngin) hoic x4c thyc
bling vin tay dé hoiin (51 thanh toiin.

O khia canh khdc, trong 1an séng nang cap chit
lugng dich vu biing thanh todn QR Pay clia cic
ngin hang thi khich hang 13 ngudi dugc 1gi nhat.
Céc ngin hing thuding xuyé&n tung ra nhiéu chudng
tinh wu dai, “kich thich” khéch hiang s dung.

Tuy nhién ma QR c¢6 nhitng han ch& ¢ hiru khi
n6i d&h dng dung cia nd trong thanh todn. Tiém &n
riii ro |6n nhat ndm & chié€c dién thoai théng minh,
bdi moi théng tin quan trong cla ngudi ding déu
niim & trén chi€c dién thoai. V& khia canb bio mat
clia ma QR, trong hau hél cdc khodn thanh todn
mi QR, khich hing quét ma chtra thng tin vé san

phdm hodc ngulsi ban. Cic khdch hang sau dé ducc
chuyén hu6ng dén trang thanh todn rén dng dung
thanh todn hoic mang théng tin cda ho trinh duyét
€ hoan tat giao dich. Attagging - 1dn cdng, 1a sy
thay thé cda mdt ma QR v6i ma QR doe hai chira
vi-rdt dugc nhing vao ma. Nhitng ké tan cong c6
th€ ndm bt tai khodn vi thong tin cd nhin i cdc
thiét bj nay.

4. Gidi phdp phat trién giao dich thanh todn
mia QR tai cdc ngdn hang thuong mai

Tai Viét Nam, tiém niing thanh ton qua ma QR
1 rat 16n khi ddo s6 tré, thich Gng nhanh vdi cdng
nghé vi dic biét qud nifa dan s6 Viét Nam dang st
dung dién thoai thong minh.

Tinh d&€n quy 4/2018, di c6 18 ngan hang 16n
tai thi trudng Viét Nam tich hgp tinh niing QR Pay
trén ng dung dién thoai di déng.

Bdng 1. 18 ngdn hang 16n tqi thi truding Viét Nam tich hgp tinh ndng @R Pay
trén Ung dung dién thoaqi di déng

Ngan hang Tén Ung dung Ngén hang Tén Uing dung Ngan hang Tén (ng dung
Ngan hang Ngén hang Nong Agribank Ngéan hang Sai y
Ngoai thuong VB Pay nghiép E-Mobile Banking Gon Ha Noi SHE:Mobile
Ngan hang Bau BIDV Ngan hang Quéc NCB Smart Ngan hang An ABBank

{uva Phat trién | SmariBanking dén Binh mobile
Ngan hang Vietinbank Ngén hang SCB Mobile Ngan hang TMCP Maritime
Cong thucng iPay TMCP Sai Gon Banking Hang Haii mBanking
Ngan hang MyVIB Ngan hang TNHH '\ IVB Mobile Ngan hang Viét VPBank
Quéc t& d Indovina Banking Nam thinh vugng Online
Ngan hang Viet Capital Ngan hang Tién TPBank Ngan hé.ng Nam Nam A Bank
Ban Viét Mobile Banking Phong QuickPay A Mobile Bankin
Ngan hang xuat Eximbank h3 A BAC ABANK Ngan hang Quan
| nhspkhdu | Mobile Banking Ngan hang BACA | ) ' e Banking doi MB Bank

Nguén: vapayment.onpay.vn, QR Pay - Cugc chay dua hoan thién hé sinh thdt ciia ngémh ngan hang, 28/03/2019,

Cong thanh todn VNPAY®
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Mot 58 ca hang/ don vi kinh doanh/ website
6 thé thanh todn VNPAYOR;

Bdng 2. Mét s8 clia haing/ddn v| kinh doanh
¢ 1hé thanh foan VNPAYS®

Tén clia hang/sén pham/
Linh wye website
An uéng King BBQ, ThaiExpress, ...

Chudi siéu th| dién may,
dién thoai, ddng hé

Siéu thi dign thoai di dong,
Hé théng siéu thy dién méy,..

Vietnam Aurlines, Vietjet Air,

Giao théng van tai Dusng sit Vit Nam
Thdi trang Canifa, Elise, ...
Chui siéu th Thé gi6i ngm, Tinh dau
nganh hang khac HaEva, .

Vig théng FPT shop, MobiFone,

VinaPhone

Nguén' vnpayment.vnpay.vn, QR Pay - Cufc chay
dua hodn thién hé sinh thei ciia nganh ngdn hang,
28/03/2019, Cing thanh toin VNPAYC*

Thdng 10/2018 vira qua, Ngén hang Nha nudc
43 ban hinh Quy&t dinh s& 1928/QD-NHNN vé
viée cong bo Tiéu chudn cd s§ “Pic ta ky thuit
mi QR hi€n thi t0 phfa don v chip nhin thanh
ton tai Viét Nam™. Diéu ndy ddm bio tinh déng
b6 ciia ha tang, dif liéu thanh todn qua ma QR. Véi
sut thong thodng vé chinh sdch, ndi Juc manh mé
cla cic doanh nghiép va su cdng hudng cla nganh
ngin hang, thanh todn QR Pay s& (i€p tuc phat
rién biing nd tai Viét Nam.

Cu thé, theo s8 liéu cta Phong Kinh doanh (Hai
S& chinh) tir ngay 25/01/2019 dén 21/04/2019,
trong vong chua day 3 thdng, Ngan hang Thuong
mai c8 phin Sai Gon Thudng Tin (Sacombank) di
phdt trién duge 1.144 dai 1y QR, trong dd c6 51
dan vi ciu mdi phat sinh giao dich va 35 dai ly QR
ngli déng thic ddy, s§ lugng QR ngi déng cén
ddnh thitc 1&n 1&i 2.076 dai ly. (Bdng 3).

Bing thdng ké s& lidu cho thay, khu vyc sk
dung giao dich thanh todn ma QR 1dn nhat thude
thanh phd HS Chf Minh -thanh ph& ddng dan phét
trién kinh t&€ manh nhit ca nuGe v haon 485 dai Iy
QR s& 1i€p tuc dugc trién khai trong nrang lat. N6i
1i€p thanh ph& H Chi Minh 1a khu vife Bic Trung
B v6i 244 dai ly QR, Pdng thanh phd HS Chi
Minh fa 137, Khu vyc Tay Nam B6 khiém (3 nhét

BAng 3. Théng ké phat 1rién QR dai ly quy 1/2019, 4/2019

Ten ke mitwle | mgaeden | cincintie | ook

Déng TP. HCM 137 7 214 1
Tay TPHCM 4 184

TP Ha Noi - 17 1 114 3
Déng Nam b 7 1 138

Tay Nam bd 89 16 172 3
Béc Trung b 244 16 591 14
Mién B3c 26 2 62 1
Nam Trung bé va Tay Nguyén 51 3 116 1
Trung tam TP. HCM 569 5 485 12

Tong 1144 51 2076 ﬁ

Ngudn: Phong kinh doanh - Ngin hang Thuong mai c6 phin Sai Gon Thiong tin
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¢ nudc chi v6i 4 dar 1§ m6i phét trién, khéng c6
ngl dong thife ddy nhung c6 d€n 184 daily QR cin
d4nh thifc trong thyi gian 16i.

Nhy viy c6 thé thd'y, giao dich thanh todn ma
QR [ thi rudng tiém ning cla cdc ngin hang
ihiong mai. Nhung d€ dat dugc ky vong dua QR
Pay thyc su phét trién va trd thinh kénh thanh tosn
tién dung tai Viét Nam, thay thé co bén cdc hoat
dong thanh todn biing tién mat theo tic gid cin Juu
§ nhing diém nhu' sau:

Thit nhd, cn s6m nghién cdu va dua ra mét
uéu chufn théng nhi't vé dinh dang ma QR trong
thanh todn di ddng cho thi trudng Viét Nam. Bay
i tién dé ddu tién, &L nén méng cho viée thyc
hién thanh todn hén thdng trong toan thi trudng.
Trénh viéc m&1 mdt hodc mdt nhém céc ngan
hang, t3 chirc/trung gian thanh todn phat hanh mét
dinhi dang riéng, gay khé khin cho ngudi mua va
ngudi ban.

Thit ha, cin ¢6 céc chuong trinh h trg thic
¢y céc doanh nghiép 4p dung phuong thifc thanh
win ma QR. Ma QR thyc sy tién dung va dé 4p
dung cho cdc doanh nghiép dic biét 1a cdc doanh
nghiép vira va nhd, siéu vi mé, cdc hé kinh doanh
c4 thé véi chi phi thite hién tuong d6i thap. Dic

TAI'LIEU THAM KHA O:

biét, con hd trg cong t4c quin Iy gidm sat nha
nude vé cdc hoat ddng thu chi, thyc Juén nghia
vu ndp thué.

Thit ba, 1 ban than ngudi dan ciing cén chuyén
dich th6i quen tiéu ding bing tién mat sang
phuang thifc thanh t04n méi tién dung hon.

Thit ne, cdc ngn hang thuong mai ting curdng
cd s ha tAng an ninh ddrm bdo sy thong sudt trong
hoat dong thanh todn; don gidn héa cdc thi tuc,
quy trinh dang ky.

5. K&t lun

Ma QR dige sif dung trong mua s§m tryc tuyén,
N6 cung cdp quyén riéng w dif ligu cla khich
hang va ngin chin viéc lam dung dit liéu ¢4 nhdn
va ngan hang cda khdch hang. Phuong phdp thanh
to&n biing md QR giip ngan chan hanh vi rdm cip
danh tinh va bdo mit dtf liéu khach hang So véi
cdc ifng dung ngdn hang khdc nhu thé tin dung
hodc thé ghi ng, m4t khdu giao dich, ma QR ¢6
hi&u qué va sif dung nhanh. V&1 su thong thoéng vé
cd ché chinh sdch, tinh d6ng b cha ha tdng, ndi
lyc manh mé cia cdc doanh nghigp va si cong
hu@ng ctia nganh ngan hang, thanh todn QR Pay
§& i€p tyc phat tri€n bdng nd tai Viét Nam trong
thai gian 161 m
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DEVELOP E-PAYMENT TRANSACTIONS
USING QR CODES

® Master. LE THI THUY DUONG
Faculty of Accounting - Finance
Nha Trang University

ABSTRACT:

The tremendous development of e-commerce has resulted in the emersion of various
customer- centered application programs. Credit or debit-based risks and personal information
security are truly big concerns of both customers and banking systems, especially in monetary
transfer and online transactions. This paper 1s to introduce an e-payment method using QR code
(Quick response) which could replace current payments with various drawbacks. With QR
payment transactions, customers will not have (o release too much their personal information to
make payments for their online shopping. As a result, QR payment would enhance the
information security for customers as well as banks. By analyzing the QR payment market share
development of Saigon Commercial Joint Stock Bank, this aricle proposes some
recommendations to develop the QR payment in Vietam,

Keywords: QR code, information security, online shopping, e-commerce, payment, Saigon
Comimercial Joint Stock Bank.
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