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As technology develops, password authentication contains many security
risks and is outdated. In the current authentication methods, the
fingerprint authentication method is based on the identification of
features, thereby comparing and identifying an individual. One of the
methods for fingerprint recognition is using Euclidean distance. The
problem is how when the user can provide a database that meets the
algorithm used in the authentication model, giving accurate results
without revealing information about the Euclidean distance when system
reference. The author's solution uses the Paillier public cryptosystem
system; encrypt the Euclidean distance for the authentication sample
before entering the system for comparison; Experimental results encode
the sample by Paillier coding, then check the correctness by calculating,
comparing the results with the usual calculation. From there, the
conclusion of the proposed algorithm is made.
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Cong nghé ngay cang phat trién, viéc xac thuc bang mat khau an chaa
nhiéu rai ro bao mat va da 13i thoi. Trong cac phuong thirc xac thuc
hién nay, phuong thirc xac thyc bang dau van tay dwa vao viéc nhan
dang cac dat trung, tir d6 ddi chiéu va xac dinh danh tinh mét c4 nhan.
Mot trong nhimg phuong phap dé nhan dang vén tay 1a st dung khoang
cach Euclid. Van dé dat ra 1a 1am sao khi ngudi dung c6 thé cung cép co
s¢ dir liéu dap ung duoc thuat toan duoc st dung trong mo hinh xac
thuc, cho ra két qua chinh x4ac ma van khong lam 16 thong tin vé khoang
cach Euclid khi tham chiéu véi hé théng. Giai phap clia nhom tac gia sir
dung hé mat ma cong khai Paillier; ma hoa khoang cach Euclid ddi voi
mau xéc thyue trude khi dua vao hé théng dé so sanh ddi chiéu; két qua
thuc nghiém ma hoéa miu bing ma hoa Paillier sau d6 kiém tra tinh
dung ddn bing cach tinh toan, so sanh két qua véi cach tinh thong
thuong. Tir d6 dwa ra két luan dbi véi phuong phap duoc dé xuit.
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1. Gigi thigu

M3 hoa ddng cdu c6 mot s6 kha ning tng dung tic thoi, chiang han nhu bau cir dién tir. Véi E
12 ham ma hoa, mot ham ma hoa (E) ma ca E(x + y) va E(x.y) déu c6 thé tinh dugc dé dang tir
E(x) va E(y) theo [1]. Hé ma hoa Paillier déng CAuU V&i phép cong nén da duoc dung trong nhiéu
giao thirc bau ctr dién tir. MGi nguoi bo phleu ma hoa phleu bau ciia minh nhu mot con s6 va
cong bd no6 véi thé gidi. Bat ky ai cling co thé cong cac phleu biu dé tao nén két qua cubi cung
(dwgc ma hod) khién ké xau kho co the bo qua nhiing phleu bau hop 1é. Giai ma ban ma hoa két
qua cudi cung s& chi cho biét tong sé phiéu bau cho mdi tng vién nhung khong 16 phiéu bau cua
ting cir tri dwoc phat trién bai [2].

Kha ning (ng dung ciia mi hoa déng cau con rat 16n, nhat 1a véi su phd bién caa dién toan
dam may. Chiing ta s& xem xét mot kha ning ing dung ma hoa déng cu trong mot s nganh:

Nganh y t&: Trong mot hé luu trir dam bao bi mat trén ddm may, dir liéu vé lich st kham chira
bénh cua cac bénh nhan duge cac co so Y té ma hoa trudc khi day 1én dam may. Bénh nhan kiém
soat viéc chia sé va truy cap hd so ctia minh bang cach chia sé khoa bi mat véi nhiing co sé kham
chira bénh nhat dinh véi cac tinh ning bao gdm ciu trac phan cip cua hd so, hinh anh [3], kha
ning tim kiém dit liéu ma hoa va cac lua chon phan phéi khoa. Kha ning ma hoa ddng cau c6 thé
cho phép nha cung cap dich vu dam may tinh toan trén dit liéu ma hod thay mat bénh nhén [4].

Nganh tai chinh ngan hang: Trong nganh tai chinh c6 thé can phai bao vé bi mat cua ca dir
liéu va cac ham tinh toan, nhu: dir liéu vé cac doanh nghiép, gia chimg khoan, hay cac bang cén
dbi ké toan [5]. Cac ham xu ly dix liu co thé cling can duoc bao mat. Cac ham nay dua trén
nhitng moé hinh dy doan mai vé gia chimg khoan va nhitng mé hinh dé c6 thé 1a san pham cua
qua trinh nghién ctru lau dai, vi thé can gitr kin dé dam bao loi thé canh tranh. Véi ma hoa dong
ciu day du, mot s6 ham co6 thé dugce tinh toan mot cach bi mat theo cach sau: khach hang tai ban
ma hod ctia ham 1én dam may theo [6], chang han nhu mot chuong trinh ma mot sé phép tinh lién
quan toi cac diu vao ma hod. Dit lidu chuyén 1én dam may duoc méd hoa vé6i khod cong khai cua
khach hang. Dich vy ddm may thyuc hién ham bi mat bang cach 4p dung ban mé ta duoc mi hoa
ctia chuong trinh v&i dau vao mi hoa ma ho nhan duoc. Sau khi xir 1y, dam may tra ban ma hod
cua gia tri tra vé cho khach hang.

Nganh quang c4o: ¢ thé hinh dung mét cong ty m§y phdm mudn st dung thong tin ngit canh
dé giri quang céo t6i dung nhitng khach hang tiém ning thich hop. Nguoi tiéu ding sir dung dién
thoai di dong sé lién tuc giri thong tin ngir canh vé ban than ho nhu vi tri, thoi gian, cac tir khoa
trong thu dién tir va cac hoat dong duyét web. Thong tin tai 1én con c6 thé 1 hinh anh thuong
hiéu, khuon mit, hay cac théng tin dinh vi (nhu cac do vat xung quanh, céng s&, nha riéng hay
clra hang). Khi thong tin ngit canh duoc tai 1én dam may, cong ty my pham co thé xu 1y dit liu
bing mot sé ham dé xac dinh loai quang cdo can gui toi dién thoai ctia khach hang cu thé dé. Cac
thong tin ngir canh khac ¢ thé 1a mirc thu nhap, nghé nghiép cia khach, lich sir mua sam, lich sir
du lich, dia chi nha riéng,... Nhimg thong tin d6 mang tinh riéng tu va viéc thu thdp ching s&
khién khach hang lo ngai. Nhung mi ho4 dong cau c6 thé ma hoa toan bg dir liéu ngir canh, hinh
anh [7] bang khoa cong khai ciia ngudi dung trude khi tai 1én may chu; may chi tinh toan trén dit
liéu ma hoa dé xac dinh can giri di loai quang co nao (ciing dugc ma hod bang khoa cong khai
clia nguoi ding); nhitng ham tinh toan d6 c6 thé bi mat hoic cong khai. Néu nha cung cap dich
vu dam may khong hop tac véi cong ty mudn quang céo, ma hoa dong ciu s& dam bao bi mat dix
liéu ctia ngudi tiéu ding d6i voi nha cung cap dich vu dam may va cac cong ty quang céo [8].

Trong bai bao nay, tac gia d& xuat sir dung hé ma hoa khoa cong khai Paillier theo [1] va thuc
nghiém tinh toan khoang cach Euclid da dugc ching minh [9], [10] nham xac dinh tinh kha thi
trong viéc bao vé mau, bao dam tinh riéng tu cua ngudi dung khi st dung ma hoa cong khai
Paillier. Bai bao dugc trinh bay gdm 3 phan chinh: Muc 2 trinh bay ly thuyét co ban V€ phep
dong cau trong toan hoc va mi hoa cong khai Paillier; tiép theo myc 3 trinh bay khai quat vé cach
tinh toan khoang cach Euclid trong nhan dang diu van tay va phuong thic sir dung ma hoa
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Paillier trong bai bao; sau d6 la phan thyc nghiém dé so sanh két qua gitra cach tinh thong thuong
va cach tinh két qua khi dugc ma hoa. K&t thic bai bao dua ra két luan vé cach tinh dé xuat nham
bao vé nhiing dir liéu (khoang cach) riéng tu nguoi dung.

2. Mi héa cong khai Paillier va khoang cach Euclid d6i véi miu cé d dai ¢é dinh
2.1. Phép dong ciu va ma héa cong khai Paillier
2.1.1. Phép dong cau

Dé han ché nhitng rai ro duoc néu ¢ phan gigi thiéu, can thuc hién nhiéu giai phap phu hop,
day du dé xay dyng su tin cdy caa ngudi dung thong qua viéc bao vé dit lidu ca nhan bang phép
toan ddng ciu. Thuat ngit “dong cdu” xuat hién sém nhét tir ndm 1892, bai nha toan hoc ngudi
Prc Felix Klein. Trong dai s6, phép dong céu 1a mot anh xa béo toan cu tric giita hai cau trac
dai s6 cung loai (chang han nhu hai nhom, hai vanh, hodc hai khong gian vecto). Phép ddng cau
cua khong gian vecto con dugc goi la anh xa tuyén tinh, va viéc nghién ctu ctua chiang la ddi
tuong trong mon hoc dai s tuyén tinh.

Phép dong cau 1a mot anh xa gitra hai cu tric dai s6 cung loai, bao toan cac phép toan cua
ciu tric. Piu nay c6 nghia 1a mot anh xa f: A — B gitta hai tip A, B duoc trang bj cing mét ciu
trac thoa mén, néu 13 mot phép toan cua cau trac (dé don gian hoa, ta gia sir n6 1a mot phép toan
hai ng6i), khi do:

f(x.y) = f(x).f(y) cho moi cip x,y trong cac phan tr cua A. Ta thudng noéi rang f bao
toan phép toan hodc tuong thich véi phép toan.

Vé mait hinh thac, mot 4nh xa f:A - B bao ton phép toan p cua ngdi k, dugc xac dinh trén
ca hai A va B néu: f(yA(al, ...,ak)) = MB(f(al), ...,f(ak)), véi moi aq, ..., a; trong A .

Céc phép toan phai dugc bao toan boi phép dong ciu 1a cac hang sé. Pac biét, khi cau trac
yéu cau phai bao gdm mét phan tir don vi, phan tr don vi cua cau trac dau tién phai duoc anh xa
t6i phan tr don vi tuong ng cia cau trac thi hai.

Chinh vi tinh chét dic biét ciia phép toan nay nén thich hop trong viéc bao dam tinh toan ven,
riéng tu cia mau duoc dung trong xac thuc.

2.1.2. H¢é ma hoa cong khai Paillier

Hé théng mat ma Paillier, duoc phat minh bai Pascal Paillier vao nam 1999 [1], 1a mot thuat
toan bat d6i ximg xac suat cho mat ma khoa cong khai. Cac budc tao khoa, ma hoa, giai ma mat
ma cong khai Paillier theo [9].

Mot tinh ning dang cha ¥ ctia hé théng mat ma Paillier 1a cac thudc tinh ddng cdu caa nd cung
v6i méd hoa khong xac dinh ciia nd. Tinh chat dong ciu van dam bao khi thyc hién cong thém gia
tri, cac dic diém cong hoidc nhan thém c6 thé duge mé ta nhu sau:

Phép cong ddng ciu ciia cac ban rd

Tich ctia hai ban ma s& giai ma thanh tong cic ban rd tuong ng cua chiing,

D(E(my,1)E(m,, 1) mod n?) = m; + m, modn
Tich ctia ban md m, véi g lity thira m, s& giai ma thanh tong cia cic ban rd twong wng theo
cOng thirc sau:
D(E(my,11).g™ mod n?) = my + m, modn
Phép nhan dong ciu cia cac ban ré
Mot ban ma dugc nang 1én thanh ity thira ctia mot ban rd sé giai ma thanh tich cta hai ban 1
D(E(mq,1)™2 mod n?) = mym, modn
D(E(m,,1,)™ mod n?) = mym, modn

No6i mot cach tdng quat hon, mot ban mi duoc nang 1én thanh liy thira cuia mot hang s6 k s&
giai mi thanh tich cua ban rd va hiang sb:

D(E(my,m)* mod n?) = km; mod n
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Nhimng phép toan vira néu s& dugc trinh bay cu thé hon trong phan 3 dbi véi tinh cong. Chi y
rang, voi viéc ma hoa Paillier ciia hai thong diép, khong co cach nao dugc biét dé tinh toan ma
hoa tich cta nhing thong diép nay ma khong can biét khoa ca nhan. Do d6 khoa ca nhan (private
key) 1a can thiét va phai duogc tinh todn néu sir dung hé ma hoa cong khai Paillier.

2.1.3. Ung dung ma héa cong khai Paillier trong bao Vé tinh riéng tw ciia mau

Do di dugc mé héa tir ban 3, viéc bao mat thong tin cua mau gitp chdng lai cac cudc tan
cong ban rd. Do cac thude tinh dong cau da néu, hé thong co thé linh hoat chéng lai cac cudc tan
cong ban rd, ké ca ban ma. Thong thuong trong mat ma, khai niém vé tinh linh hoat khong duoc
coi 1a mot wu diém lgi thé, tuy nhién trong mot s6 ung dung nhu bo phiéu dién tir thi tinh ning
nay thuc sy can thiét. Mot s6 tng dung tiéu biéu cua thuat toan Paillier da dwoc tng dung hién
nay nhu sau:

Biéu quyét, b6 phiéu dién tir: cac tinh chat dong cu ciia hé ma Paillier c6 thé dugc sir dung
cho cac hé thdng bo phiéu dién tir an toan. Vi du mét phiéu bau nhi phan don gian ("ung ho" hoac

"phan d6i"). Cho m cir tri bo phiéu 1 (ung ho) hoac 0 (phan dbi). Mdi ctr tri ma hoa lya chon cua
ho trudc khi bo phiéu. Vién chuc bau ctr ldy san phdm ciia m phleu dugc ma hoa, sau do giai ma
két qua va nhan duogc gia tri n , 13 tong cua tat ca cac phiéu bau. Sau dé, vién chuc bau cur biét
rang n nguoi da bo phiéu cho va m X N ngudi di bo phiéu chéng. Vai tro cua r 1a sé nguyén ngiu
nhién dam bao ring hai phiéu bau tuong duong s& mi hoa thanh cing mét gia trj chi voi kha
ning xay ra khong dang ké, do d6 dam bao quyén riéng tu cua cir tri.

Tién dién tir: kha ning thay doi mot ban ma nay thanh mot ban mé khac ma khong lam thay
ddi noi dung giai ma cta no. Vi dy rang chiing ta cAn thanh toan cho mot mét hang truc tuyen ma
nha cung cap khong can biét sb thé tin dung, danh tinh ctia khach hang. Muc ti€u cua ca tién dién
ttr va bo phiéu dién tir 1a dam bao ddng tién dién tir (trong tu nhu bo phiéu dién t) hop 1€, dong
thoi khong tiét 16 danh tinh cia ngudi hién dang lién két véi no.

2.2. Phwong phdp tinh todn khodng cdich diém twong dong Euclid déi véi cdc mau cé dp
dai cé dinh

Chung ta dinh nghia khai niém dau van tay tham chiéu va ddu van tay tim 4n duéi day:

DAu vén tay tham chiéu: Dau van tay duoc nguoi dung dang ky trong diéu kién ly tuong
ngudi dung dugc goi dén tai van phong co quan va dau van tay cua ho dugc ghi lai voi sy huéng
dan duogc goi la diu van tay tham chiéu. O day, muc do chinh xac va tinh kha dung cia cac dau
van tay tham chiéu 1a rat cao va khoang cach Euclid 1y tuong béng 0.

DAu van tay nhan dang: Diu van tay dugc phat hién lan dau tién (str dung cac k¥ thuat hoa
hoc co san) tir hién truong vy an thuc té, nguoi dung dung dé xac thyc va sau d6 duoc ghi danh
dugc goi 1a dau van tay tiém an hoic co hoi ddu van tay. Nhung nhitng dau van tay nhu vay duoc
tim thdy trong diéu kién dut giy/hu hong tai hién truong vu an do vét ban, vét dau loang, bé mat
am wot, tuyét, bui,... O day mirc do chinh xac thdp nhung kha nang cé san tai hién truong vu an 1a
cao va khoang cach Euclid cang 16n twong ng voi do chinh xac nhan dang thap. Cach tinh
khoang cach Eculid theo [11], [12] trong bai bao nay ta quy wdc mét S(S ky hiéu nhu sau:

To={pPs s Pty - pp} va T, ={ry, ..., It, ..., I¢} trong d6: T, 1a mau thu dugc tr cam bién cua
hé thong T, 1a mau tham chiéu va khong duoc bao V¢ (chua ma hoa) bao gom céc dic trung F.

Saist = dd.st (Tp, T): diém glong nhau gitra hal mau T, va Ty, trong d6 dgist 1a mot ham khoang
cach cu thé ddi voi khoan cach cu thé: euc 1a viét tat cua Euclid.

Cho truéc hai mau F 1a ma tran T,vaT, diém sb Seuc=d euc(Tp, T,), c6 thé duoc tinh toan mot
cach hiéu qua nhu (1):

euc— Zf 1pf+ rf - zpfrf (1)
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2.3. Phwong phdp céng 2 khodng cdch Euclid déi v6i Mdu c6 d dai c¢é dinh siv dung ma
hoa Paillier

E biéu thi ham ma hoa, s 1a s6 ngau nhién va pk khoa cong khai, va E dugc dinh nghia bang
(2) va Dg la ham giai ma véi khoa riéng tu sk:

Ex(m,s) =g™.s" mod n? (2)

Diém dugc mi hoa co thé duge tinh truc tiép trong mién dugc md héa ma khong can thyc
hién bat ky ma hoa nao trong may khach nhu (2):

2 2
Eeue) = [y EQYP.E(2). EGrf) 7P = TIF_y(1)PF. euciy . (eucs )P (3)

Do d6, mau tham chiéu dugc luu trit trong co s& dir liéu duoc méd hoa duoc xac dinh bai cac
mat ma sau:

E(T ) eye = {1} U {eucly, euc2f};_, (4)

Véi eucly va euc2y = E(ry). Do do, tat ca cac ban ma c6 lién quan dén phuong trinh (3)
duogc guri bai may chu va céc tich va lity thira dugc tinh truc tiép trén may khéach.

Véi tinh chat ddng ciu cua hé théng mat ma Paillier, E(1) ¢ thé dugce tinh toan va luu trit
riéng biét cho ting dbi twong tai thoi diém dang ky, ddn dén cac gia tri dwoc ma hoéa khic nhau
va do d6 ting tinh bao Mat va quyén riéng tu cta nguoi dung. Vi (Ty)is va (T 12 khoang
cach Euclid dugc tinh theo [11], ta ¢6 so do dudi day:

Tinh (Tp)aist, (To)aist [ o  Fpi(To)dist)

E(S)= Epk( £((Tr)dist), (Tp)ist)

!

S= Dsk(E(S)) = (Tp)dist +(Tr)dist

Hinh 1. So dé tinh todn phép céng 2 khodng cach Euclid diing md héa Paillier
3. Két qua thuc nghiém tinh khoang cich Euclid két hgp hé ma Paillier dé danh gia két qua

Dé danh gia toan dién hiéu qua cua phuong phap mi hoa khoang cach Euclid bang mi hoa
cong khai Paillier va cling nhu d6 chinh xac cua phuong phap nay da duoc ching minh, tac gia
str dung bo dit liéu mau van tay FVC2004 DBI1. Do trong bao cio ndy tac gia chi ching minh
tinh dung dan d6i véi tinh cong ddng ciu cia cac ban rd ddi voi khoang cach Euclid méa hoa duoc
dé xuat nén chi dung sé miu rat gon cho ra két qua tinh toan dwoc trong Bang 2. Trong cac thir
nghiém cta minh, tac gia di sir dung ngon ngit lap trinh Matlab dé thyc nghiém va tinh toan két
qua duoc thong ké nhu Bang 1 va Bang 2. Hinh anh phian mém tinh toan khoang cach diém
tuong dong Euclid nhu Hinh 2.

'S

The nearest fingerprint present in DataBase which matchs input fingerprint
is :1 with a distance of :1580.4003

Hinh 2. Khodang cdch diém twong @ong Euclid ciia mau tham chiéu Ty va mdu tir cam bién T
3.1. B¢ dir ligu theec nghiém

B¢ dir liégu FCV2004_DBI1 duoc s dung trong chuong trinh gém 32 mau chia thanh 4 16p
mau van tay khac nhau: moi 6p mau gom 8 mau 1a hinh anh cung 1 van tay nhung dugc lay mau
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¢6 sy chénh 1éch vé vi tri. Str dung mau dau tién trong 16p 1a co ky hiéu 10x_1 (x: tén 16p mau
véi dieu kién 1 < x < 4 ) lam mau tham chiéu T,.

3.2. Két qud thuc nghiém

Bang 1 théNhién khoang cach Euclid cua Tp so sanh v6i mau dau tién trong 16p dugc chon la
T,. Doi véi mau dugc chon lam mau tham chiéu khoang cach Euclid sé€ co gia tri bang 0.

Bang 1. Tinh todn khodng cdch ciia Euclid va tong 2 khodng cdach khéng dimg md héa Paillier

T, Tén miu (Tp)dist Seuc T, Tén miu (Tp)dist Seuc
1 101 1 # 0 1 103 1 3563.7955 0
2 101 2 1746.9147  1746.9147 1 103 2 1786.4507 5350.2462
1 101 3 1580.4003  1580.4003 2 103 3 2210.5511 5774.3466
1 101 4 2063.6319  2063.6319 4 103 4 2148.2729 5712.0684
1 101 5 1065.8217  1065.8217 1 103 5 1972.7043  5536.4998
1 101 6 1917.1419  1917.1419 1 103 6 2064.226  5628.0215
2 101 7 2188.6997  2188.6997 1 103 7 2089.9011 5653.6966
3 101 8 1839.2283  1839.2283 4 103 8 1446.9414 5010.7369
1 102 1 1843.8731 0 1 104 1 1789.5797 0
1 102_2 1375.5933  3219.4664 1 104 2 1869.053  3658.6327
1 102_3 2111.7461  3955.6192 4 104 3 1164.4301  2954.0098
2 102 4 2171.6482  4015.5213 1 104 4 1978.5416 3768.1213
2 102 5 1203.8234  3047.6965 1 104 5 2218.4177 4007.9974
2 102 _6 1453.2253  3297.0984 2 104 6 2064.7771  3854.3568
3 102_7 26445137  4488.3868 1 104 7 2078.0305 3867.6102
2 102_8 2397.1164  4240.9895 1 104 8 2130.5691 3920.1488
Bang 2. Tinh toan khodng cdach Sgis St dung hé md Paillier, két hop véi mau tham chiéu
T, Tén miu (To)aist DW(E(S) T, Tén mau (Tp)aist Dsk?E—(S))
1 101 1 # 0 1 103 1 3563
2 101 2 1746 1746 1 103 2 1786 5349
1 101 3 1580 1580 2 103 3 2210 5773
1 101 4 2063 2063 4 103 4 2148 5711
1 101 5 1065 1065 1 103 5 1972 5535
1 101 6 1917 1917 1 103 6 2064 5627
2 101 7 2235 2235 1 103 7 2089 5652
3 101 8 1839 1839 4 103 8 1446 5009
1 102 1 1843 0 1 104 1 1789 0
1 102 2 1375 3218 1 104 2 1869 3658
1 102 3 2111 3954 4 104 3 1164 2953
2 102 4 2171 4014 1 104 4 1978 3767
2 102 5 1203 3046 1 104 5 2218 4007
2 102 6 1453 3296 2 104 6 2064 3853
3 102 7 2644 4487 1 104 7 2078 3867
2 102 8 2397 4240 1 104 8 2130 3919

Qua trinh ma hoa Paillier tac gia chon 2 sbp=283,q= 97 phu hop véi ly thuyet [9]. Dé gi6i
han su lya chon trong 1 khoang nhét dinh, tac gia Chon 2 56 g, r 1a 2 s6 nguyén ngau nhién thoa
diéu kién 0 < g, r < 150 phu hop véi ly thuyét. Tinh toan mi hoa ra duoc gid tri S= Da(E(Sqist)
theo Bang 2. Thuat toan viét bing ngdn ngir l4p trinh Matlab tinh toan két qua chinh xac duoc thé
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hién tai Hinh 3. Do hé ma hoa Paillier chi hoat dong duoc véi thong diép 1a sé nguyén vi vy doi
v6i khoang cach Euclid tinh duoc téc gia sir dung 1am tron xudng.

Qua két qua Bang 1 va Bang 2 ta thay két qua ciia cac phép tinh tong 2 khoang cach Euclid
VGi 2 cach tinh khac nhau thong qua mo ta & Hinh 1. Sau khi tinh S va so sanh két qua, ta thay
rang két qua gia tri S Bang 1 xap xi bang gia tri S tai Bang 2 véi d6 chénh 1éch nho hon 2 (do cac
gi tri dd duoc lam tron). Néu chon & = min(S; ...,Sg) cua nhitng mau ¢6 T, = x v6i (1 < x < 4).
Tir két qua cho thdy cac mau c6 S > & 16n hon gia tri trung binh 13 nhitng mau can duoc lya chon
dé két hop va dua thém vao co so dir liéu hoic két luan day 1a nhitng miu kho nhan biét hoic
nhan biét khong chinh xac.

ry

Publish key (n.g) : 8051 95
Private key (Lamda, Mu) : 3936 6852

Message : 3563
Cipher 48091693

We will add a ciphered value of 2210 to the encypted value
Result 5773 with ES: 37064232

Hinh 3. Anh chup nhanh phan mém da phat trién tinh todn ma héa gid tri T, va tinh S= D(E(S))
4. Két luan

Thuat toan sir dung hé ma hoa Paillier @& ma hoa gia tri khoang cach Euclid cia mau nham
gilr bi mat dbi voi gia tri thude do Euclid cia mau van tay, thudc 16p mau co d6 dai ¢b dinh; bao
dam su riéng tu ctia ngudi dung. K&t qua tinh toan S 1a tong 2 d6 dai Euclid ciia mau tham chiéu
va mau thu duoc tir cam bién xap xi bang so véi két qua tinh toan khi két hop sir dung hé ma hoa
cong khai Paillier d& ma hoa khoang cach Euclid va tinh S nhu d trinh bay & phan trén.

Qua thuc nghiém nhom tac gia ciing thdy rang, phuong phap bao vé mau c6 do dai ¢ dinh sir
dung m3 hoa cong khai Paillier vi hé ma hoa Paillier c6 tinh dong cAu, thich hop trong viéc bao
vé va mad héa dam bao su riéng tu cta khach hang, dam bao giir bi mat ddi voi dir liéu 1a sb
nguyén. Can luu ¥ rang phép dong cau chi co tinh cong, tinh nhan nén khong ap dung véi nhiing
thuat toan c6 phép trir hoic chia. Hudng phat trién caa bai bao dé xuit phuong phap bao vé mau,
tinh riéng tu ciia nguoi dung, lya chon ngudng & phu hop muc dich loai bo nhitng mau khong
thich hop, hoic can cai thién; ra quyét dinh két hop vao hé thdng véi ngudng & duoc lya chon ddi
v6i 16p miu co d6 dai c¢b dinh.
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