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TRAM BIEN AP KY THUAT SO TREN NEN TANG TIEU CHUAN IEC 61850

THE SOLUTION TO UPGRADE TRADITIONAL SUBSTATIONS TO DIGITAL
SUBSTATIONS BASED ON IEC 61850 STANDARD

Hoang Ngoc Hoai Quang?, Lé Tién Diing?”
'Cong ty Pién lyc Thira Thién Hué - Tong cong ty Dién luc mién Trung EVNCPC
2Trwong Dai hoc Bach khoa - Dai hoc Da Nang

*Tac gia lién hé: Itdung@dut.udn.vn
(Nhan bai: 17/2/2022; Chép nhan ding: 30/5/2022)

Tém tit - Cong nghé diéu khién sb 12 xu huéng phét trién tit yéu
cta cac hé théng didu khién hién dai. Vige img dung céc giai phép
tu dong hoé tram bién ap (TBA) trén nén ting cong ngh¢ so ngay
cang hoan thién dem lai d9 on dinh tin cy trong cac h¢ thong truyen
tai ndng luong. Bai bao dé xuét giai phap nang cip cac hé thong
bao vé diéu khién truyén thong tai TBA 110kV & Viét Nam thanh
TBAk§ thuat s dira trén nén tang tiéu chuén IEC 61850. Giai phap
duogc 4p dung cu thé cho du an nang cip TBA 110kV Phi Bai tai
Cong ty Dién lyc Thira Thién Hué. Két qua cho thay, TBA sau khi
nang cap c6 cac wu diém tét hon nhu cho phép thiét 1ap hé thong
béo vé didu khlen (BVDK) va tu dong hod trén co sa cac lién két
quamang truyén thong hop nhét, c4c tin hiéu logic va tuong tir dugc
s6 hoé ngay hodc gan cac thiét bi nhat thwr, tin hiéu duoc truyén
nhan mot cach nhanh chéng va tin cdy trén cac hé théng mang.

Tir khoa - Ty dong hoa TBA; TBA ky thuat s0; IEC 61850;
GOOSE, Gi4 tri trich mau

1. Pit van dé

Céc giai phap s6 hoa dit liéu va thyuc hién giao tiép truyén
thdng giita cac thiét bi trén nén tang cac hé thong thong tin
hop nhat ludn gip van dé tro ngai khi khdng dam bao su
twong dong (Interoperability) vé giao thirc truyén théng dan
dén han ché kha nang chia s& va xir ly thdng tin tap trung
trén clng mot hé thong. Nham nang cao kha ning tuong
thich ctia c4c hé thdng diéu khién TBA, céc giao thirc truyén
thong chuyén dung cho cac ing dung dleu khién trong hé
théng nang luong duoc phat trién trén nén tang cac cong
nghé truyén thong tién tién theo tiéu chuan quéc t& nhu
IEC60870-5-101/103/104, DNP3; Modbus ASCI/RTU v.v..
Viéc chuin hod cac img dung truyén thdng vé co ban da giai
quyét van dé xir I)'/ théng tin tap trung ciia hé thong dicu
khién, tuy nhién céc giao thic truyén thong ndy chi dimg lai
& cac quy dinh vé dinh dang thong tin, ndi dung thong tin va
c4c cAch thirc truyén nhan. Trén nén tang mang truyen thong
Ethernet, tir nam 2003 tiéu chuan truyén théng quéc té cho
hé thong tu dong hod tram IEC 61850 ra doi. Tiéu chuan IEC
61850 khong chi don thuan |2 mét giao thic truyén thong.
Ma hon thé nira, tiéu chuén IEC 61850 d dinh nghia va mod
hinh hoé cac di twong trong TBA, quy dinh vé céch thirc t6
chirc phan 16p thong tin, khai béo cac dich vu triru twong dé
mo ta cac qua trinh trao ddi thong tin v.v.. Viéc ap dung tiéu
chuén IEC 61850 tao ra sy thay ddi can ban trong chién lugc
thiét ké hé thong tur dong hod va truyén thong ciia cac TBA.

Abstract - Digital control technology is the inevitable development
trend of modern control systems. The application of substation
automation (SA) solutions which are based on Digital Technology
Platform brings stability and reliability in operating energy
transmission systems. This article proposes a solution to upgrade the
traditional protection control systems at 110kV substations in Vietnam
into digital substations based on the IEC 61850 standard. This solution
has been successfully applied to the Phu Bai 110kV substation
upgrading project at Thua Thien Hue Power Company. The results
showed that, the upgraded substation has better advantages including
the protection control system and automation are allowed to establish
on the basis of links via unified communication network, logical and
analog signals are digitized at once or near primary power devices, and
signals are transmitted quickly and reliably in the networks.

Key words - Substation Automation; Digital Substation; IEC
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Trong nhitng nim gan day céng nghé diéu khién s TBA
duoc cac cong ty, cac truong dai hoc, vién nghién ctru & cac
nudc phét trién trén thé giéi nghién ciru, tmg dung vao thuc
ti&n. Céc cong trinh nghién ctru di trude da cdng bo dién hinh
nhu: Trong bai b4o [1], Fu Qincui va Jianyun Chen xay dung
mot nén tang thi nghiém cho tram bién p k§ thuat sb dya
trén IEC 61850 dé tich hop cong nghé tién tién cia tr dong
hoa tram bién &p vao viéc giang day thi nghiém cia truong
dai hoc. Trong nén tang thir nghiém, giao tiép MMS
(Manufacturing Message Specification) va GOOSE
(Generic Object-Oriented Substation Event) giira cAc thiét b
dién tir thdng minh (Intelligent Electronic Device - IED)
trong TBA dugc md phong bang phan mém IEDScout va
liblIEC 61850, va cac gdi tin thu dugc sé dugc Wireshark ghi
lai va phén tich. Antonio Riccardo [2] md ta quy trinh cac
bude duge sir dung boi National Grid (M¥) dé thiét ké kién
tric, lwa chon céc thanh phan khac nhau va thir nghiém hé
thdng cho mot du &n tram bién 4p k¥ thuat sb hoan toan. O
bai béo [3], Yuvaraj Nayak cling cac cong su da trinh bay
két qua nghién ctru cAc truong hop hu hong khéc nhau trong
mang truyén thdng tong thé va dé xuat danh gia thuc té vé
so d0 bao vé dya trén IEC 61850 trong diéu kién hu hong da
chon. Bai bao xem xét cac yéu cau vé d tin cay dbi voi mot
tram bién &p k¥ thuat s6 lién quan dén toc d van hanh va do
tin cay. Cac thir nghiém dugc thuc hién trong moi truong mo
phong thoi gian thue ma IED dugc giao tiép vat ly. Bén canh
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o, cc nghién ciru gan day vé tu dong hda tram bién ap dya
trén tiéu chuan IEC 61850 da duoc Mohd Asim Aftab va cac
cong su tong quan, danh gia lai trong bai béo [4]. Trong tai
liéu [5], nghién ctru vé tiéu chudn IEC 61850 va tram bién
ap ky thuat sb ¢ giam sét tinh trang phan cing theo thoi
gian thyc da cung cap cho ngudi doc Y tudng rd rang vé tram
bién 4p dua trén tiéu chuan IEC 61850 va hoat dong cuia
ching trong thoi gian thue. Cac khai niém co ban va mot sb
két qua nghién ctiru méi vé TBA k¥ thuat sb dua trén tiéu
chuan 1EC 61850 ciing da dugc gidi thiu tong quan ¢ tai
liéu [6, 7]. Mot trong cac nghién ciru vé IEC 61850 tai Viét
Nam, téc gia Dinh Thanh Viét, H6 Hy Vinh trong tai liéu [8]
da dé xuat tmg dung tiéu chuén IEC 61850 nhu mét giao
thirc truyén thdng thay thé cac giao thirc truyén thong trong
céc hé théng ty dong hod TBA.

Trong nhitng nam gan day, tiéu chudn IEC 61850 ciing
dd dugc Tap doan dién lyc Viét nam (EVN) &p dung dé
thiét 1ap hé thong diéu khién cho cac TBA. Tuy nhién, do
thiéu cac nghién ciru thau d4o vé viée tich hop hé thong ty
d6ng hoa theo tiéu chuan IEC 61850 véi cac hé thong cong
nghé hién hitu, nén da phan céc hé thong chi tap trung khai
thac IEC 61850 nhu mot giao thuc truyén théng thong
thuong, chua chi trong dén viéc thiét lap cac giai phap tu
dong hoa o mirc do day du theo tiéu chuan. Trong nghién
clru ndy, nhom tac gia s& dé xuat giai phap nang cap céac
TBA 110kV theo cong nghé tich hop truyen thong ¢ Viét
Nam thanh TBA k¥ thuat s dya trén nén tang tiéu chuan
IEC 61850. Két qua nghién ctru dugc 4p dung cu thé cho
du &n nang cip hé thong bao vé diéu khién (BVDK) TBA
110kV PhU Bai tai cong ty Dién lyc Thira Thién Hué dé c6
co s& phan tich danh gié hiéu qua mang lai.

2. Tong quan vé md hinh TBA k§y thuit sb theo tiéu
chuén IEC 61850
2.1. M6 hinh truyén thong téng quéat

Trén co so trién khai mé hinh truyén théng va tb chire
phan cip cac umg dung ty dong hod theo tiéu chuin IEC
61850, céu tric tong quat TBA diéu khién sé dugc chia
thanh ba muc [9-11]:

Mike qud trinh (Process Level): La cép thuc hién giao
tiép giita cAc thiét bi nhét thir véi hé théng BVDK. Déi voi
cac TBA truyén thdng, giao tiép ndy dwoc thuc hién bing
mang cap dong nhj thi. Trong do6, c4c tin hiéu trang thai,
1énh diéu khién, tin hiéu do ludng duoc giri va nhan qua hé
thong cap didu khién. DSi véi mé hinh TBA ky thuét b, tat
ca tin hiéu trén duoc s hoé tryc tiép trén cac thiét bi do
luong phi truyén théng (Non-Conventional Instrument
Transformer - NCIT) hoic qua cAc thiét bi doc 1ap thuc hién
chirc nang ghép ndi tin hidu nhu Merging Unit (MU) hodc
SWltchgear Control Unit (SCU), cAc thiét bi nay dugc lap dat
tai C4C ti phdi day Ngoai trdi va dugc truyén nhan gilta céc
IEDs trén hé théng mang cép quang cho phép cung cip di
liéu thu thap duge mot cach day du va chinh xac hon so voi
cach thire thu thap tin hiéu tir mach dau day cimg thong
thuong. Giao tiép truyén thong cta Process Bus duoc thuc
hién theo tiéu chuén IEC 61850-8-1 cho dich vu GOOSE,
IEC 61850-9-2 LE cho c4c gié trj miu do ludng (SV).

Mire ngiin (Bay Level): Cac thiét bi BVDK trén mtc
ngin (Relay, BCU) s& khong can thiét c6 cac dau vao sd

hodc tuong tu, vi viée thu thap dit liéu da dugc thuc hién &
Process Level. C4c thiét bi ndy tap trung thuc hién cac thuat
toan logic bao vé diéu khién, dwa ra cac quyét dinh dong/
mo/ khod céc thiét bi chinh va ghi nhan luu trit dit liéu van
hanh cua thiét bi. Dong thoi cac thiét bi & mic ngan thuc
hién giao tiép trung gian qua mang Ethernet giita h¢ thong
cép tram véi cap Process Bus.

Mire tram (Station Level): Vi cong nghé sb dir lidu
trao d6i trén mang s& 16n hon hin SCADA truyén thdng, Vi
n6 cho phép nhiéu thiét bi tram trao doi dir liéu dong thoi,
hd tro giao tiép giita C4c thiét bj trén mang LAN, lién két
dén thiét bi Gateway hodc céc thiét bi truyén thong trén
mang dién rong WAN. Céc thiét bi & muc tram ¢6 thé bao
gém RTU/Gateway, HMI ctia tram, may tinh ky thuat dé
truy cap quan ly cac thiét bi IED, hodc lién két dén cac thiét
bi HMI tir xa hodc céc hé théng didu khién khac.

TRUNG TAM DIEU KHIEN

MUC TRAM

MUC NGAN

MUC QUA TRINH

Hinh 1. M6 hinh truyén thong téng thé TBA kj thudt s6
2.2. M0 hinh di¥ li¢u hé thong

M0 hinh dit liéu (Data Model) ctia cac déi tuong tu dong
hoa duoc tiéu chuén theo IEC 61850-7-4 [12], v6i muc dich
tao ra sy tuong dong vé mat dir liéu va truyén thong gitra cac
thiét bi ur cac nha san xuat khac nhau. Tiéu chuén s& t6 chirc
phén cip theo cdng nghé hudng ddi tuong, dinh nghia cac
chirc nang tu dong hda cua tram bién &p bang céc 16p node
logic (Logical Nodes —LNs), day la thanh phan co ban dé tao
ra cac 16p dir liéu (Data Class) trao doi trén hé thong. Vi du,
chirc ning bao vé qua dong (PTOC) s& lay thong tin tir bién
dong (TCTR) va chuc ning didu khién méy cit (XCBR).
Céc 16p dir liéu bao gébm nhiéu dbi twong dit liéu (Data
Objects) phan &nh cac thudc tinh cua dbi trong. Tiéu chuém
IEC 61850-7-4 quy dinh hang tram Logical Node, bao gbm
céc mé hinh, céc khéi chirc ndng, giao dién truyén thong cla
c4c thiét bj bao vé, diéu khién, do luong k¥ thuat so, cac thiét
bi thdng tin va céc thiét bi chinh khac.

Viée xac dinh cac LNs trén mot thiét bi vat ly phu thudce
vao kha ning cua thiét bj do nha san xuét cung cip. Kém
theo dinh nghia LNs, tiéu chuén con dinh nghia thiét bi
logic (Logical Devices - LDs) va thiét bi vat ly (Physical
Devices — PDs). Mdi thiét bi LDs dugc tap hop tir cac LNs
va ludn hoat dong trén mot thiét bi vat ly cu thé. Thiét bi
vat Iy PDs c6 thé bao gom mot s thiét bi logic khac nhau,
kém theo do thiét bi vat Iy s& duoc xac dinh bang mot dia
chi mang (Network address) cu thé.



ISSN 1859-1531 - TAP CHi KHOA HOC VA CONG NGHE - DAl HOC DA NANG, VOL. 20, NO. 7, 2022 3

Bién dieu khién may cit:
IED:Relay1/XCSR2.CO.Pos

Bién do hrong dong dién:
IED:Relayl/MMXU1.MX.A.PhA

PhA|PhV | PhA|PhV Pos Pos
Amps | Volts Position Position Do
DA
FC
Logical Nodes Logical Nodes
MMXU1 XCBR2 LN
Measurement Unit #1 Circuit Breaker #2
LLNO
Physical Device — Named IED
(Network Address) LPHD

Hinh 2. M8 hinh diF liéu tiéu chudn 1EC 61850

M0 hinh dit liéu cua mot Relay dugc minh hoa trén Hinh
2. Thiét bi Relay1, XCBR2 13 mot LN dinh nghia chtrc ning
diéu khién may cat, chira cac ddi twong dit liéu (DO) bao gdm:
Trang thai (ST- Status) voi bién IED:Relay1/XCSR2.ST.Pos
phéan anh trang thai may cit va ddi twong diéu khién (CO -
Control) thuc hién 1énh thay di vi tri (Pos) méy cét qua bién
bién IED:Relay1/XCSR2.CO.Pos; MMXU1 la mét LN dinh
nghia chitc ning do luong cua Relay, c6 ddi twong dir liéu
(Data Object) MX phan &nh gi4 tri dong dién (Amp) qua bién
IED:Relayl/MMXU1.MX.A.PhA.

STATION BUS

Relay I R — Relay | —J—

_Come ”““‘j e
PTOC | PDIS PTOC  [FpDIS S
A A T A

Breaker

Mach day|dau cing 10

M6 hinh TBA truyén théng M6 hinh TBA ky thuat sé

Hinh 3. Mb hinh thu thdp va xi ly dir lidu

M6 hinh thu thap va xir ly dit liéu giita TBA truyén
théng va TBA k¥ thuit sé dugc minh hoa trén Hinh 3.
Trong md hinh dir liéu cia TBA truyén thong, cac LNs
phuc vu cho viée thu thap va xtr Iy dir liéu Ia thanh phan
trén cing mot thiét bi vat Iy (PD). D6i voi TBA ky thuat
s0, mo hinh dir liéu dugc thiét ké tach biét giira chirc nang
thu thap vai chire ning xtr ly dir liéu, do d6 cac LNs cd thé
1a céc thanh phan trén cac PDs khéc nhau, trao dbi di liéu
véi nhau qua Process Bus. Vi mé hinh ndy céc ing dung
tw dong hoé va BVDK sé& dugc trién khai don gian va linh
hoat hon, day ciing 12 diéu kién dé han ché s6 lwong day tin
hiéu mach d4u cimg phai trién khai trén muc qué trinh.

3. Gidi phap nang cip h¢ thong didu khién cac TBA
theo cong ngh¢ ky thuit s6

Cong nghé TBA k¥ thuat s6 vé co ban s& thuc hién sd
hoé mot phan hé thong mach thir cip ctia TBA bing céch
thay thé mach nhi thir c4p dong giita c4c thiét bi nhat thir
v6i hé thong BVDK bang mang cap truyén théng. Dé thuc
hién sb hoé tin hiéu cua hé thong BVDK va tu dong hoé

tram, dam bao d9 tin cay cta qué trinh trao ddi dit liéu trén
hé thong théng tin, giai phap dé xuat cac ndi dung can thye
hién dé nang cép cac TBA theo mé hinh k¥ thuét so:

3.1. Thiét ké md hinh di¥ ligu tw dgng hoa tram

M®d hinh dir liéu ty dong hod tram dugc xay dyng trén
co so sir dung cong cu ngdn ngir cau hinh tram (Substation
Configuration Language - SCL), day la ngbn ngit 6 cau
trdc dinh dang theo chuan XML, dugc dinh nghia trong
IEC 61850-6. Muc dich ciia SCL 1 thong nhat cach mo ta
dir liéu duoc trao doi trén ciing mot hé thong tu dong hoa
TBA, qua d6 c6 thé trao ddi dir lidu giita céc thiét bi tir cac
nha san xuat khac nhau. Céc loai file SCL véi dudi mé rong
khac nhau, duoc dinh nghia cu thé cho viéc trao dbi théng
tin giita hé thong va cac dbi tugng:

- SSD (System Specification Description): M6 ta k¥
thuat hé thong, dinh nghia cac théng tin vé so dd mot soi
(SLD), c4c cap dién ap, thiét bi nhat thir va cac nut chirc ning
(Logical Node) can dé thyc hién C&c chirc nang tram bién &p;

- SCD (System Configuration Description): M6 ta cu
hinh hé théng, duogc tao ra tir tép SSD, bd sung cac thdng tin
bao gom tat ca cac IEDs da duoc cau hinh, cau hinh truyén
thdng va tit ca cac khia canh IEC 61850 cho hé théng.

- ICD (IED Capability Description): M6 ta cac chirc
ning ctia mot loai IED. Mdi IED s& ¢6 mot file ICD lién
quan dén no, bao gém cac LNs, dir liéu va cac dich vu hd
tro kém theo.

- CID (Configured IED Description): M6 ta IED da
dugc cau hinh, bao gdm mat tap hop con cua file SCD véi
tat ca cac thong tin lién quan dén IED.3

- 11D (Instantiated IED Description): M6 ta mot IED da
dugc cdu hinh trudc cho dw an va tép SED (System
Exchange Description) mé ta viéc trao dbi dir liéu giita ciia
cac 1ED cua 2 hé théng khac nhau.

St dung cong cu cidu hinh hé théng (System
Configuration Tool - SCT) két hop cac cong cu thiét lap
thong s6 cho cac IED (IED Specification Tool), day Ia hai
cong cu thiét yéu dé xay dung cu hinh hé thong ty dong
hod tram. CAc k§ su thiét ké c6 thé dinh nghia cau hinh hé
thdng va thiét 1ap ludng trao d6i dir liéu trén toan hé thong.
Hién nay, cic phin mém SCT phd bién nhu IET600
(ABB), SCL Manager (ASE), tich hop san trong Digsi5 ctia
Siemens da hoan thién tinh twong thich véi cac nha san xuét
khéc nhau theo chuan IEC 61850-6.

Luu dd cta qua trinh thiét 1ap mo hinh dir liéu c4u hinh
tram theo giao thirc IEC 61850 dwgc md ta theo Hinh 3.
Céc thong tin mo ta dac tinh ky thuat hé thong tir tép SSD
va tép ICD md ta kha nang cta timg thiét bi IED dugc nhap
vao SCT. Cong cu s& cho phép cau hinh cAc tinh nang lién
quan dén IEC 61850 cta IEDs, ciu hinh lién két truyén
thdng theo lién két ngang cho cac ban tin GOOSE, SV va
thiét 1ap cau hinh lién két truyén théng theo chiéu doc véi
hé théng may tinh. Théng qua viéc st dung di liéu tir tép
SSD, cac ky su ciing ¢6 thé lién két cAc chuc ning cia IEDs
(LNs) v6i cac thiét bj khac dé ph01 hop thuc hién cung mot
chirc ning trén so d6 mot soi. Cudi cung cong cu SCT van
ban hda toan bg thdng tin cua hé thong va xuat ra file SCD
dé ddng bo cho hé thong SCADA va hoan thién céc tép ciu
hinh thiét bi CID dé dong bo lén ciu hinh céc thiét bi IED.
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Céng cu cau
hinh hé thong

Cong cu thiétlap

thong so6 cho cac
IED

thoi gian phuc hoi trong qua trinh truyén nhan ban tin sau khi
gap 161 phai 12 t6i thi€u hodc ly tudng vé bang khdng.
Bing 2. Thoi gian phuc héi cho phép theo IEC 61850

Loai dbi tAc truyén Céc loai dich vu Thoi g;'?n G AV ETE Phye
A phuc hoi duge hi truyen
thong IEC 61850 ‘ A
chap nhin théng yéu ciu
Tir SCADA dén c4c IED|MMS/ IEC61850-8-1 800 ms 400 ms
Lién dong gitra cac GOOSE/ 12 ms A
IED IEC61850-8-1 (v6i Tmin = 4ms)
Khoé bao vé cip hai GOOSE/ 12 ms Ams
gitra cac IED IEC61850-8-1 (v6i Tmin = 4ms)
T/h cit ciia bao vé (ngoai GOOSE/ A A
trir bao vé thanh céi) IEC61850-8-1
Bao v¢é thanh céi GOOSE/ IEC61850- A
(F87B) 9-2 (trén station bus)| < 1™ den 0 ms
Gié tri trich mdu do | SV/IEC61850-9-2 | Nho hon hai miu dén O ms
luong (SMV) (trén Process bus) lién tiep

Hinh 4. Luu d@6 thiét ké mé hinh dir liéu TBA
3.2. Thiét lgp cdu hinh két néi dau cudi do (Virtual
Terminal Connection Configuration)

Cong nghé k¥ thuat s 1am thay doi co ban mé hinh
thiét ké hé thong bao vé diéu khién TBA truyén thong.
Thay cho viéc tap trung thiét ké lién két tin hiéu trén mach
nhi thr truyén thong, cac k¥ su phai thuc hién thiét 1ap cau
hinh, xay dung céc thuat toan logic va lién két tin hiéu cho
céc khdi img dung (Application Block) cua céc IEDs

Trong thiét ké cu hinh hé thong BVDK s6 can phai
thire hién két ndi dau cudi ao cho céc IED, quy trinh nay
tuong tu cach thirc xay dung bang danh sach dau day
(Terminal Connection List) cua thiét ké hé thong mach nhi
thir. Thiét ké ddu ndi dau cudi ao phai xac dinh cong vat ly
cua thiét bi va so dd ludng thdng tin cua cac tin hiéu
GOOSE/SV, céc khdi chirc nang nhan va xuét tin hiéu trén
cac thiét bi. Day la phan cbt I8i cua cong viée cAu hinh, doi
hoi ky su cdu hinh phai ¢6 kién thirc vé mach nhj thir ciia
TBA va céc khéi chire nang cua thiét bi IEDs theo cong bd
dic diém k¥ thuat cta nha san xuét.

Vi du qua Bang 1 d& xuat cach thirc thiét 1ap cac két nbi
dau cudi a0 cho céc tin hiéu trich mau do luong Goose va
SV cua ngidn 171 tir cac MU dén Relay bao vé khoang céch
va so léch.

Bing 1. Bdng thiét lgp két ndi do cac tin hiéu Goose, SV

Description Sonse - Publisher Device Subscriber Device |

Indicators i Logical Device Logical Device ‘
17108 Opensd_|GOINIL BININGGIOLST.Ind1. MUITLIL  [XCBRLPos.stVal 17L.PDIS.
171BCosed  |GOINI2 BININGGIOLST.Ing2 MUTLIL  [XCBRLPos.stVal 17LFDIS.
1718 Open CMD [GOOUTLL CSWIL0g0prm 7LPDS. |CMDOUTG@OZindLstval  |MUL7LLL
171.CB Close CMD |GOOUTL2 CSWIL0pCls 17LPDIS. |CMDOUTGEORInd2stval | MULTLLL
171705 Opened_|GOINI3 BININGGIOLInd9stval  |MUTZL11 _ |XSWIZ.Pas.stVal 171.PDIS.
171705 Closed_|GOINIA BININGGIOLInd10stval  [MUIL1L  [XSwIZPos.stval 17LPDIS.
171071 Phase A 1715VAmpA |IOIATCIRL AmpSvinstMagi [MUI7L1L  [TCTR AmpSvLPhA 171.PDIS.
171CT1 Phase B 1715V.AmpB |I0IBTCTRLAMgSw.instMag [MUI7L1L  [TCTR.AMpSvLPhE 17LFDIS.
171CT1 Phase C 1715VAmpC _|IOLCTCTRL AmpSw.instMagi [MUI7L1L _ [TCTR AmpSvLPhC 17L.PDIS.
171CT1 Phase N 1715VAmpN_|I0IDTCTR1 AmpSv.instMagi [MUI7L1L __[TCTR AmpSvLPhN 171.PDIS.
17LVTLPhase A 71SVVolA  |UDIATVIRLVolSvinstMagi [MUI7ZL2L  [TVTRVelSvLPhA 17LFOIF.
171VT1 Phase B 1715Vol8  |UOIBTVIRLVolSvinstMagi [MUI7L21  [TVTRVolSvL.PhB 7L PDIF.
L7LVT1 Phase C 1715V.VoIC _|UOICTVIRLVolSvinstMagi [MUI7121 _ [TVTR.ValSvLPhC 17LPDIF.

3.3. Thiét ké md hinh truyén thong hiéu ning cao cho
TBA kj thuit sé

Ddi véi cac TBA ki thuat so, hiéu suét va tinh kha dung cia
hé thng bdo v¢ diéu khién phy thudc hoan toan vao phuong
thire truyen va nhén dir liéu gitra cac thiét bi. Do d6, hé thong
nay yéu cau mang truyén thong phai ¢o do tin cay va tinh san
sang cao. bé dap (g yéu cau do, mang truyen thong tai h¢
thdng diéu khién phai hoat dong 6n dinh khi mot thiét bi don 1é
hogc mot diém ciia mang cap lién két bi hu hong. Viée tinh toan
dé bo qua diém sur ¢6 hay cac phén tir 15i trong mang €0 yéu cau

Bang 2 dé cap dén yéu cau thoi gian phuc hoi cho phép
ctia g dung khac nhau trong hé thing BVDK TBA theo
tiéu chuan 1EC 61850. Vi du, thoi gian yéu cau phuc hdi véi
mang SCADA 14 400ms — 800ms; Vi tng dung lién dong
(Interlocking) trén 16p mang theo tiéu chuan IEC 61850-8-
1, thoi gian phuc hdi ing dung yéu cau tir 4ms-12ms; C4c
mau tin do luong SV trén 16p Process Bus duoc truyén nhan
v6i yeu cau do tré phuc héi mong mudn dat dén Os.

Giai quyét van dé do tré thoi gian trén hé théng mang, tiéu
chudn IEC 61850-90-4 yéu cau tham chiéu tiéu chuén IEC
62439-3 v& dinh nghia giao thirc dy phong song song Parallel
Redundancy Protocol (PRP) va giao thirc du phong kha nang
lién mach cao High-Availability Seamless Redundancy
(HSR). C4 hai giao thirc ndy dugc xay dung voi muc tiéu dua
thoi gian phuc hdi vé “0” va khong dé mat dir lidu. Day la
nhiing tiéu chuan dé dam bao cac goi tin Goose va SV (Sample
Value) khong bi tr€ hoic mat thong tin trong qua trinh truyén
nhéan. Dé x4c dinh mé hinh mang c0 tinh khd dung cao (High
Availability Network) cho hé théng bao vé diéu khién, viée
chon lua gitra md hinh PRP hodc HSR can phai hiéu ré ciu
tric va phuong thitc hoat dong ctia hai mé hinh nay.

M hinh mang theo giao thirc PRP: Céu hinh co ban
ctia mang theo giao thirc PRP dugc md ta nhu Hinh 5, trong
d6 mot thiét bi dwoc nbi vao hai mang LAN doc 1ap. Cac
g6i tin gtri di duge nhan déi cho hai mang. CAc thiét bi nhan
cling dwoc két ndi v6i 2 mang s& chap nhén ban tin t6i trude
va huy ban tin t6i sau. Trudng hop mot mang bi 16i, goi tin
sao chép van t6i trén mang thir 2.

Céu tr(c mang PRP gém nhiéu duong din dong thoi,
va cac duong din nay phai thiét 1ap tir hai mang LAN doc
1ap. Céc mang LAN nay str dung cac thiét bi chuyén mach
Ethernet tiéu chuan, khéng can cac thiét bi chuyén mach
dinh tuyén. Nguyén 1y hoat dong cua md hinh mang theo
giao thirc PRP dugc mé ta nhu sau:

Mot thiét bi ngudn xuat phat tir nat lién két don SAN
(Single Attached Node) xuit ban mot ban tin theo khung
C, sau d6 duoc thiét bj RebBox (Redundant Box) sao chép
thanh 2 khung tin, phan phéi trén LAN A thanh khung PRP
“A”, phan phdi trén LAN B thanh khung PRP “B”.

Thiét bi DANP (Double Attached Node PRP) 1a mot diém
nat lién két doi thuc hién PRP, gdm hai cong két nbi trén 2
mang A, B, ¢6 cling chirc ning va c6 thé hoat dong khi chi
mdt mang LAN duoc két ndi. DANP két nbi voi dong thoi ca
hai mang LAN s€ nhan khung chira ban tin dén trude va loai
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bo khung tin dén sau, két qua dau ra 2 ban tin trén khung “D”.
Truong hgp mot mang bi su ¢, khung tin trén mang con lai
s& duoc thieét bi DANP nhan va xtt ly binh thuong.

Thiét bi ngudn

.DANP SN RepBOX

Mb hinh mang phéi hop chudn HSR va PRP: Ciu hinh
mang phéi hop gira lién két vong HSR va PRP dugc mo ta
theo Hinh 7, md hinh nay dugc st dung kha phd bién trong
truong hop can t6i wru s6 lugng thiét bi mang van dam bao
tinh dy phong lién mach cao.

Thiét bi ngudn

DANP DANP DANP

REDBOX
Thiét bi dich g
SAN

Hinh 5. Md hinh mang theo giao thirc PRP
Thiét bi ngudn

DANH DANH REDBOX | DANI.
" L
| [t Arrome #| |t BFrame ot
- - -
Mang HSR
-— -— -— - -—
] ¥ ] ¥ ] U 4 ¥ { ]
DANH DANH 8 : DANH DANH
REDBOX § | o+
— SAN
Thiét bj dich

Hinh 6. Md hinh mang theo giao thirc HSR

M& hinh mang theo giao thirc HSR: Céu hinh mang co
ban cua giao thirc HSR duge md ta theo Hinh 6, trong do
cac thiét bj duoc két ndi nhau trong mot cau trdc lién két
vong, khdng c6 chuyén mach. Moi ban tin tir thiét bi phat
dugc nhan déi va xuat di theo hai huéng. C4c thiét bj dang
ky nhan s& chip nhan ban tin téi truéc va huy ban tin téi
sau. Néu lién két mang bi 15i, g6i tin s& di theo huéng khac
ctia vong dé dén duoc thiét bi nhan.

Khac voi PRP, cdu tric HSR sir dung md hinh mang
vong, thiét bi ngudn (Source) xuit dong thoi ban tin theo
khung A, khung B theo hai hudng. Thiét bi dich
(Destination) nhan dugc ban tin giéng nhau trén hai khung
sau mot khoang thoi gian nhit dinh, thiét bj dich s& sir dung
ban tin trén khung dau tién va loai bo ban tin trén khung
dén sau. Néu mot lién két mang bi gién doan, thiét bi chi
nhén dugc ban tin trén mot khung va st dyng ban tin nay
Céc diém nt thiét bi ¢ chirc ning lam cau n01 hai chicu
(DANH - Double Attached Node HSR) c6 s6 lugng 16n,
chénh léch thoi gian tiép nhan ban tin trén 2 khung 1a khéng
dang ké, do d6 s& dam bao yéu cau thoi gian khéi phuc
béng 0. Céc diém nat hd trg chuc nang cau ndi theo tiéu
chuan IEEE 802.1d va chuyen tiép khung chira ban tin tir
cdng nay sang cong khac. Bé dam bao luu luong dit liéu
lién tuc, cac thiét bi DANH s& khong chuyén tiép khung tin
ma do chinh no tao ra.

_DANP =
=0 DANP
mm
PRP LAN A PRP LAN B
—— s —mE =
= REDBOX DANH REDBOX I -
y7. ﬁ ks == i
AFrame § # Hiiame
-—
Mang HSR
- - v -
] ] ] ¥ ] ¥ ¥ ¥
DANH DANH DANH DANH
Thi&t bi dich

Hinh 7. M6 hinh vong HSR két hop véi mang PRP

Theo cau hinh ndy, c6 tdi thiéu hai thiét bi RedBox
(Redundancy Box) chiu trach nhiém lién két giita hai mang
PRP va HSR, dir liéu tir ngudn (Source) trén mang PRP ¢6 thé
dén duogc cac diém DANH (Double Attached Node HSR) trong
mang HSR vdi thi gian phuc hdi bang khong. Vi vay, viée dinh
hinh Tuu Iuong duogc thuc hién bang cach gidi han kich thude
cta vong HSR va luu luong tiéu chuén trén mang PRP.

Tt nhitng phén tich trén, viéc lya chon mé hinh mang
LAN dap Gmg yéu cau kha dung cao theo giao thirc PRP
hodc HSR hodc phél hop PRP+HSR s€ phu thudc vao kich
thudc, sb luong thiét bi va 46 phuc tap cua mang. Déi véi
cac TBA co quy mo nho, can két cdu ‘mang don gian c6 chi
phi dau tu thap, khdng doi hoi cao vé tinh san sang, ¢ thé
ap dung mé hinh HSR. Tuy nhién, d6 tin cdy va kha nang
san sang ciia md hinh HSR s& anh hudng néu mot trong cac
thiét bi trén mach vong bi hu hong, dan dén phé v& hoan
toan ciu trdc HSR. V6i md hinh PRP s& phu hop véi cac
tram tmyen tai va cac tram cO céu triic phtc tap, c6 yéu cau
d9 tin cay va tinh sin sang cao, tuy nhién chi phi 16n, anh
huéng dén hiéu qua dau tu.

Nang cao hiéu ndng hé thong mang bang gidi phap thiét
lap VLAN: C6 qué nhiéu ban tin Goose, SV dugc quang ba
da hudng (multicast) qua cAc cong trén Process Bus, néu
khong dugc quan ly ding céch s& dﬁn dén giam hi¢u nang
ctia hé théng mang LAN. Do d6, cin phai thiét ké klen trac
mang sao cho luu luong truy cp chi gioi han & cac cong ma
ban tin du dinh di qua. IEC 61850-90-4 khuyén nghi thuc
hién c4u hinh VLAN, gén thé (tagging) va thiét 1ap muc wu
tién (priority) theo tiéu chuén IEEE 802.1Q dé dat duoc chat
lugng (Q0S) truyén nhan dit liéu trén Process Bus.

Phan tdch VLAN cho phép tao ra 16p mang con (subnet)
trén cing mang LAN vét ly. Hinh 8 minh hoa giai phéap
tdch VLAN cho cac tng dung trén mang Process Bus. Cac
gai tin dugc multicast trén cdc VLAN, dugc phéan chia trén
toan bo mang LAN mot cich hgp ly dam bao tin hiéu tu
thlet bi phat dén thiét bi nhén duoc uu tién trén cac diém
cong mang ma ban tin can dén. Cac VLAN dugc thiét ké
dwa trén mirc d6 uu tién va yéu ciu bao mat giira cac VLAN
va duoc kiém soat boi Access Control List (ACL). Dé thiét
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ké cac VLAN, hé thong mang LAN cén sir dung cac Switch
Layer 2/3 hd trg IEC802.2Q VLAN Trunk.

FeeEA VLAN11 -, r===----- VLAN12 -
| Ngan ! ! Ngan H
! duong day ! ' thanh cai !
. = .BCU | i 9BCU i
! MU = . A MU = I
: I | | | |
! I : ! S— ; :
H MU Relay | ' MU Relay |
! . o ! - :

' Fwe] IBcR | Evu—]| IBE |
| : ! ! - o
1 ! ! i
| - P -
| MU : : its ' :
: Relay | i Relay |
: = -5 : : Ngan . - :
| Ngan MBA : ! phan phdi |
‘' VLAN21 : . LAY :

Hinh 8. Phan tach VLAN trén Process Bus
3.4. Gidi phap déng bg thoi gian chinh xac cao

Trong md hinh TBA k¥ thut sd, chirc nang thu thap dit
liéu dugc tach khoi cac thiét bj bao vé diéu khién (Relay,
BCU), diéu nay dan dén yéu ciu phai thuc hién dong bd
thoi gian truy van dit liéu giira cac thiét bi. Vi du chiic nang
bao vé c0 thé sir dung mau dong dién va dién &p tir cAc thiét
bi khéc nhau, két qua phép do s& c6 sai sb nén gia tri do
dugc khong duoc dong bo hoa cung mdc thoi gian. Do do,
ddng bo hoa thoi gian gifra cac thiét bi trén Process Bus la
mot yeu cdu quan trong trong trinh tu thiét ké hé thong diéu
khién sd.

Pong bo theo thoi gian thuc khdng phai 1a yéu cau moi
dbi voi cac hé thong BVDK. CAc thiét bi dong hd vé tinh
(GPS Clock) c6 kha nang nhan tin hiéu dong thoi tir hé
théng GPS, GLONASS dé cai thién d¢ chinh x4c cua tin
hiéu dong bo. Trong mo hinh TBA diéu khién tich hop,
thiét bi GPS Clock cung cap kénh ddng bo thoi gian trén
mang Ethernet qua giao thirc SNTP cho cac thiét bi ciia hé
thong SCADA va IEDs bao vé diéu khién. Viéc dong bo
thoi gian giira cac thiét bi & cap chinh xac dén 1ms sé& gilp
nang cao kha nang danh gia phan tich c&c bang ghi sy kién
trén mot mde thoi gian duy nhét. Tuy nhién, véi yéu cau
xu ly dit liéu do lwong va bao vé theo thoi gian thuc trén
mang Process Bus tai cAc TBA, tiéu chuan IEC 61850-9-3
yéu cau ap dung giao thirc ddng bo thoi gian chinh xac PTP
theo tiéu chuan IEEE 1588v2 qua khuyén nghi IEEE
C37.238-2011. Thoi gian dong bo cua hé thdng bao vé diéu
khién TBA duoc quy dinh theo Bang 3.

Theo tiéu chuan IEEE C37.118.1-2011 - tiéu chuan cho
ddng bo pha do ludong cho cho hé théng dién, trén cac hé
théng ddéng bdo pha do luwong (Synchrophasor
Measurements) mot 18i pha c6 gia tri 0,57 d6 (0.01 radian)
sé& la nguyén nhén gay ra 1% Total Vector Error (TVE),
didu nay tuong ng v6i mot 16i thoi gian + 26us cho mot
hé thong c6 tan s6 60Hz va *31us cho mot hé thong 50Hz.
Khuyén c4o ciia IEEE la cAn mot nguon dong b thoi gian
dang tln cady cung cap thoi gian, tan s6, va sy 6n dinh
tan s t6t hon it nhat 10 1an so voi gia tri twong tng véi
1% TVE, ¢6 nghia | + 2,6ps voi hé thong 60Hz va + 3,1 s
véi 50Hz.

Bing 3. Y& cdu dép iing thoi gian ciia CAc thiét bi

Ro le bao vé IEEE 1588 v2 (PTP) sai s6 1us
Scu IEEE 1588 v2 (PTP) sai s6 1us
MU 1PPS (Pulse Per Second) sai s6 1us
RTU/Gateway SNTP: sai s6 1 - 10ms

HMI SNTP: sai $6 1 - 10ms

Giai phap ddng bo theo giao thic IRIG-B c6 thé dat sai
sO ti da dudi 100us, trong khi d6 dbi véi giao thirc SNTP
sir dung kién trdc Client/Server, sai s6 phu thudc rat nhiéu
vao kién tric mang, thdng thuong sai s6 clia nd trong mang
LAN noi bd ciia TBA dugc chip nhan ¢ muc 1-3ms. Théng
s6 ddng bo thoi gian trén, ca IRIG-B va SNTP déu khong
dat dwoc yéu ciu ma |IEEE C37.118.1-2011 d& ra, do6 la ly
do ma chuan IEEE 1588v2 véi sai s6 ¢ mirc 100ns dén 1ps
(thy kién trdc, so ¢6 mang va giai phap k¥ thuat cia timg
hdng) duoc khuyén céo sir dung cho hé thng sir dung
phuong thirc ddng bo pha do ludng trén mang Process Bus.
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Hinh 9. M6 hinh déng b du phong 2 GPS Clock

Vi tam quan trong cua chirc nang ddng bo thoi gian chinh
XAc cao, cac hé thong bao vé TBA sb thudng yéu cau thiét ké
du phong cho céc kénh ddng bo thoi gian trén mang Process
Bus bang 02 thiét bi GPS Clock hoat dong doc lap trén ciing
mdt 16p mang. CAc thiét bi Switch trén mang Process Bus phai
dap tmg: Cau hinh Layer 2, cho phép sir dung dia chi Multicast
cho cac g6i tin dong b, sai s6 cua thiét bi tham chiéu < 200ns,
sai s tong thé cua toan hé théng & mirc <lps, hd tro IEEE
1588 v2 va thiét 1ap & ché do Transparent Clocks.

:
g
FMU

4. Ap dung cho dw an nang cip TBA 110kV Phu Bai

Dy an nang cap hé théng BVDK cia TBA 110kV Phi
Bai la dy 4n thi diém tmg dung cong nghé TBA k¥ thuat s6
ctia EVNCPC trién khai tai PC Thira Thién Hué. Trén co
s& nghién ciru tham khao mot s6 md hinh TBA ki thuat s6
da trién khai trén thé giéi, nhém thyc hién da xay dung
phuong &n nang cép theo cong nghé diéu khién sé véi cac
giai phap chinh nhu sau:

- Nang cap thiét bj hé thing BVDK céc ngin 110KV,
ngin MBA, ngin 16 tong 22kV bang céc thiét bi
Relay/BCU hd trg giao tiép dong thoi trén Process Bus theo
tiéu chuan IEC 61850-8-1, IEC 61850-9-2.
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- Thyc hién giai phép thu thap va s6 hoé cac tin higu
cua cac thiet bi ngoai troi (tin hiéu do luong, trang thai cua
cac thi€t bi nhat thtr v.v..) bang cac thiet bi MU hd tro tiéu
chuan IEC 61850-9-2, cac tin hiéu dugc tap trung sb6 hoa
qua cac tt MUC (Merging Unit Cabinet) dat ngoai troi.

- Hé thong mang LAN duogc thiét ké dam bao yéu cau du
phong cao, theo mod hinh PRP véi 06 switch cho 02 mang
Process Bus (A/B) va 02 Switch cho Station Bus. Cac Switch
layer 2, ho tro ché do IEEE1588v2 Transparent Clocks.

- Thyc hién giai phap dong bo thoi gian chinh xéc theo
giao thuc IEEE1588v2 voi 02 GPS Grand Master Clock
hoat dong theo theo ché d6 du phong.

- Thiét lap h¢ thong diéu khién tip trung voi
RTU/Gateway va HMI, két ndi vé Trung tdm dieu khién
theo giao thirc IEC60870-5-104.

M® hinh mang TBA k§ thuat sé Pha Bai dugc minh hoa
theo Hinh 10.

Station Level

[o =T
swi nosieses on sy 0
: 2 B
2 . -
e

Process Level

Hinh 10. M6 hinh mang TBA k thudt sé Phl Bai

Trén co s& phan tich yéu cau can déap g cua hé thong
BVDK tram, nguyén ly 1am viéc ctia hé théng, cac chirc ning
can tich hop |én cac ddi twong diéu khién hién hitu, giai phap
thiét ké két ndi 4o da dugc tmg dung dé thiét 1ap kénh lién
két tin hiéu gitra thiét bi ngudn vai thiét bi dich, xay dung
danh sach tin hiéu theo cac dich vu Goose, Sample Value
cho céc ung dung, cau hinh logic trong cac tmg dung dé phoi
hop xur ly tin hiéu giita c4c thiét bi. C4c chirc ning cua hé
thong dugc thir nghiém, da dap tng diy du cAc yéu cau clia
hé thong BVDK va ty dong hoa TBA theo cac quy chuan k¥
thuét hién hanh dang duge EVN &p dung [13].

Sau khi hoan thanh du an nang cép hé thing BVDK
TBA 110KV Phu Bai bang cong nghé ky thuat sd, so sanh
v6i hé théng cong nghé cii, cd thé danh gia duge mot s6 wu
diém co ban ctia hé thong cong nghé k¥ thuat sé nhur sau:

- Giam khéi lwong 1ap dat, giam chi phi thiét 1ap hé
thong. Udc tinh giam trén 80% s luong cap dong phai
trién khai va trén 50% dién tich lap dit thiét bi.

- COng nghé k¥ thuat s6 gidp don gian hoa trong cong
tac quan ly van hanh va bao dudng hé thong.

- C4c thiét bi k¥ thuat s6 cho phép cai thién chat lugng
tin hiéu cua hé thong do luong va bao vé, nang cao do tin
cay lam viéc ciia hé thong.

- Hé thong méi cho phép thiét lap va quan ly cac qua
trinh tu dong hoé va hoat dong cuia hé thong BVDPK trong
TBA mét cach linh hoat va hiéu qua.

5. Két luan

Viéc nghién ctru 1dm chu cong nghé TBA k¥ thuat ) la
rét can thiét trong diéu kién trién khai cac chuong trinh chuyén
d6i s6 ciia EVN trong thoi gian dén. Bai béo da dé xuat giai
phép nang cap cac hé théng bao vé diéu khién truyén thong tai
TBA 110kV & Viét Nam thanh TBA ky thuat sé dya trén nén
tang tiéu chudn IEC 61850. Giai phép bao gom thiét ké md
hinh dit liéu TBA bang ngon ngit cau hinh tram SCL, thiét ké
mang truyén thdng va dong bo thoi gian dé nang cép thanh
TBAk§ thuat sb. Giai phap di duoc 4p dung cu thé cho du an
nang cap TBA 110kV Phi Bai tai Cong ty Dién luc Thua
Thién Hué, dua ra cac phan tich, danh gia hiéu va dua ra cac
kinh nghiém cho cac duy an tiép sau.

Cong nghé diéu khién sé cho TBA cho phép thiét Iap hé
thong tw dong hod va BVBK trén co so céc lién két qua mang
truyén théng hop nhét, c4c tin hidu logic va trong tu dugc s6
hoé ngay hodc gan céc thiét bi nhat tht, tin hiéu dugc truyén
nhan mot cach nhanh chong va tin cay trén cac hé théng mang.
Tuy nhién viéc tmg dung cong nghé diéu khién sé TBA ciing
dit ra nhiéu thach thire trong qué trinh quan ly van hanh, dac
biét 1a c4c van dé lién quan dén an toan théng tin, kha ning
tiép can lam chii cdng nghé cua bd phan véan hanh, ciing nhu
chi phi dau tu ban dau véi cac hé thong cong nghé méi.
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