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Tém tir: Chudi khéi (blockchain), con goi la Cong nghé sé Cdi phan tén (Distributed
Ledger Technology - DLT) dwoc xem nhu cong nghé moi mang tinh cach mang cé
thé cho phép tiét kiém ddng ké chi phi va tang hiéu qua, chuyén doi kinh doanh tir
moé hinh tin cdy dua trén con nguoi sang mo hinh tin cdy dira trén thuat todn, tuy
vay, no khong tranh khoi nhu’ng riii ro tiem an. T hong qua phirong phdp tong hop,

phan tich, Bai viét dé cdp dén nhitng dic diém loi thé cua blockchain, nhitng rui ro
ciia cong nghé nay, qua do dé xudt cdc giai phdp quan Iy riii ro déi voi cong nghé
blockchain khi umg dung tai doanh nghiép.

Tir khéa: Blockchain, loi thé, rii ro, quan Iy riii ro.

1. Gié6i thiéu khéi théng tin duge thém vao co s&

dir liéu'. Mbi khéi thong tin déu chira
Blockchain 1a mdt loai co s dir licu  thong tin vé thoi gian khoi tao va duoc
dic biét, mot blockchain dai dién cho  lién két téi khdi trude do, kém mot
mot chudi gom nhiéu khéi - [a nhing  ma thoi gian va dir lidu giao dich. Do

Blockchain - advantages and risks for businesses

Abstract: Blockchain or Distributed Ledger Technology (DLT) has been seen a new revolutionary
technology that can allow significant cost savings and increase efficiency; transform business models
from human-based trust model to algorithm-based trust model, although blockchain has some
potential risks, it has lots of noticeable advantages. The article discusses the advantages and risks of
blockchain. Accordingly, the paper proposes blockchain risk management solutions when it it applied
in entities.
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tinh lién két giita cac khéi trong chudi nén
blockchain co dic diém khong thé xoa
hodc thay déi dir liéu theo bat ky cach nao,
vi diéu nay sé lam mat hiéu luc tat ca cac
khdi theo sau. Tén ban dau blockchain la
mdt co so dir liéu phan cdp luu trir thong
tin trong cac khdi thong tin duoc lién két
v6i nhau bing ma héa va mo rong theo
thoi gian. Blockchain duoc thiét ké dé
chéng lai viéc thay doi cua dir lieu: mot
khi dir li¢u da dugc mang ludi chép nhan
thi s& khong co cach nao thay déi duoc no.
Blockchain duge dam bao nhd cach thiét
ké s dung hé théng tinh toan phéan cap
véi kha nang chiu 16i cao. Blockchain phu
hop dé ghi lai nhirng sy kién, hd so y té,
xu ly giao dich, cong chirng, danh tinh va
chting minh nguon gdc. Viée nay gitip xéa
bo cac hau qua 16n khi dir liéu bi thay doi
trong bdi canh thuong mai toan cau. Cong
nghé blockchain lién quan dén céc van dé
vé chudi khdi (blockchain), co ché dong
thudn phan tan (decentralized consensus),
tinh toan tin cay (trusted computing), hop
déng thong minh (smart contracts) va
bang ching cong viée (proof of work). La
mét cong cu trong thoi ky cong nghé cao,
blockchain ¢6 nhiéu lgi thé cho cac doanh
nghiép, dong thoi ciing chira dung nhiéu
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rui ro tiém 4n, vi thé cac doanh nghiép can
chu trong thiét 1ap chién luge quan ly rii
ro, khu6n khé quan trj va kiém soat manh
mé khi irng dung blockchain.

Trong pham vi bai viét nay, bang viéc thu
thap cac ngudn tai liéu sin co, tac gia phan
tich nham lam rd ban chat cta blockchain
cling nhu nguyén ]y hoat dong cua cong
nghé nay théng qua tong hop cac loi thé va
rui ro cua blockchain khi (ing dung trong
doanh nghiép, dong thai phan tich khung
quan ly rui ro blockchain va dé xuét cac giai
phap cu thé dé quan ly i ro blockchain.

2. Loi thé va rii ro cia blockchain
2.1. Lgi thé ciia Blockchain

Blockchain dang chiém linh mét lgi thé rat
[ém trong viée can nhéc img dung vao cong
nghé thong tin cia cac doanh nghiép (DN)
trén thé gioi. Theo mot khao sat cua Hang
kiém toan Deloitte vao nam 2019 d6i véi
1.386 DN, pham vi khao sat trén 12 quéc
gia va theo 11 ngdn ngit khac nhau trén thé
gidi, ty 1€ cac DN co thai 4o tich cuc va
ung hé manh mé viéc img dung cong nghé
blockchain trong hoat déng cua ho 1a rét
cao (Hinh 1).

Hinh 1. Thai dd vé blockchain va kha niing ig dung trong doanh nghiép

Nguon: Deloitte (2019), Deloitte’s 2019 Global Blockchain survey,

to business”,

“Blockchain gets down

Figure A-6 "Attitudes on blockchain and it’s adoption”
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Hinh 2. Mirc d§ bao mat dwge cung cap bai cac giai phap blockchain so véi
cac ing dung cong ngh¢ thong tin théng thwong

Nguon: Deloitte (2019), Deloitte’s 2019 Global Blockchain survey,

to business’

Khéo sat vé mirc d6 bao mat do blockchain
mang lai so v&i cac gidi phap cia cong nghé¢
thong tin thong thuong do hang kiém toan
nay thuc hi¢n trong nam 2019 mang lai cau
tra 101 tich cuc cho blockchain (Hinh 2).
Blockchain 1a mot cong nghé ¢o nhiéu uu
diém vuot troi, cu thé sau day:

Tinh bdt bién (imutability): Theo TJ Jung
(2019), blockchain khong thé thay déi, day
ciing 14 két qua cua tinh lién két. Khi thong
tin da duoc xac nhan bdi cac may tinh va
lwu vao hé théng blockchain thi s& khéng
thé bi thay d6i hoac xéa bo. Théng tin giao
dich khi di duoc ghi lai trén chudi khéi,
néu bi stra s& dé lai dau vét va sé luu trix
vinh vién. Jim Zhang (2019) cho rang mirc
do bat bién 1a mot trong nhing khia canh
hap dan nhat cta blockchain cho DN.

Tinh minh bach (transparency): Uu diém
dang ké tiép theo cua blockchain 1a tinh
minh bach. Theo Matthew Hooper (2018),
do blockchain 1a mot loai S6 Cai phan tan,
nén tit ca nhimg thanh vién tham gia mang
chia s¢ cung mdt tai liéu thay vi cac ban sao
riéng 1¢é. Phién ban chia sé chi ¢6 thé duoc
cap nhat théng qua su dong thuan cta moi
thanh vién. Cung theo Matthew Hooper

“Blockchain gets down

|, Figure A-8 “Level of security offered by blockchain solutions in comparison

to conventional IT solutions”

(2018), dé thay d6i mot ban ghi giao dich,
blockchain yéu cau thay dbi tit ca cac ban
ghi tiép theo, cling voi su dong thuan cua
toan by mang. Vi nhirng ly do nay ma dix
li¢u trén blockchain dat duoc d6 chinh xac,
nhét quan va minh bach rit cao.

Tinh bao mat (security): Blockchain ¢6 wu
diém manh & tinh bao mat rat cao. Nhirng
vu tdn cong vao hé théng dir liéu tép trung
s& rat kho c6 thé thuc hién dwgc ddi voi
mang ludi blockchain. Blockchain cho
phép truyén tai dir liéu mot cach an toan
dua vao hé thong ma hoa vo cung phure tap.
Blockchain dugce vi nhu mot cubn Sé Cai
ké toan hoat dong trong linh vuc ky thuat
s6. Theo Matthew Hooper (2018), cac giao
dich phai dat duoc dugc su déng thuan
trede khi dugce ghi nhan vao hé théng, sau
khi ¢o su déng thudn, giao dich s& dugc ma
hda va lién két voi cac giao dich trude do,
nhu thé, thong tin dugc luu trir trén mot
mang may tinh thay vi trén mdt may chu
duy nhat, khién cho viéc xam nhap dir liéu
rat kho thuc hién dugc. Tinh bao mat cua
blockchain xuat phat tir sy két hop giira ba
loai cong ngh¢: mat ma hoc’, mang ngang
hang? va ly thuyét tro choi’. Tinh bao méat
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con thé hién & viée cac giao dich gui dén va
nhan vé c6 thé cho nguoi dung biét nhung
hoan toan khéong biét ngudn va dich dén
cta dir liéu. Hé thong cuc ky bao mat khi
tat ca cac giao dich déu dugc ma hoa va
dugc chdt theo thoi gian, nguoi sir dung chi
¢6 thé truy nhap va thay d6i nhimg gi ho so
hitu thong qua mot khoa bao mat ca nhan
(private key).

Hop déng thong minh (smart contract): La
hop déng k¥ thuat s6 duge két hgp vao doan
code [f-this-then-that (IFTTT), cho phép
chudi tu thuc thi ma khong can bén tha ba.
Néi cach khac, hop déng thong minh 1a ma
tw thuc thi trén khudn kho blockchain cho
phép xtr 1y truc tiép, nghia 1a khong can can
thiép thi cong dé thuc hién giao dich. Co
ché hoat dong cua hop dong thong minh 1a
dua vao dix liéu tir cac thuc thé tlr bén ngoai
va c6 thé hoat dong dua trén dir liéu duge
lién két voi bat ky dia chi cong cong nao
hoac véi mot hgp doéng thong minh khac
trén blockchain.

Khi tmg dung trong nganh ké toan, kiém
toan, blockchain khéng chi loai bo tiém
nang vé 16i do con ngudi giy ra ma con
dam bao an toan thdng tin cuc cao va tang
tdc cho qua trinh xur ly dir liéu ké toén.
Blockchain cho phép chuyén giao dir liéu
va tai san hiéu qua hon, quyén riéng tu va
bao mat sé& tang lén, cac cong viéc nghiép
vu can nhiéu thoi gian s€ dugc cong nghé
giai quyét, ho so tai chinh sé ngay cang tro
nén toan dién va chinh xac hon. Hon nira,

2 Mat ma hoc: la cong nghé chuyén dbi cac thong tin
thong thweng thanh dang khéng doc tryc tiép dugc.

* Mang ngang hang (mang déng dang): la mét mang
may tinh trong d6 hoat déng cla mang chi yéu dua
vao kha nang tinh toan va bang thong cia may tham
gia chtr khdng tap trung vao mét sd nhd cac may cha
trung tdm nhw mang thong thuwdng. Céng nghé nay cho
phép tat ca cac may tham gia trong mang déu dong gop
tai nguyén, khi cang cé nhiéu may tham gia mang thi
kha nang tdng thé cta hé théng mang cang ion.

4 Ly thuyét trd choi: nghién ctru cach lya chon hanh vi
t6i wru khi chi phi va lgi ich ciia mdi lya chon la khéng cb
dinh ma phu thubc vao lwa chon clia cac ca nhan khac.
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khi tmg dung cong nghé blockchain, cac
doanh nghiép bo ra it chi phi hon rat nhiéu
so v&i cac phuong phap trude day. Tuy
nhién céng nghé¢ blockchain s& chi giup
giam bot ganh nang vé cac nghiép vu tuan
thu chir khong thay thé dugc con nguoi. Ké
toan c6 thé sur dung blockcham dé duy tri,
d6i chiéu dir li¢u trén cac 50 ké toan véi su
chic chan vé lich sir dir liéu trén hé thong
mang may tinh. Nho c6 cong nghé luu trir
dir liéu khong 16, ké toan vién cé thé thuc
hién cac cong viée khac can dén tinh tu duy
cua con nguoi hon nhu 1ap cac muc tiéu, ké
hoach kinh doanh, phan bd ngudn lyc va
thuc hién muc tiéu tai chinh.

2.2. Rui ro cua cong nghé blockchain

Mac du cong nghé blockchain hura hen
mang lai hi¢u qua rat cao hoac giam chi phi
trong thoi dai hién nay, tuy nhién khong thé
tranh khoi né c6 nhiing rii ro ¢d hiru nhét
dinh. Céc doanh nghiép bat budc phai hiéu
nhiing rui ro nay va chuan bj cac bién phap
bao v¢ thich hop dé thu duoc loi ich cua
cong ngh¢ nay.

Nghién ctru rui ro gdp phai khi cac doanh
nghi¢p ung dung cong nghé blockchain
vao hoat dong, nam 2017 Hang kiém toan
Deloitte chi ra rang rai ro blockchain ¢6 thé
duoc phan theo ba loai: Rui ro tiéu chuan,
rui ro chuyén giao gia tri va rii ro hop déng
thong minh.

- Riii ro tiéu chuan (Standard risk): Cong
nghé chudi khéi khién cac doanh nghiép
phai d6i mat v6i nhirng rai ro lién quan dén
cac quy trinh kinh doanh hién tai.

Rui o tiéu chuan bao gom:

(1) Rui ro chién lroe (Strategic risk) - cac
doanh nghiép can x4ac dinh xem liéu ho lua
chon ap dung ngay cong nghé blockchain
hay cho thém dén khi céng nghé hoan
hao hon, véi tinh chat ngang hang cia
blockchain (peer-to-peer) giip cho viéc
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Riii ro tiéu chuan

Rui ro Rui ro Rui ro Rui ro
chién kinh danh bao
lwoc doanh tiéng mat

lién thong
tuc tin

Rui ro Rui ro Rui ro Rui ro
phép hoat hop vé nha
Iy dong déng cung
va cap
cong
nghé

Hinh 3. Riii ro tiéu chuin

Nguon: Tong hop tir Deloitte (2017), Blockchain risk management- Risk functions need to play an active

giao dich khong can thong qua bén trung
gian, cac doanh nghiép phai can nhic lua
chon mot cach cén trong nén tang mang
phu hop dé tham gia, vi chién luge kinh
doanh cta ho ¢6 thé bi anh hudng boi cac
doanh nghi¢p khéc cling tham gia vao
chudi blockchain: hon nira, su lua chon nén
tang mang c6 thé din dén nhiing han ché
trong viéc cung cap dich vu hodc san pham
ctia doanh nghiép duoc cung cap dén khach
hang dya trén nén tang nay.

(2) Rui ro kinh doanh lién tuc (Business
continuity risk) xay ra khi cac quy trinh
nghiép vu cua doanh nghi¢p da dugc xay
dung trén nén tang blockchain c6 thé dé bj
tan cong do 16i cong nghé va van hanh, hay
cac cudc tn cOng mang.

(3) Rui ro danh tiéng (Reputatinal risk),
khong giéng nhu fintech, blockchain 1a mot
phan cua co so ha tang ¢t 16i va s& phai
hoat dong 1ién mach voi co so ha téng trude
d6 ma n6 ké thira. Néu rui ro cong nghé xay
ra s& c6 thé de doa dén vi thé hay thuong
hiéu cua doanh nghiép.

(4) Rui ro bao mdt thong tin (Information
security risk) 14 mot 15 héng do blockchain
chi cung cép su bao méat cho giao dich khi
co s¢ dir liéu va mat ma dugc niém phong

role in shaping blockchain strategy.

nham ngan chan bat ky sy hong hdc nao
cta dir liéu, ma khéng cung cap su bio mat
cho céc tai khoan, gia tri luu trit trong cac
tai khoan van c6 thé khong thuc su an toan.
(5) Rui ro phap Iy (Regulatory risk), day
la rai ro phap 1y lién quan dén ting truong
hop st dung, cdc nhém thanh vién khac
nhau tham gia vao mang va céc khung phap
ly vé cac giao dich xuyén bién gi6i.

(6) Rui ro hoat déng va cong nghé thong
tin (Operational and IT risk) lién quan dén
viéc cdp nhat mot cach thuong xuyén, lién
tuc cac chinh sach va tha tuc, quy trinh cho
hoat déng kinh doanh mdi, céc rii ro c6 thé
xay ra trong qua trinh ning cép, b6 sung
cong nghé thong tin nhu tang toc do xu 1y,
kha ning mé rong, cac van dé vé giao dién
va méi lién két voi cac hé thong cong nghé
ma blockchain ké thira.

(7) Riii ro hop dong (Contractual risk) 1a
rui ro ¢6 thé xay ra khi c6 mot s thoa thuan
cung cap dich vu giita cac thanh vién tham
gia chudi va quén trj vién.

(8) Riii ro vé nha cung cdp (Supplier risk):
cac doanh nghiép co thé phai chiu rui ro
dang ké cua bén thir ba do hau hét ngudn
gbc cong nghé dén tir cac nha cung cép bén
ngoai doanh nghiép.
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-Riirochuyéngiao gia tri(Value transfer
risk): Blockchain cho phép chuyén giao
gia tri ngang hang ma khéng can trung gian
trung tdm. Gia tri dugc chuyén c6 thé 14 tai
san, danh tinh hoéc thong tin. M6 hinh kinh
doanh méi nay khién cac bén twong tic gip
phai nhirng rai ro mdi ma trude day do cac
trung gian trung tam quan ly.

Rui ro chuyén giao gia tri bao gbém:

(1) Riii ro giao thirc dong thudn (Consensus
protocol risk): Viéc chuyén giao gla tri
trong chudi khéi blockchain xay ra bang
cach str dung mot giao thirc mat ma dat duoc
su dong thudn gitra nhimg nguoi tham gia.
Mot sé mat ma duge st dung dé dat duoc
ddng thuan giita cac nut cta cac thanh vién
tham gia nham cap nhat s6 cai blockchain.
Mbi giao thirc phai dugc dénh gia trong boi
canh timg khuén khd, ting truomg hop str
dung va cac yéu cau cia ngudi tham gia
mang. Trong mdt sé giao thirc dong thuén,
ngudi tao khdi bo phiéu cho nhiéu lich st
blockchain khac nhau, din dén khong dat
dugc su dong thuan, va do vay viéc chuyén
giao gia tri khong thé hoan thanh duoc.

(2) Ruiro quan ly mdat md (Key management
risk) 1a i ro mat ma c4 nhén c6 thé bi danh
cép, dan dén thiét hai vé tai san khi céc dia
chi dugc dang cong khai. Tai san dang k¥
thuat sé co thé bi thiét hai va khong thu hoi
duoc, nhat 1a trong truong hop chi c6 mot
b ma khoa duy nhét. Khi ngudi tham gia
danh mat ma khoa, sé khong thé khoi phuc
truy cap lai vao tai khoan cua minh nira.
(3) Rui ro bao mdadt dir lieu (Data
conﬁa’ennalzty IlSk) Sy dong thuan giao
thirc yéu cau tat ca nhimng nguoi tham gia
trong chudi blockchain ¢6 thé xem duoc
cac giao dich trong so cai, trong khi cac
giao dich trong mét mang lai dugce luu trir
0 dinh dang bam mat ma’ dé khong tiét 19
ndi dung. Ruai ro bao mat dir lidu 1a rui ro
khi bo phan giam sat siéu dir liéu co thé
tiét 10 thong tin vé loai hoat dong va khoi
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Hinh 4. Riii ro chuyén giao gia tri
Nguon: Tong hop tr Deloitte, (2017), Blockchain
risk management- Risk functions need to play an
active role in shaping blockchain strategy

lwong lién quan ctia hoat dong cia bat ky
dia chi nao trong chudi blockchain, cho bt
ky nguoi tham gia nao.

(4) Rui ro thanh khoan (Liquidity risk).
Tinh thanh khodn trong moi truong cong
nghé théng tin phu thudc vao khéi lwong
cua giao dich, su déng thuan cua s dong,
hanh lang phap 1y va cac diéu kién khac
nhu khing hoang kinh té, su thay doi thé
ché chinh tri... Ngan hang thanh toan qudc
té (BIS- Bank for Intemational Settlements,
2017) dua ra 10i canh béo ring viéc ap dung
cong nghe S6 Cai phan tan DLT c6 thé gay
ra nhiéu rui ro thanh khoan méi.

- Riii ro hop dong théng minh (Smart
contract risk): Hop dong théng minh
c6 kha nang ma hda cac thoa thudn kinh
doanh, tai chinh va phap ly phuc tap trén
blockchain va ¢6 thé dan dén rii ro lién
quan dén viéc 1ap ban d6 1-1 cta cac thoa
thuan nay tir khung vat ly sang k¥ thuat sb.
Rui ro hop dong thong minh bao gom:

(1) Rui ro kinh doanh va phdp Iy (Business
and regulatory risk). Hop ddng thdng minh
phai dai dién chinh xac cho cac thoa thuan
kinh doanh, phap ly dugc xac dinh gitra
céc bén trong khuén kho. Hop ddng thong
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minh trong mang blockchain dugc ap dung
nhét quan cho tat ca cac thanh vién tham
gia trong mang. Céac hop dong thong minh
nay c6 kha nang xur ly cac giao thirc ngoai
1&, do vay thong tin déu ra trong khuon kh
blockchain phai dugc kiém tra trén toan
mang dé tudn thu céc thoa thuan kinh doanh
va thoa thudn phap ly va cac quy dinh.

(2) Rui ro thuc thi hop déng (Contract
enforcement risk). Khi dir liéu trén mot
chudi khéi khuén kho 1a bat bién, viée stra
d6i cac hop ddng thong minh phai hét st
than trong dé tranh vi pham céc quy dinh
lién quan dén cac dir liéu da duge ghi nhan
trong qua khu.

(3) Rui ro trach nhiém phap ly (Legal
liability risk). Trach nhiém phap ly d6i véi
blockchain cin dwoc quy dinh rd rang dé
kiém soét nhitng hop dong théng minh cé
thé dan t&i mot giao dich vai hai hoac nhiéu
bén tham gia, dan téi nhitng su thiét hai tai
san phat sinh khi giao dich dugc thuc hién.
(4) Rui ro bao mdt thong tin (Information
security risk). Cac bén tham gia trong mang
blockchain can mot bd phan quan tri manh
va sy thay déi vé& quy trinh kiém soat néu
cén, dé trién khai mdi hodc sira d6i cac hop
d6ng thong minh hién tai. Ngoai ra, ho cling
cdn mét quy trinh quan ly su ¢6 manh mé
dé xac dinh va phuc hoi cic truc tric trong
hoat dong cua cac hop dong thong minh.
C6 nhitng thuc thé ton tai bén ngoai khuén
khé blockchain nhung cung cap dir liéu cho
mang blockchain (nhu Oracles Database,
phin mém hé thong quan Iy co so dit ligu),
kich hoat dé thuc hién cac hop déng thong
minh bén trong mang. Rui ro vé bao mat
thong tin 16n nhéat déi véi mot khudn kho
blockchain 1a phai hing chiu cac cudc tin
cong mang tir bén ngoai nham lam hong dir

5 bam mat ma (hash format): 1a qua trinh st dung nhirng
thuat toan, cong thirc toan hoc dé ma hoa mét nodi dung
thanh chudi cac ky tw goi la ma, va diéu dac biét 14 ham
bam co tinh chét khong thé dao nguoc, nghia la khéng
thé biét dwgc gia tri ban dau cda bd mat ma.

Rui ro kinh

Ruu ro thue
doanh va thi hop
phap ly dong
Ruirotrach ~ Ruiro bao

nhiém phap mat théng
Iy o tin

Hinh 5. Rii ro hop dong thong minh
Nguon: Tong hop tir Deloitte, (2017), Blockchain
risk management- Risk functions need to play an
active role in shaping blockchain strategy

liéu cua mang, diéu nay gdy ra mdt hi¢u
rng domino to1 t€ cho mang.

3. Gidi phap quan ly rii ro blockchain
doi véi doanh nghiép

Céc rii ro tiém 4n khi ap dung blockchain
hoan toan c6 thé xay ra, thim nhédp vao
hé théng dir lidu, gay thiét hai 16n dén tai
khoan nguoi sur dung, tai san tién té, dén hé
thong ciia doanh nghiép. Gian l1an xay ra
do con ngudi, chir khong pha1 cong nghé;
néu mot ngudi c6 tham quyén thuc hién
tham nhép vao céc giao dich thi rat kho dé
kiém soat. Blockchain chi ¢ thé nhan biét
dugc cac yéu té dir liéu dau vao, chir khong
phai 1a thuc té cua dit liéu d6 1a tot hay xau.
Blockchain thyc hién cac hoat dong theo
dit liéu nhap vao hé thong, néu dir liéu bi
can thigp boi con ngudi, blockchain van
tiép nhan Vi vay, cac yéu td cua thé gioi
thuc van luon pha1 duogc kiém soat, nham
tao nhitng ngudn dit liéu dang tin cay, néu
khéng, toan bd quy trinh s€ bi anh huéng,
t6i t¢ hon 1a bi pha huy.

Dé kiém soat riii ro tiéu chuan, riii ro chuyén
giao gié tri, rui ro hop dong thong minh khi
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tmg dung blockchain, doanh nghiép can
x4y dung quy trinh va cac chirc nang hd
tro gin véi cac muc tiéu kinh doanh (nhu
muc tiéu tang truong, doi méi, md rong
d6i tugng khach hang, giam chi phi hoat
dong, cai thién thoi gian tiép can thi truong
va muc tiéu quan ly rui ro va sy tuan thu
cac quy dinh trong doanh nghiép), doanh
nghi¢p can trang bi cac nén tang thuc hi¢n
chtrc nang hd tro nhw cong nghé thong tin,
ngudn nhan lyc, cic quy dinh vé sy tudn
thii, nguén lyc vé tai chinh va cac ngudn
Iyc hd tro khac. Céc thi tuc kiém soét dugc
ban hanh nham gitip doanh nghiép dat dwoc
muc tiéu dé ra twong img véi timg thoi ky
hoat dong vé van dé quan tri va gidm sat,
cac chinh sach va tiéu chuan, quy trinh
quéan ly, trang bi vé cong cy va nen tang
cong nghé, du kién céc chi s rii ro va cac
thii tuc ngan chan vé rii ro vin hoa trong
doanh nghié¢p.

Theo Tap chi Forbes (Hynes C, 2018), Viét
Nam c6 thé sém trd thanh mét trong nhing
trung tam ddi méi blockchain méi ciia Pong
Nam A va la diém dén ctia cac nha déu tu
cong nghe d6i tac phat trién blockchain
qudc té. Viét Nam duoc dénh gia 1a ¢ co
hoi 1on dé tan dung tai nang coéng nghé
dé khoi dong nhiéu dy an khoi nghiép, vé
lau dai c6 thé giup dinh vi chién luge cua
qudc gia trén ban d6 blockchain thé gioi, va
tao da cho nén kinh té sé cia minh. Nhiéu
doanh nghi¢p Vi¢t Nam da ing dung thanh
cong cong nghé blockchain, tiéu biéu nhu:
BIDV nam 2020 /a ngdn hang tién phong
ung dung thanh cong cong nghé blockchain
trong giao dich phat hanh thu tin dung t6i
mot ngan hang thong bao ngoai hé théng;
TomoChain cung cap ha tang blockchain
cho cic doanh nghiép, BigBOM trong
nganh quang céo truc tuyén; IBL va
Proteusion trong linh vuc nghién ciru va
phat trién (R&D)... Cac doanh nghiép Viét
Nam khong nhitng thu nghiém va ung
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dung cong nghé blockchain voi cac dich vu
va san pham trong nude ma con hudng t6i
xut khau. Ngoai cic nganh nghé dang dua
vao ung dung cong nghé blockchain nhu
dich vu tai chinh, quan ly hd so y té, truy
xuat ngudn gbe thyc pham, dich vu cong
cong..., trong tuong lai, tai Viét Nam,
cong nghé blockchain ¢6 xu huong phat
trién manh trong cac doanh nghlep linh
vuc ngan hang, kiém toan, bao hiém. Cing
nhu nhiéu qudc gia khac trén thé gioi, dé
ung dung blockchain thanh cong vao hoat
dong cua cac doanh nghiép, Viét Nam can
khuyén khich phat huy nhimng wu diém cia
cong nghé blokchain, ddng thoi nghién
ctru, ban hanh cac chu truong, chinh sach
dé diéu chinh phu hop, gidm thiéu rui ro.
Qua téng quan phan tich loi ich va rui ro
ctia bolckchain dbi véi doanh nghiép, tac
gia d¢ xudt mot sb giai phap quan ly rai ro
blockchain nhu sau:

- Khi ¢6 du dinh rng dung blockchain, cac
doanh nghi¢p nén xem xét li¢u cdng nghé
nay c6 thuc sur la giai phap cho nhu cdu ting
dung mot cong nghé thong tin hién dai vao
doanh nghiép khong, c6 mang lai hiéu qua
nhur mong mudn cho doanh nghiép khong
do chi phi dau tu ban ddu cho blockchain 1a
dang ké, vi vay doanh nghlep can phan tich
dé udce tinh kha nang ton tai, tinh phu hop
va kha nang g dung blockchain;

- Thyc hién s6 hoa, ma hoa thong tin lién
lac, phan quyén truy cap. Chinh sach phan
quyén can phtt hop voi tirng nha diéu hanh,
timg cap do quan ly. Thiét 1ap khuon khé
b4do mat va quan ly rai ro ¢6 kha nang theo
déi dia chi mat ma dé nhan dang va bao céo
rui 1o;

- Quy dinh chtc nang quan ly khoa, thiét
lap céc tiéu chuan cho quyén sd hitu khoa
ndi bo, dat tiéu chuan gidi han toi thiéu va
ti da cho cac muc tai san trong tung loai
luu trir;

- Giam sat mang blockchain dé biét su bét
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thudng vé cic rui ro, theo ddi va giai quyét
rui ro mgt cach kip thoi, chu dong theo doi
cac nut dé tir chdi cac cude tin cong dich
vu, gidm sat phén mém doc hai va hé théng
bao mat cbt 13i:

- Céc thii tuc kiém soat ni bd doanh nghiép
can duoc ra soat dinh ky, thiét 1ap cac tha
tuc kiém soat dé phat hién cac 1énh truy cap
trai phép va bao mat dir liéu.

4. Két luan

Cung v61 nhiing loi thé vuot troi vé tinh

Tai liéu tham khio

bat bién, minh bach, bao mat va hop dong
thdng minh, cong nghé blockchain ciling
chira dung cac riii ro tiém an bao gdm rui
ro tiéu chuan, rui ro chuyén giao gia tri va
ri ro hgp déng thong minh, tic dong 1on
dén hoat dong cua doanh nghiép. Ung dung
blockchain 1a xu hudéng hién dai va thong
minh trong ky nguyén sb, tuy nhién cac
doanh nghiép can vo cling than trong va
trién khai chat ch& cac giai phap nhdm quan
ly rai ro blockchain, tranh thiét hai cho hoat
dong cuia doanh nghiép m
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