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UNG DUNG COA PKI TRONG KY SO VA BAO MAT DU LIEU
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ABSTRACT

Public key infrastructure is the basic framework for building a security and privacy model in e-commerce.
Learn the role of digital certificates in public key infrastructure. The role of digital certificates in online
transactions. Users, in addition to the usual security such as a password, must also use a personal digital
certificate to confirm their identity, confirm their transaction activities with banking, e-commerce services.
testing, securities trading, etc. Digital authentication will help managers ensure that customers cannot
disprove their transactions, once they have used digital certificates. Thereby posing problems (issuance,
authentication) revocation and re-issuance of digital certificates.
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1. Bit véin dé

Ha tang khoa cong khai 13 bd khung co ban dé xay
dung m6 hinh an ninh, bao mat trong thuong mai dién
tir. Tim hiéu vai tro cia chimg thuc sb trong ha tang
khoa cdng khai. Vai tro cia ching thuc so trong cac
giao dich truc tuyén. Nguoi str dung, ngoai hinh thuc
bao mét thong thudng nhu mat khau, cling phai dung
mot chimg thuc so cd nhén dé khang dinh danh tinh
cuia minh, x4c nhan cac hoat dong giao dich cua minh
v6i dich vu ngén hang, thuong mai dién thu, giao dich
ching khoan... Chiing thuc 56 sé giup nha quan ly
dam bao rang khach hang khong thé chéi cai cac giao
dich cua minh, khi ho da ding chimg thuc s6. Tur do
dat ra cac van dé (cap phat, xac thuc) thu hdi va cip
phat lai chimg thu s0. Trong bai nay t6i s trinh bay
céc van dé xoay quanh vén dé ha ting khéa cong khai
(PKI) trong ki s6 va bao mét dif liéu.

2. N¢i dung nghién ciru

Khdi ni¢m Mid hoa

Loi ich ddu tién ctia chimg thr s 1a tinh bao mat
thong tin. Khi ngudi gii d4 ma héa thong tin bang
khda cong khai cta ban, chic chin chi c6 ban mai
giai ma dugce thong tin dé doc. Trong qud trinh truyén
thong tin qua Internet, du c6 doc dugc cac goi tin da
ma héa nay, ké xdu ciing khéng thé biét dugc trong goi
tin ¢6 théng tin gi. Day 1a mét tinh néng | rat quan trong,
gilip ngudi st dung hoan toan tin cay ve kha nang bao
mét thong tin. Nhiing trao ddi thong tin can bao mat
cao, ching han giao dich ngan hang, ngan hang dién
tir, thanh toan thé tin dung, déu phai c6 chimg thu sé
dé d¢am béo an toan.

2.2. Chéng gid mao

Khi ban gui di mot thong tin, c6 thé 1a mot dir liéu
hodc mdt email, cd sir dung ching thu sb, ngudi nhan
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s& kiém tra duoc thong tin ciia ban ¢é bi thay doi hay
khong. Bét ky mot su sira ddi hay thay thé ndi dung
clia théng diép gbc déu sé bi phat hién. Dja chi mail
clia ban, tén domain. .. déu cé thé bj ké xau lam gia dé
danh lira ngudi nhan dé lay lan virus, an cép thong tin
quan trong. Tuy nhién, ching thu 56 thi khéng thé lam
gia, nén viée trao ddi thong tin ¢ kém chimg thu s&
luén dam bao an toan.

2.3. Xudc thyc

Khi ban gri mot thong tin kém ching thu  sd,
ngudi nhan — c6 thé 1a doi tac kinh doanh, t& chirc
hoic co quan chinh quyén — s& x4c dinh rd duoc danh
tinh cta ban. C6 nghia 1a du khéng nhin thiy ban,
nhung qua hé thong chung thu sé ma ban va ngudi
nhén cung st dung, ngudi nhén sé biét chic chan dé
14 ban chir khong phai 1a mt ngudi khac. Xac thuc la
mot tinh ndng rat quan trong trong viéc thuc hién cac
giao dich dién tr qua mang, cling nhu cac thi tuc hanh
chinh v&i co quan phép quyén. Céc hoat dong nay can
phai xac minh r3 ngudi gui thong tin dé sir dung tu
cach phap nhan. Day chinh 12 nén tang ciia mét Chinh
phti dién tir, moi trudng cho phép cong dan c6 thé giao
tiép, thuc hién cac cong viéc hanh chinh véi co quan
nha nude hoan toan qua mang. C6 thé ndi, chimg thu
s& 1a modt phan khong thé thiéu, 1a phan cbt 16i cua
Chinh phu dién tu.

24. Clzé'ng choi bo ng115t1 g(fc

Khi str dung mot ching thu s, ban phai chiu trach
nhiém hoan toan vé nhiing théng tin ma ching thu
sb di kem. Trong trudng hop ngudi gii chéi cai, pha
nhan mot thong tin nao d6 khong phai do minh gui
(ching han mét don dt hang qua mang), chimg thu s6
ma ngudi nhin c6 dugc sé 1a bing ching khing dinh
ngudi gui 1a tac gia cta thong tin do. Trong trudng
hop chdi cai, CA cung cdp chimg thu sb cho hai bén s&
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chiu trach nhiém x4c minh ngudn gdc thong tin, ching
t6 ngudn gdc thong tin duge gui.

2.5. Chit ky dién tir

Nhiing thong diép c6 thé giri di qua Internet, dén
nhiing khach hang, dong nghi¢p, nha cung cap va cac
ddi tac. Tuy nhién, tai liéu rat dé bi ton thuong béi cac
hacker. Nhitng thong diép c6 thé bi doc hay bi gia mao
trude khi dén ngudi nhan.

Bing viéc sir dung chimg thu s6 ca nhan, ban s&
ngin ngua duoc cic nguy co ndy. Véi chimg thu sé ca
nhan, ban cé thé tao thém mét chit ky dién tr vao tai
liéu nhu mot biang chimg xac nhan ctia minh. Chit ky
dién tr cling ¢d cac tinh nang xdc thuc thong tin, toan
ven dir liéu va chéng chdi cai ngudn gbc.

2.6. Bdo mit website

Khi Website cuia ban st dung cho muc dich thuong
mai dién tir hay cho nhitng muc dich quan trong khéc,
nhiing thong tin trao doi gitta ban va khach hang cta
ban c6 thé bi 10. Pé tranh nguy co nay, ban cé thé ding
chimg thu sb dé bao mat cho Website cia minh.

Chimg thu sé s& cho phép ban lap céu hinh
Website cia minh theo giao thirc bao mat SSL (Secure
Sockets Layer). Loai ching thu s nay sé cung cap
cho Website cua ban mot dinh danh duy nhét nham
dam bao v6i khach hang clia ban vé tmh xac thuc va
tinh hop phéap cia Website. Ching thu sé SSL Server
cling cho phép trao doi théng tin an toan va bao mat
gitra Website v6i khach hang, nhan vién va déi tac clia
ban thdng qua céng nghé SSL ma ndi bat 1a céc tinh
nang: Thuc hién mua ban bang thé tin dung. Bao vé
nhiing thong tifi ca nhan nhay cam cua khach hang,
Pam bao hacker khong thé do tim dugc mat khau.

2.7. Code Signing

Néu ban la mot nha san Xuét phan mém, chic
chéin ban sé can nhiing “con tem chdng hang gia” cho
san pham cta minh. Dy la mdt cong cu khong the
thiéu trong viéc dp dung hinh thic s& hiru ban quyén.
Chtmng thu sb Nha phat trién phin mém sé& cho phép
ban ky vao céc applet, script, Java sottware, ActiveX
control, cac file dang EXE, CAB, DLL... Nhu viy,
thong qua cht’mg thu s6, ban s& dam bao tinh hop phap
cling nhu nguodn goc Xudt xir ctia san pham. Hon nita
nguoi dung san pham cé thé xac thuc dugc ban 13 nha
cung cap, phét hién dugc su thay ddi cia chwong trinh
(do vo tinh hong hay do virus pha, bi crack va ban
lau...).

Véi nhiing loi ich vé bao mét va xac thuc, chimg
thu s6 hién da duoc sir dung rong rai trén thé gidi nhur
mot cong cu xac minh danh tinh cta cac bén trong
glao dich thuong mai dién tir. Dy 1a mot nen tang
cong nghe mang tinh tiéu chuén trén toan cau, mic
dit & mdi nudc ¢ mot s6 chinh sach quan ly ching
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thuc s& khac nhau. Méi quéc gia déu cén c6 nhimg
CA ban dia dé chu dong vé cac hoat dong chimg thuc
s trong nude. Nhtmg ngoa1 ra, néu muodn thuc hién
TMDT vugt ra ngoai bién gidi, cac quoc gia cling phai
tudn theo cac chuin cong nghé chung, va thuc hién
ching thuc chéo, trao doi va cong nhén cac CA cua
nhau. Day ciing 12 nhiing yéu t6 quan trong déi voi
mot quoc gia dang trong qua trinh phat trién TMDT
nhu Viét Nam.

2.8. Chirng thuc dién tir

Phan biét véi chir ki s6 (digital signature), chimg
thuc dién t (digital certification) dugc xem nhu ia
mot chimg thu, con dau dién tir, ding dé chimg to
danh tinh cda ban khi tham gia mot cong viéc kinh
doanh nao do6 thong qua mang. N6 s€ chia tén cua
ban, cac thong tin ca nhan, s6 serial, ngay hét han, mot
ban sao cua cua khéa cong khai (public key — st dung
cho viéc mé hoa cac thong di€p va chit ki dién tir cua
ban), va chir ki dién tir cia t6 chiic cung cap dé cho
ngudi nhan ¢ thé nhan biét chimg thuc nay la hop I€.

Chung thyc dién tr cling nhu glay to xe, dé biét
duogc nd 1a hop 1€ thi phai can mét td chic c6 thim
quyén xac nhan bing cach dong dau va ki & dang sau
né. Té cht’rg nay dugc goi la Cartificate Authority
(CA). Cac t6 chire trung gian CA c6 trach nhiém xem
xét tat ca nhiing van kién glay to duoc yéu ciu vé
chiing thuc dién t, “déng da d“ " va gin thém chir ki
dién tir ciia ho 1én né cho mdi l4n x4c nhan dung, bao
dam céc ching tir nay 1a hop €.

3. Két lujn

Véi céac dac dlem ndi bat nhu khong thé gia mao,
chimg thuc ngudn gdc xuit X, cdc qudc gia phat trién
@& da s dung chimg thuc s& nhu mot bang ching
phap 1y tir rt sém. Day 1a yéu td quan trong dé c6 thé
phat trién thuong mai dién tu, vi khdng ai ddm mao
hiém, khi ho chua chic chin duge réng cac hoat dong
d6 co duge dam bao, va cé dugce phap luit cong nhin
hay khong.

*Nghién ciru nay dwgce hé trg boi Trieong Dai
hoc Ha Long, Qudng Ninh, Viét Nam
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