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Ung dung giai phap bao mat 2 lop Google Authenticator 

va Authy vao tai khoan ca nhan cua mot s6 khach hang 

thanh ph6 Thai Nguyen 

Nguy^ThiKim'mygn 
Nguyen Thu H k g 

Truong Bai hgc COng nghe thOng tin va Truydn thOng Thai Nguyen 

Bdi bdo Id san phdm cua de tdi NCKH co md sdT2020-07-06 duoc tdi trg bai kinh phi 
cua TrudngDgi hoc Cong nghi Thong tin vd Truyin th6ng. 

Hidn nay, cd rdt nhieu cdc bidn phdp de bdo mat thdng tin thuong mai dien tii, tuy nhidn dd sii dung dugc 
khach hang phai chi mdt khoan phi khdng hd nhd. Vay ddi vdi khach hang ca nhan, nhting ngudi mdi khdi 
nghidp va cd ngudn vdn nhd bd - ban hang online qua cac tai khoan mang xa hdi nhu Facebook, Gmml, hay 
cac hang web thi viec lua chgn gidi phdp an toan bao mat thdng tin nao Id mdt vdn dd khd khan. Nhan thiic 
duae dieu dd, nhdm tdc gia da xay dung bai bao nghidn ciiu vd giai phap bao mcit 2 Idp Google Authenticator 
va Authy. Bai bao nghien ciiu vd khai nidm, quy trinh each su dyng vd ling dyng cai d^t gidi phdp cho mdt s6 
tdi khodn mang xa hdi cua ngudi diing cd nhan thdnh phd Thai Nguydn. 

LMffdau 
An toan va bao mat trong thuong m^i di$n tir ludn 

la vdn de cdn dugc quan tam va ehii trgng ddi vdi 
nganh thuong mai didn tu dang ngdy mdt phat tridn vd 
ciing manh me nhu hien nay. Va nhu chting ta bidt 
ngdy nay, khi cdng nghe thdng tin va kinh te sd da cd 
nhtrng budc tidn nhdy vot thi cde doanh nghiep, hay 
tham chi ca nhting ca nhan ddu chgn hudng kinh 
doanh thdng qua mdi trudng thuong mai didn tir. 

Day id ITnh vyc cd miic do tang trudng rdt nhanh 
(nam 2018 tang hen 30% so vdi nam 2017) ca ve quy 
md cting nhu chat lugng. Bdi vay, cd rdt nhidu cac 
phuang phap an toan va bao mat ra ddi nhu: ma hda, 
chti ky sd, chiing ehi so...Tuy nhidn cac phuang phap 
dd thudng dugc dp dyng cho cdc doanh nghidp bdi nd 
tdn mgt lugng chi phi khdng hd nhd. 

Ben canh do, thuc td cho thdy dd'i vdi nhtrng ngudi 
kinh doanh ed nhdn, ty phdt, hg thudng xuyen sii dung 
cac ling dung xa hgi nhu Facebook, Zaio, Gmail dd 
trao ddi thdng tin vdi khach hdng. Facebook cd thd 
xem id kdnh bdn hdng quan trgng. Id ngudn kidm tien 
chinh ciia nhiing ca nhan bdn hang online. Tuy nhidn, 
theo nhu tiidng kd, cd rdt nhidu ngudi trong qud trinh 
su dung ting dyng nay bi hack mdt tai khodn va mdt 
quyen tmy cap, gay dnh hudng Idn tdi qud trinh kinh 
doanh. Vd da phdn nhung cd nhan nay ddu chua bidt 
cdeh sii dung phuang phdp bdo malt hgp ly. Mdt 
phuang phdp ddm bao 2 khia canh dd Id: Hidu qud 
cao va chi phi thdp. 
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Gidi phdp xdc thuc Google Authenticator va Authy 
da ra ddi dd giai quydt khd khan dd cCia ca nhan tham 
gia vao kinh doanh thuong mai dien tii. Ung dyng nay 
cho phep ngudi diing ed nhctn cd thd bdo mat dugc tcii 
khoan bdn hang cila minh d mirc cad nhdt. 

Thdng qua gidi phdp bad mat nay, tdi khddn ciia 
khdch hang se dugc bdo mat them Idp thii 2. Mat ma 
ciia Idp bao mat se dugc thay ddi lidn tyc hong vdng 
30 giay de ddm bao sy an todn ve thdng tin cho khdch 
hdng. Chinh vi dieu dd, gidi phap nay cd dd bao mat 
cao hon rdt nhidu so vdi cdc giai phap khdc. 

Tai Viet Nam, ling dung xdc thue Google 
Authenticator va Authy mdi chi dugc bidt ddn rdng rai 
vai nam gdn day vd chua dugc phdt trien manh me. 

Hien nay tren thd gidi, ling dung xde thuc 2 lop 
Google Authenticator va Authy da dtrge phd bidn rdng 
rai, dugc nhieu nhd khoa hgc chti trgng nghidn ciiu va 
budc ddu dd xudt ra nhting cdng trinh viia mang tinh 
thue td, viia mang tinh thyc tien. Tuy nhien, tai Vidt 
Nam till linh vyc nay chua dugc nhidu nha khoa hgc 
trong nude quan tam va tim hidu. 

2. Cir sd iy luan 
Nam 2009 tac gia Aloul, F.; Zahidi, S.; El-Hajj, W da 

ed bai bao nghidn ciiu vd xde thuc 2 ydu td, va each sii 
dung ling dung xac thuc bang dien thoai. Nam 2014 
tac gia Alexander Tong da cd bai bao nghien ciiu 
ling dyng xac thyc 2 yeu td, va su dung bao m§t cho 
tai khoan mang xa hdi Twitter's. 



Nam 2018, Jiang, Kevin (San Mateo, CA, US) 
Sokolov, Ilya (Boston, MA, US) dd cd bdi nghidn ciiu vd 
cdeh thiic hoat ddng ciia phuong thtic xdc thuc 2 Idp, 
va nghidn ciiu vdi ling dyng Gdogle Authenticator and 
Authy. Nhin chung cdc tdc gid da dua ra dugc Igi ich, 
tdm quan trgng cting nhu cdeh thiie sii dyng gidi phdp 
Ong dung xdc thyc Google Authenticator and Authy. 
Tuy nhidn, chua cd bdi bdo ndo dd cap day dii ndi 
dung vd khdi nidm, Igi ich, quy tiinh cung nhu each sii 
dung gidi phdp bdo mat 2 Idp nay. 

3. Ket qua nghien cihi 
3.1. Khdi nidm 
Google Authenticator va Authy la ting dung tao ma 

code diing dd dang nhap tdi khodn. Nd gdm 6 so' ngau 
nhien cd thdi ban sii dung chi hong 30 gidy. Hdt 30 
gidy, img dyng se tu ddng tao mdi 6 sd ngau nhidn 
khdc va cii thd thyc hidn lidn tyc. Vi tinh chdt tao ma 
code d$c biet, ngudi sii dung ma khi dang nhap se 
giiip tdi khodn cOa minh dirge bdo mat cao nhdt, hdnh 
hacker xdm nhap. 

Vd ban chdt day chinh la hinh thiic bao mat gidng 
nhu xdc thyc OTP tuy nhidn Google Authenticator and 
Authy se gidi quydt trgn ven dugc nhting vdn dd nhu: 
Tdc dd delay cila OTP, khdng nhdn duge ma OTP khi 
ngoai vting phii sdng hoae khi mdt sim thi khdng thd 
nhdn dugc ma OTP. Ngoai ra 6 sd ngau nhien se thay 
ddi lien tyc trong vdng 30 giay ndn xac sudt dd cd thd 
dddn dugc tdi khoan cila chii sd huu bdng GA la 
1/1.000.000 hong vdng vai giay thay ddi ndn do an todn 
ciia phuang phdp bao mat nay la cyc ky eao. Google 
Authenticator va Authy deu la giai phdp bao mat 2 Idp, 
tuy nhidn vd ca chd boat ddng 2 giai phap nay cd sy 
khdc nhau. 

3.2. Co chd hoat dong ciia Google Authenticator 
va Authy 

Hinb 1: Quy IriDb boat dong cda giai pbap bao mat 2 Id'p 
Google AathcBticator and Aatby 
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Goot^e Antbeatlcalor 
Android. lOS. Windows. 
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trinh duyet Chrome. 

Host dgng trea 1 ibik bi 

Khdng The sao Juu bay 
dong b$ hoa laj khoan. 
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ADthv 
He dieu hanh Android. 
lOS, Wmdows. Ivlac vi ca 
img duQg tren trinh duy4t 
Chrome 
Sir dung cho nhi6u thiSi b| 
cung 1 luc. 
Cho pkep sao Imi lai ca tai 
khoan cua minh 
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ban chi can dang nhgp va 
xac thtrc tai khoan la tlir^ 

3.3. Quy trinh hoat ddng ciia giai phap bao mat 
2 lop Google Authenticator and Authy 

f)d cd thd cdi dat vd sii dung ling dung bao mat 2 idp 
Google AuUienticator va Authy cho tai khoan cd nhan 
cua khdch hang tidu dOng can hai qua cdc budc sau: 

Budc 1: f)ang nhdp tdi khoan. Cs budc ndy, cdn 
dang nhap vao tai khodn cd nhan, cd the la tdi khoan 
facebook, gmail...hay tii$m chi la tdi khoan website 
rieng bi^t. 

TTi 

JT 

I Co^ 

= , V ^ ^ 

Tai M.«*l 1 

1' 
'i^T 

1 -
h:rs2« 

1-
Khoi dong ch-ac 

\ lungbiomii 1 

i • 
1 Hien 

V 

OaeU 1 

J 
Budc 2: Cai dat tai khoan chung. Sau khi dang 

nhap thanh cdng, chon phdn cai dat tai khoan chung 
dd di tdi chtrc nang bao mat 

Budc 3: Bao mat va dang nhap. Chgn chtrc nang 
bdo mat va dang nhap 

Budc 4: B^t va chgn irng dung bdo mat. Tdi khodn 
facebook gmail...cua khdch hdng cd nhidu cdeh khdc 
nhau dd sir dung mat khdu 2 idp, tuy nhidn cac cdeh 
khach nhu SMS cd nhimg han che nhdt djnh, bdi vay 
chgn mye bdo mat thdng qua ting dung bdo mat 2 lap. 

Budc 5: Copy ma sd lien ket. Sau khi bat chirc nang 
ling dyng bdo mat, tai khoan ca nhan sd hidn thi 1 day 
mat ma, mat ma ndy chi'nh Id khda dd kdt ndi giua ling 
dyng bao mat va tai khoan cd nhan ciia khach hang. 

Budc 6: Tai, cai dat ling dyng. Tiep theo, tai va cai 
dat img dyng Google Authenticator vd Authy. 

Budc 7: Them tdi khoan bdo mat. Chgn add 
account tai khoan ca nhan cha khach hdng vdo ling 
dung. 

Budc 8: Paste ma sd' bao mat. Trong ling dyng se 
hien thj mye dd dua ma sd kdt ndi bdo m^t, va tai 
khoan ca nhan khach hang da dugc kd't ndi vdi img 
dyng bdo mat. 

Budc 9: Hidn thj ma bad mat. Khdi ddng lai ting 
dyng bdo mdt, Mc nay img dung bdo mat sd hidn thi 6 
sd, day chinh la mat khdu lap thtr 2 ma tdi khoan cd 
nhdn cdn dang nhap. Ma sd nay chi tdn tai trong 30 
giay, cii 30 giay ma sd dugc thay ddi. 

Budc 10: Dang nhap tdi khoan 6 thidt bi mdi. Lhc 
nay uay lai dang nhap tdi khodn cd nhan. 

Budc 11: Yeu cau nhap ma sd bao mat lap thii 2. 
Khdc vdi binh tiiuong chi can nhap 1 Idp mat khdu, vi 
da bat ung dung bao mat 2 lap, ndn tdi khodn cd nhdn 
ciia khdch hdng ydu cau nhap lap mat khau thii 2. 
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Ne'u khach hang nhap dung mdi cd tiie dang nhap book cua khdch hang. Qua bai bdo, nhdm tac gid da 
^^^' gidi thidu vd khdi niem, tdm quan trgng, co chd, quy 

Budc 12: Dang nhap va kdt thuc. Khach hang nhap trinh boat ddng cila giai phap bao mat Google 
6 ma so bao mat va dang nhap vao tdi khodn ea nhan. Authenticator va Authy. Cy the hem ntia, chung tdi da 
Kdt thtic qua trinh cdi dat va sir dung img dung bao ^^^ hidn va cai dat thii nghidm thanh cdng tmg dung 
mat 2 Idp Google Authenticator va Authy. Authy cho tdi khodn facebook ciia khach hang./. 

4. Ung dung giai phap hao mat 2 idp cho tai 
l(hoan ca nhan cua Ithach hang 

Ung dung bao mat 2 Idp Google authenticator va 
Auhy cd the dung cho mdt sd tai khoan nhu facebook, 
gmail, dropbox...Tuy nhidn hong bai bao nay, tac gid 
thii nghiem cdi dat va sii dyng ling dung bdo mat 2 Idp 
Authy cho tai khoan facebook khach hang cd nhan. 

Budc 1: vao tai khoan facebook -> cdi dat-> bdo 
melt vd dang nhap 

Budc 2: Chon muc su dung xac thuc 2 ydu td va 
ling dung bdo mat 2 Idp 

- Chgn xac thyc 2 ydu td 
- Sii dung ydu td xac thyc thtr 2 qua ling dyng 
Budc 3: xac dinh ma QR code hoae ma ket ndi 
Su dyng ma QR code hoae ma sd ket ndi de kdt ndi 

vdi img dung Authy 
Budc 4: Tai, cai dcit irng dyng autiiy tren mdy tinh 

hoae dien thoai 

Budc 5: Tidp dd, them tai khoan facebook vao tmg 
dung thdng qua ma kdt ndi 

Kdt ndi thanh cdng se cd mat khdu Idp thir 2 cho 
facebook eiia khach hang ca nhan. 

Mat khdu ndy dugc thay ddi lidn tuc trong vdng 30 
giay, bdi vay miic do bao mat rdt cao 

Budc 6: Dang nhap tai khoan facebook vdi mat 
khdu Idp Uiir 2 

Sau khi da cai dat va ket nd'i thanh cdng facebook 
vd img dyng authy, mdi khi Idiaeh hang dang nhap 
vao facebook trdn mot thidt bj mdi deu dugc yeu cdu 
nhap mat khdu Idp 2, va do chinh la 6 sd' trong ling 
dung Authy. Didu ndy se giup nhiing ngirdi bdn hdng 
bdo ve dugc tai khoan facebook bdi backer. 

5. Ket luan 
Gidi phdp bao mat 2 Idp Google Authenticator va 

Authy la phuang phap mdi md va mang nhidu lgi ich, 
khi khdch hang ca nhan lua chgn gidi phdp nay hg se 
bad mdt dugc tdi khodn cd nhan cila minh d mtrc cao 
nhat. Bdi giai phap hoat ddng vdi ca ehd thay ddi ma 
bdo mat lidn tyc trong vdng 30 giay. Bdn canh dd, nd 
cung vd ciing tien Igi cho khdch hang khach hang cd 
thd cai dat img dung cd d tren dien thoai, may tinh, 
tham chi tich hgp tren ca trinh duyet intemet. 

Bai bao cua nhdm tac gia da di nghidn cihi, tim 
hieu va thuc hidn bdo mat 2 lap cho tai khoan face-
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