
TAP CHf PHATTRIEN NHAN LL/C - 50 2 (67) 2020 

GIAI PHAP TANG Cl/GfNG BAO VE KHONG GIAN MANG 
THEO QUAN DIEM CUA DANG VA PHAP LUAT CUA N H A Nl/OTC 
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TOM TAT 
Khdng gian mang dem den cho xa hdi lodi ngUdi nhieu loi ich, nhUng kiidng gian mang 

cUng chi(a dung nhieu hiem hoa khd ludng dnh hudng den tinh hinh an ninh qudc phdng, trdt 
tit an toan xa hdi cua qudc gia. Ddng vd Nhd nUdc Viet Nam da sdm nhdn thiic duoc tdm quan 
trong ciia van de ndy the Men thdng qua viec ban hdnh nhieu chu trUOng, chinh sdch, phdp luat 
cd lien nham dUa ra nhitig gidi phdp thiet thuc debdo ve khdng gian mang mdt cdch hieu qud. 

Tiif khoa: Khdng gian mang, an ninh mang. 

Khdng gian mang la mang Mdi ket nd'i cua 
cd sd ha tang cdng nghe thdng tin, bao gom 
mang vien thdng, mang Internet, mang may 
tinh, he thd'ng thdng tin, he thd'ng xfl ly va 
dieu khien thdng tin, cd sd dfl lieu; la ndi con 
ngUdi thflc hien cac hanh vi xa hdi khdng bi 
gidi ban bdi khdng gian va thdi gian''l 

Khdng gian mang mang lai nhieu gia trj 
tich cue cho su phat trien cua xa hdi. Tren 
khdng gian mang, con ngudi dugc tuong tac 
da chieu trong mpi boat ddng nhu giao tiep, 
sang tao, lao dpng, san xuat, tieu dung, hpc 
tap, vui chai, giai tri... vdi su phan anh sinh 
dpng han, nhanh chong hon va hinh thanh cac 
mdi quan he xa hdi da dang hon. Dieu nay 
khdng chi ddng vai trd quan trpng trong xay 

'"' Truong Khoa Luat - Hoc vien Can bo Thanh ph6 
H6 Chi Minh 
'"' Giang vien Khoa Luat - Hgc vien Can bo Tlianh pho 
H6 Chi Minh 
(iiL-i.-,^r,i ^;s„T T .,5. A.,,>,r>i,^angf,gj^2018 

dung xa hdi thdng tin ma cdn gdp phan thuc 
day su phat trien kinh te - xa hdi cfla dat nude. 
Tuy nhien, khdng gian mang cung mang lai 
nhieu thach thuc to Idn cho cac qudc gia, dan 
tpc tren toan the gidi. 

Ddi vdi Viet Nam, tiem luc qudc gia 
v6 an ninh mang chua dfl manh, chua 
huy ddng va khai thac dugc sire manh tdng 
hgp de ddi phd vdi cac mdi de dpa tren khdng 
gian mang. Theo sd lieu tu Kaspersky Security 
Network, Viet Nam thudng xuyen nam trong 
top 3 qudc gia bj tin cdng mang nhieu nhat 
nam 2018. Kaspersky Lab nhan dinh: 'Trong 
ky nguyen ky thuat sd, nhflng mdi de dpa ve 
van de an ninh mang ngay cang tinh vi hon, 
Dac biet trong bdi canh Cach mang Cdng 
nghiep 4.0 bung nd, Viet Nam se phai ddi mat 
va chju nhieu anh hudng bdi nhu'ng thay ddi 
phfl-c tap cua an ninh mang. Theo bao cao 
quy 1/2018, Viet Nam dung Ihu 1 trong top 
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20 qudc gia cd ty le tan cdng mang tren may 
tinh ICS hang dau (vdi 75,1%) va thudng 
xuyen thudc top 3 qudc gia bi tan cdng mang 
nhieu nhat the gidi nam 2018"'-'. Tinh trang 
tan cdng mang keo theo he luy gia tang sd 
lugng tdi pham ve an ninh qudc phdng, trat 
tu an toan xa hdi vdi cac hinh thijc khac nhau 
nhu tuyen truyen chong pha; xuyen tac thdng 
tin; vu khdng, xuc pham danh du, uy tin, nhan 
pham cfla cac ca nhan, co quan, td chiic; lira 
dao chiem doat tai san; td chuc danh bac; mdi 
gidi mai dam; budn ban vu khi; budn ban ma 
tuy... 

Nguyen nhan dan den tinh trang tren, mdt 
phan xuat phat tu cdng tac quan ly nha nude 
ve khdng gian mang chua hieu qua, chua theo 
kip tdc dp cting nhu pham vi tac ddng cua 
khdng gian mang; phan quan trpng hon xuat 
phat tu nhan thuc cua cac co quan, td chuc, 
ca nhan ve bao ve khdng gian mang cdn ban 
che. Do do, nghien cim, tim hieu cac quan 
diem cua Dang va phap luat cfla Nha nude ve 
bao ve khdng gian mang nham nang cao nhan 
thuc, trach nhiem cua dpi ngu can bd, dang 
vien va Nhan dan la viec lam can thiet trong 
su nghiep xay dung Nha nude phap quyen xa 
hdi chu nghia Viet Nam. 

Vdi nhu cau thuc tien dd, Dang da ban 
hanh nhieu van ban de dinh hudng bao ve 
khdng gian mang, dien hinh nhu: Chi thi sd 
28-CT/TWngay 16/9/2013 cuaBanBi thuvg 
tang cudng cdng tac bao dam an toan thdng 
tin mang; Nghj quyet sd 36-NQ/TW ngay 
01/7/2014 cua Bd Chinh tri ve day manh ung 

'-' Thanh Luan (2019): "Viet Nam nam Irong top 3 quoc gia bi 
tin cong mang nhieu nhat", tit website: https://thanhnien.vn/ 
cong-nghe/viet-nam-nam-trong-top-3-quoc-gia-bi-(an-cong-
mang-nhieu-nhal-1058542.html, truy cap ngay 28/02/2020. 

dung, phat trign cdng nghe thdng tin dap u:ng 
yeu cau phat tridn bSn virng va hdi nhap qudc 
tk, Nghj quyk sd 29-NQ/TW ngay 25/7/2018 
cua Bd Chinh tri vd Chiin luoc bao ve Td 
qudc tren khdng gian mang; Nghi quyet sd 
30-NQ/TW ngay 25/7/2018 cua Bp Chinh tri 
ve Chien luge An ninh mang qudc gia va Nghi 
quyet sd 33-NQ/TW ngay 28/9/2018 cua Bp 
Chinh tri ve Chiin luge bao ve bien gidi qudc 
gia. Theo dd, trgng tam cfla cdng tac bao ve 
khdng gian mang dugc the hien thdng nhat a 
sau quan diem chi dao sau day: 

Thu nhat, an ninh mang cd vi tri dac biet 
quan trpng, la nhiem vu vua cap bach, vfla lau 
dai cua ca he thdng chinh tri, cfla toan dan, 
cua cac cap, cac nganh dudi su lanh dao cfla 
Dang, su quan ly thdng nhat cua Nha nude, 
trong dd luc lugng vu trang giii vai trd ndng 
cdt. 

Thir hai, huy ddng va phat huy su'c manh 
tdng hgp cua he thdng chinh tri va cfla toan xa 
hdi trong cdng tac bao dam an ninh mang. KSt 
hgp chat che giua nhiem vu phat hriln kinh 
te, van hda, xa hdi, khoa hgc - cdng nghe, ddi 
ngoai vdi nhiem vu bao dam an ninh qudc gia, 
trat hj an toan xa hdi tren khdng gian mang. 
Chu trpng cdng tac tuyen truyln, van ddng 
nang cao nhan thuc va kien thuc ve bao ve an 
ninh mang cho toan xa hdi. 

Thirba, tang cudng hieu luc, hieu qua quan 
ly nha nude ve an ninh mang; nang cao hieu 
qua phdi hgp gifl-a cac nganh chfl-c nang trong 
quan ly nha nude ve an ninh mang, de cao 
trach nhiem ngudi dung dau trong cdng tac 
bao ve an ninh mang thudc pham vi dia ban 
ITnh vuc dugc giao phu trach. 

Thu tu, dku tu cho bao ve an ninh mang 

https://thanhnien.vn/
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bao dam theo kip su phat trien khoa hpc -
cdng nghe cua thdi dai, khdng de bi tut hau ve 
nhan luc va cdng nghe. 

Thu nam, xay dung luc lugng chuyen trach 
bao ve an ninh mang chinh quy, tinh nhue, 
hien dai, ngang tam khu vuc va qudc te; nam 
chac tinh hinh, chu ddng phdng ngfla, dau 
tranh, xu ly kip thdi, hieu qua cac thach thuc, 
nguy CO de dpa va tinh hudng nguy hiem ve 
an ninh mang. 

Thie sdu, huy ddng, phat huy hieu qua cac 
nguon Iflc trong nfldc di ddi vdi md rdng hdp 
tac qud'c te' trong bao dam an toan, an ninh 
thdng tin va an ninh mang. 

Dong thdi, Nha nfldc da ban hanh cac van 
ban quy pham phap luat d^ the che' hda day 
du, kip thdi cac dfldng Id'i, chu trfldng cua 
Dang ve bao ve klidng gian mang, cu the nhfl: 
Luat Cdng nghe thdng tin nam 2006; Luat 
Vien thdng nam 2009; LuSt An toan thdng 
tin mang nam 2015; Luat An ninh mang nam 
2018. Trong dd, Luat An ninh mang, cd hieu 
Iflc tfl 01 thang 01 nam 2019, ddng vai trd 
quan trpng nha't dd'i vdi cdng tac bao ve khdng 
gian mang tai Viet Nam. Thdi gian qua cac 
quy dinh ve an toan thdng tin mang chfla du 
sflc ngan chan cac hanh vi vi pham trdn khdng 
gian mang; chfla dap flng dUdc yeu cau cua 
cdng tac an ninh mang trong tinh hinh mdi. 
Chinh vi the', Luat An ninh mang da khac 
phuc dfldc nhieu ton lai, han che' lien quan 
den cdng tac bao ve khdng gian mang. Luat 
An ninh mang phu hdp vdi quy dinh cua Hien 
phap nam 2013 ve quyen con ngfldi, quyen 
CO ban cua cdng dan va bao ve To qud'c; dap 
flng yeu cau cua cdng tac an ninh mang trong 
bao ve an ninh qud'c phdng, trat tfl an toan 

xa hdi; phdng ngfla, flng phd vdi cac nguy 
cd, de dpa an ninh mang va tao cd sd phap 
ly de hpi nhap qud'c te. Luat An ninh mang 
quy dinh ve nguyen tac bao ve an ninh mang, 
bien phap bao ve an ninh mang, cac hanh vi 
bi nghiem cam va xfl ly vi pham phap luat ve 
an ninh mang. Luat giao Chi'nh phu quy dinh 
ttrnh tfl, thu tuc ap dung bien phap bao ve an 
ninh mang theo quy dinh phap luat ve xfl ly vi 
pham hanh chi'nh. Tren cd sd do, Chinh phu 
da ban hanh Nghi dinh so' 15/2020/ND-CP 
ngay 03/02/2020 quy dinh xfl phat vi pham 
hanh chinh trong ITnh vflc buu chinh, vien 
thdng, tan sd' vd tuyd'n dien, cdng nghe thdng 
tin va giao dich dien tfl. 

Nhu vay, Viet Nam da bfldc dau xay dflng 
dfldc cd sd ly luan dat nen tang cho nhiem 
vu bao ve To qudc tren mot vung lanh tho 
mdi do la khdng gian mang; va'n de cdn lai la 
diJa ly luan vao thflc tien hay ndi each khac 
la hien thflc hda cac quan diem cua Dang va 
phap luat cfla Nha nUdc ve bao ve khdng gian 
mang. 

Difdi gdc dp nghien cflu phap luat, nhdm 
tac gia tap trung vao bd'n giai phap sau day 
nham thflc hien cdng tac bao ve khdng gian 
mang dat hieu qua: 

Mot Id, hoan thien cd sd phap ly ve bao ve 
khdng gian mang thdng qua viec ra soat, sfla 
doi, bo sung, ban hanh cac van ban quy pham 
phap luat phu hdp vdi xu thd' phat trien, tao 
mdi trfldng khdng gian mang lanh manh, xac 
dinh rd trach nhiem cua cd quan, to chflc, ca 
nhan trong bao ve khdng gian mang va quy 
dinh che' tai xfl ly nghiem khSc cac hanh vi 
vi pham. Ddng thdi, khang dinh chfl quyen, 
Idi ich, an ninh qud'c gia cfla Viet Nam tren 
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khdng gian mang trong cac van ban phap luat 
qud'c gia cung nhu" van ban phap luat qudc te 
(dieu Udc qud'c te, hiep fldc, hiep dinh song 
phUdng, da phfldng...); khang dinh vai trd, 
tam quan trpng dac biet cua cdng tac bao ve 
khdng gian mang trong sfl nghiep xay dflng 
va bao ve To qud'c. 

Hai la, hoan thien cd sd Iflc lifdng de bao 
ve khdng gian mang bao gom yen to ngudn 
Iflc con ngudi va yeu td cd sd vat chat, ha 
tang phuc vu. TrUdc he't, xay dflng Iflc lUdng 
tac chien khdng gian mang chinh quy, tinh 
nhue, hien dai va coi day la nhiem vu nen 
tang, quan trpng hang dau. Theo do, cac cd 
quan, ddn vi phai thfldng xuyen thflc hien td't 
cdng tac giao due, quan triet quan diem, chu 
trUdng cfla Dang, chinh sach phap luat cua 
Nha nUdc ve bao ve khdng gian mang nham 
nang cao nhan thflc cho can bd, chie'n si, nhSn 
vien trflc tiep thflc hien cdng tac nay; day 
manh hua'n luyen, dao tao kha nang san sang 
chien dau, flng phd hieu qua trong mpi tinh 
hud'ng; trien khai cac trung tam hua'n luyen 
theo vung, mien va to chu'c dien tap trong mdi 
trifdng tac chie'n sat vdi thflc tien tren khdng 
gian mang. Mat khac, phdt trien luc luong du 
bi ddng vien, cdng tde vien cdng nghe thdng 
tin va cac ITnh vflc cd lien quan de hinh thanh 
mang Iifdi tac chie'n khdng gian mang rdng 
khap nham hd trd giai quye't cac nhiem vu 
khd khan, nhay cam, chuyen sau cung nhif 
kjp thdi ngan chan, day lui, lam that bai cac 
am mflu, hoat ddng sfl dung khdng gian mang 
chd'ng pha su nghiep xay dflng va bao ve To 
qud'c. Ben canh dd, quan tdm dau tU mua sam 
trang thiet bi hien dai vd xdy dung co sd vat 
chdt phuc vu hoat ddng tdc chien gdp phan 

nang cao nang luc thflc hien nhiem vu trinh 
sat, phdng thu va tien cdng khdng gian mang 
cfla Iflc lUdng*̂ '. 

Ba Id, nang cao nhSn thflc cua xa hdi ve 
bao ve khdng gian mang thdng qua cdng tac 
tuyen truyen, pho bie'n, giao due, van ddng 
mpi ca nhan, cd quan, td chflc tuan thu phap 
luat; ti'ch cflc da'u tranh, phd phan, td cao cac 
thdng tin sai trai, ddc hai cung nhfl cac hanh 
vi vi pham trdn khdng gian mang; bdi dfldng 
ky nang nhan dien cac am mUu, thu doan t̂ n 
cdng mang va cac hinh thflc phat sinh khac; 
nang cao y thflc phdng tranh, tfl ve va sfl dung 
bien phap ky thuat de khac phuc hau qua 
trong trfldng hdp bi tan cdng trdn khdng gian 
mang'**'. 

Bdn Id, hdp tac qudc te de chung tay ngan 
ngfla, phdng chd'ng cac mdi nguy hai tfl khdng 
gian mang; cac qud'c gia cung nhau duy tri 
hda binh, on dinh, bao ve chu quyen qudc 
gia, Idi ich dan tpc cfla mdi nu'dc tren khdng 
gian mang. De bao ve an ninh, hda binh cua 
the' gidi va khu vflc, cac nUdc can cung nhau 
tham gia nghien cflu, xay dflng va hoan thien 
he thdng luat phap qudc te tren khdng gian 
mang; tham gia cac cdng u'dc, tuyen bd chung 
ve hdp tac an ninh mang tren quan diem tdn 
trpng chu quyen, binh dang, cung cd Idi vdi 

'̂ ' Thieu tuong, TS. Pham Viet Trung (2019): "Xay dun" luc 
luong tac chien khong gian mang dap img yeu cau nhiem vy 
bao ve To qu6c", tir website: http.//tapchiqptd.vn/vi/bao-ve-
to-quoc/xay-dung-luc-luong-tac-chien-khong-gian-mang-dap-
ung-yeu-cau-nhiem-vu-bao-ve-to-quoc/14505 .html, truy cap 
ngay 28/02/2020. 

'-" Nguyln van Ty (2019): "Nang cao y thuc lam chu va bao 
ve khong gian mang ciia can bp dang vien va nhan dan", tir 
website. http://tuyengiao vn/bao-ve-nen-tang-tu-luong-cua-
dang/nang-cao-y-thuc-lam-chu-va-bao-ve-khong-gian-manij-
cua-can-bo-dang-vien-va-nhan-dan-121151, truy cap ncav 
28/02/2020. 

http://http.//tapchiqptd.vn/vi/bao-veto-quoc/xay-dung-luc-luong-tac-chien-khong-gian-mang-dapung-yeu-cau-nhiem-vu-bao-ve-to-quoc/14505
http://http.//tapchiqptd.vn/vi/bao-veto-quoc/xay-dung-luc-luong-tac-chien-khong-gian-mang-dapung-yeu-cau-nhiem-vu-bao-ve-to-quoc/14505
http://http.//tapchiqptd.vn/vi/bao-veto-quoc/xay-dung-luc-luong-tac-chien-khong-gian-mang-dapung-yeu-cau-nhiem-vu-bao-ve-to-quoc/14505
http://tuyengiao
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muc tieu sit diing khong gian mang vi muc 
dich hoa binh, hop tac va phat trien. Hpi nghi 
Bg trudng ve An ninh mang ASEAN (AMCC) 
tai Singapore nam 2018 da nhan manh sU can 
thiet de tang cUcing hdp tac trong ASEAN ve 
an ninh mang; xem xet cac nguySn tac, luat le 
quoc te va Idia nang van dung cac bien phap 
xay dung long tin. H5i nghi Bp triJdng Ngoai 
giao ASEAN - EU tai Thi do Bangkolc, Thai 
Lan nam 2019 cung ra Tuyen bo chung ve 
hdp tac an ninh mang, theo dd, hai ben cong 
nhan sU can thig't phai tiep tuc han che nhQng 
mdi de dpa trUdc mat, trung han va dai han 
tren khdng gian mang, cung nhu tang cudng 
hdp tac nham ngan chan va dd'i phd vdi nhiing 
hanh vi ddc hai tren khdng gian mang'̂ '. 

T t̂ ca nhiing giai phap tren vita la nhiem 
vu cap bach trUdc mat, vita la nhiem vu chinh 
tri lau diii dang tUng budc dUdc thUc hien dUdi 
SLt lanh dao trUc tiep, toan dien cua DSng, sd 
quan ly cua Nhii nUdc vk sU tham gia tich cUc 
cHaNhan dan. 

Ket luan 
Trong thdi dai each mang cdng nghiep lan 

thi3 tu va XU hudng hdi nhap qudc te, Viet 
Nam phiii nhan thiic day du, dting dan ve tam 
quan trpng ciia cdng cupc bao ve khdng gian 
mang cung nhu ve cac md'i de dpa tif khdng 
gian mang dpi vdi chir quyen qud'c gia; tif dd, 
dinh hudng nhan thilc va hanh ddng cia toan 
xa hpi gdp phan bao ve vOng chic ddc lap, 
chu quyen, an ninh qud'c gia va toan ven lanh 
tho. Bao ve khdng gian mang khdng chi cd 
y nghia trong viec bao v$ quyen con ngUdi, 

''' Nguyln Nham (2019); "Tir goc nhin an ninh lihong gian 
mang", tir website' http;//www.daibieunhandan.vn/default. 
asDX?tabid=77&Newsld=425728. truy dp ngiiy 01/3/2020. 

quyen cdng dan Viet Nam ma nd cdn la mdt 
phan khdng the thieu trong su' nghiep xay 
diing va bao ve Td qud'c. 
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