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AN ALGORITHM FOR REVERSIBLE DATA HIDING IN H.264/AVC
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Abstract:

Reversible data hiding is a technique for embedding secret data in a host, such as image, database,
audio, and video, but it can recover the original host. By the histogram shifting technique, in this paper, a
reversible data hiding in H.264/AVC is proposed with a purpose that the embedding capacity can achieve
as higher as possible, simultaneously, the video can recover to the original better possible. This study can
also prevent distortion drift. The experimental results show that the proposed algorithm can approximately
recover to the original video. By comparing with the other studies, the proposed study further improves the
embedding capacity, and can recover to the original video. A disadvantage of the algorithm is that it cannot
correct the error bits for network attacks. So, in the future, we will use BCH code technique for robustness
of data hiding with the proposed algorithm.

Keywords: Reversible data hiding, DCT, H.264/AVC, embedding capacity, distortion drift, histogram

shifting.

1. Introduction

Cryptography is usually used for secured
communication with the presence of third parties.
To prevent third parties or the public could read
the private messages, many studies have been
exploring in steganography for vast of the host,
such as image, audio, video, source code, database,
DNA sequence, etc. The steganography is the art of
concealing information in preventing detection.
[1-3] for
digital media have been proposed in a few years.

Many steganography schemes
The video, is one of the various types of digital
media, is usually used for steganography schemes
because of its wide applications in both portable
storage devices and Internet, such as surveillance
camera and Youtube channels. In order to save
storage space, the H.264/AVC (Advanced Video
Coding), which was introduced from 2003 by .E.G.
Richardson [4], is usually applied to compress the
video sequences.

H.264/AVC is a interested host for data
hiding[5,6]. DCT coefficients of I-frames was used
in all state-of-the-art schemes for embedding data
into video sequences. However, these schemes
suffered the intra-frame distortion drift issue. In
order to solve this problem, Ma et al. [5] proposed
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a novel DCT-based steganography algorithm by
selecting three quantized DCT paired-coefficients
for carrying the secret data. Nevertheless, their
scheme was the low visual quality of embedded
video sequences and obtained unsatisfied embedding
capacity. To improve the performance of Ma et
al.’s scheme [5], in 2013, Lin et al. [6] classified
the luminance block by five cases that explored the
characteristic of the quantized DCT coefficients for
data embedding. Even though, Lin et al.’s scheme
has further gained the embedding capacity of Ma et
al.’s scheme up to 0.15 bit per pixel (bpp), however,
the embedding capacity unsatisfactory when the
average embedding rate was smaller than 0.7 bpp.
To recover data from embedded images,
in 2006, Ni et al. [7] proposed the method of the
histogram shifting for still image. The method
utilized the zero-point values and peak-point values
ofthe histogram of an image. The study could embed
more data than many of the existing reversible data
hiding methods, but the Peak Signal-to-Noise Ratio
(PSNR) always is 48.2dB for all kind of image.
Based on histogram shifting technique, we first
generate the histogram of the paired-coefficient
values for three cases. After that, we find the zero-
point value and peak-point value, and then shift the
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histogram to the right hand. The secret data will be
embedded into DCT coefficients that are peak-point
values. To recover original video, after extraction
hidden data, we only use histogram shifting back.

The rest of the paper is organized as follows.
Some information about intra-frame prediction,
embedding schedule analysis, and histogram
shifting are introduced in section 2. Section 3
presents the proposed reversible data hiding
scheme. The experimental results are shown in
section 4. Conclusions of this paper are drawn in
section 5.

2. Related works
2.1. Intra-frame prediction

In order to reduce the redundancy of Intra-
frames, the intra prediction algorithm is used in
H.264/AVC [4]. In the intra-frames, the blocks can
be formed by 4x4 or 16%16 macroblocks. Since the
human eyes are very sensitive to any modification
of luminance values in 16x16 intra MBs, many
studies have used 4x4 intra blocks to embed the
secret data. Consider that the 16 samples, from a
to p of the current block in Figure 1, are calculated
based on the boundary pixels of the left and upper
blocks, labeled from A4 to M. The left and upper

blocks are used to predict the current block.
M[A[B|c|D[E]JF JG [H ]
I |a|lb|c|d
J|le|f|lg|h
K|i|j|k]|l!
Lim|n|o|fp

Figure 1. The current luminance blockg;
To prevent Intra-frame distortion drift, in 2010,
Ma et al. [5] introduced the method for determining
the 4x4 block conditions, which are Cond 1, Cond
2 and Cond 3, shown in Table 1.
Table 1: Three conditions of the selected modes
and its corresponding reference pixels

Mode name Mode Reference
value pixels
Cond 1 [ Right-Mode 0,3,or7 |d hlp
Cond 2 | Under-Left- lor8and |m, n o, p
Mode & 0,1,2,4,
Under-Mode |5, 6, or 8
Cond 3 [ Under-Right- |0,1,2,3, |p
Mode 7,0r8

To further improve embedding capacity of Ma
et al.’s scheme, in 2013, Lin et al. [6] fully exploited
the remaining 54% luminance blocks, and improved
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the data hiding capacity. In this study, the authors
defined five categories, named Catl, Cat2, Cat3,
Cat4, and Cat5. According to methods in [5] and
[6], three cases are launched in this study, shown
in Table 2.

Table 2: Three cases for prediction modes of the block

Cases |Cond1|Cond2 | Cond3 Il}iiiel:ence
Casel | True False |X dhlp
Case2 | False True X m, n, 0, p
Case3 | False | False True p

X — Do not care;

Since the embedding capacity of this study
seems high, the three cases are used. When we need
more secret data are embedded into videos, the
remaining categories in [6] can be discovered.

2.2. Embedding procedure analysis

Integer cosine transform (ICT), a kind of
Discrete Cosine Transform (DCT), is usually used
in H.264/AVC standard. Since the human eyes are
less sensitive to the brightness, we only use 4x4
luminance blocks to embed data, and apply the ICT
transform for 4x4 blocks, shown in (1).

W= C;RCY ()

Where W is the matrix of undetermined DCT
coefficients corresponding to the residual
block R PR cr ; is transformed matrix of C/., and

1 1 1 1
_ 21 -1-2

1 -1-11

1 -2 2 -1

5 (QP

With gbits = 25715} and

2 ab 2 ab
a 2/2 a 2/2
ab b/ ab b/
A 4 A 4

2 ab 2 ab
a 2/2 a 2/2
ab b/ ab b/
A 4 A 4
a=y,b= / % ,

We can calculate the basic quantization as the
following equation,

Cy

-

2

W.PF >
Ostep
Ostep is the quantizer step size, which is
determined by quantization parameter (QP), and
the factor (PF/Qstep) can be implemented in the
reference model software as a multiplication by a

W= round(
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factor MF and right-shift, we have
MF  _ _PF
215 + ﬂoo’r(Qﬁ—P) QS I ep

The secret data is embedded into the quantized
luminance DCT coefficients as in following formula,

W =W+A 3)
where A =(a, ),., is the 4x4 error matrix added to
the 4x4 quantized DCT coefficient matrix W by
data hiding.

2.3. Histogram Shifting

Ni et al, 2006 [7] had generated the grayscale
image’s (512 x 512 x 8) histograms. In this
histogram, the zero point and the peak point have
found by corresponding to the grayscale value.
The zero point means no pixel in the given image,
and the peak point is the maximum number of
pixel in the given image. The finding of peak point
was proposed, in order to increase the embedding
capacity as large as possible.

3. The proposed reversible data hiding scheme
3.1. Histogram generation and shifting

In this study, the histogram based on the paired-
coefficients values is generated. First, the modes
of macroblocks are predicted, and only allow all
macroblocks which are in Case 1, Case 2 and Case
3. After that, the histogram will be generated by
coefficients values. The peak point can be predicted
by finding maximum value in the histogram. The
zero point is easily predicted by scanning from
peak point value to a value in the histogram that is
zero to the right or to the left. Finally, the histogram
shifting is performed. In order to easy know, we
consider that the coefficients in macroblocks are A
on column 1 with Case 1, and on row 1 with Case 2
and Case 3, and the coefficients in macroblocks are
B on column 3 with Case 1, and on row 3 with Case
2 and Case 3 (Figure 2).

Case 1 Case 2 and Case 3
A, B, A4, |4; |4; |4,
A} B?
4; B; B, |B;, |B; |B,
A, B,

Figure 2. A is row (column) 1, and B is row
(column) 3
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Because of the changing more coefficients will
affect the video quality, we see that the right values
are larger than the left values in the histogram,
therefore, we increase the right values, from peak
point + 1. The histogram shifting is performed by
following formula,

[4,B]=[4 +1,B 1]

When the Cases meet in 1, 2 and 4, the paired-
coefficient values was checked. If the coefficient 4,
(i=1...4) equals to or greater than 1, increase it one
value. To avoid drift distortion, we must keep the
balance of paired-coefficient value. So that, if 4, is
increased, the B, should be decreased, and vice versa.

if (A, > peak_point+1) @)

The histogram shifting phase is illustrated by the
following algorithm,

Histogram shifting phase

Input: Macroblocks, binary secret data (b)

Output: Macroblock with new wvalue of
paired-coefficients
Step 1: Load Case classification table,

which contains Macroblocks’
Step 2: If Macroblock is
Case 2 and Case 3, apply formula (9) to

case.

in Case 1,

shift the histogram.

Because of the peak point values in all of ten videos,
which are used in this study, are zero, therefore,
zero is considered the pick point value. Figure
3 shows an illustration of the histogram shifting
procedure. All values of A greater than or equal to 1
are increased by 1. In order to avoid distortion drift,
all values of corresponding B are decreased by 1.
After shifting, all values 1 of 4 do not exist, and the
data can embed on all of values A4 that equal to zero.

SRR SN
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L ARRNAANNA
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AN B NN NN
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Figure 3. Illustration for the histogram shifting
procedure
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The procedure for embedding secret data shows in
the next section.

3.2. Embedding process

Read intra-frame

| Select coefficients

prediction mode

Original Select blocks in )L Encryption key

H.264 video Casesof 1,2,3 l

streal

Proposed
Enerypt M[«—M
modulation Aeyp
Entropy é Entropy |_, Emb5d§§d
decode encode H.264 video

stream
Figure 4. The diagram of the embedding process.

Figure 4 shows that the raw videos sequences have
been decoded to the frames, contain I-frames,
P-frames, and B-frames. In order to ensure video
quality, we only perform with the I-frames. After
entropy encoding, the I-frames are read to predict
modes, and select macroblocks. Because the values
from peak point +1 have shifted to the right hand,
we can embed secret bits into coefficient that its
value is equal to peak point value. In this study, we
generate the histogram of A’s coefficients.

Assume that, the secret data bit is s and coefficient
isd;A.isY, ,i=1,.4withMBsin Case /,and Y, ,
i=1...4, with MBs in Case 2. Case 3 can handle
the same with Case 2. The proposed modulation
operates our embedding scheme. The secret data s
is embedded into macroblocks of the frames by the
following formula,

M“&}{Mﬁhﬁ-ﬂ @@jlxmjm )
[4;,B;] if s=0), A;=0

When the Cases meet in 1, 2 and 4, the paired-
coefficient values was checked. If the coefficient 4,
equals to 0, peak point value, it can be increased
when the secret bit is 1, otherwise, the coefficient
A, cannot be changed. To avoid drift distortion,
we have to keep the balance of paired-coefficient
value. So that, if 4, is increased, the B, should be
decreased, and vice versa. The embedding phase is
illustrated by the following algorithm,

Embedding algorithm

Input: blocks, binary secret (b)
Output: Embedded blocks

Step 1: Load Case classification table,
which contains blocks’ case.

Step 2: If block is in Case 1, Case 2
and Case 3, we embed secret data into
coefficients by formula (5)
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Entropy encode module will generate the video
bitstream, which includes frames and the embedded
data. The bitstream will be transferred to the
receiver, and then will be processed by extraction
and recovering process.

3.3. Extraction and recovering process

The Embedded H.264 video stream in Figure 5 is
entropy encoded to macroblocks. Macroblocks
are then selected to extract the hidden data. The
hidden data H (h, h,,.., h € {0,1}) is extracted by
following formula,

h]. = 1 lf Ai - la . (6)
0 if A; = peak_point;
Read intra-frame N )
prediction mode Select coefficients
N Select blocks in ‘L
Cases of 1,2,3
Encryption key
Embedded
H.264 video__,| Entropy Propost'ad — M
stream decode modulation
Vldw. — Recovered video
Recovering

Figure 5. The diagram of extraction and
recovering process.

Since the embedded data bit ‘1’ was contained in
coefficients that are peak point + 1, and embedded
data bit ‘0’ was contained in the coefficient values
are peak point, we can extract data by checking
coefficient values. If coefficient values are peak
point, peak point + 1, the hidden data bit hj equal
to 0, 1, respectively.

After extract the embedded data, the coefficient
values should be recovered.

[4,,8,] = |14 LA
[4:.5; ]

ifA,=1;

7
ifA,=0 @

By the same way with extraction process, the
original value of coefficients can recover by
reducing coefficient values that are 1. The following
algorithm illustrates the extraction and recovering
process,
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Extraction and recovering algorithm
Input: EMD array (E); blocks
Output: hiding data

Step 1: Load Case classification table,
which contains blocks’ case.

Step 2: If blocks’ case are in {1, 2 or
4}, apply formula (6) for extraction
process

Step 3: If blocks’ case are in {1, 2 or
3}, apply formula (7) for recovering

process.

4. Experimental results

The Peak Signal-to-Noise Ratio (PSNR)
and The Structural Similarity (SSIM) are two
measurements that are usually used to assess the
quality of two images. In our experiments, the
PSNR is computed by following formula,

PSNR = 10 X log;, (%) ®)

MSE is Mean square error, which is calculated by,

m=1 n-1

x> S(FGH-NGH) (9

i=0 j=0

MSE =

mxn

Where m, n are row and column of images, F is
original frame, and N is F’s noisy approximation.

The SSIM index is used to measure the video
quality. In this study, the SSIM index between the
original frame and embedded frame is calculated by
following formula,

Xg (2,u0r”5 +¢)x (20-05 +0,)
S (1o + 15 +c)x (070 +075 +¢,)

SSIM = (10)

-1

where O, and E, denote i-th 4x4 luminance block in
original frame and embedded frame; N is number
of 4x4 luminance blocks; 1, ,u, and 00,0,
denote the mean variance of O and E; Ogp, 18 the
covariance of O and E; ¢, = (k, xL)? and ¢, = (k,xL)
with L = 255, k, =0.01, and k,=0.03.

In this study, The PSNRI and SSIMI are
calculated to compare the embedded video with the
original video, meanwhile, PSNR2 and SSIM2 are
used compared to the decoded video of the H.264
files. Table 3 shows that the quality of videos when
embedding maximum bits of videos for each quality
parameters (QPs). The average of PSNR2 (35.94dB)
is higher than average of PSNR1 (33.33dB), and
the average of SSIM2 (0.952) is also higher than
average of SSIM1 (0.848).
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Table 3. Quality of videos after embed for
randomly secret data bits

PSNR1 |SSIM1 |PSNR2 | SSIM2
22 | 38.21 0.942 40.18 0.977
24 36.24 0.915 38.36 0.970
26 |34.23 0.880 36.75 0.961
28 32.48 0.842 35.20 0.951
30 |30.38 0.784 33.54 0.937
32 28.41 0.722 31.59 0.918
Avr | 33.33 0.848 35.94 0.952

Compare the PSNR of proposed algorithm baforo and after racovering data.

N 5 <fore recovering|
() Atter recovering

Video seauences

Figure 6. Comparing the PSNR before and after
recovering video with QP=28

Compare the SSIM of proposed algorithm before and after recovering data.

Video sequences
Figure 7. Comparing the SSIM before and after
recovering video with QP=28
The deviation of PSNR and SSIM are about
2.61 and 0.104, respectively. For QP = 28, the max
deviation of PSNR is 3.65dB with video sequence
News (Figure 6). Meanwhile, the max deviation
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of SSIM is 0.16 with video sequence Bridge-far
(Figure 7).

PSNR value of bridge-close depend on embedding data size for QP=28
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Figure 8. PSNR of videos

SSIM value of bridge-close depend on embedding data size for QP=28
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Figure 9. SSIM of videos.

By testing the quality of videos with difference
embedding capacity (from 0 to 15000bits), we found
that the higher deviation of PSNR and SSIM when
embedding more capacity (Figure 8 and Figure 9).

In order to clearly know the effective of
recovering videos, in this study, the authors embed
two DNA sequences, which download from
GenBank database. The study in [10] shows that the
structure of embedding binary string is built from
a DNA sequence, containing the sequence number,
the size of DNA sequence, binary codes from
nucleotides (nts). The DNA sequence consists four
base type, is coded by A, G, C and T corresponding
with 00,01, 10 and 11, respectively. Each nucleotide
is encrypted by 2 binary bits, so that, binary string
size corresponding with DNA sequence NC_ 007020
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is about 11440nts (~22880bits). For smaller DNA
sequence size, NC_007203 (Table 4) with 6909nts
(~13818bits), the deviation of average of PSNRI
and PSNR?2 is 2.07dB, and the deviation of average
of SSIM1 and SSIM2 is 0.079.

Table 4. Quality of videos after embedding and
recovering for DNA sequences NC 007203 with

oP=28

PSNR1 | SSIM1 | PSNR2 | SSIM2
Akiyo 34.58 | 0.878 | 36.10 | 0.959
Bridge-close | 32.49 | 0.861 | 34.97 | 0.944
Bridge-far 34.78 | 0.831 | 36.49 | 0.929
Carphone 33.40 | 0.889 | 35.63 | 0.959
Claire 36.36 | 0.884 | 37.64 | 0.964
Container 33.30 | 0.854 | 35.90 | 0.942
Hall 33.70 | 0.882 | 36.08 | 0.959
Mother- 34.38 | 0.876 | 36.14 | 0.955
daughter
News 33.66 | 0.889 | 36.41 | 0.966
Salesman 32.29 | 0.898 | 34.33 | 0.953
Average 33.90 | 0.874 | 35.97 | 0.953

Table 5 compares the PSNR, SSIM and
maximum capacity of proposed algorithm with
two algorithms, Ma et al. and Lin et al., for QP
=28. Although, the PSNR of proposed algorithm
(35.20dB) is lower the PSNR of Ma et al.’s algorithm
(35.31dB), it seems higher when compare with Lin
et al.’s algorithm (34.78). However, the SSIM and
maximum capacity of proposed are always higher
two algorithms [5, 6]. Especially, the proposed
algorithm can reverse to the original video, while
two algorithms cannot do.

Table 5. Comparing the proposed algorithm with
Ma et al. s algorithm and Lin et al. s algorithm for

oP=28

Max PSNR |Reversibility

capacity (dB)

(bits)
Proposed 26040 3520 |Yes
algorithm
Maetal’s |11559 3531 [No
algorithm
Linetal’s 14357 3478 |No
algorithm

With the similar embedding capacity, the PSNR
and SSIM of proposed algorithm are always higher
with algorithms in [5] and [6], in term QP = 28.
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5. Conclusion

Based on statistics of coefficient value and
histogram shifting, an algorithm was performed,
in order to embed as more capacity as possible,
simultaneously, distortion drift. The
experimental results show that the proposed
algorithm can embed more secret data into video
and recover appropriately entire I-frames. With

reduce

or other genomic sequences will be exchanged
by two host, therefore, we can encrypt them to a
binary string, and then embed into a video. This
study just uses two DNA sequences for hiding into
H.264/AVC video. For the future, a robustness of
reversible data hiding in H.264/AVC, based on
histogram shifting could be considered in order to
suffer from the visual quality degradation.

the development of genomics, the DNA sequences
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THUAT TOAN GIAU TIN CO KHA NANG PHUC HOI TRONG VIDEO H.264/AVC

Tom tat:

Gidu tin ¢6 kha nang phuc héi la mot ky thudt nhung dit liéu mat vao mot vat chu nhw anh, co so dir
liéu, am thanh, video, song né cé thé phuc hoi vit chii goc. Véi ky thudt dich chuyén biéu do, trong bai béo
nay, mot thudt todn gidu tin c6 kha ndng phuc hoi trong video H.264/AVC dwoc dé xudt véi muc dich ting
kha nang nhing I6n nhat cé thé, dong thoi, cé thé phuc hoi video goc tot nhat. Nghién ciru ndy ciing cé thé
tranh dwoc s bién dang ciia video. Cdc két qua thi nghiém cho thdy thudt todn dé xudt cé thé phuc hoi xap
xi video goc. Viéc so sanh cdc nghién ciru khdc, nghién cieu dé xudt cdi thién hon nita kha ndng nhing, va
6 thé phuc hoi video goc. Piém yéu ciia thudt todn nay la khong thé khéi phuc 161 bit khi xay ra tin cong
mang. Trong twong lai, chiing t6i sé sir dung ky thudt ma héa BCH dé tang tinh manh mé ciia viéc gidu tin
cho thudt toan dé xuat.

Tir khéa: Gidu tin ¢6 kha nang phuc hoi, DCT, H.264/AVC, kha nang nhiing, bién dang, dich chuyén biéu do.
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