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Tém tit

Trong bai bao nay, van d& hi¢u ning phat hién phuong tién bay khong nguoi 1ai (UAV) khong hop phép (UI) trong kién
trac Internet van vat dugc khao sat. Cu thé, phuong phap phat hién xam nhép dugc chia thanh 2 budc nhu sau:
1)2 UAV hop phép dugc hop tac tao thanh mét dang ctia hé thong phat hién xam nhap (IDS) d¢ phat hién sy c6 mat
cua Ul bang cach sir dung Fast Fourier Transform Analysis (FFT) va 2) Nhitng UAV hop phap nay sau d6 do cac goc
dé xdc dinh Ul bang cach st dung giai phdp angle-side-angle. Theo d6, cong thirc dang tuong minh cua xac suat phat
hién UI dugc tim ra d€ phan tich hi€u nang phat hién. M6 phong Monte Carlo dugc trién khai d€ kiém tra phuong phap
cua chung toi.

Tir khéa: Phuong tién bay khong nguoi 14i; Xac suit phat hién; Kénh truyén Nakagami-m.

Abstract

In this paper, the detection performance of illegitimate unmanned aerial vehicle (UAV) (UI) in Internet of Things (1oT)
architecture is investigated. In particular, the detection approach is devided into 2 steps: 1) two ligimate UAVs are
cooperatived as a form of intrusion detection system (IDS) to detect the present of Ul by using Fast Fourier Transform
Analysis (FFT) and 2) these UAVs then scan the angles to identify the Ul by using angle-side-angle solution.
Accordingly, the closed-form of detection probability of Ul is derived to analyze the detection performance. The Monte
Carlo simulation is employed to verify our approach.

Keywords: UAV; detection probability; Nakagami-m.

1. Giéi thi¢u v6i nhau nham nhiéu muc dich va tng dung

Hién nay, Internet van vat (10T) 1a mot trong khac nhau nhu thanh pho thong minh, ndng

nhimg cong nghé méi ndi, thu hat duge nhiéu T e e
nha khoa hoc nghién ctru [1]-[3]. IoT két ndi s6 ~ Ben canh do, thiét bi khong nguoi lai (UAV)
dugc xem xét nhu 1a mét gidi phap hira hen cho

nghiép thong minh, va san xuét théng minh [3].

luong 16n thiét bi nham thu thap va gui dir liéu
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cac ung dung nhu giam sat trén khong, kiém
soat giao thong, vién thong, va dic biét 1a tim
kiém ctru ho [4].

Do d6, UAV co6 thé gép phan khic phuc
nhirng han ché cua co so ha téng trén mat dat
cua hé théng [0T, tirc 1 ToT ¢6 thé hudng loi tir
UAV trong céc tinh hudng tré ngai (vi du: giao
tiép bi chin boi ring, ndi va nha cao ting) vi
dac tinh di dong cua né [5]. Vi du, cac tac gia
trong [6] dd dé xuit trudng hop st dung UAV
nhu 14 base station c6 kha nang bay vao nhitng
noi nguy hiém dé thu thap ciing nhu truyén
thdng tin.

Tuy nhién, do dic tinh truyén thong tin
quang ba cta mang khong day, gid su nhu
UAV 1a mot ké nghe 1én ¢6 thé thu thap thong
tin thi ranh gii hé thong 10T s& bi vi pham va
tai nguyén dir liéu s€ bi xam pham [7]. Vi du,
mo hinh truyén thong tin trong mang khong day
voi sy hién dién cua cac UAV nghe 1én da duoc
trinh bay trong [8]. Cac tac gid da phan tich xac
suat két ndi an toan cua cac tram mit dat hop
phap dé danh gia hiéu ning bao mat ctia mang.

Tuy nhién, bai bao nay da khong dé cap t6i
van dé phat hién cac UAV nghe 1én bang gia
thuyét cac vi tri nay da duoc xac dinh. Piéu nay
1a khé thuyét phuc boi vi cac ké tan cong thong
thuong khong bio trude vi tri ciia chung. Do
d6, hé théng IoT can phai co cach thirc phat
hién dé chéng lai sy tdn cong tir bén ngoai ciia
UAV bét hop phap. Cac tac gia trong [9] da
gidi thiéu phuong phap dé xac dinh vi tri cua
UAV khéng xac dinh bang cach sir dung hai
may tram mat dat nhu 13 mot dang cua hé thong
phat hién xam nhdp (IDS). Tuy nhién, bai bao
nay khong dé cap dén viéc khao sat hiéu ning
phat hién UAV cling nhu st dung tram mat dat
¢d dinh. Do d6, bai bao nay dé xuit mot mod
hinh IDS st dung hai UAVs hop phép hop tac
tao thanh mdt dang cua hé théng IDS dé phat
hién su c6 mit cia UAV bt hop phép.

2. Hi¢u nang phat hién Ul
2.1. M6 hinh

Ching t6i xem xét mo hinh kién tric phét
hién xam nhép nhu hinh 1. Trong do, mot UAV
khong xic dinh (Ul) E mubn tham gia vao hé
thong hop phap nham lay cap thong tin. Do do,
2 UAVs hop phap (UD) D1 va D2 dugc sur dung
dé hop tac tao thanh mo{t dang cia hé théng
IDS nham xac dinh Ul. Mdi UAV hop phép
dugc trang bi hai antennas: mot antenna da
hudng dung dé phat hién sy c6 mat cua tin hi¢u
tr UAV va mdt antenna dinh hudéng co hoc
(mechanically-agile directional) dung dé xac
dinh huéng cia UAV [9]. Trong do, d, Vva
dp, 1an luot 1a khodng cach tir E t6i D1 va E toi
D2; VA gg, VA gy, 1an luot 13 hé s kénh truyén
tir E t6i D1 va E téi D2. Khong mit tinh tong
quét, gia st cac kénh truyén 1a doc 1ap v6i nhau
va duoc phan bd theo mo hinh Nakagami-m
[10]. Do @6, ham phan phéi tich liiy (CDF) ciia
kénh truyén |g,,|* dugc biéu dién nhu sau:
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Hinh 1. M6 hinh 2 UAVs phat hién x4m nhép

Theo [8], 46 suy hao dudng truyén cua kénh
truyén trén khong (air-to-air) duoc biéu dién
nhu sau:

L, = u,d7, )
trong d6  u, =(4xflc)’, ae{ED,ED,},
d, €{dzy e}, € 18 tde do 4nh sang va f 14 tan
sO song mang.
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2.2. Giao thirc

Chung t6i gia st UI sé trao d6i thong tin véi
mot sd thiét bi khac, vi du nhu UI phan hoi
thong tin véi by diéu khién hodc giri cac thong
tin danh cap ra thiét bi bén ngoai. Do d6, chling
t6i dé xuat giao thic phat hién Ul gdm 2 budc
nhu sau:

1) Hai UDs déu trang bi mot Radio
Frequency (RF) receiver két nbi voi antenna da
huéng va duoc bat trang thai ling nghe. Khi tin
hi¢u RF duoc thu thap, Fast Fourier Transform
Analysis (FFT) dugc st dung dé xac dinh tin
hiéu Ul c6 hay la khdng [9]. Chung t6i gia st
truong hop Ul dugc phat hién, diéu nay cé
nghia 1a D1 va D2 nhan dugc tin hiéu tir Ul la

Pe
y|31: E_

ED,

’ [5)
Yo, = I:_EXEQED2 +Np, (4)
ED,
trong doé ng ,n

0. Mo, ~CN (O,N,). O day, do UI chua
dugc xac dinh, nén trang thai kénh truyén thong
tin khong hoan hdo (imperfect CSI) dugc xem
Xét, tuc 1a ggp = Oep, +eep, Va g, = g;Dz’JreEDz ;
trong do gg, Va g lan luot 1a hé so6 kénh
dugc udc tinh bang minimum mean square
error  (MMSE) cho gy va  ge; VA
€, -8ep, ~ON (0,Q,) Vi Q. la tinh chinh xac
cua udc tinh kénh truyeén.

Xg9ep, +Np, s (3)

2) Hai UAVs hop phap bat sang trang thai
dd tim ¢ antenna dinh huéng co hoc dé xac
dinh Ul bang hai qua trinh nhu sau: dau tién,
goc toi cua E tir D1 va D2 duogc xac dinh mot
khi tin hiéu FFT duoc so khdp manh nhét. Sau
d0, giai phap angle-side-angle dugc ap dung dé
tinh vi tri cta Ul (hinh 2) nhu sau: Gia st toa
d6 3-D cua hai UAVs hop phap dugc biét 1a
Dl(xDl,yDlﬂ, zD1)Vé Dz(xDz,yDz,zDZ ). Luu y, D,
D2, va diém E vira x4c dinh dya trén goc toi tur
D1 va D2 sé tao thanh mot miat phang duy nhat.
Do d6, Ul dugc xac dinh béi khoang cach tir D1
va D2 theo cong thirc sau [9]:

Ep ’_r; .Zg)
L
Difpypnzpd M b
S -
e
Hinh 2. Xac dinh Ul
dgol _ d502 _ leD2
sin(6y,) sin(6y,) sin(é) (5)

0, +0,, +0, =180°,

trong d6 6, va 6, dd dugc xéac dinh tr qua
trinh trudc; va

dop, = \/(XDl —Xp, )2 +(y01 ~ Yo, )2 +(ZE>1 ~Zp, )2 .

Giai cong thure trén, chung ta s€ tim ra dugc
khoang céch tir D1 va D2 dén E. Ngoai ra, ty s6
tin hiéu song trén nhidu (SNR) dé giai mai tin
hiéu dic biét tir E tai D1 va D2 duoc biéu dién
nhu sau [11]:

2

P |9eo,
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2.3. Xdc sudt phdt hign UI

Xac suit phat hién UAV duogc dinh nghia 1a
xé4c suat giai ma thanh cong tin hiéu cua Ul tai
D1 hoac Do, tirc 1a

O =Pr{max{Cey, ,Ceo, | > 7 | (8)

trong d6 O 1a x4c sudt phat hién UI; Pr{.} 1a
ham xac sudt; y, 1a ngudng phat hién thanh
cong; va C,, Va C, dugc dinh nghia la

CED1 = Blog, (7/ED1 +1), (9)

Ceo, = Blog, (7/ED2 +1)v (10)
trong d6 B 1a bing thong dudng truyén. Dua
theo 1y thuyét xac suat, cong thic (7) dugc bién
do6i nhu sau:

O =1-Pr{max{Cey, ,Cep, } < 7 }- (12)
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Hon nira, béi vi cac bién ngﬁu nhién 1a doc
1ap nén xéc suat phat hién UI duoc biéu dién 1a
O =1-Pr{ye <8} xPr{ye, <5y} (12)

trong d6 &, =2"% -1. Tiép theo, thay (6) va (7)
vao (12) ta co

5L 1
O=1-Pr géolzs—‘“ eo, (Pe +1)
PEe

S 1
Xpr{%%k%},
E

trong 46 p, =P./N,. Cudi cing, dva trén dinh
nghia CDF ¢ cong thire (1) va qua mot sb bude
tinh toan, x4c suét phat hién UI cua hé théng
xem xét dugc biéu dién ¢ dang tuong minh la:
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3. Két qua va thio luin

Khong mat tinh tong quat, chung toi lua
chon céc théng s sau day dé cai dat cho phan
md phong va phan tich [9], [10]: p. [0,20],
Q, €{5,6,7}, B =10°Hz, 7 =10°bps,
Mep, = Mg, =2, 6, =30°, 6, =50°. Dua trén cac
thong sO nay, ching t6i khdo sat xac suat phat
hién Ul qua hai hinh 3 va 4. Qua quan sét, cac
duong mo6 phong va phan tich trung khdp nhau,
diéu nay co nghia phuong phap phan tich cua
chdng téi la hoan toan chinh xac.
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Hinh 3. Sy anh huéng cua SNR tai E va tinh chinh xac
udc tinh kénh truyén 1€n xac suat phat hién Ul
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Hinh 4. Sy anh huéng cta ghiéu cao UAV D; va SNR
tai E lén xac suat phat hién Ul
Quan sat hinh 3, chung ta c6 cac két qua nhu
sau.

- Khi ting SNR tai E thi x4c suét phat hién
UI cang ting. Piéu nay dugc giai thich 13 vi khi
cong suat phat tai UI cang 16n thi kha ning giai
ma thong tin tai cic UAVs hop phap cang dé
dang. Piéu nay dong nghia v6i viée hiéu niang
phat hién Ul ting lén.

- X4c suat phat hién UI giam khi ting Q..
Ly do la khi taing Q,tirc 1a tinh chinh xac wdc
tinh kénh truyén khong hoan hao giam. Diéu
nay dan téi viéc giai ma thanh cong cac tinh
hiéu dac biét cua cdc UAVs hop phép s€ giam
xudng. Két qua 1a hiéu niang UI s& giam.

Dua trén hinh 4, chung ta quan sat dugc mot
s6 két qua nhu sau:

- Khi ting chiéu cao ctia mot UAV hop phap
(khong mat tinh tong quat chiing t6i ting chiéu
cao cia UAV D2), xac suat phat hién Ul s&
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tang. Tuy nhién khi chiéu cao qua 16n thi xac
suat phat hién UI lai giam. Diéu nay c6 nghia la
tdn tai mot diém ti wu cua chiéu cao UAV lam
cho hiéu nang phat hién UI 1a tt nhat. Ly do 1a
boi vi khi chiéu cao cia UAV hop phap qua
thdp hodc qua cao thi khoang cach téi UI cang
xa, do do kha nang gidi ma thanh cong trong
hai truong hop nay la kho khan. Do d6, hi¢u
ning s& giam khi chidu cao cua UAV la qua
thap hodc qué cao.

- M6t 1an nita chiing ta thiy khi ting SNR tai
E tir 0 dén 15 dB thi hiéu nang phat hién UI s&
tang. Piéu nay di dugc giai thich ¢ hinh 3.

4. Két luan

Trong bai bdo nay, hiéu nang phat hién
UAYV khong xac dinh dugc khao sat. Mgt dang
ctia hé thong IDS sir dung hai UAVs hop phép
da duoc dé xuit nham xac dinh UAV bat hop
phéap. Theo do, dua trén SNR cua viéc gidi ma
thanh cong tin hiéu tor UI tai hai UAVs hop
phap, cong thirc dang twong minh cua xac suit
phat hi¢n UAV khong hop phép duogc trinh bay.
Ngoai ra, sy anh huong cua SNR tai Ul, tinh
chinh xac cia udc tinh kénh truyén va chiéu
cao cia UAV hop phép 1€n hi¢u nang phat hi¢n
UI da dugc khao sat. Két luan chi ra rang ton
tai chiéu cao t6i uu cia UAV nham ting hiéu
nang phat hién UL
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