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Giai phap ung dung mang LoRaWan 
trong he thong bai do xe thong minh 

I ThS. Le MINH T U A N - TrUdng Dai hpc Giao thdng vdn tdi 

TOM TAT: Bai bio trinh bay ve cong nghe mang 
khong day tam xa LoRaV^an va ung dyng ciia mang 
niy trong h$ thong bai do xe thong minh. V6i viec 
ung dung c6ng nghe mang c im bien khdng day 
tam xa dL/a tren LoRaWan ket hpp voi lot, he thong 
bai dd xe thong minh se dupc tnen khat mpt each 
hi^u qui hpn, dong thai cung cap nhieu tign ich 
cho c l nguoi quin ly va nguoi sd dyng 

Tu K H Q A : He thdng giao thong thong minh, mang 
c i m bien khong day 

ABSTRACT: The paper presents LoRaWan, a 
standard of Low Power Wide Area Network and 
Its application in the smart parking system. With 
the designing based on LoRaWan wireless sensing 
network and combination loT technology, the smart 
parking system will be deployed more effectively 
and providing many benefits for both managers 
and the user, 

KEYWORDS. Vehicle Parking, smart cities, wireless 
sensor networks 

I.OATVANO^ 
Sd lupng cic phuong t i ln tham gia giao thdng ngay 

cing t ing, die b i l t l i cac phuang t i l n c i nh in nhu d td, 
xe miy g iy ra nhi lu t ie ddng tieu eUc den xa hpi nhu 
v ln d l t ic nghen giao thdng, d nhiem v i tieng dn. De 
tim mdt vi tri ddng do xe ngiy eing trd l ln khd khan ddi 
vdi ngudi dieu khiln phuang t i ln , do thi lu cic diem dd 
xe v l dong thdi thieu eic thdng tin ve diem do xe. Van d l 
n iy khdng chi gay ra sU phi ln to l l cho ngudi d i lu khien 
phuang tien m i edn giy ra nhdng hien trang khdng tdt 
eho giao thdng nhu vi lc ddng, do xe khdng dung quy 
dmh, t i c nghin giao thdng... 

6 mdt khia canh khic, doi vdi ngUdi qu in ly diem 
ddng do xe, c in cd nhutig cdng cu, gi i i phap hd trp 
trong qu i trinh khai thic. van h inh d l giup g i im th i lu 
ehi phi. ddng thdi t i ng loi nhuln. 
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Vdi CO quan quin ly nh i nude, hi ln nay mdi chi 
ddng lai viee giao eho cic cdng ty quin ly thu phi cic 
diem ddng, do xe t r ln cic tuyen phd. Trong qu i trinh 
thuc hien ludn xiy ra tinh trang gia niem y i t mdt ding, 
g i i thu mdt n io v i chua cd cich thdc thu th ip sd l i lu v l 
nhu eau ehd dd theo tdng thdi diem, khu vuc... 64 phye 
vu b l l to ln quy hoach diem dd xe trong thinh phd. 

Viec xiy dung, quin ly eie b i i dd xe thdng minh se 
giup gil l quyet, d ip uTig phan n io nhCmg v ln d l n lu tr ln. 

Mdt he thdng bai do xe thdng mmh ed the dupe 
t r i ln khai theo nhi lu elch khie nhau dUa t r ln nhilu 
edng nghi , nhu sd dyng cic loai e lm bi ln, hay sd dyng 
ky thui t xd ly. ph in tich hinh i nh qua camera d l xic 
^ n h trang th i i eua diem do... Mdi phuong ph ip d iu 
cd nhiJng uu v l nhuoc d i lm rieng. D l xiy dung mdt h i 
thdng b l l do xe thdng minh vdi dp ehinh xie v i hi lu qu i 
cao ta can lua chpn cdng nghe phu hpp vda d ip dng cie 
yeuclu thiet ke. vda gi lm th i lu chi phi dau tu. 

2. N O I DUNG 
2.1. Cdng nghe ki t n6i khdng day LoRa 
2.1. h Tong quan vi cdng nghi LoRa 
LoRa, v i l t t i t cCia Long Range dUoc phi t t r i ln bdi 

hang Semtech 11 cdng nghe k i t ndi khdng dly dupc 
nghiin cufu vdi myc tieu l i cU ly k i t ndi xa, mde edng suit 
t i lu thy thap dUa t r ln ky thu i t dieu ehe tr i i phd chudL 
Vdi lupng t i lu thu nang lUpng dien rat thap, cdng nghi 
Lora I I lua chpn phu hop cho cac he thdng mang (^m 
bien khdng day, hoat ddng dUa tren ngudn d p l i pin. 

Ve eU ly ket ndi, cdng nghe Lora cho phip thi l t l ip 
k i t ndi d khoing each rat xa ed the len tdi vai chuc kilomet, 
Idn hcjn rat nhilu so vdi cic edng nghe k i t ndi khdng dly 
phd bi ln nhu Wifi, Bluetooth, Zigbee... Ngoai ra, trong mdt 
sd dng dung, cu ly k i t ndi cd t h i duoc md rdng thdng qua 
eic th i l t bl LoRa cd ehdc ning chuyin t i lp. 

Vdl nhCfng Uu d i lm vupt trdi, tren the gidi da ung 
dyng chuan khdng d iy LoRa de thay t h i eho chuin 
khdng d ly cu trong cic h i thdng nhu nh i thdng minh 
ndng nghiep thdng minh, dd xe thdng minh, gi^m sit 
quan trie mdi trudng... 

Kit ndi khdng d ly Lora hoat ddng tren d l i t i n ISM 



d l i t i n dung trong cie linh vUe edng nghilp - khoa hpc 
- y t l , khdng eIn cap phip, td 430 MHz den 915 MHz cho 
timg khu vuc khac nhau tren t h i gidi. 0 Vi l t Nam hien 
nay, eie th i l t bj LoRa hoat ddng d hai b ing tan f l 433 
MHz v l 868 MHz vdi cdng suit phi t dupe quy djnh theo 
Thdng tu46/2016/TT-BTTTT.. 

2.1.2. Cdc thdng s6 hogt ddng cua Lora 
LoRa duoc nghien cdu v i phi t tnen dUa t r ln ky 

thuat d i lu ch i t r i i phd chirp, trong dd dd l i lu dupe m i 
hda thdng qua co ehe i nh xa vdi mdt xung tin h i lu cao 
t in - dUPC gpi I I tin hi lu chirp, ed tan sd cao hon tan sd 
eua dd lieu gdc v i thay ddi theo thdi gian. Vilc ma hda 
theo nguyin t ie: bit 1 tuong dng vdi up-ehirp (cd t i n sd 
t ing dan theo thdi gian) v l bit 0 tuong dng vdi dow/n-
chirp (ed t i n sd g i im d i n theo thdi gian). 

Ddi vdi cic th i l t bi LoRa ed 3 thdng sd ed the d i lu 
chinh dupe, bao gdm: b ing thdng (BW), he sd t r i i phd 
(SF) v l tde dd m i hda (CR). Ba thdng s6 n iy se Inh hudng 
v i quylt djnh tdi khoing elch truyin (range) v i thdi gian 
truyin (Time on Air). 

- BW xic djnh b i ln dd t i n sd m i tin hi lu chirp cd 
t h i thay doi. N lu BW cing eao thi thdi gian m i hda tin 
hi|u chirp c ing ngin, xii66 thdi gian truyen dCf l i lu cung 
gi im xudng nhung ddi lai kholng elch truyin cung 
ngin lai. Cic th i l t bj LoRa sd dyng ba mde b ing thdng 
phd bi in 11125 kHz, 250 kHz v i 500 kHz. 

- SF xic dinh sd lUpng tin hieu chirp khi m i hda tin 
hilu, mang cic g i l tri td 6 d i n 12. Gil trj SF cing idn thi 
thdi gian truyen dd lieu se l iu hon nhutig ddi lai ti le loi 
bit (BER) s i g i lm v l kholng cich truyin cung se xa hon. 

- CR l i sd lupng bit dupe tu ddng them v io phan t l i 
trong (phin dCf li lu ngudi dung) trong gdi tin LoRa de 
mach nhin cd the sd dung nhim phuc hdi lai mdt sd bit 
dd lieu b\ loi trong phin dCf lieu t i i trpng. CR thap thi thdng 
lupng s i t ing nhutig do nhay se k im di do kh i nang tu 
phye hdi dCf lieu s i thap han. Ngupe lai, vdi CR cao thi khi 
ning nhin dd lieu dung eing t ing, nhutig bii lai se phii 
gCn nhilu dî f l i lu hon v l l im t ing thdi gian truyin. 

Tuy theo yeu cau v l kholng eieh, tde dp gCfi dCf 
lilu... ta cd the chpn g i i tri hc^ ly eho eie tham sd t r ln 64 
tdi Uu qu i trinh truyin nhin qua k i t noi khdng dly LoRa. 

2.2. Mang LoRaWan 
LoRaWan l i mdt he thdng mang, vdi mdt bp giao 

thdc ehuIn hda, dupe xiy dung dua tren edng nghe 
LoRa (d Idp v i t ly) do Hi lp hdi LoRa Alliance dUa ra. LoRa 
Alliance l i mdt to chde phi loi nhuln, dupc thanh l ip de 
nghien cdu v i djnh nghia eie chuan giao tiep cho mang 
LP WAN - mang d i ln rdng t i lu thu it nang lupng. 

2.2.1. Md hinh mang LoRaWan 
Mang LoRaWAN dUpc th i l t l ip theo dang hinh sao 

k i t hap, md t i trong Hinh 2.1. Trong mot cum k i t ndi 
hinh sao ludn ed mdt thiet bi trung t im , goi l i Gatew/ay -
th i l t bj cdng, l i thanh ph in c lu ndi, ehuyin tiep dCf l i lu 
td th i l t bj dau cudi d i n m iy chu trung t im. Cle thiet bj 
d i u cudi mang - End nodes, l i cic th i l t bi c im bi ln, hole 
cic thiet bl chip h inh ed the n i t ndi vdi thiet b! trung 
t i m . Cd 3 loai th i l t bi d i u cudi, tuang dng vdi eie che 
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dp lam vi lc dupe ehi djnh trong bd giao thCfe cho mang 
LoRaWan. dupc v i l t t i t I I : Class A, Class B v l Class C. 

a) - CAJ true eua mang LoRalfl/Bn 

^ ^ ^ Application ^ ^ H 

LoRa* MAC 

MAC options 

^iS iiimrm 

b} - Mo hinh phan Idp m^ng LoRaWan 
Hinh 2.1: Ciu tnic tdng quit vi mo hinh phan Idp 

eua mang LoRain/an 

Kit ndi gida cic th i l t bj dau cudi (node) vdl Gatew^ay 
la k i t ndi don ehing (single hop) dya tren edng ngh i 
khdng day Lora. Cic "node" khdng can phi i k i t ndi vdi 
mot Gatev f̂ay cy the. Thay v io dd, dCf lieu dupe truyen 
bdi mdt "node" thdng thudng se duac nhan bdi nhi lu 
Gateway de t ing su linh hoat trong k i t ndi. Moi gateway 
se chuyen t i l p gdi tin d i nhin td cic nut mang dau cudi 
den miy chu trong mang internet, thdng qua eac ket ndi 
nhu Ethernet, Wifi, mang di ddng 3G/4G hay thdng qua 
dudng truyen ve tinh. 

Cic may chu trong mang Internet, dupc hi lu nhu la 
cac dam may, bao gdm miy chCi djch vy - miy ehu trung 
t i m va cic miy ehu utig dyng. Miy ehu trung t i m la 
th inh phan chinh quan ly cac k i t noi cung nhU cac th i l t 
bi trong mang LoRaWan ddng thdi lUu trd dCf lieu cua 
mang. Trong khi dd, cac miy ehu dng dyng eung cap eic 
tiem ich eho ngudi dung dau cudi, dUa t r ln dCf lieu eua 
mang LoRaWan. 

2.2.2. Cdc che dp hogt ddng cho cac thiet bi trong 
mgng LoRaWan 

Trong eau true phin Idp mang md ta trong Hinh 
2.1b. LoRaWan chi dinh ba c h i dp hoat ddng cho cic 
thiet b! tai Idp d i lu khien truy nhap (MAC), tuong dng 
vdi ba nhdm (class): Class A. Class B, Class C. 

Cic nhdm A, B, C deu chi dmh co ch i giao t i l p hai 
chieu giCfa thiet bi dau cudi v i thiet bj cdng. Moi ch i dp 
duoc dinh nghTa de gi l i quylt, dap uTig eie yeu eau khie 
nhau eua tutig Ong dyng cy the. 

- Nhdm A: Day l i nhdm mic dmh cho cac th i l t bj 
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d Iu cudi trong mang LoRaWAN. vdi mde t i lu thu edng 
suit th ip nhit. Vile truyin phat thdng tin tai dUdng l ln 
(uplmk • hudng ket ndi td thiet bj dau cudi len miy chu 
mang) 6iioc len lich, tai cac khe thdi gian, nh im t i l u thy 
nang lUpng th ip nhat ed t h i . 

- Nhdm B: Cung gidng nhu nhdm A, vile t ruyin/ 
nh in dupe l i p tjch tien hanh trong cle khe thdi gian. 
Tuy vay, d nhdm B. sd lUpng khe thoi gian cho xd ly thu 
nhin duoc bd sung so vcri nhdm A, ddng thc^ vi lc truyin 
thdng duoc dong bp thdng qua thdng tin b io hieu td 
Gatew/ay. Co ch i niy d i m b lo vi lc d ip ung nhan cua cle 
th i l t bi dau eudi, qua dd giam dp tre truyen thdng. 

- Nhdm C: Khi d ch i dp nay, cic th i l t bl l i ln tuc chd 
nhan thdng tin, ehi trd thdi diem phi t di thdng tin. Dieu 
n iy cho ph ip g i lm dp tre truyin thap nhi t nhung t i lu 
thy ning lupng nhieu hon so vdi cic che dp A.B. 

2.2.3. Vdn di bdo mdt thdng tin trong mang LoRaWan 
Bio mat thdng tin l i mdi quan t i m ehinh eho b i t 

cd mdt dng dung loT n io v l die b i l t quan trong vdi 
he thdng mang LPWAN, trong dd cd LoRaWan. Mang 
LoRaWan thuc h i ln hai ldp b lo mit , mdt Idp b io mat 
mang v i mdt ldp b io mi t ling dyng. 

Dd l i lu c im b i ln td cle thiet bi dau cudi dupe b io 
m i t dua t r ln m i t m i hda, sau do dtJf lieu m i t m i hda 
niy s i dupe mi t m i hda t i l p tai miy ehu mang. Qua 
trinh b lo m i t dua t r ln mat m l hda dijf lieu sd dung hai 
g i i tri khda gdm: Khda phi ln b io mat mang (Network 
Session Keys - NwkSkey) v l khda phi ln b lo mat dng 
dung (Application Session Key - AppSKey). Trong dd, 
khoa NwkSkey dupe dung de mat m i hda cic b in tin 
trudc khi gCii tdi miy chu mang, cdn khda AppSkey duoc 
sCf dung de mi t ma hda 60 lieu tai miy chu mang trUde 
khi gdi tdi cic miy chu dng dung. Ky thuat mat ma hda 
dCf l i lu duoc I p dung trong LoRaWan la AES-128. Cie g i i 
tn khda t r ln dupe th i l t l i p khi th i l t bi dau cudi k i t ndi 
vdl mang LoRaWan. 

Mot diem cin ehu y la th i l t bj cdng khdng thuc hi ln 
g i l i m i t ma hda hay ma hda b lo m i t ddi vdi ddlieu nhin 
dupe tCr eic nut mang dau cudi, ma chi cd chde nang 
ehuyin t i l p diJf l i |u tdi miy ehu mang. 

2.3. He thdng bai do xe thdng minh dua tr ln 
mang LoRaWan 

2.3.1. Bdi do xe thdng minh ddnh cho thdnh phd 
thdng mmh 

HI thdng do xe bao gdm mang e lm bien khdng 
dly, he thdng quin ly do xe, h i thdng hudng d in dd xe 
v i dng dung tren d i ln thoal thdng minh. Cie c im b i ln 
dupe l ip d i t trong cic cho do xe 6e thu thap dd l i lu 
thdi gian thuc cua tinh trang dd xe. Cic dd lieu thu th ip 
dupc s i dupc chuyin d i n he thdng quin ly b i i do xe va 
dupe d inh g i i . Sau dd, thdng tin dd xe se duoc phi t tdi 
he thdng hudng dan do xe v i ung dung tren d i ln thoai 
thdng minh danh cho ngUdi lai xe. 

2.3.2. Md hinh hi thdng bdi do xe thdng minh dUa trin 
mang LoRaWan 

' Cdc thdnh phdn cua hi thdng: 
Theo so do k i t noi md t l trong Hinh 2.2. trong 

nhut>g d dd xe neng bi l t se dupc l i p dat mdt tht i t bj 
elm bten thdng minh cd chde n ing l i xac dinh trang th i i 
ddng, do xe tai tCrng d v l gdi cic thdng tin n iy d i n h i 
thdng qu in ly tnjng t im . 

Thilt bj c im b i ln thdng minh tich h<3p cic lo^i c im 
b i ln d l xac i^nh vi lc ddng, do phuong t i ln , nhu e lm 
bi ln t i lm can b ing sdng hong ngoai, sdng si lu I m hay 
sddyng edng ngh i nhin dang thdng qua sdng vd tuyln 
- RFID hoic c im b i ln til trudng. 

Do th i l t bi hoat dpng nhd nguon cap td pin hay 
acquy, nen viee sd dung mach thu phat khdng d ly chuin 
LoRa se giiip th i l t bj t i l t kiem dupe d i ln n ing v i cho 
phep hoat ddng trong mdt thdi gian d i i . 

Hinh 2.2: Mo hinh bai do xe thong minh difa 
trin mang Loraii^n vi loT 

Sau khi dupe ci i d i t , th i l t lap eie thdng sd l im vilc, 
th i l t bj d m bi ln thdng minh se duoc d i t trong hdp b io 
ve v i dupc chon chim hoic ehdn noi mdt phan t r l n n ln 
cua d do xe. 

Thiet bj c im b i ln thdng minh l i th inh phin th i l t 
bi d i u cudi trong mang LoRaWan, cd kh i n ing k i t ndi 
khdng d iy vdi thiet bi edng - Gateway. Thiet bj Gateway 
cd tr ich nhi lm thu thap thdng tin v l tinh trang cua mdi 
d do v i trang th i i cua nd de truyen eie dd lieu niy theo 
thdi gian thuc (hoic theo djnh ky) v l trung t i m quin 
ly. De qu in ly diem dd xe v l mat dja ly, t r ln th i l t bi 
Gateway dupc g i n mach thu GPS. Mach thu GPS cd the 
dupe tich hpp t r ln tdng th i l t bi e lm b i ln thdng minh d l 
he thdng ed t h i eung cap thdng tin chi'nh xac v l vj tri d 
do cho 111 xe. 

Cac th i l t bl elm bi ln thdng mmh se sd dung bd 
giao thdc truyin thdng cho mang LoRaWan, vdi cle kinh 
tan sd, tde dd truyen khic nhau de k i t noi d i n Gateway 
tai bai do. 

Thiet bl Gateway dupc k i t ndi vdt trung t i m thdng 
qua 3 giao thdc phd bi ln la Ethernet (thudng dupe 
khuyen nghi de b lo d im do dn dinh eua he thdng), Wifi 
hoac 3G/GPRS d l truyen thdng tin tdi miy ehu trong 
mang cue bd hoic miy ehu loT trong mang Internet 

Trong trudng hpp he thdng k i t ndi vdi eic may ehu 
loT. dua tren cd sd dd lieu dUOc lUu trii tren d i m miy eho 
phep cic miy chu dng dung toT cung elp cac dich vy, 
t i ln ich cho ngudi ngudi qu in ly v l ngudi dung. 
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Ddi vdi ngudi dung l i c ic l i i xe se sddyng mdt phin 
mIm rieng, thudng chay t r ln d i ln thoai thdng minh ed 
k i t ndi vdi mang Internet, tich hpp cdng ey b in dd, cho 
ph ip xie dinh vj tri do xe trong khu vUc cua b i i do va 
d ing ky ddng, do khi ed nhu eau. 

3. K ^ LUAN 

H I thong b i i dd xe thdng minh la mot dng dyng co 
b in trong th inh phd thdng minh. Vdi eac Uu diem nhu 
sd lupng eie th inh phan th i l t bj it, eho phep t r i ln khai 
t r ln mdt khu vuc rdng v i ed dp tin ciy, tinh b io mat cao, 
gi l i ph ip tieh hap mang LoRaWan, k i t ndi vdi loT trong 
h i thdng bit do xe thdng minh I I mot gi i i ph ip phu hpp 
v l dang duoc nghiin cCfu. phi t trien hi ln nay. Viec i p 
dyng h i thdng mang niy se giup cho viee quin ly, sd 
dung bai do xe hieu qu i hPn, d ip Lfng dUOc cic y lu eau 
cua nhi qu in ly lan ngudi sddung. 
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