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AN TOAN DU LIEU TRONG MANG CAM BIEN KHONG DAY
Lé Hoang Anh'
TOM TAT

Mang cam bién khong ddy cé nhiéu wu diém va dang dwgc dp dung phdt trién manh mé.
Tuy nhién mang van con nhiéu thach thirc can duoc giai quyét nhw: nguon néng lwong bi giGi
han, cac nut (node) cam bién cé bé nhd va bé vi xir ly thd’p, ddc biét la cdc co ché an ninh con
han ché. Viéc bao mdt trong mang la van de déy thach thuee va dang dirgc cac nha khoa hoc
tiép tuc nghién ciru. Bai viét nay sé trinh bay nhiing loi ich ciia mang cam bién khéng day va Iy
gidi nhitng vin dé bao mdt van con nhiéu thach thire. Tir do bai viét sé trinh bay cdc thudt todn
ma héa va xdc thuwce c6 thé dp dung trong mang cam bién khéng day. Ching t6i da cai ddt, thuc
nghiém va dwa ra hai co ché bao mdt trong mang cam bién khéng day.

Tw khoa: An toan dir liéu, bao mdt, cam bién, mang cam bién khong day.

1. PAT VAN BE

Mang cam bién khong ddy 1a mang ludi cac thiét bi co kich thudc nhé, nhidu nut
cam bién, cac nit cam bién ¢ thé cam nhan méi trudng va truyén thong tin thu thap duwoc
tir cac ving giam sat vé sink thong qua két ndi khong day. Mang cam bién khong day duoc
mg dung trong cac linh vuc nhu: an ninh qudc gia, giam sat, quan sy, cham séc stc khoe,
gidm sat moi truong va nhiéu linh vyuc khac [9].
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Hinh 1. Kién tric truyén théng mang cam bién khong diy [9]

Tuy mang cam bién khong diy cé nhiéu tmg dung trong cudc séng, nhung mang
ciing ¢6 nhirng kho khan va han ché giap phai khi trién khai nhu: giéi han vé nang luong,
gidi han vé bang thong, gidi han vé phan ctng, gi¢i han vé két ndi. Trong d6 thach thirc va
tr& ngai 16n nhét 1a ngudn ning lwong bi gidi han khong thé nap lai, van dé bao mat va an
ninh mang. Trong mang cam bién khong day, ning lugng duogc st dung cha yéu cho 3 muc
dich: truyén dif liéu, xtr 1y dir liéu va dam bao cho phan ctng hoat dong. Hién nay, cac nha
khoa hoc dang nghién ctru phat trién mang cam bién khong day vira dam bao vé miat bao
mat dit liéu nhung ciing phai dam bao céc yéu cau vé nang luong.
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Trong mang cam bién khong ddy, cac géi tin d& bi tin cong theo cac cach khac nhau
nhu: tan cong tir chdi dich vu, tdn cong théng tin qua canh, tin cong Sybil, tin cong
Blackhole/Sinkhole, tAn cong Hello Flood, tAn cong Wormbhole [1]. Ttr khao sat cac cudc tAn
cong va cac mdi de doa dbi véi mang cam bién khong day cac nha nghién ctru da dua ra cac
chuong trinh bao mat khac nhau cho mang cam bién khong day nhu: JAM; Wormhole
based; Statistical En-Route Filtering; Radio Resource Testing, Random Key Pre-distribution;
Bidirectional Verification, Multi-path multi-base station routing; On Communication
Security; TIK; Random Key Predistribution; REWARD; SNEP & pTESLA [1].

Théng thuong trong cdc mang cam bién khéng day, tinh xac thuc, tinh toan ven, tinh
bao mat thong di¢p thuong dugc thuc hién bdi co ché bao mat dau cudi-dau cudi nhu SSH,
SSL, TLS hodc IPSec; cac bo dinh tuyén trung gian chi can xem tiéu dé cia thong diép 1o
chuyén tiép ma khong can phai xem ndi dung cia thong diép. Co ché bao mat dau cudi dén
dau cudi d& b tin cong [7]. Néu tinh toan ven thong diép chi kiém tra tai diém cudi cung,
mang c6 thé dinh tuyén chuyén cc gbi tin di bi tdn cong qua nhiéu hop trudc khi ching bi
phat hién. Loai tin cong nay s& lam lang phi ning luong va bang thong, diy duoc xem la tai
nguyén quy gia trong mang cam bién khong day. Kién triic bao mat 16p lién két dit liéu c6 thé
phat hién cac goi dir lidu bat hop phap khi lan dau tién ching dwrgc dira vao mang. Co ché bao
mat 16p 1ién két dit liéu con duoc dé xuit dé chéng lai cac cudc tn cong tur chdi dich vu.

Véi nhitng 1y do d6, chiing t6i quyét dinh chon co ché kién tric bao mat trén 16p lién
két dit 1iéu trong mang cam bién khong ddy. Co ché bao mat trén 16p lién két dir lidu dam
bao tinh x4c thuc, tinh toan ven, bao mat céc thong diép va trén 16p lién két dir lidu c6 thé
t6i wu kich thudc cac goi tin khi truyén, tir d6 giam bang thong va ning luong cdc nit, trén
16p lién két dir liéu co thé kiém tra tinh xac thuc cta géi tin ngay khi géi tin duge dua vao
mang nén c6 thé loai bo ngay khi cac goi tin bat hgp phép duoc dua vio mang ma khong
phai truyén qua nat khac tir ¢6 1am giam viéc tiéu hao nang luong ciia cac nut khi truyén
céc goi tin bat hop phap.

Tiép theo bai viét s& trinh bay: phan tich cac thuat toAn ma hoa va xéac thuc cé thé ap
dung trong mang cam bién khong ddy, danh gia két qua bao mat ctia cac thudt toan trong
mang cam bién khong day, thuc nghiém dua ra céac co ché bao mat, phan tich wu nhugc
diém twong ting v&i mdi co ché.

2. NOI DUNG NGHIEN CUU

2.1. Phuong phap nghién ctru

Béo mat dir li¢u trén 16p lién két di licu nham dam béo tinh toan ven, tinh xac thue,
tinh bao mat.

2.1.1. Tinh toan ven va tinh xdc thuc

Tinh toan ven va xac thuc dir li¢u trong mang co thé dat duoc thong qua ma xac thuc
thong diép MAC (Message Authentication Codes) dugc goi 1a ham bam cé khéa, dau vio
1a m6t khoa bi mat va dir liéu dé dwoc xdc thyc va dau ra la gia tri MAC. Gid tri MAC dam
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bao tinh toan ven va tinh xac thuc cua dir liéu béng cach so sanh gia tri MAC dé phat hién
su thay ddi noi dung cua dit liéu [11].

Hinh 2. M6 hinh hoat dgng MAC
giita bén giri va bén nhin

J/ Bén giri sé tinh toan gid tri MAC dua
Key (K) o %’Z‘T Key (K) + I ‘ vao thong diép va khoa K, gia tri MAC
- J —{ s€ dirgc gui cung voi thong diép. Bén
MAC | MacC |’@‘\ MAC | | nhdn sé tinh todn lai gid tri MAC va so

sanh voi gia tri MAC trong thong diép,

MAC: If the same MAC is found: e Ve R . N i
Message Authentication Code then the message is authentic neu glong thl thong dlep dM'UC xac thu"c
and integrity checked

Else: something is not right I’lgbt’(fc lal théng dlép bl loal bé [] 1]

Ham MAC c6 kha nang chong gia mao cic ban 13 ciia cac cudc tin cong mang. Gia
trt MAC duogc tao ra va dugc xac thyc cung mét khoa bi mat (hinh 2).

Céc thuat toan MAC duoc xay dung dua trén cac mat ma nguyeén thuy khac nhu ham
bdm mat mi (nhu trong trudng hop cuia HMAC) hodc tir cac thudt toan ma hoa khdi
(OMAC, CBC-MAC va PMAC) [11].

2.1.2. Tinh bao mdt

Tinh bao mat trong mang c6 thé dat dugc thong qua thuit toan ma hoa Skipjack, 1a
mot thudt toAn ma héa cho viéc truyén tai thong tin duoc phat trién béi co quan an ninh
qudc gia My. Skipjack str dung cac thuat toan trao d6i khéa Diffie-Hellman cho viéc phan
phéi cac khoa phién [10].

Skipjack str dung mét khoa 80 bits dé ma héa hodc giai ma cac khoi dir liéu 64 bits.
Skipjack str dung mét mang Feistel khong can bang véi 32 vong dé mi hoa hodc giai ma [6].

Plaintext Plaintext Plaintext Ciphertext Ciphertext Ciphertext
. S ——— — — | B —— — — — | B — —— — — S — - - | I - S — — - - |
Initialization l— l— l
Vector (IV) A AN
B S g " Key+ block cipher Key block ciPher Key -+ block cipher
< decryption ? decryption : decryption
- . : Initialization
Key+ block cipher Key»| block cipher Key+ block cipher ff . a) L |
encryption encryption encryption ||| D v
e o o e Crrrr— o e :mPl : mPl : Plantox
Ciphertext Ciphertext Ciphertext aintext aintext aintext
Hinh 3. So' do ma héa khoi chuoi [3] Hinh 4. So' do giai ma khoi chuoi [3]

Theo hinh 3, thong diép dwoc chia thanh cac  Theo hinh 4, khoi mdt ma dau tién sé dwoc
khéi theo kich thude cé dinh, khoi dau tién dwoc gidi md véi tham $6 ddu vao la khéa va vector
ma héa véi vector khéi tao va khoéa dé tao ra  khoi tao dé gidi ma, khoi mdt ma do tiép tuc
mat md va mgt md nay tié'p tuc lam tham sé dau  lam tham sé dau vao cung voi khoa cho khéi
vao cho khéi tiép theo, quy trinh nhw vay dwge  mdt ma tiép theo dé giai ma, quda trinh tiép tuc
lap lai cho dén khoi cuoi cung s€ tqo ra dwoc dén khoi mat ma cudi cung aé gidi md thanh
cdc khéi mdt ma. cdc ban ré ban dau.
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Skipjack c6 thé dugc str dung cung véi vector khoi tao (Initialization Vector - IV)
nhur mdt tham sb dau vao cung vai khoa bi mat K nhim lam tang tinh bao mat cia dir licu
dugc mi héa. Cac chwong trinh ma héa chu yéu sir dung gia tri /7 dugc tao ngau nhién dé
dam bao an toan ngit nghia, do tinh chit nady ma nhd dé viée st dung lap di lap lai cua
chuong trinh cung 1 dit liéu vdi cuing 1 khéa ngan khong cho phép ké tan cong suy ra moi
quan h¢ gitta cac phan doan cua thong di€p dugc ma hoa [6].

Kich thudc cia IV phu thudc vio mat ma goe duoc sir dung, ddi v6i mat ma khoi thi
kich thudce cua IV thuong la kich thude khéi cta thuat toan ma hda. Khi chon kich thude cho
IV phai tinh téi xac sudt dung d6 do van d¢ lap lai 7V phai dugc tinh toan va can nhéc [6].

2.1.3. Danh gia viéc bao mdt dir li¢u trén lop lién két dir liéu
2.1.3.1. Tinh bao mdt thong diép

Pé sir dung ma hda ngit nghia an toan doi hoi phai ¢6 chuong trinh ma héa va xac
dinh dinh dang 7V phu hop.

Mi héa khdéa d6i xtng thudng ¢ 2 loai: mat ma dong va phuong thirc hoat dong st
dung mat ma khoi. Mat ma dong thuong st dung mot khoa K va vector khéi tao /7 nhu
tham sé dau vao ctia ham pseudorandom keystream GK(IV). Keystream sau 6 duge XOR
v6i thong diép nhu cong thire (1) dé c6 dwoc ban ma:

’ C=1v,GkAV)®P) (1) ,

Theo mdt s6 tai liéu thi mat md dong nhanh hon mat ma khoi trong nhirng moi
treong xir ly han ché vé tai nguyén [8]. Nhung bét loi ciia mat md dong 1a néu dung
cung IV dé ma héa 2 géi tin khdc nhau thi c¢é thé phuc hoi lai duoc ca 2 ban rd
(plaintext). Vi du cho C = (IV, GK (IV) @ P) va C' = (IV, GK (IV) @ P"), ta c6 thé
phuc héi rat nhiéu thong tin ciia P va P' tir P @ P', thuong thi ¢6 thé phuc hoi hau hét
thong tin cia P va P' tir P @ P'. Pé dam bao rang IV khong lap lai doi hoi IV phai kha
dai it nhit 8 bytes. Nhu di noi ¢ trén trong diéu kién han ché vé ngudn tai nguyén cua
mang cam bién khong day ching ta phai han ché chi phi géi tin cang it cang tét. Trong
ngit canh nay phai thém 8 bytes trong mot goi tin 30 bytes nghia 1a chiém t6i gan 27%
(hon 1/4) tong goi tin thi khé c6 thé chap nhan duoc va néu IV ngin hon thi viée lap lai
IV s& xay ra va dicu nay khong dam bao vé mit bao mat nén trong bai ndy chung toi
khong st dung mat mi dong ma thay vao d6 s& 13 mat ma khdi.

Thuat toan ma hoa khéi 1a mot ham gid ngau nhién c6 khéa trén cac chudi bit nho,
thuong 1a 8 hodc 16 bytes. Cac thuat toan thuoc ho ma khdi bao gém DES, AES, RC5 va
Skipjack. P& ma hoa nhitng thong diép dai hon 8 hodc 16 bytes, mat ma khdi chia thong
di¢p thanh tirng khdi nho dé ma héa. Vi du mot mat ma khoi k byte thi nd sé ngét thong
diép thanh nhitng doan & byte va thuat toan ma héa khoi s& ma hoa thong diép theo ting
khéi. Ngoai ra khi st dung thuat todn ma hda khdi con c6 mot sd thuan loi: thuat toan ma
xac thuc thong diép s€ hoat dong hi€u qua hon trén ma hoa khoi, st dung thuat todn ma
héa khoi sé khong lam tang chiéu dai mat ma sau khi ma héa. Dé st dung thuat todn ma
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hoa khéi dé ma hoa thi phai chon mét phuong thire (ché d6) hoat dong phu hop. Thong
thudng 13 str dung ché do counter (CTR).

Khi néi t6i thuat toan ma héa khdi thi nguoi ta thuong nghi téi mot trong hai thuét
toan AES hodc Triple-DES. Tuy nhién, AES va Triple-DES thi qua cham dé thuc hién
trong cac vi diéu khién nhung [2] vi thé thuat toan AES va Triple-DES s& loai bo khong
dugc st dung & bai viét ndy. Do d6 véi nhitng phan tich & trén thi thuét todn Skipjack s&
thich hop hon trong mang cam bién khong day nén chiing t6i s& chon thuat todn Skipjack
1a thuat todn ma hoa trong bai viét nay.

Muc tiéu ctiia ching t6i 1a bao mat nhung phai 1am sao c6 thé giam chi phi cho viéc
bao mat cang it cang tot. Chiéu dai ciia IV va cach tao ra IV ¢6 thé anh huong 16n dén viéc
bao mét va hiéu suat. Néu IV qué dai, s& dan dén thém céc bit khong can thiét vao céac g01
tin va c6 anh hudng dang ké dén chi phi vé bang thong va tiéu hao nang luong. Pong
thoi, néu IV qua ngén thi IV c6 nguy co s& bi 1ap lai va dAn dén sy bao mat trong mang co
thé s& khong duoc dam bao.

Vay IV dai bao nhiéu bit 1a du? Theo nguyén tic chudng bo cau, mot IV ¢ n-bit s&
lap lai sau khi 2" +1 goi tin dwogc gui di. Néu st dung counter n-bit thi viéc 1ap lai s€
khong xdy ra trudc thoi diém 2" + 1 géi tin duge giri. Tuy nhién, véi mot sé cach tao ra
1V, viée lap lai co thé x4y ra trude do. Néu chon mdi IV nhu mét gia tri n-bit ngau nhién,
sau d6 str dung ham paradox dé tao ra IV thi xac suét su lap lai IV dau tién 1a sau khoang
2"2 g6i tin duoc giri di. Vi thé, chiing t6i sit dung mot counter trong IV va truyén tai né
trong cac goi tin dé bén nhan c6 thé biét dugc gia tri cua counter.

CAu tric cua IV 1a Dst || AM || L || Src || Ctr, Dst 1a dia chi dich ciia nguoi nhin,
AM 1a loai théng diép, L 1a chiéu dai payload cua dit liéu, Src 1a dia chi ciia ngudi giri va
Ctr 12 mot counter 16 bits. Counter bat dau tir 0 va bén gui ting né 1én 1 sau mdi thong
diép duogc gui di.

Vi 2 bytes counter nhu vy chiing t6i mudn tdi da hoa sé lwong 7V cho mdi nat va
nhu vay theo tinh to4n thi mdi nit cé thé gui it nhat 2'° g6i tin trude khi IV 1ap lai va véi 1
mang cam bién khong day gém n nat thi tong sb gbi tin dugc guri 1a n*2'¢ géi tin duoc gui
true khi 7V 1ap lai. Déi v6i cac mang thong thuong bang thong khoang trén 1Mb/s thi
thoi gian dé giri 2'® géi tin 14 rat ngan. Tuy nhién vdi diéu kién han ché ciia mang cam
bién khong day thi thoi gian dé gui 2'® gbi tin s& 16n hon nhiéu so véi mang thong
thuong. Vi du mot tng dung mang cam bién khong day thuc té & Great Duck Island cac
nat cam bién s& gui thong tin cam bién dugce cir mdi 70 gidy 1 1an. Nhu vdy c6 thé tinh
dugc thoi gian dé giri 2'° goi tin véi 70 gidy s& guri 1 lan 1a khoang 53 ngay. Do d6 thoi
gian nay c6 thé dugc xem 1a hop ly v4i mang cam bién khong day vi véi cac niit cam bién
mica2 thoi gian séng khoang 2 tudn. D6i véi mot sé mang néu ¢ thoi gian séng trén 53
ngay thi viéc lap lai IV xdy ra chi gip van dé vé bao mat an toan khi ding chung 1 khéa.
Céch giai quyét khi IV 13p lai 1a khi gin dén thoi gian lap lai /7 thi s& cap nhat lai khoa
m&i cho mang cam bién khong day.
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Theo nhu cAu triic cua IV thi ching ta con 4 bytes Dest||AM]|L dé dam bao an toan khi
counter 13p lai. IV bao gdm ca phan Dest||AM||L diéu nay c6 nghia 1a néu counter c6 lap lai
thi cling chua chac IV cling bi 1ap lai. Nhu vay, khi gid tri counter 1ap lai thi thong tin chi bi
16 khi giri 2 thong diép cung dén 1 dia chi Dest, cung 1 loai AM, cung chiéu dai L va diéu
nay rat it khi xdy ra ciing nhu phai biét 2 thong diép hoac 2 géi tin nao duoc gii cung 1 IV
m&i cé thé giai ma ra dugc ban rd. Tém lai voi dinh dang IV 1a Dst||AM||L||Src||Ctr thi ¢6
thé néi dit liéu duoc bao méat kép vi mudn gidi ma dugc phai biét 7V hodc tim dwoc 2 thong
di€p dugc ma hda vai cung 1 IV (nghia la cung 1 counter, cuing 1 Dest, cuing 1 AM va
cung 1 L) thi méi c6 thé giai ma duoc thong diép.

2.1.3.2. Tinh toan ven va tinh xdc thuc

Néu chi ¢6 ma hoa khong thi chua di ¢é bao mat va thuc té da chi ra ring néu sur
dung ma héa ma khong c6 xac thyc thi s& khong dam bao an toan va vi thé ngoai viéc
mi héa ching ta can ¢6 co ché xac thuc thong diép. Tinh toan ven va tinh xac thuc
nghia 14 x4c thuc ngudn gbc cua thong diép, phat hién thong diép co bi thay doi, chinh
sia trong qué trinh truyén hay khong. Trong bai viét nay ching toi sir dung mat ma
khéi CBC-MAC dé tinh toan va xac thuc MAC trén mdi géi tin. CBC-MAC thi hiéu
qua va nhanh chéong vi n6 dya trén mot thuat toan ma hoa khéi dé giam thiéu s6 luong
cac ma hoa nguyén thuy phai thyc hién trong diéu kién bo nhd han ché trong mang cam
bién khong day.

MAC duoc xem 1a mot kiém tra ma hoa an toan ciia thong diép. Bén gui va bén nhin
phai sir dung cing 1 khéa bi mat dé tinh toan MAC. Bén gtri tinh toan gia tri MAC véi dau
vao la khoa bi mat va payload, gia tri MAC duoc gén trén moi goi tin khi truyén. Bén nhan
tinh toan lai gia tri MAC ciing v&i khéa bi mat va payload, so sdnh 2 gia tri MAC néu
gidng nhau thi goi tin dugc chip nhan néu khong gidng thi goi tin bi loai bo. Gia tri MAC
rat kho tinh ra néu khong co khéa bi mat. Nghia 13 néu ké tin cong thay déi thong diép
hodc tiém thém théng diép thi ké tin cong khong thé tinh todn ra duoc gia tri MAC twong
trmg khi d6 ngudi nhén sé& kiém tra va loai bo nhiing thong diép nay.

Su an toan cua CBC-MAC lién quan tryc tiép dén do dai cia MAC. Giao thie bao
mat & cic may thong thuong sir dung 8 hoidc 16 bytes MAC nhung ¢ ddy ching t6i thiy c6
thé rut ngin xudng con 4 bytes MAC va ching t6i nghi né s& phu hop trong bdi canh cac
mang cam bién khong day vi: dau ra cia CBC-MAC 1a 4 bytes nhi phén, véi 4 bytes chung
ta c6 2°2 gia tri khac nhau. Néu ké tin cong tan cong bang cich thir sai va thu lai thi ké tin
cong c6 thé phai thir dén 2% 1an (ty 18 thanh cong 1a 1/2%) va dé lam dugc diéu nay thi ké
tan cong khong thé thir offline ma chung phai thir truc tiép trén duong truyén dé biét gié tri
MAC c6 ding hay khong. Nhu vay véi kénh truyén 19,2 kbps ctia mang cam bién khong
day ma phai giri 2*% géi tin thi phai mét thoi gian khoang 25 thang do d6 d6i véi mang cam
bién khong day khoang thoi gian nhu vay c6 thé xem 14 an toan (vi thoi gian sng cia nut
cam bién mica2 chi c6 khoang vai tuan dén vai thang).
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2.2. Thuc nghiém

Céac nut cam bién dugc st dung phé bién hién nay nhu Mica, Mica2, Mica2Dot chay
trén nén hé didu hanh TinyOS. Vi nhitng két qua nhu da phén tich bai bao da thuc hién
viée bao mat dir liéu trén 16p lién két dir liéu bang thuat toan ma hoa khéi Skipjack va ma
x4c thue CBC-MAC dé ma hda va xéc thuc dit liéu nham dam bao tinh bao mat, tinh toan
ven va tinh xéc thue di liéu cua cac nat cam bién trén hé diéu hanh TinyOS.

Dua trén dinh dang géi tin hién tai cua TinyOS, tic gia dé xuat cai tién vé c4u tric dinh
dang gi tin dé phtt hop hon véi thuat tosn CBC-MAC va thuat toan méi héa khéi nhur sau:

A\ rr[i Data
2 yoEL) ) (0-29) (2)

Hinh 5. Pinh dang géi tin mac dinh trén TinyOS [5]

s ANLIL Data M
(0-29)

-
e

15
i

Hinh 6. Pinh dang géi tin véi ché d§ chi ¢ xac thuc

Ste A Data Mac
@ e (0-29) (1)

Hinh 7. Pinh dang g6i tin véi ché 49 ma héa va xac thwe

Céc goi tin & 16p lién két dir liéu dugc ma hoa dir liéu bang thuét toan ma héa khéi
Skipjack véi vector khai tao (IV) ¢6 chiéu dai 1a 8 bytes va xac thuc bing thuit toan CBC-
MAC c¢6 chiéu dai 12 4 bytes MAC. Trong 8 bytes IV thuc té thi chi ¢6 thém 2 bytes
counter, cic byte con lai la duwgc muon tir phan header ciia goi tin gdm: Dest (2 bytes), AM
(1 bytes), Len (1 byte), Src (2 bytes).

Bai b4o dd thuc hién ma hda va xéc thuc bang 2 module riéng trén hé diéu hanh
TinyOS, cac module dugc viét bang ngén ngit nesC dé twong thich voi hé didu hanh
TinyOS. Do 2 module ma hda va xac thue dugc tach riéng nén ddi vdi cac ting dung ching
ta c6 thé lwa chon mot trong hai cach dé 1a: chi c6 xac thyc ma khong c6 ma hda nghia la
61 tin duoc x4c thue bang gia tri MAC nhung phan dir liéu payload cua goi tin thi khong
dugce ma hoa; ma hoa va xac thye nghia 13 phan dit lidu payload cia goi tin dugc mi hoa
béng thuit toan Skipjack trude, sau dé mdi tinh gia tri MAC.

2.2.1. Mo ta thuc nghiém

Trén bd mo phong TOSSIM c¢6 cac thu vién hd trg méd phong cac niit cam bién nhu
Mica, Mica2, Mica2Dot, Mical28 chay trén hé diéu hanh TinyOS.

Trong thu vién TinyOS chiing t6i ¢ thém 2 module mi hda va xéc thyc bang thuat
toan Skipjack va CBC-MAC, trén tng dung chang ti thuc hién trén cam bién Mica2 dé
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guri dit liéu. O day chung toi giri 24 bytes payload dé do ning lrong tidu thu & mdi ché do:
ché d6 bao mat cua TinyOS hién tai, ché d6 chi c6 xéc thuc, ché d6 ma hoa va xac thuc.
D41 v6i ché d6 bao mat TinyOS hién tai dir liéu duoc xac thuc bang thuit toan CRC, vé6i
ché d¢ xac thyc thi dit liéu duoc xdc thyc bang thuit toin CBC-MAC dugc cung cap boi
mudule xéc thyc, voi ché do ma hoa va xdc thuc thi dir liéu duge mé héa trude bang thuat
toan Skipjack sau d6 mdi tinh toan gi4 tri MAC dé xéc thuec.

Hién tai & bai bao nay thyc nghiém trén hé diéu hanh TinyOS 1.1.13 ¢6 hd trg dé lay
thong s6 nang luong tiéu thu cia mdi nit cam bién. Sau d6 sé& thu dugc cac thong s6 ning
lwgng tiéu thy cua mbi ché do dé phan tich.

2.2.2. Phan tich danh gid két qua dat dwoc

V61 nhitng phan tich ¢ trén bai bao d3 dam bao vé tinh bao mat, tinh x4c thuc va tinh
todn ven cua cac goi tin trén 16p lién két dit liéu. Tuy nhién, theo hinh 5, 6, 7 thiy rang
chiéu dai cta g6i tin dé xuét so voi chiéu dai géi tin hién hanh cta TinyOS li: ting 1 byte
dbi véi cac gdi tin chi ¢b xac thuce, ting 5 bytes ddi v6i cac géi tin ¢d xac thuc va ma héa.
Sy ting kich thudc géi tin lam tang sy tidu hao ning lugng ciia cac nit cam bién vi phai
tiéu ton nang lwong cho sy tinh toan va ton thém ning luong cho viée giri cac goi tin cd
kich thudc dai hon. Pidu nay lam cho ching ta phai cdn nhic khi sir dung cic ung dung
mang cam bién khong ddy 1a nén Iya chon bao mat & muc nio 1 thich hop. Néu chiing ta
chon ung dung c6 bao mat la ma hda va xac thyc thi s€ ticu ton nang lugng clia cic nut
cam bién nhiéu din dén thoi gian sdng cua ching giam, nguoc lai néu ching ta chi chon 1a
chi ¢6 x4c thuc khong thi tiéu ton nang lwong ctia cac nit cam bién s& it hon va thoi gian
song cua chung ting 1én. Do d6, doi hoi chung ta phai can nhic danh doi gitra sy bao mat
va muc tiéu hao ning luong cua cac nat cam bién.

Pé danh gia ning lwong tiéu hao, chung t6i dd so sanh ning lwong tiéu hao khi st
dung voi ché @6 bao mat mac dinh cua TinyOS, bdo mat & muc chi c6 xac thuc, bao mat &
mirc ma héa va xac thuc. Bai viét dd thuc hién bang cach guri goi tin 24 bytes payload véi
TinyOS méc dinh, bao mat & muc chi cé xac thuc, bdo mat & mirc ma hda va xac thuc thu
dugc bang so sanh nhu bang 1.

Bing 1. So sanh tong ning lirgng tiéu hao dé giri géi tin 24 byte payload
v6i ché d bao mit ciia TinyOS

Ché @6 bao mat Nang lugng ti€u hao (WAH) | Ty 1€ % tiéu hao so vdi TinyOS
TinyOS hién tai 1058250 0,00%
Chi c6 xac thyc 1060650 0,23%
Ma hoa va xac thuc 1070250 1,13%

Bang 1 cho théiy réng ché d6 bao mat chi ¢ xac thuc tang 0,23% so vo1 TinyOS
hién hanh, ché d6 ma héa va xac thuc tang 1,13% so voi TinyOS hién hanh. Su tang
nang luong nay 1a do kich thudc géi tin tang phai tiéu tén ning luong dé giri va tiéu
ton nang lugng dé tinh todn.
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3. KET LUAN VA HUONG PHAT TRIEN

Bai viét trinh bay céac thuat toan ma hoa, xac thuc va da thuc hién trén mang cam

bién khong day véi bo mo phong TOSSIM dé bao mat dir lidu trong mang cam bién khong
day nhim dat duoc tinh bdo mat, tinh x4c thue va tinh toan ven dit liéu trén 16p lién két dix
li¢u. Ching t61 da phan tich danh gia mirc d§ bdo mat cua cac thuat todn st dung dé dam
bao bao mat dir lidu trong mang cam bién khong ddy, dua ra két qua thuc nghiém vé muc
tiéu hao nang luong doi véi cac ché do bao mat dé ngudi ding khi st dung ¢6 thé can nhac
danh d6i giita cac muc do bao mat va tiéu hao nang lwgng (1am anh hudng dén thoi gian

soOng cua cac cam bién). Hudng phat trién s€ ki€ém nghiém so sanh vé thoi gian, bang thong
gitra cac ché d0 bao mat.
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SECURE COMMUNICATION IN WIRELESS SENSOR NETWORK
Le Hoang Anh

ABSTRACT

Wireless sensor network provides great benefits of low cost and flexibility, but it
also poses many challenges to be addressed. Some of the main problems can be identified
as follows: limited energy resources, restricted memory storage and restricted power of
processor, especially the security mechanisms for wireless sensor network. Due to these
limitations, security techniques in the traditional wireless network cannot be applied
effectively on wireless sensor network. Therefore, the security issue in the wireless sensor
network is considered as a major challenge that draws much intention from researchers.
In this paper, we first discuss several advantages and challenges of wireless sensor
network. We then propose two security measures: (1) authentication, (2) encryption and
authentication. We also give an implementation to show that energy consumption is
acceptable (with an overhead of 0.23%) and data is secured.

Keywords: Safety data, sensor, security, wireless sensor network.
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