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GIAI PHAP AN TOAN THONG TIN 
CHO DOANH NGHIEP VIET NAM HIEN NAY 

THS. PHAN TRAN DIEN " - THS. 00 THANH GIANG'"' 

T O M T A T 

Bdo mat thdng tin dupc xem Id vdn de sdng cdn cua doanh nghiep trong nen kinh tethi trudng. 
)endng eao tinh bdo mat cho he thdng thdng tin, doanh nghiep cdn phdi tien hdnh ddnh gid mdc 
l6 an todn cua he thdng thdng tin (ATTT) trudc khi dua udo udn hdnh vd cdn dinh ky ddnh gid lai 
\e thdng thdng tin cua doanh nghiep trong qud trinh sd dung Viec ddnh gid ndy gidp cho doanh 
\ghiep sdm phdt hien nhdng lo hdng bdo mat ud ngdn ehdn tin tdc (hacker) khai thdc Id hdng bdo 
'n$tbdngphdn mem md ngudn mdModSeeurity.^"^ 
Tirkhoa: ddnh ̂ d ATTT doanh nghiep, modsecurity... 

1. Su can thiet phai dam bao an toan 

hdng tin doanh nghiep hien nay 

1.1. Xuat phdt tieyeu cdu cua suphat triin 

hoa hoc cong nghi trong boi canh hpi nhap 

udcte 

I Ngay nay, the gidi dang budc vao cupe each 

*iang cdng nghidp lan thd m vdi su phat trien 

png nd ciia nhirng cdng nghe mang u'nh 

St pha nhu tri me nhan tao (AI - Artificial 

iteligence), may tinh lupng tir (Quantum 

omputers), Internet eua van vat (loT - Internet 

" Things), edng nghd didn toan dam may 

Jiang vien Khoa Dai Cirong, Hoc Vien Can Bp 
Giang vien Khoa Ly Luan Chinh Tn, Hpc Vien Can Bp 
' La mot tuong iia miic irng dung. Dimg truoc Webserv-
va CO kha nang \it ly traffic truoc khi dua vao Webserver, 
{i ySu cau gui den Webserver tir phia client se ducrc giji 
» modsecurity 

(Cloud Computing), dii hdu nhanh (Fast Data), 

du heu Idn (Big Data).... da. dang va se iam 

khdng gian mang thay ddi sau sac ea ve chat 

va lupng. Didu nay dupc du bao se mang lai rat 

nhieu loi ich chua timg ed eho con ngudi. Trong 

bdi canh dd, thdng tin ngay cang trd thanh mdt 

tai san vd cimg quy gia ddi vdi cac chinh phu, 

td ehUc va ddi vdi timg doanh nghiep, timg ca 

nhan. Thdng tin trd thanh nhan td hang dau bao 

dam su thanh cdng cho ai sd him nd. Ddi vdi 

doanh nghiep, viec Ung dung edng nghe thdng 

tin da trd thanh mdt xu hudng tat yeu trdn con 

dudng hdi nhap qudc te va thdng tin trd thanh 

mpt tai san vd hinh quy gia ddi vdi tirng doanh 

nghidp. Cdng nghd thdng tin trd thanh mpt 

trong nhihig cdng cu quan trpng trong san xuat 

va phat trien kinh doanh. Cong nghe thdng tin 

file:///ghiep
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ddng vai ttd vd cung quan ttpng trong khau 

quang ba, marketuig san pham, dong thdi eung 

tao ndn uu the vupt trdi ttong vide quan he vdi 

cac ddi tac khach hang Vide nam bat va bao 

mat thdng tin tao ndn Ipi thd Idn trong ehien 

lupc canh tranh cua cae doanh nghiep hien nay. 

Tuy nhien, bdn canh nhiing Ipi ich to Idn 

khdng the phu nhan dupc, su phat trien cua 

cdng nghe thdng tin ciing tiem an nhidu nguy cd 

Idn ddi vdi cac qudc gia, to chUc, doanh nghidp 

cung nhu mng ca nhan. NhUng thdng tin quan 

trpng dupc luu tru d kho dU lieu hoac dang ttdn 

dudng truyen cd thd bi danh cap, gia mao hoac 

lam sai lech. Tmh hinh nay da va dang didn ra 

ttdn pham vi toan can vdi miie dp ngay cang 

manh liet, tap ttung vao cac eo sd qudc phdng, 

an ninh, tai chinh, ngan hang va cac linh vuc 

quan trpng khac. Chidn tranh trdn mang la 

eupc chien mdi ma mdi qudc gia, id chiic hidn 

nay deu quan tam va de ra cae bien phap phdng 

ngira, ngan chan. Ddi vdi doanh nghidp, nhimg 

thdng tin ve khach hang, bi mat kinh doanh, tai 

chinh... la muc tieu can tim hidu ciia eac ddi 

thu canh tranh. Ngudn thdng tin mat nay bi 

rd ri hoac bi pha hoai klidng nhirng la nipt su 

cd cd the tac dpng true tiep den tinh phat trien 

bdn viing va tdn tai eiia doanh nghiep ma cdn la 

mdt Ipi the canh tranh cue Idn danh eho eac ddi 

thii sd hiiu dupc nhiing thdng tin mat nay. Tai 

Viet Nam, tinh hinh an toan thdng tin (ATTT) 

mang cung ngay cang didn bien phirc tap vdi sir 

tang manh ve quy md, sd lupng, mdc dp tinh vi 

va tinh chuyen nghidp ttong eac cupe tan con| 

mang. dac biet la tan edng mang vao he thoî  

thdng tin cua eac doanh nghidp Idn. Tu: thue ti 

trdn, ed the thay, dam bao ATTT la vide lam cai 

thiet ddi vdi mdi doanh nghidp trong bdi canl 

hidn nay. 

1.2. Xud't phdt tk thUc trang ATTT ck 

doanh nghiip Viet Nam hien nay 

Diem manh 

Ca sd phdp ly cho hoat ddng dam bdo ATTi 

d Viet Nam dd hinh thdnh vd tao thudn laick 

viec ddm bdo ATTT cua doanh nghiep. 

Trong nhiing nam gan day, Dang va Nhf 

nude ta da cd nhieu chii truong, chinh sachw 

cae bidn phap day manh phat trien ioig dunf 

cdng nghe thdng tin vidn thdng, gan lien vd 

cdng tac bao dam an toan, an ninh thdng tin 

s&n sang ddi phd vdi cac eupc chien Uanh trer 

khdng gian mang. 

Ngay 16/9/2013, Ban Bi tiiu Trung uOnf 

Dang da ban hanh Chi thi sd 28-CT/T\V ve tanf 

cudng cdng tac bao dam ATTT mang. xac dinl 

day la nhiem vu cap bach, thudng xuydn, lau da 

cua ca hd thdng chinh tri, la mpt bd phan tronj 

yen cua cupc dau tranh bao ve an ninh quocgii 

va gitr ̂ n trat tu an toan xa hpi. Chi thi nay dû  

quan triet, trien khai giup tang cudng lanh dao 

chi dao, quan ly; kjp thdi phat hidn, ngSn cW 

xir ly nhung thdng tin cd ndi dung x^u, ddct̂  

gay tdn hai den uy tin cua Dang, Nha nudc,^ 

dp, anh hudng xau den tien trinh phat trit̂  

kinh te, xa hdi, an ninh, qudc phdng. ChudO" 
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phong ngira, han che nhiing so hd, thieu sdt, 

khong dd cac the luc thu dich va eac ddi mpng 

diu dich Ipi dung xam nhap he thdng thdng tin, 

thu thap, chiem doat bi mat nha nude, thdng tin 

npi bp de dpa den an ninh qudc gia, Ipi ich cua 

c(J quan, td chUe va cdng dan. Hanh lang phap 

ily ttong hnh vuc ATTT ve eo ban dang dan 

hoan thien vdi viec nam 2015 Qudc hdi thdng 

qua Luat An toan thdng tin mang va edc Nghj 

dmh hudng dan luat da dupe ban hanh. Ngay 

27/5/2016, Chinh phu cung da ban hanh Quyet 

dinh sd 89B/QD-TTg phe duyet phuong hudng, 

muc tidu, nhidm \'u bao dam ATTT mang giai 

doan 2016-2020. Didu nay the hien sir quan tam 

isau ŝ e eua lanh dao Dang, Nha nude ddi vdi 

cong tae bao dam an nmh mang ttong bdi canh 

tinh hinh hidn nay, the hidn sir quyet tam va 

:d6ngldng eua toan Dang, toan dan dua nude ta 

s6m ttd thanh mpt qudc gja manh ve edng nghe 

thong tm, gan lien vdi bao ve vimg chac qudc 

phong - an ninh cua dat nude. Dang chu y la su 

ra ddi cua cac co quan, td chUe, hen minh, hiep 

hai ve ATTT nhir Trung tam 0ng ciiu khan cap 

may tinh (VNCERT), Hiep hdi An toan thdng 

tin Viet Nam (VNISA), Vien Nghidn ciru Chinh 

saeh va Phat trien Truyen thdng (IPS)... Nhung 

don vi nay da va dang ddng gdp dang ke eho su 

an toan cua intemet tai Viet Nam bang nhidu 

hoat ddng phong phu va da dang: tir nghidn cihi 

Ainh saeh, khao sat thue tidn eho den td chiic 

cAc hpi nghi, khda dao tao, tap huan vd ATTT. 

Biem yeu 

Hien nay, cae van ban phap luat cd lidn quan 

den cdng tac bao dam ATTT cdn cd nhiing 

van dd bat cap. Thue hien cae cam ket qudc te 

ma Viet Nam tham gia ky ket nhu: Cam kdt gia 

nhap WTO, Thda thuan trong khdi ASEAN, cua 

ASEAN vdi Nhat Ban, Trung Qudc..., Viet Nam 

can cd cac quy dinh phap ly phu hpp vdi thdng 

le qudc te de bao dam ATTT, tao mdi tmdng 

binh dang eho cac td chdc, doanh nghidp hoat 

ddng san xuat, kinh doanh tai Viet Nam. 

Qud trinh ddm bdo ATTT trong doanh 

nghiep Viit Nam Men nay cdn nhieu han che 

Theo Tdng cue Thdng kd, den thang 07/2017, 

ca nude cd khoang 518.000 doanh nghiep, nam 

2018 ed 131.275 doanh nghiep dang ky thanh 

lap mdi vdi tdng vdn dang ky la 1.478,1 nghin 

ty ddng, tang 3,5% ve sd doanh nghiep va tang 

14,1% vd sd vdn dang ky so vdi nam 2017.'" Tuy 

nhien, doanh nghiep vira va nhd van chiem da 

sd trong tdng sd doanh nghidp Viet Nam. Hien 

nay, vide iing dung cdng nghd thdng tin vao 

boat dpng sail xuat kinh doanh dang dupc cac 

doanh nghidp ngay cang quan tam nhidu ban. 

Didu nay cang trd ndn quan ttpng hon bao gid 

het khi ma su phat ttien va canh ttanh giUa cac 

doanh nghiep ngay cang Idn, khi ma doanh 

nghiep nude ngoai ngay cang nhieu trdn thi 

trudng Viet Nam. 

Trong bdi canh cudc each mang cdng nghiep 

'" Le Tran "Tong cue thong ke. Quy mo doanh nghiep vira va 
nho dang ngay cang nho", tCr website: http://vietnamfinance. 
vn/tong-cuc-thong-ke-quy-mo-doanh-nghiep-vua-va-nho-
dang-ngay-cang-nho 20180119145350988 htm, truy cap ngay 
16/2/2019. 

http://vietnamfinance


PHAN T R A N DIEN, D 6 THANH GIANG - GIAI PHAP ANTOAf 

4.0 dien ra ngay cang manh me, cac doanh 

nghiep Viet Nam budc phai cd sir chuan bi va 

chuyen minh manh me trong vide irng dung 

cdng nghd thdng tin nham nang eao nang luc 

canh tranh, gia tang Ipi nhuan va mang den 

nhidu hon cac dich vu gia tri gia tang cho khach 

hang. Tuy nhien, chinh qua trinh chuyen ddi 

ky thuat sd nay lai dang kliid'n doanh nghidp 

nhanli chdng trd thanh mue tieu eiia cac cupc 

tan cdng mang Tinh hinh mat ATTT gay ra cac 

tdn that cho doanh nghidp tham chi gay ra tac 

dpng xau den nen kinh te, chinh tri, xa hpi. 

Theo Bao cao tdng hop ket qua dieu tra ciia 

Hiep hdi ATTT Viet Nam (VNISA) cho thay, chi 

sd ATTT cho cac doanh nghiep Viet Nam hien 

nay cdn thap. 

Nam 2017, chi sd ATTT ciia doanh nghidp 

Viet Nam la 54,2%. Chi sd nay thap hdn so vdi 

chi sd ATTT ndi chung nam 2016, dac biet la 

eac doanh nghiep nhd va vira cd chi sd rat thap. 

Cung theo ket qua cdng bd ciia VNISA, chi sd 

ATTT mang VNISA hidex nam 2018 la 45,6%, 

chi d miic trung binh.'̂ * 

Neu tach ridng chi sd ATTT cho khdi doanh 

nghiep trong ngang ngan hang tai ehinh la 59,9%, 

cao hon miic tmng b'mh eua toan khdi doanh 

nghiep. Cae chi sd ATTT thanh phan cua khdi 

ngan hang tM chinh deu cao hon chi sd ATTT 

thanh phan cua khdi doanh nghiep ndi chung, 

dac biet eao hon ban vd ttinh dp nhan thdc, dao 

tao bdi dudng ve ATTT (59,9 so vdi 51,3); to ehii 

quan ly nhan luc dam bao ATTT mang (49,5 s 

vdl 43,2); chinh saeh phap ly (70,5 so vdi 60,9; 

bien phap ky thuat (60,5 so vdi 53,7) va biei 

phap quan iy (73,3 so vdi 63,9).'=" 

Ddi vdi cae doanh nghidp vira va nhi 

(DNWN), chi sd ATTT mang nSm 2018 ciii 

nhdm doanh nghiep nay da dupc cai thien. t&i\\ 

tir mdc 31,1 % eua nam 2017 len dat 39.9% tioiii 

nam nay. Tuy nhien, neu so vdi chi sd ATTT cui 

toan bd doanh nghidp Viet Nam thi chi sd ATTI 

cua cae DNWN thap hon nhieu. Neu tinh the( 

vimg mien, ehl sd ATTT cua cac DNWN mî r 

Bac la cao nhat, nam 2017 dat 38,4%. Chi s( 

ATTT cua cac DNWN khu vuc mien Nam vi 

midn Tmng lan lupt la 22,3% va 36,4%. Cdn ch 

sd ATTT cho toan bd DNWN Viet Nam nan 

2017 la 31.1%.'"' 

Tai budi Didn tap qudc te, APCERT cho bî t 

chi trong hai thang dau nam 2018. da cd 1.5(M 

su ed tan edng mang vao Viet Nam dudi ba hint 

thirc: tien edng thay ddi giao dien (Deface), tar 

cdng cai ma ddc (Malware) va tan edng lira dk 

(Phishuig). Cung theo cac sd lieu ma don v 

nay cd dupc, Viet Nam lan lupt xep d vi tti thi! 

tu va thu nam trong danh saeh tdp 10 qudc glE 

bi kiem soat bdi mang may tinh "ma" va tdp K 

qudc gia bi tan cdng DDos (tan cdng tir cho 

dich vu). Trudc dd, bao cao chi sd an ninh man| 

toan can (GCI) nam 2017 eua Lidn minh Vih 

"', ''>•<•" Ban CO yeu chinh phii ATTT: "Danh gia Chi sa ATTT 
nam 2017 cho cac doanh nghiep Vi?t Nam", tu website'htlp // 
anIoanthongtin.vn/Delail.aspx''NewsID=334e656d-d43b-
4873-8195-aa 15cb747c7d&CatiD=e !999c9a-5eeb-4] 8c-9ea8-
ae4c5e850dOc, truy cap ngay 16/2/2019 
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thong qudc te (ITU) chi xep hang Viet Nam d vi 

tri 100 (giam 25 bac so vdi bao cao thudng nien 

nam2016).f5) 

- Theo Cue ATTT, den thang 04 nam 2018 

CO it nhat 60 trang web dat tai Viet Nam bj Ipi 

dung de diuc hien tan cdng Phising hang tuan. 

'*' Qua theo ddi, ttleh xuat thdng tin ttr he thdng 

ky diuat thdi gian qua. Cue ATTT nhan thay 

tren khdng gian mang dang tdn tai nliieu trang 

web Viet Nam (bao gdm ca nhung trang web sir 

dung dich vu may chii nude ngoai) bi tan edng 

- Ipi dung dd thue hidn cac hanh vi gay mat ATTT 

nhu: phat tan thu rac; tail cdng tir choi dich 

vu; cai dat va phat tan cac loai ma ddc; luu tru 

vcac ma khai thae diem yen 16 hdng mdt each 

tir dpng (nhu Id hdng tren trinh duyet hay cac 

.thanh phan md rpng ciia ttinh duyet ma ngudi 

dimg sir dung...). 

: Trong bdi canh do, cd rat nhidu doanh nghiep 

I van chua th% dupc van de ve an toan cho he 

thong thdng tin doanh nghiep cua minh va 

i.chua CO bidn phap phii hpp de bao dam ATTT 

ciia doanh nghiep. 

3. Giai phap an toan thdng tin 

1 Thue trang trdn eho thay, vaii de bao mat 

trong doanh nghiep ngay cang trd nen thiet 

I I'eu, ddi hdi cac doanh nghidp Viet Nam phai 

-6 each tiep can chii ddng hdn ttong viee ddi 

Dhd vdi cae mdi de dpa cd the xay ra bat eU lue 

nao. De bao dam ATT T cho he thdng thdng tin, 

cac doanh nhiep can phai thue hidn nhidu giai 

phap khac nliau. Tuy nhien. trudc tien ddanh 

nghiep can phai danh gia iiitie dp ATTT cua 

he thdng thdng tin trudc khi dua vao sir dung 

va dinli ky kiem tra de ed bidn phap khac phuc 

cac Id hdng bao mat. Dua tren tieu chuan Open 

Web Application Security Project (OWASP) 

'"' va giai phap bao ve he thdng thdng tin cho 

doanh nghiep bang phan mem ModSecurity, 

tac gia trinli bay cae budc danh gia ATTT cho 

he thdng thdng tin eiia doanli nghiep. 

3.1. Ddnhgid ATTT theo Ueu chuan OWASP 

Hien nay, cd rat nhieu chuan danh gia 

miic dp ATTT cho he thdng thdng tin doanh 

nghidp nhu: OWASP (Open Web Apphcation 

Security Project), COBIT (Control objective 

for Information and Related Techniques, 

SANS, PCI/DSS (The Payment Card Industry 

Data Security Standard), (ISO/IEC27001) 

International Organization for Standardization 

and International Electrotechnical 

Commission. Bai vidt nay trinh bay cac budc 

danh gia mUc dp AT IT eho he thdng thdng tin 

doanli nghiep theo chuan OWASP, day la chuan 

md eiia cdng ddng mang the gidi nham giup 

cac doanh nghidp vira va nhd cd the chuan hda 

ting dung chay tren ndn tang Web, bao dam qua 

trinh van hanh mdt each an toan trudc nguy cd 

" Cue An toan thong tin - Bp thong v^ Truyen thong. Ban tin 
In loan thong tm thang 04 nam 2018 
''Cue An toan thong tin - Bo thong va Truyk thong: Ban tin 
in loan thong tin th^ng 04 nam 2018. 

'" OWASP (Open Web Application Security Project} la I du 
an mo ve bao mat ung dung web, du an la su co gang chung 
cua cong dong vcrl muc dich giiip cac doanli nghiep co the phat 
triSn, mua va bao tri cac img dung web mot each an toan 
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bi tan cdng. Ben canh dd, edn cung cap tai lieu 

vd kiem tra bao mat iing dung, saeh ve lap trinh 

an toan, cac bai viet ve kiem dinh ma ngudn, 

mpt sd cdng cu de danh gia mdc dp ATTT cua 

Web hoan toan midn phi. 

Sau day la cac budc danh gia mdc dp ATTT 

cua he thdng thdng tin theo tidu chuan OWASP: 

Budc I: Thu thap thdngtin tongqudthe thdng 

Tim hieu tat ca cae ti'nh nang cd nguy eo 

xay ra ldi: cd the kidm tra tinh nang eua tat ca 

cac ling dung web cd kha nang phat sinh ra ldi 

ttong ma nguon. 

Thu thap nhCtng npi dung bi ldi hoac bi an di. 

Cd thd sir dung mpt sd cdng eu nhu Burp Suite. 

Sir dung eac cdng cu phd bien (cac cdng cu 

vd tim Idem) va kiem tta eac ndi dung thudng 

dupe luu ttong he thdng robots.txt, sitemap, 

xml, .DS_Store, phpinfcphp, info.php, php.php, 

test.php, tesLaspx, phpinfcphp, info.php, php. 

php, test.php, test.aspx. Vdi muc tieu tim kiem 

nhimg dudng dan, nhflng thdng tui ve he thdng 

danh rieng eho ngudi quan tri. 

Sir dung ky thuat fingerprinting de xam nhap 

thir he thdng va xem he thdng webserver dang 

hoat dpng ttdn phien ban nao. 

Tim hidu cdng nghd dupc ap dung cho cac 

trang web: chang ban vdi Omg dung web chay 

trdn ndn tang edng nghe PHP hoac tten nen 

tang Java, ASPNET thi cd hudng kiem tra va 

khai thae khac nhau. 

Kiem tta danh saeh ngudi dung, chiic nang 

ciia cac quyen ttong he thdng vdi muc tidu 

kiem tta cac tinh leo thang giua eac ngudi dimg 

Budc 2: Tdn cdng thd bdng edc phuang thik 

khdenhau 

De phat hien dupc cac 16 hdng trong he 

thdng ngudi kiem dinh tid'n hanh tan cdng 

thir he thdng theo cac phudng thiic khac nhau. 

Chang han nhu kidm tta cac van dd vd xac thue 

mat khau; cac van de ve quan ly phien; eac van 

de ve phan quydn; kiem tta tinh hpp le cua dii 

Ueu; kiem tta chiic nang xir ly logic; eac van dS 

ma hda; cac van dd ve quan ly cau hinh; cac van 

de vd dang tai tap tin. 

Budc 3: Xdc dinh mdedd nghiem trongcuald 

hdng 

Ndu ttong qua trinh kiem dinh be thdng m̂  

ed phat hidn Id hdng nghidm trpng cd the din 

den vide phdi bay thdng tin quan ttpng ciia 

doanh nghiep thi ngudi danh gia phai tien hanh 

thdng bao ngay cho doanh nghiep biet de c6 

bidn phap khde phuc. Vide xac dinh miie do 

nghiem ttpng se dua theo 10 rui ro ling dung 

web eua OWASP TOP 10 (Idi nhdng ma; sai Idm 

ttong kiem tta dinh danh; thue thi ma script 

xau; sai sdt cau hinh an ninh; luu trii bao m$t 

thieu an toan; sai sdt han che tmy cap; gia mao 

yen can; sd dung cac thanh phan cd Id hdngdS 

dupc cdng bd; chuyen hudng va chuyen tiep 

diidu tham tta). 

Budc 4: Bdo cao lanh dao doanh nghiep vi M 

hdng vd de xud't mdt sd Men phdp khac phuc 

Danh gia va phat hien Id hdng he thdng chiEi 

budc ban dau cua qua tiinh danh gia tdngth^ 
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'san p h ^ cudi eung cua qua trinh nay phai la 

m̂pt van ban cd nhieu thdng tin dudi dang bao 

cao. Bao cao se dupc cung cap cho lanh dao 

donvi. 

Budc 5: Ket thdc qud trinh ddnh gid 

De kdt thue qua trinh danh gia, ngudi kiem 

'dinh se lap bao cao tdng ket bao gdm cac ndi 

t dung sau day: md ta so bd vd qua trinh danh gia; 

so 16 hdng da phat hien va khae phue dupe; sd 

(16 hdng da phat hien va chua khac phuc dupe. 

' Mdt sd canh bao quan trpng khuyen cao va de 

xuat khac phuc; tdm lai npi dung ttinh bay; bao 

cao ky thuat ve bidn phap khac phuc loi; bao 

eao chi tiet ve cac Id hdng chua dupe kh^c phuc. 

Sir dung phan mdm ModSecurity de ngan 

. chan tan edng he thdng Web cho doanh nghidp. 

! ModSecurity la mpt chuong trinh phan mem 

ma ngudn md do Ivan Ristic'̂ ' khdi ngudiL 

: Phien ban sau cung eiia ModSecurity la mpt 

tudng lira ung dung (WAF) ma ngudn md sir 

dung bd nguyen tac de phdng chdng ldi "zero 

day" va mpt sd Id hdng bao mat dupc tim thay 

trong Ung dung web. ModSecurity cdn cd the 

sir dung nhu mpt bp Ipe bao mat, xac dinh cae 

eupc tan cdng, thue hien xac thue gia tri dau vao 

he thdng web. 

ModSecurity cd kha nang phat hien nhting 

vi pham ve truy cap tir vide phan tich giao thUc 

http. Ngoai ra, ModSecurity cdn cd klia nang 

phat hidn cac chuong trinh thu thap thdng tin. 

may quet, eac eupc tan cdng bdng ma ddc, cac 

tmy cap cd dinh kem ma ddc Trojan va cd kha 

nang bao ve tir xa ma khdng can can thiep vao 

ma nguon he thdng. 

ModSecurity cd kha nang ngan chan vide 

hacker khai thae cac Id hdng bao mat ciia he 

thdng Web doanh nghiep nhu: tan cdng SQL 

Injection, thue thi ma Script xau (XSS), ngan 

can tan cdng tir ehdi dieh vu DoS (Denial of 

Service). ModSecurity thuc hien viec ngSn 

chan tan cdng thong qua cac Rule va khdng 

can phai can thiep vao ma ngudn he thdng 

Web cua doanh nghiep, ma ngudn phan mem 

ModSecurity dupc eung cap midn phi, phii hpp 

de uien khai cho cac doanh nghiep viia va nhd. 

Sau day la mmh hoa vd each trien khai cac ddng 

lenh trong Rule, khi he thdng doanh nghiep 

phat hien he thdng Web cua don vi minh hi tan 

cdng DoS, doanh nghidp tien hanh cai dat Rule 

de ngan chan cho tari cdng DoS nhu sau '•^h 

SecReadStateLunit 100 

SecRule RESPONSE_STATUS "@stteq 408" 

"phase:5,id:'981051'.t:none,ldg,pass,setvar:ip. 

slow_dos_counter=+l,expirevar:ip.slow_dos_ 

counter=60" 

SecRuIe IP:SLOW_DOS_COUNTER "@gt 3" 

"phase: l,id:'9B1052;t:none,log,drop,msg:'Chent 

Connection Dropped due to high # of slow DoS 

alerts"! 

Khi trien khai cac ddng lenh tren, Modsecurity 

'" Magnus Mischel. Mod Security 2 3, Birmingham-mumbai, '" Ryan C.Bamett: Web Application Defender's Cookbook , 
Published by Packt Publishing Ltd, 2009. John Wiley & Sons inc. The United states of America, 2013. 
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se phan tieh yen can cua ngudi truy cap vao he 

thdng thdng tni cua doanh nghidp, neu trong 

khoang thdi gian 180 giay ma ngudi dung 

do lien tue giri yeu cau truy cap den may ehii 

eung cap he thdng thdng tin cua doanh nghiep, 

nhung bi bao Idi 408 thi Rule trdn se dupe thuc 

thi, luc nay ngudi dung se hi ngan chan viee truy 

xuat thdng tin yen can, vi day dupe xem la dau 

hieu eiia tan cdng tir choi djch vu vao he thdng 

thdng tin doanh nghiep. 

4. Ket luan 

\'an de ATTT la linh vuc kha mdi me ddi vdi 

nude ta, ludn ddi hdi nhidu kid'n thiic chuydn 

sau trong linh vuc edng nghd thdng tin va kmh 

nghiem thue tidn. Vi vay. de nang cao tinh bao 

mat cho he thdng thdng tin eua doanh nghiep 

can phai tidn hanh danh gia mUc dp ATTT 

cho he thdng thdng tin eiia doanh nghiep. Ket 

qua cua qua ttinh danh gia. se giup cho doanh 

ngliiep sdm tim ra Id hdng trong he thdng thdng 

tin. Dua vao ket qua tim ra cac Id hdng. dpi ngu 

chuyen gia edng nghd thdng tin cd the ket hdp 

vdi phan mem ModSecurity phdng tranh viec 

hacker khai thae vao cae 16 hdng bao mat, de 

chiem quyen dieu kliien he thdng, danh cap 

thdng tin quan trpng cua doanh nghiep. 

TAI LIEU THAM KHAO 

1. Ban Bi tiiu Trung uong Dang: Chi thi sd28 

CT/TW" Ve tdng cudng cdng tdc bdo ddm ATTi 

mang"20l3. 

2. Thii tudng Chinh phu: Quy^t dinh sd 898, 

QD-TTg ue "Phe duyet phuong huong muc Ueu 

nhiim vu bdo ddm ATTT mang giai doan 2016 

2020; 2016. 

3. VNCERT: "Cae mdi de dpa tan cdng tt 

ehdi dich vu mdi - Emergence of a New DDoS 

Threat" ttr website: http://vncert.gov.vn/baiviet 

php?id=45, truy cap ngay 16/2/2019. 

4. Security standards council: PCIDSS quid 

reference guide, PCI SSC Security Standards 

2010. 

5. Ryan CBarnett: Web Application Defender'i 

Cookbook, John Wiley & Sons Inc, The United 

states of America, 2013. 

6. Le Tr^n: "Tdng cue thdng kd: Quy m£ 

doanh nghidp vita va nhd dang ngay cang nho' 

tir website: hup://vietnamfuiance.vn/tong-cuc 

thong-ke-quy-mo-doanh-nghiep-vua-va-nho 

dang-ngay-eang-nho-20180119145350988 

htm, truy cap ngay 16/2/2019. 

http://vncert.gov.vn/baiviet

